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B Add Identity Certificate

() Import the identity certificate from a File:

Decrypion Passphrase:

File ko Import From:

(#) Add a new identity certificate:

Key Pair: Cerkiey | Shawy, ..

Certificate Subject DMN:  [AS&85540.company.com | Select...

[ ] Generate self-signed certificate

| Advanced...

| add Certificate || Cancel

(e ) MREKREBERSATHS  BERELSE , BRI, H—THE....... =
Enter new key pair nametf{ Fig A Y278 , A% %X — T Generate Now, [H3

@& Add Key Pair (%]

Mame: () Use default key pair name

Size: 1024

Usage: (#) General purpose () Special

| Generake Maow || iZancel ||

3.#%—T TSelect, »
4 WMABENIZEEM , ME4FTR. THE , IH—TOK, AREIZE—T TAdd Certificate . 4



B Certificate Subject DN

Attribute Yalue
Connimeoiny B CH)  ASAS540,
DM Attribute to be Added DZ En‘i”;;fl} ) i comp
aktribute: | Common Mame (O} ' Company Mame (0)  Cisco Systems
. Courkry (C) us
Vekie: P epertment (OU)
Company Mame (0}
Counkry ()
State (St)
Location (L)
Email Address (EA)
| ok || Ceeel || Hep
CLiE@ i -

crypto ca trustpoint ASDM TrustPoint0
keypair CertKey
id-usage ssl-ipsec
fgdn 5540-uwe
subject-name CN=ASA5540.company.com, OU=LAB,O0=Cisco ystems, C=US, St=CA
enrollment terminal
crypto ca enroll ASDM TrustPointO0

5. 7 TIdentity Certificate Request BHIZEH , BB EXBBR(CSRBFIIXAER , A&
E_-FOKO m5

B |dentity Certificate Request

To cormplete the enroliment process, please save the PECS10 enrollment
request (Z5R) and send it to the CA,

You will then need to install the certificate that is returned From the Co by
clicking the Install button in the Identity Certificates panel,

Save TSR ta file: | Certificates\ASACerkCSR. bk

] 4 | | Cancel | |

6. ( AJiE ) EASDMA BB CSREBENEEME |, E6FIR. M6
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8. TR T LT EREN A L& BEETHI R, 7EConfiguration > Device Management > Identity
Certificates T iBIEHENEERER , WEGFIR , REKX—TInstall, & "ZEFHRBEL HE
i, & Paste the certificate data in base-64 formatE 2%l , A% L — T Install
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B% Install Identity certificate

Idenkity Certificate

() Install from a File:

(#) Paste the certificate data in base-64 Format:

g93gws madss9n 20+ ZuSPCEADL i poEheEe
fuieZdrsloUbodDEyEIindFEeQaCEdIl ormREW9bPSEZ2aTPTS I IGIckEMOkseqC
wPeyLEQIETsMwng+izPOZ G F0+anxuk HOiUPwr a3 3jgMLxisabt /4 atBbgiiBa
Bduloc Gy +SgegtommEy MIdSUb W AC 4 OMMP==

| Install Certificate || Cancel

CLIEH :

crypto ca import ASDM_TrustPoint0 certificate
WIID2DCCAsSCgAwWIBAgIKYbO9wewAAAAAATzZANBgkaghkiGOw0OBAQUFADAQMQ
!I--- output truncated wPevLEOl6TsMwng+izPQZG/f0+AnXukWHQiUPwrYw83jgNIxi5aDV/4atBbgiiBa

6dulUocUGYyQ+SgegCcmmEyMSA5UtbWAc4xXxOMMFw== quit

0. KFEHR—ERE K BACKNLRERS, E—T "H#E, #E. M8

8% Information

@ Certificate import succeeded.

10. BRFRELERE "HHEEL T. W9
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12. e TRLORERFREFEF |, K—TOK , REIR—TApply.
ssl encryption rcd-shal aesl28-shal aes256-shal 3des-shal
ssl trust-point ASDM_TrustPoint0 outside

11
B% Select SSL Certificate

Specify enrolled trustpoints to be used For 551 authentication and YPR load balancing on the outside
interface, To enrall a trustpoink, go o Configuration = Features = Device Administration =
Certificate = Enrollment.

Interface: outside

Primaty Enrolled Certificate: [cn=&585540, company.com, ou=LAE, o=Cisco Syskems, ...

-- Mone --

Load Balancing Enrolled Certificate:
[cn=*.wpnl.com]:[cn=M5-Ca]: 611F3630000000000026

|, COMPany' . Corm, ou= L&E, o=Cisco Svstems,

13. EASDMECLIF FEFEE.
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ASA (config) #show crypto ca certificates
Certificate

Status: Available

Certificate Serial Number: 61bf707b000000000027

Certificate Usage: General Purpose

Public Key Type: RSA (1024 bits)

Issuer Name:

cn=MS-CA
Subject Name:
cn=ASA5540.company.com /---new certificate ou=LAB o=Cisco Systems st=CA c¢=US CRL

Distribution Points: [1] http://win2k3-basel/CertEnroll/MS-CA.crl [2] file://\\win2k3-
basel\CertEnroll\MS-CA.crl Validity Date: start date: 22:39:31 UTC Aug 29 2008 end date:
22:49:31 UTC Aug 29 2009 Associated Trustpoints: ASDM_TrustPoint0 CA Certificate Status:
Available Certificate Serial Number: 211020a79cfd96b34ba93£f3145d8e571 Certificate Usage:
Signature Public Key Type: RSA (2048 bits) Issuer Name: cn=MS-CA Subject Name: cn=MS-CA /---
‘old’ certificate CRL Distribution Points: [1] http://win2k3-basel/CertEnroll/MS-CA.crl [2]
file://\\win2k3-basel\CertEnroll\MS-CA.crl Validity Date: start date: 00:26:08 UTC Jun 8 2006
end date: 00:34:01 UTC Jun 8 2011 Associated Trustpoints: test Certificate Status: Available
Certificate Serial Number: 611£8630000000000026 Certificate Usage: General Purpose Public Key
Type: RSA (1024 bits) Issuer Name: cn=MS-CA Subject Name: cn=*.vpnl.com CRL Distribution Points:
[1] http://win2k3-basel/CertEnroll/MS-CA.crl [2] file://\\win2k3-basel\CertEnroll\MS-CA.crl
Validity Date: start date: 23:53:16 UTC Mar 10 2008 end date: 00:03:16 UTC Mar 11 2009
Associated Trustpoints: test ASA(config)#

il 523,

(& ) ZCLILBREREEANHEALEENES

ASA (config) #show running-config ssl

ssl trust-point ASDM_TrustPoint0 outside

!I--- Shows that the correct trustpoint is tied to the outside interface that terminates SSL VPN.
ASA (config)#

g SSLE & it —EASAE R F 5 —{HASA

MREERATEHTR , AITUBTIHEE. CEESREELIIPKCSER. EQRELFER
B,

ERU TR TEBCLIELES

ASA (config) #crypto ca export

¥ 0% — FARREpPkcs12iER,
FERAUTHSEBCLIEAEE :

SA (config) #crypto ca import
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A BUBIBASDMAASAH R E B W H T IR, FBTRUATZERIUAITIIRE

1. BIBASDMZ A E| = ASA #EETools—> Backup Configuration.
2. B MBI E AR S EROBES.
3. EfAENXT , BARKASDMI1##ZTools —> Restore Configuration.

HHEEA
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