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. Cisco ASA
. show running-config output of ASA

Cisco ASA

ci scoasa(config)#access-list split extended permt ip
192.168.212. 0 255. 255. 255. 0

192. 168. 105. 0 255. 255. 255. 00
ci scoasa(config)#access-list redistribute standard
permt 192.168.105. 0 255. 255. 255. 0
ciscoasa(config)#i p |local pool clients 192.168. 105. 1-
192. 168. 105. 10 nmask 255. 255.255.0
ci scoasa(config)#route-map redistribute permt 1
ci scoasa(config-route-map)#match i p address redistribute
ci scoasa(confi g-rout e-map) #exi t
ci scoasa(config)#group-policy clientgroup interna
ci scoasa(confi g)#group-policy clientgroup attributes
ci scoasa(confi g-group-policy)#split-tunnel-policy
tunnel specifi ed
ci scoasa(config-group-policy)#split-tunnel-network-1li st
val ue split
ci scoasa(confi g-group-policy)#exit
ci scoasa(config)#i saknp nat-traversal 10
ci scoasa(confi g)# saknp enabl e outside
ci scoasa(config)#i saknp policy 10 authentication pre-
share
ci scoasa(config)#i saknp policy 10 encryption 3des
ci scoasa(config)#i saknp policy 10 hash sha
ci scoasa(config)#i saknp policy 10 group 2
ci scoasa(config)#i saknp policy 10 lifetine 86400
ci scoasa(config)#crypto i psec transform set ESP-3DES- SHA
esp- 3des esp-sha- hmac
ci scoasa(config)#crypto dynam c-nmap outsi de_dyn_nap 20
set transform set ESP-3DES- SHA
ci scoasa(confi g) #crypto dynamic-map outside_dyn_map 20
set reverse-route
!--- Command to enable RRI ci scoasa(config)#crypto nmap
out si de_map 65535 i psec-i saknp dynam ¢ outsi de_dyn_map
ci scoasa(config)#crypto map outside_map interface
out si de ci scoasa(config)#tunnel -group vpn-test type
i psec-ra ciscoasa(config)#tunnel -group vpn-test general -
attri butes ciscoasa(config-tunnel -general)#address-poo
clients ciscoasa(config-tunnel -general)#default-group-
policy clientgroup ciscoasa(config-tunnel -
gener al ) #t unnel - group vpn-test ipsec-attributes
ci scoasa(config-tunnel -i psec) #pre-shared- key ci scol23
ci scoasa(config-tunnel -i psec) #exi t

Cisco ASA

ci scoasa#show running-config
Saved

ASA Version 8.0(2)

!

host nane ci scoasa

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

names
|




interface EthernetO

narei f outside

security-level O

i p address 172.16. 1.2 255.255.255.0

|

interface Ethernetl

namei f inside

security-level 100

ip address 192.168.212.1 255.255.255.0

|

!---Output Suppressed ! passwd 2KFQnhbNI dl . 2KYQU
encrypted ftp node passive access-list split extended
permit ip 192.168.212.0 255.255.255.0

192.168.105.0 255.255.255.0

l--- Split-tunneling ACL access-list redistribute
standard permit 192.168.105.0 255.255.255.0

!--- Match the traffic sourced from 192.168.105.0
network pager lines 24 ntu outside 1500 mtu insi 1500 ip
local pool clients 192.168.105.1-192.168.105.10 mask
255.255.255.0

no fail over

icnp unreachable rate-limt 1 burst-size 1

no asdm hi story enabl e

arp timeout 14400

!
route-map redistribute permit 1
match ip address redistribute
1
1
router ospf 1

network 192.168.212.0 255.255.255.0 area 0
log-adj-changes

redistribute static subnets route-map redistribute

!--- Redistribute the static routes sourced from

192.168.105.0 !--- network into OSPF Autonomous System
(AS). ! route outside 10.5.5.0 255.255.255.0 172.16.1.1
1 !/---Output Suppressed crypto ipsec transform-set ESP-

3DES-SHA esp-3des esp-sha-hmac

crypto dynamic-map outside_dyn map 20 set transform-set
ESP-3DES-SHA

crypto dynamic-map outside_dyn map 20 set reverse-route

!--- Command to enable RRI crypto map outside_map 65535
ipsec-isakmp dynamic outside_dyn_map
crypto map outside_map interface outside
crypto isakmp enable outside
crypto isakmp policy 10

authentication pre-share

encryption 3des

hash sha

group 2

lifetime 86400

crypto isaknmp policy 65535
aut hentication pre-share
encryption 3des
hash sha
group 2
lifetine 86400

!---Output Suppressed service-policy global _policy




gl obal group-policy clientgroup internal

group-policy clientgroup attributes
split-tunnel-policy tunnelspecified
split-tunnel-network-list value split

username vpnuser password gKK.IpOzetpjju4R encrypted

tunnel-group vpn-test
tunnel-group vpn-test
address-pool clients
default-group-policy
tunnel-group vpn-test

type remote-access
general-attributes

clientgroup
ipsec-attributes

pre-shared-key *

pronpt host nane cont ext

Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e
end

KRR AR

A ER N AR T AR LB TR MR
FEASAH BUARRIZ B B 3% i 2= 4

X BRVPNRBEREGHBEFERAEZIET | 192.168.105.1BASAL B HIPHE,
ASAEH T

Ci scoasat#fshow route

Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - I1SI1S L1 - 1S I1Slevel-1, L2 - |IS-ISlevel-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is not set

S 192.168.105.1 255.255.255.255 [1/0] via 172.16.1.1, outside

C 192.168.212. 0 255.255.255.0 is directly connected, insi

C 172.16.1.0 255.255.255.0 is directly connected, outside

S 10.5.5.0 255.255.255.0 [1/0] via 172.16.1.1, outside

(@) 10. 2. 2.1 255. 255. 255. 255 [110/11] via 192.168.212.3, 2:09:24, insi

(@) 10.1.1.1 255.255.255. 255 [110/11] via 192.168.212.2, 2:09:24, insi

BR : BEREERRI , ERNEFinH FEE B S HE ASIVPNAEARRR(ASA/PIX)HNEEHERF,
BR K ETFEEHS,RIETHREEHHE (MOSPF, EIGRP ) HWAZBIEHES ( REIEITASA
8.0).

BHBRINEHE

Rl#show ip route
Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S, su- ISISsumary, L1 - IS IS level-1, L2 - IS IS level-2
ia - IS-ISinter area, * - candidate default, U - per-user static route



0 - ODR, P - periodic downl oaded static route
Gateway of last resort is not set

C 192.168.212.0/24 is directly connected, EthernetO
10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks

C 10.1.1.0/24 is directly connected, LoopbackO
@] 10.2.2.1/32 [110/11] via 192.168.212.3, 02:11:52, EthernetO
HEABERBEHER

R2#show ip route

Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS1S, su- 1SI1Ssumary, L1 - IS-ISlevel-1, L2 - IS 1S level-2
ia - IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downl oaded static route

Gateway of last resort is not set
C 192.168.212.0/24 is directly connected, EthernetO
10.0.0.0/8 is variably subnetted, 2 subnets, 2 nasks

C 10.2.2.0/24 is directly connected, LoopbackO
O 10.1.1.1/32 [110/11] via 192.168.212.2, 02:13:03, EthernetO

FEASAH B AARRIF B 2% H 3= i

A : BRERVPNRBRERERHRBEFEREREIL , 192.168.105.1 RASAL B IPH L,
ASAH &

ci scoasa#fshow route

Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S L1 - IS-ISlevel-1, L2 - IS IS level-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is not set

192.168.105.1 255.255.255.255 [1/0] via 172.16.1.1, outside
192.168.212. 0 255.255.255.0 is directly connected, insi

172.16.1.0 255.255.255.0 is directly connected, outside

10.5.5.0 255.255.255.0 [1/0] via 172.16.1.1, outside

10. 2. 2.1 255.255. 255. 255 [110/11] via 192.168.212.3, 2:09:24, insi
10.1.1.1 255.255.255.255 [110/11] via 192.168.212.2, 2:09:24, insi

BHBRRINEHEK

cNoN " NeoNeN"

Rl#show ip route

Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP



i - 1S1S su- ISISsumary, L1 - IS IS level-1, L2 - IS IS level-2
ia - IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downl oaded static route

Gateway of last resort is not set

192.168.105.0/32 is subnetted, 1 subnets
0 E2 192.168.105.1 [110/20] via 192.168.212.1, 00:03:06, Ethernet0
!--- Redistributed route C 192.168.212.0/24 is directly connected, EthernetO0 10.0.0.0/8 is
vari ably subnetted, 2 subnets, 2 nmasks C 10.1.1.0/24 is directly connected, LoopbackO O
10.2.2.1/32 [110/11] via 192.168.212.3, 02:11:52, EthernetO

HHSRR2B AR

R2#show ip route

Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile, B - BGP
D- EICRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS1S, su- 1SI1Ssumary, L1 - IS-ISlevel-1, L2 - IS 1S level-2
ia- IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downl oaded static route

Gateway of last resort is not set

192.168.105.0/32 is subnetted, 1 subnets
O E2 192.168.105.1 [110/20] via 192.168.212.1, 00:04:17, Ethernet0
!--- Redistributed route C 192.168.212.0/24 is directly connected, EthernetO0 10.0.0.0/8 is
vari ably subnetted, 2 subnets, 2 nasks C 10.2.2.0/24 is directly connected, Loopback0 O
10.1.1.1/32 [110/11] via 192.168.212.2, 02:13:03, EthernetO

HEEA
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