ASA 8.x : AR WindowsHJAnyConnect SSL
VPN CACEE+HE

H &%

RRRCARE
EMASAT R 5 HEE

AnyConnect VPNEL &
BEVIPihhth

FLiEOCSP
BLEOCSPEELHE
BCAL OCSP
ELEOCSP# Al
Cisco AnyConnect i P
~ #Cisco Anyconnect VPNZE Fif- Windows
EXEhCisco AnyConnect VPNZ 5 - Windows
HEER
BRI T
8%A - LDAP¥ DAP

Active DirectoryZz #£
ASARLE

ASAFLE
ff#%B - ASA CLIFRE



AAARIL DAPH BE HEBR

Fi8ED -FEMSHER R DAP¥I &R
LDAPi®1R 28

Active Directo

&

ANERUHEBRN B ERELSEEASA) L EABEAHREF(CAC)ETT & 108 F 1 iE AR Windowsky
AnyConnect VPNiZ % &5 B B & Rl

ANENSEESEFERBEREZSEBEEESZ(ASDM), Cisco AnyConnect VPNE F i fMicrosoft
Active Directory (AD)/E £ 4% B #%75 & 1 € (LDAP)EL E Cisco ASA,

IEE RV EC & £ A Microsoft AD/LDAPfRIBRER. A<M EIEIT4E T OCSP. LDAPE ¥R M EhRESS
3K B (DAP)E = R Th &k,

B R

=K

¥ Cisco ASA, Cisco AnyConnect® Fifi, Microsoft AD/LDAPFI N 88 E 72 55 i (PKI) M E A2
BREMERERE. 2BADEKEER, FRAEBMHURLDAPHREDREZEEMHEM
AD/LDAP¥I R » BRI IR BT,

R T
AN AHHEFARRIFA T HREANE LR
« BITERBRAS.0(x) R E @A K Cisco 5500 5 BB E L £ #E(ASA)
EFARASA 8.xHICiscoffiE E 2 £ 5 & B 12 235 (ASDM)hR 486 .x
- EARWindows#ICisco AnyConnect VPNZ F i

ANHAHNEARBBRBEEREREANKEMEL. Kqﬂ{ﬁ)ﬂiﬂﬂﬁﬁﬁﬁéz’é‘%’“ﬁtﬂ}ﬁﬁ% ( R
) BHEREREE) . MREHEREEFER  FRACECHEBIMNES ARERNEE,



Cisco ASAEL &

RENTHEEBASDMEL B Cisco ASA. B8 7 EIBSSL AnyConnectE#R 8B VPNIE % &4 8 B2 & Fir
ENSER, CACEERAREMERE , YARSEPNWERETRBBUPN)BHIEF Blactive
directory R SLE TR,

HEEIEEIHR

- NEEALEELRRE , flM/E. DNS, NTP, BBH. REHE. ASDMAHEEF., BREER
RIEEATBELHE,

REFMES A FSRZUELEEE,

« BATeRHBRIES REXVPNASRIFMENLERE. i, T EHCACKIREVPNEE
B, MEFHITOCSPE, LDAPHBRFIE)AER, K A& (DAP)RRZE, DoDEROCSPRE , {8
PREE R BEEOCSPHIER T T,

- LEGRHBETHHYREMRIEE  TUBNES LTS MR+,

« ASDMFAnyConnect/SSL VPNAgEER — M E L EAMERENE, BRERXHP —FEERS —
ERELAE BT, fla , WASDMEHE445 | ¥IAC/SSL VPNEH 8443, E8.XHE
7 ASDM URLESR. fEAnhttps://<ip_address> : <port>/admin. htmlo

- FTEMASARRGZE D %8.0.2.19F1ASDM 6.0.2,

« Vista&z#AnyConnect/CAC,

- EHESRKBERNLDAPM BN ES B RBEH MRS |, F2EMEA.

- BBRUNAEMSHBRELDAPH R |, F2RHH#D.
- BEBXREENEAENEEE  F2REEER.

B EFE. BRE., ZRAAAEE

LB BRRREEMCAMRRB[BIEMBEZBNCARRES , EEEAEFIF(CAC)FEH BRI
TRE. BELEEMTERERFEMEE. BRTREZN , BENLEESBMEAMicrosoft Active
Directory £ & B s3 FEUBA B E(LDAP) I RE, EFZP(DoD)FEEFAFEAETRER
(UPN)BMETRE  ERRRTRERBB(SAN)ZBD N —22, UPNSREDI/PIAERAUTHER
© 1234567890@mil, 5L E BER T I8 A LDAP IR 8S EEASAT B BAAA PR 28 LA 17 1548,
EBREZEBLDAPHREMETWEE , FSHM A,

aX ELDAPA] AR 25
ARRBUTIER

1. i##ERemote Access VPN > AAA Setup > AAA Server Group,


//www.cisco.com/univercd/cc/td/doc/product/multisec/index.htm

2. EAAAfRIBRERAE RS , —TAdd 3,

3. M AMAMRIRAEETE , LBFLDAPIH EEE R, B
4. EFmRE KRB Servers |, #—TAdd, FRELEZLNMAKFEEL—BREPRA,
5.7 "#mIBAAARMRER. BAH , TRUATHR. F2EHE2,

5
¢

oy

1o

AR MREHLDAP/ADE $H¥ L B EMRETE & |, 581 #FEnable LDAP over SSLiE
I8,

a. BELDAPFIEMNNEH. AEEERTERAER.

b. B AR ARERHY PR3k,

c. B Aserver port, FEFXLDAPE A389,

d. iEfEServer Type,

e. #i ABase DN, FE[EEHIAD/LDAPEE SFREL(E.

=] 1

B Add AAA Server Group

Configure an A484 server group. The Accounting Mode attribute is only applicable
for RADIUS and TACACS+ protocols,

Server Group:

Protocal:

Reactivation Mode: (%) Depletion {3 Timed

f.7 "8E, BET  EREENER, EHURNREZRDN, FEEWAD/LDAPEERES
REH,

g. £Naming Attribute® , i AuserPrincipalName, It/E M HARAD/LDAPERESFHIFEH

2



R,

h. #Z£Login DN , g A E¥ESDN,

AR BBEERG/ESESERENHNHENEER ZLDAPE BN EEFTE
CUESTIE:

i EREAZERT , MAEEENEE,
j. RELDAPB MM FHEZEX Enone,

=2



BaddAsaServer B

Server Group: aD-LDAP

Interface Mame: autside
Server Mame or IF Address: [172.18.120.160

Timeoutk: 10 seconds

LOAP Parameters
| ] Enable LDWAP owver 551
Serwver Pork: 359
Server Type: -- Detect Automatically Use Generic Type - W
Base DN: CM=Users, DC=ggsgseclab, DiC=org
Scope: ione level beneath the Base DN
Marning Attributels): |userPrincipalMarne
Login DN Irninistr akaor, Chl=sers, DiZ=ggsgseclab, DC=org
Login Password; TITIIIILIL

LDAP attribute Map: | -- Mone --

[ ] 3850 MDS authentication

AR LRERE R IR E T LU I EABAD/LDAPE R BUE T RE

k. EIZOK,
6. BIBOK,
EERE

EASALZRBEZEMRALE., 8%, TEAMENCARE (BRAREIEMBME ), Hx , B
ASATTZE4SECALEEBEMHRE, DoD PKIEALUTEE : 1BCA2. H31E. CA##



INTERMEDIATE ( ASAGEMESFER ) . ASA IDREFMOCSPEE, (B2 , MRBELRMHEH
OCSP , BINEELZKOCSPREE,

AR FRENRZREPOCEHEUESRIESURMAEMEEN S HRENRA, SSLEEE
RHAASAEITERE. THEEESANES,

AR AHERENBELZEDOD CASE, B A LAEMicrosoft B & 7 M E & F A Internet
Explorerifi, DoDEERK — A EERER , IEXSEDSEMBCAEMEERK. EEES

& , FBEAERPKI POC,

& : DoD CA2FI3EEIR A K B HHASAE EMASA IDHICAH R ERZRERAESHRIEAME
HYME—CA, FTRERIRNCARBEREABNRCA2MIERE , IEE M T CA2H3EIR , ELEPE
BMmEEE.

1. 1B Remote Access VPN > Certificate Management > Identity Certificate > Add.
2. ##EAdd a new id certificate , AR BFE S REIBIEZZHMNew,
3. £Add Key PairE O F , # A £ B #BDoD-1024, #— TEBRELUFIE S8, FSHES.

=3

&= Add Key Pair

Mame: () Use default key pair name
(51 Enter new key pair name: DDD-IDE4|

Size: 1024 W

4. BESWMHIADN,



Wt

30

5

6

=
7o

1

2.

. fR B UsagehV FEFZEX EGeneral Purpose,

. ¥ — T Generate Now,

5t : DoD Root CA 2fEF2048{u 88, FELEMMFEA2048U £ BEME_—EEI® , LUE
BESHMEALLCA, TR LIRS BRI s — @&,

HIBCAEE

i

BT EHER

. I Remote Access VPN > Certificate Management > CA Certificate > Add,
##ZInstall from File , W BIEZHEESE.

. 1##ZInstall Certificate,

B4 : RERBSE



B= Install Certificate

Retry Period: | minukes

Retry Count; {Use 0 ko indicate unlimited retrigs)

| More Cplions. .. |

Install Certificake | | Zancel

4. LR ERZELE. FLHES,

=5



ﬁ‘ CA Certificate Installation

i cerkificate installed successiully,

EE  HERENSEZREEESB123, DoD PKIZELUTESEEMEE : 8CA 2,
HE31R. CA##H A, ASA IDFMOCSPAIRET. MERFEHOCSP , BMIFEEOCSPREE

[¢]

Bl6 : ZHIRFE

Remnte Araens WPRL . o1 0 5 Comfiguratinn > Resante Aeaaens WPH v Cectificate Maonagesent ¥ TA Certificates
R L R Sl S N S I NI B O SRR
i & B haboan ko Cherk) decmss

VR Chendess 38 VP Dotece 1 e N 2 e e 0 e LB S o B e R e £
Y 34 G=hn | 1szu=d T leauzd 3 Eniiy Dde  Lhays :l aed

Tt S Dbl Mz { ol Foack 1ol a2 L Puab S8 & o PR Juy  LS0Z;I0UTE  Sgnabue
{1 Y rehicnt Franmgremeet | Dol 855 0 Fok 2l [Tim 371 € 1a%n - Bamtoa, e o 3T =000 I 20nerd U aose
53 b Coililiia ey [Zudulh |y ™ [ui=2iC KTC R L Ca 2, DuePhl, CESESEUTS  fanehae PRI
Py Idznkizy Cortcakzs |
~+-Epa Caze Siger ] b s b
-l Locd Ceetfcazs stz i
W& | oA TAlerncine
1B CHCP Servar
NCINR S
?;’-E--“r: Abezined

=Fms

AMASAY ZRHHEE
1. 1B1#Remote Access VPN > Certificate Management > Identity Certificate > Add.
2. i Add a new id certificate,

3. 1#EDoD-1024¢ 8%, F2EET



7 : HSHRESIR

File to Import From:

key Pair;

Certificate Subject DM

B Add Identity Certificate

¢ Import the identity certificate From a file:

Dectyption Passphrase:

(%) Add a new identity certificate:

DoD-1024 vl | show.. | | New.. |

[ ] Generate self-signed certificate

[ fdd Certificate ] | Cancel | [ Help ]

4. B3| Certificate subject DN4E , 33— T Selects

5. 7 Certificate Subject DNBE A , i AR BN ERA. EBRH , F2RES.

[E8 : #"¥EDN

B2 Certificate Subject DM

Dl Atkribute to be Added

aktribute Walue

Carrmon Marme (CH) - asasi
Cepartment (0L PKI

Aktribuke: -- Select Attribute -+ | Department {00 Dol

Walue;

Company Mame (2 U,5. Government
ooy (C) B




6. EEFOK.

AR BINEEDNE  FRAEARKIEENEETHE. PKI POCHLEHEXE
Lo

7. 1ZEAdd certificate,
8. #— T Browse , LEREEREFFERVWEKMNE. F2EE.

B9 : JEFBR

=3 Identity Certificate Request

To complete the enrollment process, please save the PKCS10 enrollment
request (CSR) and send it ko the CA,

You will then need to install the certificate that is returned from the Ca by

. FRABEFWITHESR , BFERERINEENE | REFEADEHPKI POC, EFZ2EE10,
B10 : SEMEES

B ASA-8.0 - WordPad
File Edit Yew Insert Format Help

Ded &2 H B B

HIIBLATCE/ wIBAD AmMOAwDAYDVOODEWVhcZE4NDEUNBIGCSge3 Ih3DOEJARYF YR
OD AT ZEwDOYIJEo ZThweNAQEBBQADgYOANTGI Ao GEATqhuFdN 12 G733 GCHe Q4 ETEY
skELghwrraRNeB9iFInLylOJYal3 Al cededpe IUF 7 JUHYO IxS3v0OELY 1VAVN /54
+Z0DET+wclU+alZ SyetTniGrppogxNYSU+4 ) 6pguui8sRk1+TEEVRInJ+E3EKe 1
pHzEixT7GecFRASIsVvevAgRBAAGOND AuBgkghkiGOwDBCO4x ITAENA=GAL UdDwOE
AulFoDAQBgNVHREECTAHggVheZ E4ND ANBgkahkiG9wlB AQOF AADEgOEmEE xS nV Ty
QOF P TUEalhnVaEf OBhup £+ Y0 Fn9Xt8 T3 Ga 5 1H/ e+ XBZ oy L zNSthuZFVr Sml 7o T9
Jw3l+iHEv57zE1ulH3 ATKN+Hr ud vaggBr gQBEMCD IpnyCRpOEZpnZ QaX/ cDOxkgpve
EgfJHe+2 x3eVgvixyRIRET 1¥FN3ResrSTy==




10. fCABEEERWEIFER , FH&ERemote Access VPN > Certificate Management > ID
Certificate > Install, 5Z2BEE 11,

E11: EASHRSE

B Add IP Pool

Mame: (CAC-LISERS |

Skarting IP Address: 5192. 163.1.1 !

......................................................

......................................................

Ending IP Address: 5192. 165.1,254 i

Subnet Mask:

Ik, ][ iZancel ][ Help J

11. fEInstall certificate B O & , BIBER|XZIDESE , W iE=FInstall Certificate. BERHI , FZRE
12,

E12 : XS5 HRE



= Install Identity certificate

Identity Cerkificate

l Install Cettificate j | iZancel | | Help |

AR ERSHIDREEEMURTERNEBENSRY., ER E‘FASA”“IEEH%%EE
TMBEAZFHASA , UHRVMARER K., EBFAES  F2RELNEAER
o

EE  B—TSAVE , R ERFEREREERS.

AnyConnect VPN &

EASDMMEEVPN%I%{HWI&IEO F—EZERFEASSL VPNEBE, HATHEVPNE B E
AERR  ER—ESAFEANIE, F_EREESFBHITIZ—RESERE, FEEERE
Fﬁqzﬁjj_lfo

i AmMESEITKACE FiniREGERE !

1. EALRERRUL THEAER , ARBELZKEHERK L,
2. ERETZEBWebBIERABASA , Y AU THEF iR,

BfEE : fliNhttps://asa.test.com. RIERFEAE—EL E. BACEFWmAKAZEIEFIHmEM
+# K SBRERERAEXRBACEFFik,

B IPi#hth

MRFEAHAM T E (WDHCP ) |, AERTEM.


//www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/cert_cfg.html#wp1058415
//www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/cert_cfg.html#wp1058415
https://asa.test.com

1. 1®##FRemote Access VPN > Network (Client) Access > Address Assignment > Address
Pools,

2. E_—FAddo

3. 7£Add IP PoolBE O , W AIPHIE BT, EIRIPHUMERIPHbuE | AR IRIZEFEEE,
2813,

3

E13 : Pt

B Add IP Pool

R :
Mame: (CAC-LISERS
Starking IP Address: 5192. 165.1.1 :
Ending IP Address: 5192. 165.1,254 :

Subnet Mask:

Ik ][ iCancel ][ Help ]

4. 1E#EOk,

5. i #ERemote Access VPN > Network (Client) Access > Address Assignment > Assignment
Policy,

6. ZREENIPHIDE S E, NMEREEAREiUE, F2EE 14,
B14 : IP#bit 5 B 5 %
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1. 1B Remote Access VPN -> Network (Client) Access -> Group Policies.
2. #&— T Add¥f#E#ZInternal Group Policy,

3. f£Add Internal Group Policy & O , fEName X KNEF B AHRBEHNBE. 5B
15 : 38 h0 R EFAE 5% BE

2HE15,



& fdd Inmternal Group Policy

Natie: AC-LISERS
L T 13311 e Y i A e Y I Y I i I P Y VY T
- kv anced Banresr: [] Irhesit
Address Pocls: [] Inhent  [CAC-USERS Sedect... |

e ]

More Dipkions

Turneding Protocats; [ ] Inhent [ Clentless 550 WM [+ G50 VER Chenf  [[] IPsec [ JL2TP{IPssc

Fikar: I¥] [rtherit
HAC Palcy: I] Intherit
Access Halrs: I Irthierit

Simubanesus Logns: [&] Inherit
Restict access B VLAN; [&] Inherit
Maximum Connect Time: [#] Inherit

Ide Timeous: [#] Inherit

R T ER BT

a. fEGeneralE%& L , i#32SSL VPN Client in the Tunneling Protocols &3 , BrIEZEEH
HiE ( #Clientless SSL ) o

b. #£Servers#p oA , BUEREAinheritBgEX 5 88 , Wi ADNSHIWINS{EAREFAVIPHbHE,
ADHCP{ERAE ( REAH ) -

c. EServersZ oA |, BUHIZ A Default Domain® inherit& B A 3R , Wig A B E RN ITE.

d. £GeneralE& L , BUHZE S Address Pool# % F il InheritBREN 5 38 |, S8 nE L —F &
SR HbaE, MRERFERAEMIPHU DB S E  SBRBU A EUERNETEENE X

o

e. A EMEERRIBREHERRE.

it AMEREABACE FiRRHEKRIRERE, —ERERFBBCisco.comIt T
BACEFIR, F-EBAEREEAEERERE , BASAKE PR TEIGERE
o LLEIHIERE—BH %,

4. SR , ®#FAdvanced > SSL VPN Client > Login Settings. s52:FE 16,

16 : 180 ERAE SR Ak



& Edit Internal Group Policy: &C-USERS

General dber successhuly lopgng n, user can heve the chaice bo download the chenk softwars, or go ko chentless S50 WP
- SEJERE portal page. The follawing settings decides what wil happen.
= ddhvanc=d 7 Inheric
Split Tunneling e
[E Broweser Procy Fost Login Setting

=55 YPH Cient | R e P i e T
©ay Fegeneration

Frompl ussr Lo chocse
Dead Peer Dedscty Q i

Lo Cugbamization
- TPeec Client
Defaul Post Login Selection
{130 ba Clisntess 55 YPY portal
(¥ Cownload 551 YEM Chent
4 >

Eccoies ot el ]

a. BUEEF InheritBR BN 5 #.
b. ERERLRRNEERARRE.
c. EEEEARENEE 'AREARERERE, .
d. E#£OK.,
PRE 4B 5T H MRERERE
BYEE - MRETBEUFEE , ITUERERNAERE,

1. 1 Remote Access VPN > Network (Client) Access > SSL VPN Connection Profiles
2. i Enable Cisco AnyConnect Client...o

3. ASEER—EEEES I , A% would you Tike to designate an SVC image ?

4. &% VYes,

5. IREEFEMEG  FBEEHBrowse Flash—EFANMREG, NRERFEMREG  FEE
Upload , S BIBR| A B LNER, F2EE17. BRALKECisco.comTH , HHhaIE
Windows., MACHILinuxtg 2,



B17 : B iNSSL VPNE F ik &

@ Add SSL ¥PN Client Image

Flash SWiC Image:

Upload. ..

6. SRE XA Allow Access, Require Client Cert , SRR EE R AEnable DTLS, F2FHE 18,
E18 : BUAEE

I Cisco ASDM 6.0 for ASA - 172,106,120, 234

Fie Mew Tods Wizards Window  Heb lookFors | i

(] ] L]
@ G .9% Configurabian L:l Maritaring U‘;qv: Q¥ nefeesh @m £ "? Help | l CISCO
Hﬂ.ﬁ::ust_v .8 X Configuration > Hemole A WP > Melvoik [Clent] Access > 550 ¥PH Connection Profiles O
ﬂ Mebwnrk (Clent) doepss : :5: !

The securty applanos automaticely deplays the Ciscn Ay Conne e YOH Clenk of legary 551 W Client bo remoke

B5sL weN Convection Prof

'.:i 1Psec Corni=ction Prafiles
ﬁf! Groun Palicks
. I}' Cemiemic Aocess Polidss
=i~ iy Address Assigrmert
| B assionment Polcy
~-{JF) Address Pack
+ Eﬂ,Mﬂrrrrl
m Clhertlass S5L%PN Aczess
'.:i Connection Frotles

| % I (-

g-“_a Frowdl

ﬁg&mte Pucess VF
wgm-m-ﬁtawm
if, l Dvice Managament

| #- '™ Porta 22

5.&-) Davice Setup

Canreckion Profies

users ypan canrectian, The nkl chent dealoyment requres end-uses admnistrative nghts, The Cisco Ary Connsct
WHN Clert supparts the HTTPS[TCR (550 and Datagram Trarsport Layes Securty (OTLS) bunnebrg optians,

(More chent-related paramaters, such as chant images and chent profilas, can be Found at Clant Seftings,)

Mcoass Inberfaces
fﬂ Enable Ceco AnyConnect YRR Clent ar legecy S50 WPH Clert access on the interfeces selectad in the bable Gelam

[terfacs Mliera hersss Paguire Ciert Certificats Ensble OTLS

Acpess Porks | 443 DILS Part: (443
Cick here to Azsan Cortficate to [ntarfacs,

aok || Ree

Configuratdion changes saved succassfuly,

Catn 15

1012507 2:09:4E AMUTC

iz

7.%—T TApplys o

8. TR, BiUE

#RECERE R/PRE

B, 1#EERemote Access VPN > Network (Client) Access >

SSL VPN Connection Profile,

9. £ Connection ProfilesZp

ﬁJ\I:F y E_-F Addo



B19 : EinEREERER

B nddd 550 VPH Connection Profile

::I:- advanced
Alisses:

| Name: AC-USERS

Authenbcabon
Method: 1 aas (&) Certificate ) Both

oo QAL i Sevver Groon Fadls

BAA Server Group: LCnZal

W Manage. ..

[

Clent Address Assigment

DHCP Servers:

Client Address Pools:

Defaudt Group Policy

=T

Group Policy:

S5L ¥PN Chent: Probocol: [+] Enatled

b

=
o
5
o
=1
o

a. & &l

b. £ & 17 B& 3 75 £ P i# Z Certificate,
c. BEZHIEVMNERM,

d. #EREXASSL VPN Client,

e. REHMEHREASTARIE,

10. ;R#% , iEEAdvanced > Authorization, FEZ2 BB 20

20 : ##E

:I:III*
B



= Fdit S51 VPN Connection Profile: AC-USERS

......................

f intetface Server Group

3 Use the enfire DN & the wsernams

(#) Specify individual DM Fiekds a5 the u=ername

; Basic { Befault Authorization Server Group -
- favanced | Server Group:  AD-LDAP v
b aeneral i
v Cliert Addressing Lsers musk gxist in the suthorization datsbase ba conneck
i mthentication
o | Intarface-specific Authorization Sarver Graups
L SELYPN | 4 add @ cot Jf Delete

i ser Mams '.I'Lwng ....................................

Primary D Fisld: PN {Ukssr's Principal Rames) |

a. BIEZ A2 WAD-LDAP#E,
b. iEfUsers must exist...to connect,

c. EHRRBN A |, o5l AEWMAFNEHLIEZFUPNHNone,

11. BIFREIRSSL VPN,

12. #£Connection AliasesZB 0 H , SERRA TS B -

E21 : E R AR




= Fdit $51 VPN Connection Profile: AC-USERS

[ Basic | PortalPage Customization:  DfftCustomization % [ Manage.. |
= Advanced | LR R R
Lo Gareral | 5D Altermake Group Poicy: | DFtGrpPolicy w | Manage...
Cliert Addressing : :
sutbertication [ ] Enable Hve display of Radius Rejact-Message on the login screen when authenticabion i rejected
~authorization |
AoooLntinn Connection Alisses
==L WP & add & Delete
|| nias Enabled
Garoup LEL:
& Add [
LEL Enabled
| oo || ceeel 1] Heb
a. E#Add,

b. AZEMEHAMNEERSZ.
c. BRiZHEnabled, E2EE21,

13. E_-F rOKJ ( EEE ) o
AR #—TSave , B EERFERETERP,

mECEARA (WMREAOCSP)

1. 1®##FRemote Access VPN > Advanced > Certificate to SSL VPN Connection Profile Maps.
w2EE22,

a. T Certificate to Connection Profile MapsZB% & , Z1EAdd.

b. % A] LATE SRR EE 9 5 IR 5 B R R B8 B DefaultCertificateMap , MR & H|IPsecfEAEE

$er |, BIRTLAER ST FET R,
c. REFAELIEF,
d. EHBRAT , RE A- Not Mapped —, B2 EE22,



E22 : i ErTE AR

B% Add Certificate Matching Rule

Configure a certificate matching rule and assaciate it with a connection profile. The
rule priority uniquely identifies the certificate matching rule and assigns a prioriky
to khe rule with lower values having greater priority. Rules that are not mapped
will be ignored.
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Choose a digital certificate

Identification

The Web site you want ko view requests
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Specify the essage Hat wil be displetyed vihen Ehis reoord i @ebacted,

Ucer Messags:

[ e -4 caneat - f el

4. EASDMA | iEERemote Access VPN> Network (Client) Access > Dynamic Access
Policies,

5. i##EDefault Access Policy , I iZ#ZEdit,
6. TERIRIEMESRE ATerminate, 2B EA12,

A1 24 48 B RE SR e

#= Edit Dynamic Access Policy

Palicy Name: DfldcoessPaolcy

Cascription:

furess Polcy Athrioutes
Canfigure access policy attribuzes for this policy. Attributes values specfied hers will averride thoss waues obzained from the aa, siestem.

| Acton ENH.mrk.ﬂ.EL Fiters  Wsh-Type ACL Filers | Functiond | Part Forwisrding Lisks | URL Lists | Access Mathod

Action: (T3 Conkire (53 Terminate




7. E_-F rOKJ ( EE}E ) o

i R KEETerminate , B E L AT , B AFEREAContinue,

Ki4%B - ASA CLIE(E

ASA 5510

<#root>
ciscoasa#
show runni ng-config

: Saved

ASA Version 8.0(2)
!
hostname asa80

domain-name army.mil

enable password 8Ry2YjIyt7RRXU24 encrypted
names

!

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address x.x.x.x 255.255.255.128

!

interface GigabitEthernet0/1

nameif inside

security-level 100

no ip address

!

boot system disk0:/asa802-k8.bin

ftp mode passive

dns server-group DefaultDNS

domain-name army.mil

pager lines 24
Togging console debugging
mtu outside 1500

——————————————— VPN PooT---==mmmm e e e e
ip Tocal pool CAC-USERS 192.168.1.1-192.168.1.254 mask 255.255.255.0

no failover

icmp unreachable rate-1limit 1 burst-size 1
asdm image disk0:/asdm-602.bin

no asdm history enable

arp timeout 14400

access-group out in interface outside

route outside 0.0.0.0 0.0.0.0 172.18.120.129 1
timeout xlate 3:00:00




timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat
0:05:00

timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect
0:02:00

timeout uauth 0:05:00 absolute

—————————————————————————— LDAP Maps & DAP-----———— e~
Tdap attribute-map memberOf

map-name memberOf Tunneling-Protocols
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map-value memberOf CN=_ASAUsers,CN=Users,DC=ggsgseclab,DC=org 20
Tdap attribute-map msNPATTowDialin

map-name msNPATTowDialin Tunneling-Protocols

map-value msNPATTowDialin FALSE 1

map-value msNPATlowDialin TRUE 20

dynamic-access-policy-record CAC-USERS

description "Multi-Group Membership Check"

priority 1

dynamic-access-policy-record DfTtAccessPolicy

action terminate

aaa-server AD-LDAP protocol Tdap

aaa-server AD-LDAP (outside) host 172.18.120.160
Tdap-base-dn CN=Users,DC=ggsgseclab,DC=org

Tdap-scope onelevel

Tdap-naming-attribute userPrincipalName

Tdap-Togin-password *

Tdap-Togin-dn CN=Administrator,CN=Users,DC=ggsgseclab,DC=org

aaa authentication http console LOCAL

http server enable 445

http 0.0.0.0 0.0.0.0 outside

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication Tinkup linkdown coldstart

———————————————— CA TrustpointS----—-———-——————- e~
crypto ca trustpoint ASDM_TrustPoint0

revocation-check ocsp

enrollment terminal

keypair DoD-1024

match certificate DefaultCertificateMap override ocsp trustpoint
ASDM_TrustPoint5 10 url http://ocsp.disa.mil

cr1l configure

crypto ca trustpoint ASDM_TrustPointl

revocation-check ocsp

enrollment terminal

fgdn asa80

subject-name CN=asa80,0U=PKI,0OU=DoD,0=U.S. Government,C=US
keypair DoD-1024

match certificate DefaultCertificateMap override ocsp trustpoint
ASDM_TrustPoint5 10 url http://ocsp.disa.mil

no client-types

cr1l configure

crypto ca trustpoint ASDM_TrustPoint2

revocation-check ocsp




enrolTment terminal
keypair DoD-2048

match certificate DefaultCertificateMap override ocsp trustpoint

ASDM_TrustPoint5 10 url http://ocsp.disa.mil
no client-types

cr1l configure

crypto ca trustpoint ASDM_TrustPoint3
revocation-check ocsp none

enrollment terminal

cr1l configure

crypto ca certificate map DefaultCertificateMap 10

subject-name ne
———————————————————— CA Certificates (Partial
crypto ca certificate chain ASDM_TrustPoint0
certificate ca 37

3082044c 30820334 a0030201 02020137 300d0609
05050030

60310b30 09060355 04061302 55533118 30160603
2e20476f

7665726e 6d656e74 310c300a 06035504 0b130344
55040b13

03504b49 311b3019 06035504 03131244 6f44204a
crypto ca certificate chain ASDM_TrustPointl
certificate 319e

30820411 3082037a a0030201 02020231 9e300d06
01050500

305c310b 30090603 55040613 02555331 18301606
532e2047

61766572 6e6d656e 74310c30 0a060355 040b1303
0355040b

crypto ca certificate chain ASDM_TrustPoint2
certificate ca 37

3082044c 30820334 a0030201 02020137 300d0609
05050030

60310b30 09060355 04061302 55533118 30160603
2e20476f

7665726e 6d656e74 310c300a 06035504 0b130344
55040b13

£766e045 f15ddb43 9549d1e9 alea6814 b64bcece
6fc20a76

crypto ca certificate chain ASDM_TrustPoint3
certificate ca 05

30820370 30820258 a0030201 02020105 300d0609
05050030

5b310b30 09060355 04061302 55533118 30160603
2e20476f

7665726e 6d656e74 310c300a 06035504 0b130344
55040b13

03504b49 31163014 06035504 03130d44 6442052
301el70d

30343132 31333135 30303130 5al170d32 39313230
305b310b

30090603 55040613 02555331 18301606 0355040a
61766572

6e6d656e 74310c30 0a060355 040b1303 4464431
1303504b

49311630 14060355 0403130d 446f4420 526f6f74
crypto ca certificate chain ASDM_TrustPoint4
certificate ca 04

30820267 308201d0 a0030201 02020104 300d0609

Cert is Shown)----——--————--

22864886

55040a13

6f44310c

49544320

092a8648

0355040a

4464431

22864886

55040a13

6f44310c

089%elbbe

22864886

55040a13

6f44310c

6617420

35313530

130f552e

0c300a06

20434120

22864886

£70d0101

0f552e53

30020603

526f6f74

86170d01

130f552e

0c300a06

£70d0101

0f552e53

30020603

1be959a5

£70d0101

0f552e53

300a0603

43412032

3031305a

532e2047

0355040b

32308201

£70d0101




05050030

61310b30 09060355 04061302 55533118 30160603 55040al3 0f552e53
2e20476f

7665726e 6d656e74 310c300a 06035504 0b130344 6f44310c 300a0603
55040b13

03504b49 311c301a 06035504 03131344 6442043 4c415353 20332052
6617420

|
!
class-map inspection_default
match default-inspection-traffic
|
!
policy-map type inspect dns preset_dns_map
parameters

message-Tlength maximum 512

policy-map global_policy

class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sqglnet

inspect sunrpc

inspect tftp

inspect sip

inspect xdmcp

|

service-policy global_policy global

————————————————————————— SSL/WEBvpn-windows-------——————-——— -
ss1 certificate-authentication interface outside port 443

webvpn

enable outside

svc image disk0:/anyconnect-win-2.0.0343-k9.pkg 1

svc enable

tunnel-group-1list enable

group-policy CAC-USERS internal
ggroup-policy AC-USERS internal
group-policy AC-USERS attributes
vpn-windows-tunnel-protocol svc
address-pools value CAC-USERS

webvpn

svc ask none default svc

tunnel-group AC-USERS type remote-access
tunnel-group AC-USERS general-attributes
authorization-server-group AD-LDAP
default-group-policy AC-USERS
authorization-required
authorization-dn-attributes UPN
tunnel-group AC-USERS webvpn-windows-attributes
authentication certificate

group-alias AC-USERS enable
tunnel-group-map enable rules

no tunnel-group-map enable ou




no tunnel-group-map enable ike-id
no tunnel-group-map enable peer-ip

prompt hostname context

Bt 8% C- T FE HEBR
AAAFILDAP# FZ HE B

« debug Idap 255 —#8 RLDAP X #

« debug aaa common 10 —E RAAAZ 2
#H1 . RFEBIERBMHYEAER

7N R 5 B8 TR AE B B SR A R 45 SR 280 A ThiE AR Bl debug Idap Fdebug aaa commonky &

EC1 : debug LDAPHIdebug aaa common output - IE FE ¥R

AAA API: In aaa_open

AAA session opened: handle = 39

AAA API: In aaa_process_async

aaa_process_async: sending AAA_MSG_PROCESS

AAA task: aaa_process_msg(la87a64) received message type O
AAA FSM: In AAA_StartAAATransaction

AAA FSM: In AAA_InitTransaction

Initiating authorization query (Svr Grp: AD-LDAP)

AAA FSM: In AAA_BindServer

AAA_BindServer: Using server: 172.18.120.160

AAA FSM: In AAA_SendMsg

User: 1234567890@m1i1

Pasw: 1234567890@mi1

Resp:

[78] Session Start

[78] New request Session, context 0x26flc44, reqType = 0
[78] Fiber started

[78] Creating LDAP context with uri=ldap:// 172.18.120.160:389
[78] Binding as administrator

[78] Performing Simple authentication for Administrator to
172.18.120.160

[78] Connect to LDAP server: ldap:// 172.18.120.160, status =
Successful

[78] LDAP Search:

Base DN = [CN=Users,DC=ggsgseclab,DC=org]

Filter = [userPrincipalName=1234567890@mi1]

Scope = [SUBTREE]

[78] Retrieved Attributes:

[78] objectClass: value = top

[78] objectClass: value = person

[78] objectClass: value = organizationalPerson

[78] objectClass: value = user

[78] cn: value = Ethan Hunt




[78] sn: value = Hunt
[78] userCertificate: value

0..50.......... /2 60...*.H........ 0@1.0..... &...,d....coml.0.....
&...,d...

[78] userCertificate: value =

0..'0.cvennn... 2R 50...%.H........ 0@1.0..... &...,d....coml.0.....
&...,d...

[78] givenName: value = Ethan

[78] distinguishedName: value = CN=Ethan
Hunt,OU=MIL,DC=1abrat,DC=com

[78] instanceType: value = 4

[78] whenCreated: value 20060613151033.0Z

[78] whenChanged: value = 20060622185924.0Z

[78] displayName: value Ethan Hunt

[78] uSNCreated: value = 14050

[78] memberOf: value = CN=ASAUsers,CN=Users,DC=ggsgseclab,DC=org
[78] mapped to cVPN3000-Tunneling-Protocols: value = 20
[78] uSNChanged: value = 14855

[78] name: value = Ethan Hunt

[78] objectGUID: value = ..9...NJ..GU..z.

[78] userAccountControl: value = 66048

[78] badPwdCount: value = 0

[78] codePage: value = 0

[78] countryCode: value = 0

[78] badPasswordTime: value = 127954717631875000

[78] TastLogoff: value = 0

[78] lastlLogon: value = 127954849209218750

[78] pwdLastSet: value = 127946850340781250

[78] primaryGroupID: value = 513

[78] objectSid: value = ................ (o PR myY...

[78] accountExpires: value = 9223372036854775807

[78] logonCount: value = 25

[78] sAMAccountName: value = 1234567890

[78] sAMAccountType: value = 805306368

[78] userPrincipalName: value = 1234567890@mi1

[78] objectCategory: value =

[78] mail: value = Ethan.Hunt@labrat.com
callback_aaa_task: status = 1, msg =

AAA FSM: In aaa_backend_callback

aaa_backend_callback: Handle = 39, pAcb = 2aell5c

[78] Fiber exit Tx=147 bytes Rx=4821 bytes, status=1

[78] Session End

AAA task: aaa_process_msg(la87a64) received message type 1
AAA FSM: In AAA_ProcSvrResp

Back End response:

Authorization Status: 1 (ACCEPT)

AAA FSM: In AAA_NextFunction

AAA_NextFunction: i_fsm_state = IFSM_AUTHORIZE, auth_status = ACCEPT
AAA_NextFunction: authen svr = <none>, author svr = AD-LDAP, user pol =
, tunn pol = CAC-USERS

AAA_NextFunction: New i_fsm_state = IFSM_TUNN_GRP_POLICY,
AAA FSM: In AAA_InitTransaction
aaai_policy_name_to_server_id(CAC-USERS)

Got server ID 0 for group policy DB

Initiating tunnel group policy Tookup (Svr Grp: GROUP_POLICY_DB)
AAA FSM: In AAA_BindServer

AAA_BindServer: Using server: <Internal Server>

AAA FSM: In AAA_SendMsg

User: CAC-USER

Pasw:




Resp:

grp_policy_ioct1(12f1b20, 114698, 1a870b4)
grp_policy_ioctl: Looking up CAC-USERS

callback_aaa_task: status = 1, msg =

AAA FSM: In aaa_backend_callback

aaa_backend_callback: Handle = 39, pAcb = 2aell5c

AAA task: aaa_process_msg(la87a64) received message type 1
AAA FSM: In AAA_ProcSvrResp

Back End response:

Tunnel Group Policy Status: 1 (ACCEPT)

AAA FSM: In AAA_NextFunction

AAA_NextFunction: i_fsm_state = IFSM_TUNN_GRP_POLICY, auth_status =
ACCEPT

AAA_NextFunction: authen svr = <none>, author svr = AD-LDAP, user pol =
, tunn pol = CAC-USERS

AAA_NextFunction: New i_fsm_state = IFSM_DONE,

AAA FSM: In AAA_ProcessFinal

Checking time simultaneous Togin restriction for user 1234567890@miT
AAA FSM: In AAA_Callback

user attributes:

1 Tunnelling-Protocol(4107) 20 20

user policy attributes:

None

tunnel policy attributes:

1 Primary-DNS(4101) 4 IP: 10.0.10.100

2 Secondary-DNS(4102) 4 IP: 0.0.0.0

3 Tunnelling-Protocol1(4107) 4 4

4 Default-Domain-Name(4124) 10 "ggsgseclab.org"

5 List of address pools to assign addresses from(4313) 10
"CAC-USERS"

Auth Status = ACCEPT

AAA API: In aaa_close

AAA task: aaa_process_msg(la87a64) received message type 3
In aaai_close_session (39)

AAA API: In aaa_send_acct_start

AAA API: In aaa_send_acct_stop

CAC-Test#

2 - FeRTE FEC IS $5 ER AV Cisco B M ¥ R AV IE 4R

A R 58 R TE B B SR A AR 5 R 200 AL BT E AR HA Bl debug Idapldebug aaa commonfY & i .

ElC2 : debug LDAP#1debug aaa common output -7~ IE #E Y ¥ AR

AAA API: In aaa_open

AAA session opened: handle = 41

AAA API: In aaa_process_async

aaa_process_async: sending AAA_MSG_PROCESS

AAA task: aaa_process_msg(la87a64) received message type 0
AAA FSM: In AAA_StartAAATransaction

AAA FSM: In AAA_InitTransaction

Initiating authorization query (Svr Grp: AD-LDAP)

AAA FSM: In AAA_BindServer

AAA_BindServer: Using server: 172.18.120.160




AAA FSM: In AAA_SendMsg
User: 1234567890@m1i1
Pasw: 1234567890@mil
Resp:

[82] Session Start

[82] New request Session, context 0x26flc44, reqType = 0

[82] Fiber started

[82] Creating LDAP context with uri=ldap://172.18.120.160:389
[82] Binding as administrator

[82] Performing Simple authentication for Administrator to
172.18.120.160

[82] Connect to LDAP server: ldap:// 172.18.120.160:389, status =
Successful

[82] LDAP Search:

Base DN = [CN=Users,DC=ggsgseclab,DC=org]

Filter = [userPrincipalName=1234567890@mi1]

Scope = [SUBTREE]

[82] Retrieved Attributes:

[82] objectClass: value = top

[82] objectClass: value = person

[82] objectClass: value = organizationalPerson

[82] objectClass: value = user

[82] cn: value = Ethan Hunt
[82] sn: value = Hunt

[82] userCertificate: value

0..50.......... /2 60...*.H........ 0@1.0..... &...,d....coml.0.....
&...,d...

[82] userCertificate: value =

0..'0.cvnenn... 2R 50...%.H........ 0@1.0..... &...,d....coml.0.....
&...,d...

[82] givenName: value = Ethan

[82] distinguishedName: value = CN=Ethan
Hunt,OU=MIL,DC=1abrat,DC=com

[82] dinstanceType: value = 4

[82] whenCreated: value 20060613151033.0Z

[82] whenChanged: value 20060622185924.0Z

[82] displayName: value = Ethan Hunt

[82] uSNCreated: value = 14050

[82] memberOf: value = CN=ASAUsers,CN=Users,DC=ggsgseclab,DC=org
[82] mapped to cVPN3000-Tunneling-Protocols: value =
CN=ASAUsers,CN=Users,DC=ggsgseclab,DC=org

[82] uSNChanged: value = 14855

[82] name: value = Ethan Hunt

[82] objectGUID: value = ..9...NJ..GU..z.

[82] userAccountControl: value = 66048

[82] badPwdCount: value = 0

[82] codePage: value = 0

[82] countryCode: value = 0

[82] badPasswordTime: value = 127954717631875000
[82] TastLogoff: value = 0

[82] lastlLogon: value = 127954849209218750

[82] pwdLastSet: value = 127946850340781250

[82] primaryGroupID: value = 513

[82] objectSid: value = ................ (o PR my...
[82] accountExpires: value = 9223372036854775807
[82] logonCount: value = 25

[82] sAMAccountName: value = 1234567890

[82] sAMAccountType: value = 805306368

[82] userPrincipalName: value = 1234567890@mil

[82] objectCategory: value =
CN=Person,CN=Schema,CN=Configuration,DC=ggsgseclab,DC=org
[82] mail: value = Ethan.Hunt@labrat.com




callback_aaa_task: status = 1, msg =

AAA FSM: In aaa_backend_callback

aaa_backend_callback: Handle = 41, pAcb = 2aell5c

[82] Fiber exit Tx=147 bytes Rx=4821 bytes, status=1

[82] Session End

AAA task: aaa_process_msg(la87a64) received message type 1

AAA FSM: In AAA_ProcSvrResp

Back End response:

Authorization Status: 1 (ACCEPT)

AAA FSM: In AAA_NextFunction

AAA_NextFunction: i_fsm_state = IFSM_AUTHORIZE, auth_status = ACCEPT
AAA_NextFunction: authen svr = <none>, author svr = AD-LDAP, user pol =
, tunn pol = CAC-USERS

AAA_NextFunction: New i_fsm_state = IFSM_TUNN_GRP_POLICY,

AAA FSM: In AAA_InitTransaction
aaai_policy_name_to_server_id(USAFE)

Got server ID 0 for group policy DB

Initiating tunnel group policy Tookup (Svr Grp: GROUP_POLICY_DB)
AAA FSM: In AAA_BindServer

AAA_BindServer: Using server: <Internal Server>

AAA FSM: In AAA_SendMsg

User: CAC-USERS

Pasw:

Resp:

grp_policy_ioct1(12f1b20, 114698, 1a870b4)

grp_policy_ioctl: Looking up CAC-USERS

callback_aaa_task: status = 1, msg =

AAA FSM: In aaa_backend_callback

aaa_backend_callback: Handle = 41, pAcb = 2aell5c

AAA task: aaa_process_msg(la87a64) received message type 1

AAA FSM: In AAA_ProcSvrResp

Back End response:

Tunnel Group Policy Status: 1 (ACCEPT)

AAA FSM: In AAA_NextFunction

AAA_NextFunction: i_fsm_state = IFSM_TUNN_GRP_POLICY, auth_status =
ACCEPT

AAA_NextFunction: authen svr = <none>, author svr = AD-LDAP, user pol =
, tunn pol = CAC-USERS

AAA_NextFunction: New i_fsm_state = IFSM_DONE,

AAA FSM: In AAA_ProcessFinal

Checking time simultaneous login restriction for user 1234567890@miT
AAA FSM: In AAA_Callback

user attributes:

1 Tunnelling-Protocol1(4107) 20 0

user policy attributes:

None

tunnel policy attributes:

1 Primary-DNS(4101) 4 IP: 10.0.10.100

2 Secondary-DNS(4102) 4 IP: 0.0.0.0

3 Tunnelling-Protocol1(4107) 4 4

4 Default-Domain-Name(4124) 10 "ggsgseclab.org"

5 List of address pools to assign addresses from(4313) 10
"CAC-USERS"

Auth Status = ACCEPT

AAA API: In aaa_close

AAA task: aaa_process_msg(la87a64) received message type 3

In aaai_close_session (41)

AAA API: In aaa_send_acct_start

AAA API: In aaa_send_acct_stop




DAP & HERR

« debug dap errors —FERDAP#EER
- debug dap trace -# RDAPIh & iR #t
1 SRFFEADAPHYIERR
7R 51 BB R 7E B Y 8 AP TR 35 SR 3R B T iE AR HA B debug dap errorsFldebug dap tracefy % i .

JEEmultiple memberOf attributes. & A LA BB _ASAUsersFMVPNUsersZ BRE—#H , EEX
SRIAASAELE

B

B C3 : FFHDAP

<#root>
#
debug dap errors

debug dap errors enabled at level 1
#

debug dap trace

debug dap trace enabled at level 1
#
The DAP policy contains the following attributes for user:
1241879298@mi 1

1: action = continue

DAP_TRACE: DAP_open: C8EEFA10

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectClass.1
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectClass.?2
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectClass.3 =
organizationalPerson

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectClass.4 = user
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.cn = 1241879298
DAP_TRACE: Username: 1241879298@miT,
aaa.ldap.physicalDeliveryOfficeName = NETADMIN

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.givenName = 1241879298
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.distinguishedName =
CN=1241879298,CN=Users,DC=ggsgseclab,DC=org

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.instanceType = 4
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.whenCreated
20070626163734.0Z

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.whenChanged
20070718151143.0Z

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.displayName = 1241879298
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.uSNCreated 33691
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.memberOf.1 VPNUsers
DAP_TRACE: Username: 1241879298@mi1, aaa.ldap.memberOf.2 = _ASAUsers
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.uSNChanged 53274
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.department NETADMIN

top
person




DAP_TRACE: Username: 1241879298@mil, aaa.ldap.name = 1241879298
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectGUID =

B Y ST S

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.userAccountControl =
328192

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.badPwdCount = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.codePage = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.countryCode = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.badPasswordTime = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.lastLogoff = 0O
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.lastLogon = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.pwdLastSet =
128273494546718750

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.primaryGroupID = 513
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.userParameters = m:
d.

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectSid = ..
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.accountExpires =
9223372036854775807

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.logonCount = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.sAMAccountName =
1241879298

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.sAMAccountType =
805306368

DAP_TRACE: Username: 1241879298@miTl, aaa.ldap.userPrincipalName =
1241879298@mi 1

DAP_TRACE: Username: 1241879298@miT,
CN=Person,CN=Schema,CN=Configuration,
DAP_TRACE: Username: 1241879298@miT,
DAP_TRACE: Username: 1241879298@miT,

1241879298@mi 1
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
"person";
DAP_TRACE:
"organizationalPerson";

DAP_TRACE: dap_add_to_Tlua_tree:

"user";

DAP_TRACE: dap_add_to_Tlua_tree:

DAP_TRACE:

dap_add_to_lua_tree:aaa["Tdap"]["physicalDeliveryOfficeName"] =

"NETADMIN";

Username: 1241879298@miT,
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:

dap_add_to_Tlua_tree:

aaa.ldap.objectCategory =
DC=ggsgseclab,DC=org

aaa.cisco.username =
aaa.cisco.tunnelgroup
aaa["1dap"]["objectClass"][

aaa["1dap"]["objectClass"]["3"]

= CA
aaa["1dap"]["objectClass"]["1"]
l2ll]

C

aaa["1dap"]["objectClass"]["4"] =

aaa["Tdap"]["cn"] = "1241879298";

aaa.ldap.msNPAlTowDialin = TRUE

-USERS
lltopll;

DAP_TRACE: dap_add_to_Tlua_tree:aaa["Tdap"]["givenName"] = "1241879298";
DAP_TRACE: dap_add_to_Tua_tree:aaa["1dap"]["distinguishedName"] =
"CN=1241879298,(N=Users,DC=ggsgseclab,DC=0rg";

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

"20070626163734.02";

DAP_TRACE: dap_add_to_Tua_tree:

"20070718151143.0Z2";

DAP_TRACE: dap_add_to_Tua_tree:

"1241879298";

DAP_TRACE: dap_add_to_Tua_tree:
DAP_TRACE: dap_add_to_Tua_tree:

"VPNUsers";

DAP_TRACE: dap_add_to_Tlua_tree:

"_ASAUsers";
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:

dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:

aaa["Tdap"]["instanceType"] = "4

aaa["ldap"]["whenCreated"] =

aaal["1dap"]["whenChanged"]

aaa["1dap"]["dispTayName"]

aaa["1dap"]["uSNCreated"] = "33691";

aaal["ldap"]["memberOf"]["1"] =

aaal["ldap"]["memberOf"]["2"]

aaal["1dap"]["uSNChanged"] =
aaa["1dap"]["department"] =

"53274";
"NETADMIN";

aaa["1dap"]["name"] = "1241879298";
aaa["1dap"]["objectGUID"] contains




binary data

DAP_TRACE: dap_add_to_Tlua_tree:aaa["Tdap"]["userAccountControl"] =
"328192";

DAP_TRACE: dap_add_to_Tua_tree:aaa["1dap"]["badPwdCount"] = "0";
DAP_TRACE: dap_add_to_Tlua_tree:aaa["Tdap"]["codePage"] = "0";
DAP_TRACE: dap_add_to_Tua_tree:aaa["1dap"]["countryCode"] = "0";
DAP_TRACE: dap_add_to_Tlua_tree:aaa["Tdap"]["badPasswordTime"] = "0";
DAP_TRACE: dap_add_to_lua_tree:aaa["Tdap"]["1astLogoff"] = "0";
DAP_TRACE: dap_add_to_Tua_tree:aaa["Tdap"]["lastLogon"] = "0";
DAP_TRACE: dap_add_to_Tlua_tree:aaa["Tdap"]["pwdLastSet"] =
"128273494546718750";

DAP_TRACE: dap_add_to_Tlua_tree:aaa["Tdap"]["primaryGroupID"] = "513";
DAP_TRACE: dap_add_to_Tlua_tree:aaa["Tdap"]["userParameters"] contains
binary data

DAP_TRACE: dap_add_to_Tua_tree:aaa["1dap"]["objectSid"] contains binary
data

DAP_TRACE: dap_add_to_Tua_tree:aaa["1dap"]["accountExpires"] =
"9223372036854775807";

DAP_TRACE: dap_add_to_Tua_tree:aaa["Tdap"]["1ogonCount"] = "0";
DAP_TRACE: dap_add_to_Tua_tree:aaa["1dap"]["sAMAccountName"] =
"1241879298";

DAP_TRACE: dap_add_to_Tua_tree:aaa["1dap"]["sAMAccountType"] =
"805306368";

DAP_TRACE: dap_add_to_Tua_tree:aaa["1dap"]["userPrincipalName"] =
"1241879298@mil1";

DAP_TRACE: dap_add_to_Tua_tree:aaa["1dap"]["objectCategory"] =
"CN=Person,CN=Schema,CN=Configuration,DC=ggsgseclab,DC=org";
DAP_TRACE: dap_add_to_Tua_tree:aaa["Tdap"]["msNPATlowDialin"] = "TRUE";
DAP_TRACE: dap_add_to_Tlua_tree:aaa["cisco"]["username"] =
"1241879298@mil1";

DAP_TRACE: dap_add_to_Tlua_tree:aaa["cisco"]["tunnelgroup"] = "CACUSERS";
DAP_TRACE: dap_add_to_Tua_tree:endpoint["application"]["clienttype"] =
"IPSec";

DAP_TRACE: Username: 1241879298@miT1, Selected DAPs: CAC-USERS
DAP_TRACE: dap_request: memory usage = 33%

DAP_TRACE: dap_process_selected_daps: selected 1 records

DAP_TRACE: Username: 1241879298@mil, dap_aggregate_attr: rec_count = 1
DAP_TRACE: Username: 1241879298@miT1, DAP_close: C8EEFA10

d.
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E|C4 : FFEDAP

<#root>
#
debug dap errors

debug dap errors enabled at Tevel 1
#

debug dap trace

debug dap trace enabled at Tevel 1




#
The DAP policy contains the following attributes for user:
1241879298@m1i 1

1: action = terminate

DAP_TRACE: DAP_open: C91154E8

DAP_TRACE: Username: 1241879298@miTl, aaa.ldap.objectClass.l = top
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectClass.2 = person
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectClass.3 =
organizationalPerson

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectClass.4 = user

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.cn = 1241879298
DAP_TRACE: Username: 1241879298@miT,
aaa.ldap.physicalDeliveryOfficeName = NETADMIN

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.givenName = 1241879298
DAP_TRACE: Username: 1241879298@miT, aaa.ldap.distinguishedName =
CN=1241879298,CN=Users,DC=ggsgseclab,DC=org

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.instanceType = 4
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.whenCreated =
20070626163734.0Z

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.whenChanged =
20070718151143.0Z

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.displayName = 1241879298
DAP_TRACE: Username: 1241879298@miTl, aaa.ldap.uSNCreated = 33691
DAP_TRACE: Username: 1241879298@mi1, aaa.ldap.memberOf = DnsAdmins
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.uSNChanged = 53274
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.department = NETADMIN
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.name = 1241879298
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectGUID =

B Y ST S

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.userAccountControl =
328192

DAP_TRACE: Username: 1241879298@mi1l, aaa.ldap.badPwdCount = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.codePage = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.countryCode = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.badPasswordTime = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.lastLogoff = 0O
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.lastLogon = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.pwdLastSet =
128273494546718750

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.primaryGroupID = 513
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.userParameters = m:

d.
DAP_TRACE: Username:
DAP_TRACE: Username:
9223372036854775807

1241879298@mi1, aaa.
1241879298@mi1, aaa.

Tldap.
ldap.

objectSid = ..
accountExpires =

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.logonCount = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.sAMAccountName =
1241879298

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.sAMAccountType =
805306368

DAP_TRACE: Username: 1241879298@miT, aaa.ldap.userPrincipalName =
1241879298@mi 1

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectCategory =
CN=Person,CN=Schema,CN=Configuration,DC=ggsgseclab,DC=org

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.msNPAllowDialin = TRUE
DAP_TRACE: Username: 1241879298@miTl, aaa.cisco.username =

1241879298@m1i 1

DAP_TRACE: Username: 1241879298@miTl, aaa.cisco.tunnelgroup = CA
DAP_TRACE: dap_add_to_Tua_tree:aaa["1dap"]["objectClass"]["1"] =
DAP_TRACE: dap_add_to_Tua_tree:aaa["Tdap"]["objectClass"]["2"]

C-USERS
lltopll;




"person";

DAP_TRACE: dap_add_to_Tua_tree:

"organizationalPerson";

DAP_TRACE: dap_add_to_Tua_tree:

nusern;

DAP_TRACE: dap_add_to_Tlua_tree:

DAP_TRACE:

aaa["1dap"]["objectClass"]["3"] =

aaa["1dap"]["objectClass"]["4"]

aaa["Tdap"]["cn"] = "1241879298";

dap_add_to_lua_tree:aaa["Tdap"]["physicalDeliveryOfficeName"] =

"NETADMIN";

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

aaa["1dap"]["givenName"] = "1241879298";
aaa["ldap"]["distinguishedName"] =

"CN=1241879298,(N=Users,DC=ggsgseclab,DC=0rg";

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

"20070626163734.02";

DAP_TRACE: dap_add_to_Tlua_tree:

"20070718151143.02";

DAP_TRACE: dap_add_to_Tlua_tree:

"1241879298";
DAP_TRACE:

dap_add_to_Tlua_tree:

DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:

binary data

DAP_TRACE:
"328192";

DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:

dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:

dap_add_to_Tlua_tree:

dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:

"128273494546718750";

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

binary data

DAP_TRACE: dap_add_to_Tlua_tree:

data

DAP_TRACE: dap_add_to_Tlua_tree:

"9223372036854775807";

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

"1241879298";

DAP_TRACE: dap_add_to_Tlua_tree:

"805306368";

DAP_TRACE: dap_add_to_Tlua_tree:

"1241879298@mi1";

DAP_TRACE: dap_add_to_Tua_tree:

aaa["ldap"]["instanceType"] = "4";
aaa["1dap"]["whenCreated"] =

aaal["1dap"]["whenChanged"]

aaa["1dap"]["dispTayName"]

aaa["1dap"]["uSNCreated"] = "33691";
aaa["ldap"]["memberOf"] = "DnsAdmins";
aaa["1dap"]["uSNChanged"] = "53274";

aaa["ldap"]["department"] = "NETADMIN";
aaa["1dap"]["name"] = "1241879298";
aaa["1dap"]["objectGUID"] contains

aaa["1dap"]["userAccountControl"] =
aaa["ldap"]["badPwdCount"] = "0";
aaa["1dap"]["codePage"] = "0";
aaa["1dap"]["countryCode"] = "0";
aaa["1dap"]["badPasswordTime"] = "0";
aaa["ldap"]["lastLogoff"] = "0";
aaa["1dap"]["1astLogon"] = "0";
aaa["1dap"]["pwdLastSet"] =

aaa["1dap"]["primaryGroupID"] = "513";
aaa["1dap"]["userParameters"] contains

aaa["1dap"]["objectSid"] contains binary
aaa["1dap"]["accountExpires"] =

aaa["1dap"]["1ogonCount"] = "0";
aaa["1dap"]["sAMAccountName"] =

aaa["1dap"]["sAMAccountType"] =
aaa["ldap"]["userPrincipalName"] =

aaa["1dap"]["objectCategory"] =

"CN=Person,CN=Schema,CN=Configuration,DC=ggsgseclab,DC=org";

DAP_TRACE: dap_add_to_Tua_tree:
DAP_TRACE: dap_add_to_Tua_tree:

aaa["1dap"]["msNPATlowDialin"] = "TRUE";
aaa["cisco"]["username"] =

dap_process_selected_daps: selected 0 records

"1241879298@mi1";

DAP_TRACE: Username: 1241879298@miT, Selected DAPs:
DAP_TRACE: dap_request: memory usage = 33%
DAP_TRACE:

DAP_TRACE:

Username: 1241879298@miTl, dap_aggregate_attr:

rec_count = 1




BEBREEM/OCSPLE L

* debug crypto ca 3

- EBERR T— logging class ca console(or buffer) debugging
TR RGIER T EAOCSPEE S MAMKESHECE RN E SRFELID,
EC3E R T EECRIFFENITHEEESECERBNAZ BT,
EICAR R T BL BRI SECE RN AR\ L.
EICSH T T BRECHBNERAENARB L.

EIC5 : OCSPH-FEEMFEKI

CRYPTO_PKI: Found a suitable authenticated trustpoint
ASDM_TrustPointll.

CRYPTO_PKI: Allocated OCSP data handle Oxca2d27b8

CRYPTO_PKI: Certificate validation: Successful, status: 0. Attempting
to retrieve revocation status if necessary

CRYPTO_PKI: status = 0: poll revocation status

CRYPTO_PKI: Attempting to find OCSP override for peer cert: serial
number: O0F192B, subject name:

cn=MCGINTY.JIMMY.1160139435,0u=USN, ou=PKI,ou=DoD,0=U.S.
Government,c=US, issuer_name: cn=DOD JITC EMAIL CA-

15, 0u=PKI,ou=DoD,0=U.S. Government,c=US.

CRYPTO_PKI: Processing map rules for SSL.

CRYPTO_PKI: Processing map SSL sequence 20...

CRYPTO_PKI: Match of subject-name field to map PASSED. Peer cert field:
= cn=MCGINTY.JIMMY.1160139435, o0u=USN, ou=PKI, ou=DoD,o0=U.S.
Government,c=US, map rule: subject-name ne ""

CRYPTO_PKI: Peer cert has been authorized by map: SSL sequence: 20.
CRYPTO_PKI: Found OCSP override match. Override URL:
http://198.154.68.90, Override trustpoint: ASDM_TrustPointl2
CRYPTO_PKI: crypto_pki_get_cert_record_by_subject()

CRYPTO_PKI: Destroying OCSP data handle 0Oxca2d27b8

Crypto CA thread sTeeps!

CRYPTO_PKI: Attempting to find tunnel group for cert with serial
number: O0F192B, subject name:

cn=MCGINTY.JIMMY.1160139435,0u=USN, ou=PKI,ou=DoD,o0=U.S.
Government,c=US, issuer_name: cn=DOD JITC EMAIL CA-

15, 0u=PKI,ou=DoD,0=U.S. Government,c=US.

CRYPTO_PKI: Processing map rules for DefaultCertificateMap.
CRYPTO_PKI: Processing map DefaultCertificateMap sequence 10...
CRYPTO_PKI: Match of subject-name field to map PASSED. Peer cert field:
= cn=MCGINTY.JIMMY.1160139435, ou=USN, ou=PKI, ou=DoD,o0=U.S.
Government,c=US, map rule: subject-name ne "".

CRYPTO_PKI: Peer cert has been authorized by map: DefaultCertificateMap
sequence: 10.

CRYPTO_PKI: Ignoring match on map DefaultCertificateMap, index 10 for
WebVPN group map processing. No tunnel group is configured.
CRYPTO_PKI: Peer cert could not be authorized with map:
DefaultCertificateMap.

CRYPTO_PKI: Processing map rules for SSL.

CRYPTO_PKI: Processing map SSL sequence 20...




CRYPTO_PKI: Match of subject-name field to map PASSED. Peer cert field:
= cn=MCGINTY.JIMMY.1160139435, ou=USN, ou=PKI, ou=DoD,o0=U.S.
Government,c=US, map rule: subject-name ne ""

CRYPTO_PKI: Peer cert has been authorized by map: SSL sequence: 20.
CRYPTO_PKI: Ignoring match on map SSL, index 20 for WebVPN group map

BC5 : KM S E KR @ H

BC5 : MRS/

n %PI=X-3-7E17t02h7a Certinf icaHtue cnhta,in faioled uvalidation=.
CMertifiIclLa,ted ccha=inl ais eibtrhaer tin,valdid cor =noct
oamuthori,zed.

map rule: subject-name ne
CRYPTO_PKI: Peer cert has been authorized by map: DefaultCertificateMap
sequence: 10.

Tunnel Group Match on map DefaultCertificateMap sequence # 10.

Group name is CAC-USERS

CRYPTO_PKI: Checking to see if an identical cert is

already in the database...

CRYPTO_PKI: Tooking for cert in handle=2467668, digest=

CRYPTO_PKI: Cert record not found, returning E_NOT_FOUND

CRYPTO_PKI: Cert not found in database.

CRYPTO_PKI: Looking for suitable trustpoints...

CRYPTO_PKI: Found a suitable authenticated trustpoint trustpointO.
CRYPTO_PKI: Certificate validation: Successful, status: 0. Attempting
to retrieve revocation status if necessary

CRYPTO_PKI: Attempting to find OCSP override for peer cert: serial
number: 2FB5FC74000000000035, subject name: cn=Ethan
Hunt,ou=MIL,dc=ggsgseclab,dc=org, issuer_name:
cn=ggsgseclab,dc=ggsgseclab,dc=org.

CRYPTO_PKI: Processing map rules for DefaultCertificateMap.

CRYPTO_PKI: Processing map DefaultCertificateMap sequence 10...
CRYPTO_PKI: Match of subject-name field to map PASSED. Peer cert field:
= cn=Ethan Hunt,ou=MIL,dc=ggsgseclab,dc=org, map rule: subject-name

ne "".

CRYPTO_PKI: Peer cert has been authorized by map: DefaultCertificateMap
sequence: 10.

CRYPTO_PKI: Found OCSP override match. Override URL:
http://ocsp.disa.mil, Override trustpoint: OCSP

CRYPTO_PKI: crypto_pki_get_cert_record_by_subject()

CRYPTO_PKI: Found a subject match

ERROR: Certificate validation failed, Certificate is revoked, serial
number: 2FB5FC74000000000035, subject name: cn=Ethan
Hunt,ou=MIL,dc=ggsgseclab,dc=org

CRYPTO_PKI: Certificate not validated

B #%D -FEMSH ERFELDAP¥I R

TEMicrosoft server 2003 CDH |, AR Hih T B RIFLDAPEBU K LDAPHR/BMY., BEXH
BETE  FEZECDFHISupportB 8% , AR EETools, ZFESUPTOOLS.MSI,



LDAP#21R 25
1. REZTHKE , BEEStart > Run,
2. #Aldp , REE—T Ok, EEMEBLDAPRELR.
3. iE#EConnection > Connect,
4. WMARRRER  RBE—TOkK.
5. £ Connection > Bind,

6. AR EBRBNER,
izt EEEEESHTHE,

7.8 —T "TOK, (HE ).
8. MBLDAPHI R, FSHED1,

ED1: LDAP#{3 2%

L. Maps S Clecadan-2kcd labr at .com D =laberat DO =coamy

Conection  Breeet e Opoons (e bl
1= Do=tabast, Dl Expanding base "CN=Clark Kenl OU=MIL.DC=labraLDC=cam". . ¢
Chbssfiit i, Lo sk, eciomy Fesul <0 fnull)
Ol i ], Do il Do e Matched D=

8Dty Condiolei s, Dot abe ot DD e

Chie orsgpn ey Prncpst [ =it bk, [ moom
W e Ly, T b gt Do m

Chiss st AndFoond, (O sdsbrak, D sadon

iGetting 1 entries:

3 Dns CNeClark Kem, OU =MEL DC=tabrat DCEcaim
42 ohjectClass: top; person; erganizationalPerzon; ueer
13 cn; Clark Kenl:

=3 O el 1, Do mdaibior 5t W mettimy

= Eent O el M oo (N iy
P Chkde e

s thewn Hound , C6 Basbl[ ] 06 ik, el
Chimbeter Pk, DML, Dl wlsbost Delwsoom

TIvE ek v Tl milophr i [T metitiy

P ivgr' it Dhst, Dl el abiradt. Do meroims
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C bt Db ot DeCrim,

-hee s D slofrad [l wiom

[l P g DT rerars, Dol mbader o £ mebcim

D wDoensnns Tones, Eh slatr.at D s om

Wl ohiapar e, D bt it [ o

]

1 &t Kend

1 phypicslDelbveryOiliceMame; Welcome to LDAPIE

23 unerCenificate: {ldp: Hinary Mob>; <ldp: Binary Blab>:

12 gheenName: Clark:

13 distinguishedName: CH=Clark Kent, 0L =MIL.DC=labrat.DC=cam;

15 instanceType: Bed = [ 1T WHITE |

12 whenCrented: A6/ 32006 12°50:21 Eastern Standard Thme Eastern Daglight Time:
1> whenChanged: DEf2 12006 ¥ 3:31:54 Eastern Standard Time Eastern Daylight Time;
1 dlsplayName: Clark Kent

1> uSNCreated: T4072:

T» uSNChanged: T4700;

13 pames Clark Kent;

13 ohjectGUID: 8403542l 2a-dlee-3531-3240c2 Bocli 9;

1 wperAccountControl; 01 B2 = [ UF_NORAMAL _SCCOUNT | UF_DONT_EXPIRE PASSWD

1> badPealCount: 12

13 cadePage: 0

13 cnsniryCade: O]

1 brdPaaswardTime: 061 AR2006 15:19:36 Esstern Standard Time Esstemn Daylight Thme:
13 lastogodf: BIATTEEDT 0000200 LINC

T lagtiegon: BETT 2006 16:28:44 Esstern Standard Tine Eastern Daylight Time:
1> pwilastSer BRI 2006 12:50:21 Eastem Standard Time Eastern Dayilght Time:
13 primanyGroupio; 513;

1 userParameters: ms i ;

1> phjectSid: 5-1-5-21-3541 460264-2 450291 B25- 10399 09643-1115;

1 sceaunExpies: 03 4/30828 B2 4005 LUNC

1> logonCount: 11;

1> sAMAccounIName: 12345676 1

1 shbbccountType: BOS306 168

13 usedPrincipaMame: | 23456 TRTO@ abrat.cam;

13 ahisciCategony: CH=PerganCN=Schema CH=Configuration. D C=labral DE =cam;
1> maNPAHrwHalin: TRUE:

1> mail: Clark Kent@iabrat.com;

Active Directory BR 7 1\ H #im 28 85



* T£Active DirectoryfalfRaz# , #E#EStart > Run,
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A[ LA SIAnyConnect Bl EFE R I ASHIBME T, REEBR US| AZERE ( MASATHE ) HFE
Erfs# (M2 HERBBERE ). REBERTFAMER , LAFHEERNFE, BRT
UFeEmEsAEFin , L UEBRARKEASAK LI SREEFK. BRRERFE .

C:\Documents and Settings\Al1l Users\Application Data\Cisco\Cisco
AnyConnect VPN Client\Profile

BERATSER -
1. i##2AnyConnectProfile.tmplif A FE EARITHE R,



2 BIERETEENESH , flnsERETHIP, BEEBTH , F2REF.
3. ERE , BERSEH xml,
FREBEBEREE , 5528 Cisco AnyConnectX 1, BmMsS < :

|}

s REEXBARELNTNKE—RM, W : CiscoProfile.xml
s REEBBLAENEE , BMEATANERNBEEZBRE,

ZEZRMHSecure GatewayEEBHfE K AREEFIREE —RE2%, ERNUXMLAE EER LR
R R EIEF iR, i#&ﬁ@ﬁ%ﬁ%%ﬂ%iﬁﬁ%%ﬁl‘%ﬁﬂ’]ﬁ?ﬁ , BB TEREHN—Br. BBHTHR
B 558 A R E L Cisco Secure GatewayE fo

TE  MIIBRTEEMAABMERE T AR EBASDMA N E B RE A ThRERERFH ML
|§|’JXMLEEL“§1EgE A EB 7E bt B 8% 3 8 AnyConnectProfile.xsd 5E i B2 3% o
AnyConnectProfile X R AnyConnect® Fif il B RWIBRTE,

iE ZCisco AnyConnect VPN F i Bt B 18 RXMLE REY Rl

<ttroot>

xm version="1.0" encodi ng="UTF-8"

- - <AnyConnectProfile xm ns="http://schemas. xm soap. or g/ encodi ng/ "
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"

xsi : schemaLocati on="http://schemas. xm soap. or g/ encodi ng/
AnyConnect Profil e. xsd">

!-—- The ClientInitialization section represents global settings !--- for the client. In some cases, ft

<Clientlnitialization>

!--- The Start Before Logon feature can be used to activate !--- the VPN as part of the logon sequence

-—>

<UseSt ar t Bef or eLogon User Control | abl e="f al se">f al se</ UseSt art Bef or eLogon>

I--- This control enables an administrator to have a one time !--- message displayed prior to a users

<ShowPr eConnect Message>f al se</ ShowPr eConnect Message>

I-- This section enables the definition of various attributes !--- that can be used to refine client ce




<CertificateMatch>

!I--- Certificate Distinguished Name matching allows !--- for exact match criteria in the choosing of a

- <Di stingui shedNane>

- <Di stingui shedNaneDefinition Operator="Equal" W] dcard="Di sabl ed">
<Nanme>| SSUER- CN</ Nanme>

<Pat t er n>DoD- | ssuer - ABC</ Pat t er n>

</ Di sti ngui shedNanmeDefi niti on>

</ Di sti ngui shedName>

</ CertificateMatch>

</Cientlnitialization>

!I-- This section contains the 1ist of hosts from which !--- the user is able to select.

<ServerList>

!I--- This is the data needed to attempt a connection to !--- a specific host.

-

<Host Entry>

<Host Name>host - 02</ Host Nane>

<Host Addr ess>host - 02. dod. gov</ Host Addr ess>
</ Host Entry>

- <HostEntry>

<Host Name>host - 01</ Host Nane>

<Host Addr ess>192. 168. 1. 1</ Host Addr ess>

</ Host Entry>

</ ServerLi st>

</ AnyConnect Profil e>
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