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Cisco I0SE&HH25(R3)CLIFL &
FRAASAE 7 & F|OSPF
B

SRS HERR
RN RN ERE
SHHRIES

tHEIE A

s

RN B AN{AIBE Cisco ASALLEIB R MR IZEREE £ (OSPF)2ERH, MITHHRIEMEH S
%,

2
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. Cisco ASA/PIXRAEIEIT7 xR E & RA,
- SEEERA T EOSPF,EEEE—RBATEXE,

B T
AXHNERRBRIFUA T REANER A

- BATE B AR 8.0 M E T AR 4KV Cisco 5500 R 5IFRE R L £ B (ASA)

- BN EEREEEEERASDM)EBERA6.0RESRA
ANHANEARRBREERETRENNREMEY., XPHEAINMERERREHERR (R
) WAHREREAE), MREHVPEREEER K FRALCERBIMETURERNTE.,
HRES
R3S P Y B FA 0B A A B AT E BB MR AR8.0 . BB B MR A<V Cisco 500K FIPIXBh A i
i U

50 B R iR TR B\ B AR B 575 B Y AR AU E H,

HEREM

OSPF{E A R B ERBENFEIEMACHNBEENRERE. OSPFEEFPNEAIKMAR
HILSHENEKREERE  RENERBOBHFTAMTEMATZERENEE,

OSPFLLRIPHYE R 2IE -

- EBRIPEH AL , OSPFHEMREE R EE M ERFREIK , W EHERAREERESIEIEH
, T A 2 FE 18 B I 57| Y i By T A SE T
- BRHARRERFHE  EREBRENHEXENIMENRBER. RERERBEEERM
SREE B MR BORET E M ENRA, TUEERBNEEEERE,
RAEREEUREEINRIRFTEARENCPUEMNLRE,

ZEHEBULUEFAENNEHE LA ETREOSPFREERE, MRLEEFAERIPHIUNNE
(NATARFFELENTHHE , BOSPFAAHERMI ) |, RITAETEETHMEER, IE , B
ZFEARIPET—EER , EABETE —EERE , YERMELEECEEF»EREN TFE, B
 IRTJREEE ST BN A dhhk 2 BE

BRI LA S —EOSPFER FERE, RIPEEHERESERUAOSPFRY /T HE LB B #Y #FREEE F ME AR BX F
HE R EHE D B FOSPFEHEREF,

Z2REZELLTOSPFIIEE :

- XEREREE. EEBERBMAS (1IZEANIE ) KH

- T EERER,

. OSPF LSAZi#,

. OSPFERBH B MEE ( OSHNMDS S 5RE ) -
XEERSREREREERHBIIEEHMOBHE, EUTUBLLEERERABR, EZ
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, BEERERERASBRIVINEEERNTERESA (Sl , EATEREEA ) o
- XERBEHMIERBEE,
- [BIER R ER R E3ELSABIR.

ERIE
RERHEARRER XS FATIRIIAENE R
B : S8 Command Lookup Tool(EREME F) I BIAGH P ERAN G HHWEFMEENR.

TERSFEAUTRERE
OSPF speaking devices
i T T e -
-
-~ et
. "f__ e . Area D \
/7248100024 »
Pl 5 \
] 10.1.1.0624 ;
! Intermet
l 2 =
\ Irsice ?-.:;-; Cuitside
N e - /
N AT2185.004° : /
“, o
2 .
~ Ri
S,
e
—

R1, R2 & R3 represonts
Router's hostname

Ethirnel link

I Serial link

EUERFAED | Cisco ASARZNMEIPHHEA10.1.1.1/24, BERZ7ECisco ASALFEOSPF , XL
BB BAMEAER)BEEE I NEMEIK(172.16.1.0/24, 172.16.2.0/24, 172.16.5.0/24F]
172.16.10.0/24) & H, R2BEBZ AW AKHS (R1MR3 ) BHERFAZTHEEHIKA,

B8
ARRSEAUTRE :

. ASDMEL &

. BLEOSPF & p B 5%

. Cisco ASA CLIELE

. Cisco IOSEEH25(R2)CLIELE
. Cisco IOSEEHE5(R1)CLIEE
. Cisco IOSEH 25 (R3)CLIELE
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- EFASAE #17 # F|OSPF
ASDMii it

BEELZSEEEERASDM)E—BEERBBENEAEN  ARKENERZTLEE FWER,
ASDM#tZ £ HERA , ARAREKE., EERNEEELE, #5384 FAASDM Launcher ( R

Windows ) B HeJava/ME 2 B R A0 SR EE R BIASDMBE I T2 R, A E5 /M5 A ASDMER B 25 324 o i
IjJ ﬁbFﬁ;Eﬁﬁnﬂo

SEREATEEE | LAMEECisco ASAHELEOSPF:

1. EFAASDM%E A E|Cisco ASA,
2. BB ZASDMJ H #Y Configuration > Device Setup > Routing > OSPF[E1F, , 21T EIFf R,
B Cisco ASDM 6.0 for ASA - 10.77.241.142 0 =10 ]
File Wiew Tools ‘Wizards Windowok Fi:laipl = ¥ I Il l I

@ Home Q% Configuration D Manitaring | Gﬂave @Rel‘resh| 0 Back i CISCO

L Device Setup g /X (Configuration > Device Setup > Routing > OSPF | O
= _ﬂa Startup Wizard 21 This section conkains the Following items:
2 — B8} Interfaces
2 | | =43 Routing - Setup
i S+ Static Routes
- - - Bikering
gt Setup i :
2t Filtering e
*g, Interface - Redistribytion
*t, Redistribution ;
+gt, Static Neighbor b - Satic Neighbor
| a Devi - Summary Sddress
- Wirtual Link,
5 Firevsal
gg Remote Access VPN
(2o Site-to-Site VPN
E;l Device Managemant
b
<adrin= 15 @ | 2i ) 5/19/08 5:47:37 &M UTC

3. #£Setup > Process InstancesE & L A OSPFIEHETR , M FEFT R, EATRHIF , OSPF
IDEREH1,



Device Setup o o X { Configuration > Device Setup > Routing » OSPF = Setup ) O

o E———
% 73{} Startup Wizard = Erable at least ane OSPF Process Instance and define areas and area network
2 | I &2 Interfaces -
2 | | =43+ Routing I drea | Mebwaorks | Roube Summarization |
ﬁj %+ Static Routes
T = CSPF Maxirmurn of bwo O5PF processes can be configured on this device, To rem
% the checkbox,
Filkering
-0SPF Process 1
Interface
Redistribution [+ Enable this OSPF Process
—"ﬁ Static Meighbor I
—"ﬁ Summary sddress 5SPF Process IO |1| Advan
gk, Wirbual Link
E:::% RIP
EIGEE ;I -0SPF Process 2-
ﬁ) Device Setup [ Enable this CSPF Process
% Firewall O5PF Brocess 0 | Advant
m Remote Access YRR

Apply | Feset |

iy

4. & T LA7ESetup > Process Instances B & £ % — T Advanced , LAELE &M 5 R OSPF % i
258, BULUREESERERNERE , HllRouter ID. Adjacency Changes.,
Administrative Route Distances, Timers#lDefault Information Originatez& €.



ﬁ' Edit O5PF Process Advanced Properties ﬂ

5PF Process: | [F‘.ﬂubﬂf 10 10,1.1.1 J
Ignore LS4 MOSPF (suppress the sending of RFC1583 Compatible (caloulate
[~ syshog messages when router receives a LSA [V summary route costs per RFC
MOSPF packets) 1583)
Adjacency Changes
Enable this for the Firewsll to send a svslog message Enable this For the Firewal to send a syslog
when an OSPF neighbar goes upfdown, For each state change.
[¥ Log Adjacency Changes [~ Log Adjacency Chanoe Details

Administrative Route Distances

Inter &rea (distance For all Intra Area (distance for all routes External (diskance for &l routes
routes From ane ares to within an area) Fram other routing domains,
another area) learned by redistribution)

110 110 110

Timers (in seconds)

SPF Delay Time (between when SPF Hold Time (between twao L5A Group Pacing (interval at which
OSPF receives a topology change consecukive SPF caloulations) OSPF LS6s are collecked into &
and when it starts a SPF caloulation) group and refreshed)

= 10 240

Default Information Originate
Configure this bo generate defaultk external route inko an OSPF rouking domain.

[~ Enable DeFault Information Originate I= Always advertice Ehe default route

[fetric Yalue |'_ Metric Type lj Route [fap I
ok | cameel | Hem |

LEEFRBAS{EMAL : OSPF Process — BN IEEBLEROSPFERE, SEEFEIULE, KA
#=ID — EFAREERHIRID , FFERouter IDMA P ALRA P a2 XAV R HERID. MR
WEEZ , Z£RE L NWESHREINIPH L& AERBREID, EATRAF , BBER[DEARL
E(10.1.1. 1) IPH it TR REELE . Ignore LSA MOSPF — @H It BREN SR AIE R HE
WEIE6E(MOSPF)LSAK BB E R M AR HENEE, FERBERATREFLIRE. RFC
15831HA — B IR AR TRIERFC 15835 ERMAMHEK A, BUHES L EREUS AR
ERFC 23285t ERMBBEHMER, AT HRABREREKKHREN TN , OSPFEHE KT
BOSPFEBEHELUMEHXNEERFCHAM, BERBERT , EREEREDAMRE,
Adjacency Changes — @8 EHXEHEARMRAFEENMEEUMNELE, Log Adjacency
Changes — EH It BRIV S R AT FOSPFH ER B S EMRZ £ R EEXRKAFER. AR
BRT , WEREERIZEDIREE, Log Adjacency Changes Detail — i th BREN S R A L £ 8
BEEFMAMREREEFRREEIRRAFES , MTAEEEMERBDREBEAK. ERBERATRE
FLEEE. Administrative Route Distances — @2 EREHE I HEEERMNERE, B
FHE(Inter Area) — BRER—EAEEES —EESNAMEKHNEEERH, ARELHEL1E
255, FARX{EA100, Intra Area — SREERBAFMEHRBAN SRR, SREEE /131255,




FAFR{EA100, External — REBBE S HEANEMBEAEPNMERHNEERER, BN
EHER15255, HFREAR100, FHiE — BEAREELSASANSPFFHETRSENERTE

o SPF Delay Time — {§ EOSPFIR B E X MSPFFEF K 2 BN EE. EXESHE RO
65535, FARR{EAS5. SPF Hold Time — I§EEBSPFAE 2 AN RIFRE, EREHZEA13
65534, FEFX{EA10, LSA Group Pacing — EEASLSAE I I RIFT. REMHEBLH
EfE. BXEEHEA10211800, FEERES 240, Default Information Originate — ‘@&

ASBRAIA 4 A E|OSPF i B El 1Y TR /A SR E% A RY

—TAdd , T BT

) ) ]

aXEo. Enable Default Information Originate
— B BRI R A £ EIOSPFES I TRERBR . IR B S TERRINH — EP I ERE
FRAIBRKRBETRREH. ARBEATREFREIR, Metric Value — I§EOSPFREREE.
BREHEA0FI16777214, FEFREEB1, Metric Type — 15 ERBE L BIOSPFRE HE I FEER
HEBR /A SRER AR, ERER1T2 , RREANMREFI2HBEA, FHERES 2. Route
Map -(AE)EEANBEERNEE, IRAZHEHAEWR , ARABESERNTRREH,

5. T LR HER#% , ESetup > Area/Networks B - EH S ELOSPFEE VAR M E , ARIR

.\Cunﬁguratiun > Device Setup > Routing > OSPF ~ Setupjl

Enable at least one O5SPF Process Inskance and define areas and area netwarks,

Process Instances | Area | Metwarks | Rouke Summarizatinni

Configure the area properties and area networks For O5SPF Process

Mebworks

duthentication

Options

iZosk

RiFHEEERAJD OSPF Area¥izE 558,

Pt |-
[eleke




@ Add OSPF Area

D5SPF Process: |1 ;I [.ﬂ.rea 1D IIII J
Area Type
i stub v Summary (allows sending L54s inka Bhe stub area)
™ NSS4 [ | Redistribute (imports routes bo normal and M558 areas)

[ | Summary (allows sending L5As inta Ehe M558 area)

[ | Default Infarmation Griginate (generate a Type ¥ defaulk)

Metric Value: |1 Mettic Tvpe: |2 'rl

Area Metworks

Enter IP Address and Mask | P Address | Metmask

£55.255.255.0

IP address: s

Mekrnask.: #55,755,755.0 2w

Authentication

{+ Mone " Password " MDS Diefault Cost: |1

| Cancel | Help |

FEARGIFR | FrigA M — @R EREEMEER(10.1.1.0/24) , RAOSPFEEARSNE LA, *
E: REBACEZMRNIPHIL N T T L2 EOSPFIEHiBE.

6.3%—T "TOK, (HE ). WEERPSEMWA . OSPFERE — FiEMEEE , AOSPFETR
BEID, MRLLEEFAMAT —EOSPF#RE , AIFARBER TERERER, FEREGE
HE , MEFEROSPFERID, EFEID — #MEMEEE , MAESID, AIZREREIDEER
THEMNFIRFRIPHU, RN T EMFIESEEA0F14294967295, wmEBRE EEHRETEER
EiFID, ARG , BiEIDA0, EFHET(Area Type) — B EFTE B EIHE BIMERE.
Normal — iZIZ BB U EIHK AEEOSPFEE, BXEIEER  BARELTEEH
HIEIE, EERE(Stub) — BELBEUFKESNAERE, RBESRZEECEMEHSS
REFH, RKEHEFATEHIEASIHIBLSA ( FE5ELSA ) TR ARBEE, BYEFEESER , T
BUHIZH SummaryBREV T SR LABS IEFEELSA ( 2 BI3H4 ) ZHABZEE, BE — EFMERMN
EFRFRESER , BUERF LRI R AP ELSABEX R FRED. HRFRES , E:E
MTEDUNEFE S, NSSA — BEWBEEUEKEGRAIEMKRESE. NSSAEZE
7HLSA, EINSSAE | AT LAEUHEIZASummaryBRELA |, LARF L ELSATZ LTI EE .,
LA\ | &7 LAERHIE H Redistribute B8 BR 75 #2 3 B A Default Information Originate AZ A 3% HE



7%, Redistribute — BUHEZE P ILEBREXS AT By IEASBE R EE ANSSA. FERRIER T |, LLERES
WEMZRAREE, HE — EMESMNEEENSSAR | BUSIEF L BRELS 3 AT BF LELSAEIX Z)
KREFEE., FAEIBERT , NSSAEZEF BRI G, Default Information Originate — 1 Itk Bk
S BRIAEENSSAR A R 7HETERE. ARERTECEEP RIS H, Metric Value — ¥
A—BELIEEHEREHNWOSPFEEE, BNELHEA0F16777214, FEFR{EH1. Metric
Type — BE—EE , MEATERBHAIEEOSPFEER I, BEIFE1 (&A1) H2 ( & B
2)., TEERXEA 2, Area Networks — B2 EZOSPFEFHAEXE. Enter IP Address and
Mask — 2 E AR EREFTHMEEIERE. IP Address — B A 518 2 [E 15 1Y 48 28 5 E 4
BIIPH it fF AR #540.0.0.0090.0.0.0:2 I AR [EE, BREE—EREEHAF£H0.0.0.0,
Netmask — BIZEEFIBEIEIH AV IPHu s F MV RIS, MR EH | HEiE
255.255.255.255% 6, EAHIF |, 10.1.1.0/24REB EMHEEE . Add — #SEnter IP Address
and MaskEiZ P EZ W BE BT [EE P, I8 HEREETREArea Networks¥kH, Delete —
f&Area Networks 3k R I BRFTIZHBEE . [E1FHAEE (Area Networks) — BERA EIEEZ M.
IP Address — BB AV IPHbiE, Netmask — BB BB, Authentication — @&
OSPFE & 1B IVELE., None — BEFEIBRIBEUZFOSPFEE S 11EE. ERTARRE
o Password — EEFNBEAFHANZBETEHI MRS, HRRLERE , TESZFEAK
EIH, MD5 — BEEBELUFEAMDS S 158, AN A (Default Cost) — I8 E EIEAITARR
BRA., BXELEEA0FI65535, FAREAE1,

7.8 —T "Apply. o

{ Configuration > Device Setup > Routing > OSPF > Setup | L

Enable at least one OSPF Process Instance and define areas and area nebwarks,

Process Instances 1Area | NE'IW':"'k-‘;EI Route Summarization |

Zonfigure the area properties and area nebworks Far OSPF Process

J5PF Process frea ID frea Type Mekwarks authe add
10.1.1.0 ) 255,255,255.0 MNone

Edit

Dreleks

4 | 2

=

Fe ] | Resek I

8. & , B LATEFilter Rules B R E XK HIBRES. HMABRIEFHIEFHOSPFEH F i
FEESEWIEEH.

9. BMAILUBIERBERHBES . Cisco ASATLUSRIPHEIGRPE A HE 2 2 FOSPF M
EREP, BEUUSFERHNEENEAETR 2 HFIOSPFIEHER, fERedistributionZ %
REZREHEDE,

10. OSPF hello BB aEBIEE R aE%, MROSPFMEUREEZRES  AINKEFEE
HZMWE. FHEZROSPFMELR , HelloER B EAERERBEIZME, EEEER
REOSPF#E , 754 2|Static Neighbor& 1.

M. A EREMERBGEEANER, ARBEEENEEREEEARRKATNRINER
o RERBERRENEERRNKD, HWOSPFFEAELERHAEEROSPF ASBRAG — D
BHBLEARMUBENFMEE, RBHNREG, REREMRBIHBEEY ZEIOSPFHIEK




B RERE .

12. #Virtual link ( EE#EHEER ) B , AT MOSPFERIB R , It B E LK B ERER
IEnEY ; ELFAEVERER., EREREREFLAEY (BAERESR ) WA
OSPF#E., HH—{HOSPFRENSEERIERE,

EROSPFE{ER®E

Cisco ASA ¥ 3k B OSPF % H ifs E Y B& A E#TETMD5 5 B =E . BEOSPFE R ZHAIMDSE
PR R AT B LR RAEHE AR R B ARG REBRNIBRMNIRHAE S . FOSPFHEE #8575 i

RIGH B BR M Cisco ASAREZRARE T HERARSRNAMRARENEEES, WRR

ARELSHRE K NMRAEARESTEAIERBHEANS —ERHAEES| AR , SOVEHR
5 Cisco ASAL MR ATAEEIEE , W AESIRIEBRBUE, ELRKAKE (2FEASA) 2

BEENEIGRPEEME S MERER , WU LA BNHENE S — B RASRTEI @R ARE
A&,

OSPFEtH H BB ENHEEE, KOSPFHESMRERENHE LA BEOSPFMELALREM
BN SHREEXANTR  TREYBPEER,

TR TSEB , LMETECisco ASA LRI OSPF MD5 & 17 BR 7% -
1. #£ASDM L , Effi FConfiguration > Device Setup > Routing > OSPF > Interface , A%k —

TAuthenticationE % , &1 T B o
(Configuration > Device Setup > Routing > OSPF > Interface O

Zonfiqure Interface specific O3PF routing parameters,

Specify the authentication properties for each interface,

Inkerface Authentication Type |

Area
Area

| Reset |

EEEERT , AT HE LA TOSPF,

2. iEZZinside/TH , A% % — TEdit,

3. fEAuthenticationT , i#3ZMDS5 authentication , Y E W EFIEEE S PRSI BN FME
EEEERT , EXA S8 Acisco123 , £#8IDA1,

%II

o



@= Edit 0SPF Interface Authentication

Interface: inside

Authentication

i Mo authentication " Area authentication, if defined

" Password authentication I:F MOS authenticatinn:l

Authentication Password

Enter Passwaord: Re-enter Password:

MD5 IDs and Keys

MDS Key 1D

MOS Key

MDS Key ID:

MDS Kew:

[ QK | Cancel | Help

4.3%—T "TOKy , R&ZE—T "Apply.
Configuration > Device Setup > Routing > OSPF > Interface

Configure Interface specific QSPF rouking parameters,

Authentication | Prnpertiesl

Specify the authentication properties for each interface.

Interface Authentication Tvpe

Bpply Resel

Cisco ASA CLIfE =

Cisco ASA




ciscoasa#show running-config
Saved

ASA Version 8.0(2)

!

hostname ciscoasa

enable password 8Ry2YjIyt7RRXU24 encrypted
names

!--- Inside interface configuration interface
Ethernet0/1 nameif inside security-level 100 ip address
10.1.1.1 255.255.255.0 ospf cost 10 !--- OSPF
authentication is configured on the inside interface
ospf message-digest-key 1 md5 <removed> ospf
authentication message-digest ! !/--- Outside interface
configuration interface Ethernet(0/2 nameif outside
security-level 0 ip address 192.168.1.2 255.255.255.0
ospf cost 10 ! !--- Output Suppressed icmp unreachable
rate-limit 1 burst-size 1 asdm image diskO:/asdm-602.bin
no asdm history enable arp timeout 14400 ! !--- OSPF
Configuration router ospf 1

network 10.1.1.0 255.255.255.0 area 0

log-adj-changes

1

!--- This is the static default gateway configuration in
order to reach Internet route outside 0.0.0.0 0.0.0.0
192.168.1.1 1 ciscoasa#

Cisco |I0SEg HER(R2)CLIE &

Cisco IOSEEHER(R2)

!--- Interface that connects to the Cisco ASA. !---
Notice the OSPF authentication parameters interface
Ethernet0

ip address 10.1.1.2 255.255.255.0

ip ospf authentication message-digest

ip ospf message-digest-key 1 md5 ciscol23

! -—— Output Suppressed !--- OSPF Configuration router
ospf 1

log-adjacency-changes

network 10.1.1.0 0.0.0.255 area 0

network 172.16.1.0 0.0.0.255 area 0

network 172.16.2.0 0.0.0.255 area 0

Cisco |I0S3& B8 (R1)CLIHEE i

Cisco IOSERHE&(R1)

! -—-— Output Suppressed !--- OSPF Configuration router
ospf 1

log-adjacency-changes

network 172.16.5.0 0.0.0.255 area 0




[ network 172.16.2.0 0.0.0.255 area 0 |

Cisco IOS# H88(R3)CLIE i

Cisco IOSE& H 8§(R3)

!--- OQutput Suppressed !--- OSPF Configuration router
ospf 1

log-adjacency-changes

network 172.16.1.0 0.0.0.255 area 0

network 172.16.10.0 0.0.0.255 area 0

fEHASAEH £ % BIOSPF

WHIATR |, B LS —EOSPFER TR, RIPHEMHERSNEMAOSPFHTE LEENFERHA
MEIREE HAS B A E 0 B FIOSPFER R IEREH .

FELROIF , ERERERRIPEEES ZEIOSPF , TR :

DSPF speaking devices

— f——
- -4 T~
-
- T Autonomous System
Boundary Router
o< Area 0 N aseR) RIP spaaking
e . oL ir
172 46 A0 Dizd “
¥ i \ l
'IIF \
||I 192,168, 1.0/24
10.1.1.0024 @
1
llllIL Insida .'u"-- Cunsicha
: ASA
N / \
\ A ; 2 <
R_‘I 72165024 o Redistribute the RIP routes ino OSPF
- s = Autonomonrs System(AS)
. 1
e
.
i
R1, R & R} represents
Rouwter's hostname
Efhemet link
| Sarial link

ASDME B

1. i##ZConfiguration > Device Setup > Routing > RIP > Setup AR ARIP , A% FiBEEK
192.168.1.0 , M N BT,



(Configuration > Device Setup > Routing > RIP > Setup)

i_onfigure the global Routing Information Protocol (RIP) parameters, You can configure the setking or
the RIP routing process,

[IF Enable RIP ru:nutingj

[~ Enable auto-summarization

I‘IF Enable RIP version £ Version 1 {* \ersion 2 :l
(If global wersion in nok configured then device sends Yersion 1 and receives Yersions 1 & 2.)
[~ Enable default information ariginate Route Map: I
Metworks
192,168,1.0
IP Metworlk to Add; fdd =
Delete

Passive Interfaces

[~ tlobal passive: Configure all the Inkerface Fassive
interfaces as passive globally, This inside r
setking will override the individual dmz r

| Feset |
2. % —T "Apply. o

3. i##Configuration > Device Setup > Routing > OSPF > Redistribution > Add A #&RIPEE H &
2 28 B|OSPF,
(Currﬁguratiun = Device Setup » Routing > OSPF > Redistrihutiunj C

Define the conditions For redistributing routes from one ©SPF process to another,

Q5SPF Process _l Pratacal Match Subnets Metric Walue Metric Type

Edit

[eleke

Apply I

4.3 —T TOKy , R&ZE—T "Apply. -




g% Add 0SPF Redistribution Entry

~Protocol
™ Skatic ¢ Connected " O5PR -
O5SPF Process: 1 b i
— i ELGRP -
~Optional
-Match-

[T ilnternal [T External 1 [T ExtermaliZs [T ME58 Externalid [T ME5& External

Mektric Walue: etric Type: |2 w | Tag Yalue: I v Use subriets

Foute Map:

| I Cancel Help

SEWMCLIER
ASAMCLIERE , ARABRIPEH 2 &BIOSPF AS

router ospf 1

network 10.1.1.0 255.255.255.0 area O
log-adj-changes

redistribute rip subnets

router rip
network 192.168.1.0

HRIPERHE D HEOSPF ASE , B LAE 2 M/EIOSHE MR (R2)WERH R,

R2#show ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 4 subnets, 2 masks
172.16.10.1/32 [110/11] via 172.16.1.2, 01:17:29, Ethernetl
172.16.5.1/32 [110/65] via 172.16.2.2, 01:17:29, Seriall
172.16.1.0/24 is directly connected, Ethernetl
172.16.2.0/24 is directly connected, Seriall

10.0.0.0/24 is subnetted, 1 subnets

C 10.1.1.0 is directly connected, Ethernet0

O E2 192.168.1.0/24 [110/20] via 10.1.1.1, 01:17:29, EthernetO

!--- Redistributed route adverstied by Cisco ASA

Q QO O O
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1. £ASDM L , AT LAE i EMonitoring > Routing > OSPF Neighbors A #:18 S{EOSPF#B/E. Lt

EASAHEERR)BRAZEME. BEVIUSIMMEMEN T, MEKHEFID, RE
FIPSIVEET O

Monitoring = Rouding > OSPF Heighhors O
- OSPF Meighbors

Each row represents one ©SPF Meighbor, Please click the help butkon For a description of the states.

Neu;hl:n:ur Priarity : Deal:l Tirne .ﬂ.ddress

- Iterfan:
0:00: 34 1|| 1.1.2

1 FI |LLIE-E F' inside

-Last Updated: 5/19,/08 3:55:10 PM-

2. A, MR ERBERSEA>HE  ERURBRAR, FIES , 172.16.1.0/24,
172.16.2.0/24, 172.16.5.0/24F1172.16.10.0/24485% 2iEiBR2(10.1.1.2)13 HKY,
BFonitoring > Routing > Routes O

~Routes

Each row represents one route, AD is the administrative distance.

I

CSPF 172.16.5.1 255,255,255.255 10.1.1.2 inside
CSPF - 172.16.1.0 255,255,255.0 10.1.1.2 inside
CSPF - 172.16.2.0 255,255,255.0 10.1.1.2 inside
COMNMECTED - 10.1.1.0 255,255,255.0 - inside
COMNMECTED - 10.77.241.128 253,255,255,192 - drz
STATIC = 10.F7.0.0 255.255.0,0 10.77.241.129 drinz
COMMECTED - 192,168.1.0 255,255.255.0 - oukside
STATIC DEFALLT 0.0.0.0 0.0.0.0 192.168.1.1 outside

3. A LATECLI E Fshow routeis S AREVEHEEBENE H,

ciscoasa#show route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, Ll - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 192.168.1.1 to network 0.0.0.0

172.16.10.1 255.255.255.255 [110/21] via 10.1.1.2, 0:00:06, inside
172.16.5.1 255.255.255.255 [110/75] via 10.1.1.2, 0:00:06, inside
172.16.1.0 255.255.255.0 [110/20] wvia 10.1.1.2, 0:00:06, inside
172.16.2.0 255.255.255.0 [110/74] wvia 10.1.1.2, 0:00:06, inside

(oo RN el e]



10.1.1.0 255.255.255.0 is directly connected, inside
10.77.241.128 255.255.255.192 is directly connected, dmz
10.77.0.0 255.255.0.0 [1/0] via 10.77.241.129, dmz
192.168.1.0 255.255.255.0 is directly connected, outside
S* 0.0.0.0 0.0.0.0 [1/0] via 192.168.1.1, outside

4. ##12 °] LA Fishow ospf databasen © R EEUE B 2 B 1 858 FospfREMN E .

ciscoasa#show ospf database

Q n QN

OSPF Router with ID (192.168.1.2) (Process ID 1)

Router Link States (Area 0)

Link ID ADV Router Age Seqg# Checksum Link count
172.16.1.2 172.16.1.2 123 0x80000039 Oxfdld 2
172.16.2.1 172.16.2.1 775 0x8000003¢c 0x9b42 4
172.16.5.1 172.16.5.1 308 0x80000038 0xb91b 3
192.168.1.2 192.168.1.2 1038 0x80000037 0x29d7 1

Net Link States (Area 0)

Link ID ADV Router Age Seqg# Checksum
10.1.1.1 192.168.1.2 1038 0x80000034 0x72ee
172.16.1.1 172.16.2.1 282 0x80000036 0x9e68

5. show ospf neighborsir T ERFZEMENBA S EAFHLIIEEETR. LRIBEREESR
1R HRASDMEBHHEREEHA.

ciscoasa#show ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
172.16.2.1 1 FULL/BDR 0:00:36 10.1.1.2 inside

il 523,

RERENEF ATRER BIRHEROSPFHE,

M NRRNBERELR

WMREASALEIE T OSPFiEss H Y R FFERE , Bl RERTFREOSPF IR E LUEIE B ¥ 1 Sk E %A%
BEOSPFiRH. BREFHMET , F2REEBREOSPFEE,

EERED
BHERSRTS(EHCEMEFEM)OIMXER Lshowin T, £AOITRIEshowss T #i LAY S

o

Bi¥EE : £/ debug BT 28l , FFEL 2B EE Debug ETHEEEH.

- debug ospf events — BUAOSPFEHHIFA.
ciscoasa(config) #debug ospf events
OSPF events debugging is on
ciscoasa(config)# int e0/1
ciscoasa(config-if)# no shu
ciscoasa(config-if)#
OSPF: Interface inside going Up
OSPF: Send with youngest Key 1
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1500
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OSPF:
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1500
OSPF:
OSPF:
OSPF:
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1500
OSPF:
OSPF:
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OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
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HE R

Rcv hello from 172.16.2.1 area 0 from inside 10.1.1.2
state 2WAY

2 Way Communication to 172.16.2.1 on inside,
Backup seen Event before WAIT timer on inside
DR/BDR election on inside

Elect BDR 172.16.2.1

Elect DR 172.16.2.1

DR: 172.16.2.1 (Id) BDR: 172.16.2.1 (Id)

Send DBD to 172.16.2.1 on inside seq Oxlabd opt 0x2 flag 0x7 len 32

Send with youngest Key 1
End of hello processing

Rcv hello from 172.16.2.1 area 0 from inside 10.1.1.2

End of hello processing

Rcv DBD from 172.16.2.1 on inside seq 0x12f3 opt 0x42 flag 0x7 len 32 mtu

state EXSTART
First DBD and we are not SLAVE

Rcv DBD from 172.16.2.1 on inside seq Oxlabd opt 0x42 flag O0x2 len 152 mt
u 1500 state EXSTART

NBR Negotiation Done. We are the MASTER

Send DBD to 172.16.2.1 on inside seq Oxlabe opt 0x2 flag 0x3 len 132

Send with youngest Key 1

Send with youngest Key 1

Database request to 172.16.2.1

sent LS REQ packet to 10.1.1.2, length 12

Rcv DBD from 172.16.2.1 on inside seq Oxlabe opt 0x42 flag 0x0 len 32 mtu

state EXCHANGE

Send DBD to 172.16.2.1 on inside seq Oxlabf opt 0x2 flag 0x1l len 32

Send with youngest Key 1
Send with youngest Key 1

Rcv DBD from 172.16.2.1 on inside seq Oxlabf opt 0x42 flag 0x0 len 32 mtu

state EXCHANGE
Exchange Done with 172.16.2.1 on inside

Synchronized with 172.16.2.1 on inside, state FULL

Send with youngest Key 1
Send with youngest Key 1
Rcv hello from 172.16.2.1 area 0 from inside
Neighbor change Event on interface inside
DR/BDR election on inside
Elect BDR 192.168.1.2
Elect DR 172.16.2.1
Elect BDR 192.168.1.2
Elect DR 172.16.2.1
DR: 172.16.2.1 (Id) BDR: 192.168.1.2 (Id)
End of hello processing
Send with youngest Key 1
Send with youngest Key 1
Send with youngest Key 1
Send with youngest Key 1
Rcv hello from 172.16.2.1 area 0 from inside
End of hello processing
Send with youngest Key 1
Rcv hello from 172.16.2.1 area 0 from inside
End of hello processing
Send with youngest Key 1
Rcv hello from 172.16.2.1 area 0 from inside
End of hello processing
Send with youngest Key 1
Rcv hello from 172.16.2.1 area 0 from inside
End of hello processing

EZ B CiscoZ £ HEM TS E8.0/lRAdebug ospfEB %
Lo SRS EIEET A,

i)

10.1.1.2

10.

10.

10.

10.

1.

1.

1.

1.
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