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5 ) AR ( ASARICSCHEAE )
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BET TEErroRINE—RZER, Hiln
- , dog|catlEiidog=hcat,

— @25 , RREOHRELINRER,
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[a g | EEFEMROEFFT, B, [abc]
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s | EEAENGTARHEETL. AN

be ,7% , [*abc]PEBLBRa, bERCUNMEM[E T,

: PA-ZIEREMIERBFIHE/F T

CEEEANEMF T, [a-z]CEEMN

a BEFR8, JUREFMEE : [abcg-z]E

Y |=EcEE |Ea. by . g.orosstooul v Wy X,
< y. zH[a-cqz]%. MREER()FTRIT

c] MW EE—EFAHE—@FT , Bl
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2|28 REBFEPHEIH BB, Bl

w , test, RMEEHCHERRBIIEZEE,
A EARE | EBETHRA
\ [|BtEFx |EaFr—EfAk, CREXFFrT. 5
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Selected Websites are
Blocked using regular
expressions

Inside Network

L
ARG EAUTRE :


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

. ASACLIFLE
. ASAELE8.x , ®ASDM 6.x

ASA CLIELE

ASA CLIE &

ci scoasa#show running-config
Saved

ASA Version 8.0(2)

!

host nane ci scoasa
dommi n- nane defaul t.domain.invalid
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
names

!
interface Ethernet0/0

nanei f inside

security-level 100

i p address 10.1.1.1 255.255.255.0

nterface Ethernet0/1

nanei f outside

security-level 0

i p address 192.168.1.5 255. 255.255.0

nterface Ethernet0/2

nanei f DMZ

security-level 90

i p address 10.77.241. 142 255. 255. 255. 192

nterface Ethernet0/3
shut down

no nanei f

no security-1Ieve

no i p address

nterface Managenent 0/ 0
shut down

no nanei f

no security-1Ieve

no i p address

|

passwd 2KFQnbNI dI . 2KYQU encrypt ed

regex urllistl
".*\. ([Ee] [Xx] [Ee] | [Cc] [Oo] [Mm] | [Bb] [Aa] [Tt])
HTTP/1.[01]"

!--- Extensions such as .exe, .com, .bat to be captured
and !--- provided the http version being used by web
browser must be either 1.0 or 1.1 regex urllist2
".*\.([Pp]l [Ii] [F£]|[Vv] [Bb][Ss] | [Ww] [Ss][Hh])
HTTP/1.[01]"

!--- Extensions such as .pif, .vbs, .wsh to be captured
!--- and provided the http version being used by web
browser must be either !--- 1.0 or 1.1 regex urllist3
".*\.([Dd][0o] [Cc] | [Xx][L1][Ss]|[Pp][Pp][Tt])
HTTP/1.[01]"




!--- Extensions such as .doc(word), .xls(ms-excel), .ppt
to be captured and provided !--- the http version being
used by web browser must be either 1.0 or 1.1 regex
urllist4 ".*\.([2z][Ii][Ppl|[Tt][Aa]l[Rr]]|[Tt][Gg]l[Zz])
HTTP/1.[01]1"

!--- Extensions such as .zip, .tar, .tgz to be captured
and provided !--- the http version being used by web
browser must be either 1.0 or 1.1 regex domainlistl

"\ .yahoo\.com"

regex domainlist2 "\.myspace\.com"

regex domainlist3 "\.youtube\.com"

!--- Captures the URLs with domain name like yahoo.com,
I --- youtube.com and myspace.com regex contenttype
"Content-Type"

regex applicationheader "application/.*"

! --- Captures the application header and type of !---
content in order for analysis boot system di sk0:/asa802-
k8.bin ftp node passive dns server-group Defaul t DNS
domai n- name defaul t.domain.invalid access-list
inside_mpc extended permit tcp any any eq www

access-list inside_mpc extended permit tcp any any eq
8080

!--- Filters the http and port 8080 !--- traffic in
order to block the specific traffic with regular !---
expressions pager lines 24 nmtu inside 1500 ntu outside
1500 mtu DMEZ 1500 no failover icnp unreachable rate-
limt 1 burst-size 1 asdminage di sk0:/asdm 602. bin no
asdm hi story enable arp tineout 14400 route DMZ 0.0.0.0
0.0.0.0 10.77.241.129 1 tineout xlate 3:00:00 tineout
conn 1:00:00 hal f-closed 0:10: 00 udp 0:02:00 icnp

0: 00: 02 timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00
nmgcp 0: 05: 00 ngcp-pat 0: 05: 00 timeout sip 0:30:00
sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect

0: 02: 00 tinmeout uauth 0:05:00 absol ute dynani c-access-
policy-record DfltAccessPolicy http server enable http
0.0.0.0 0.0.0.0 DVZ no snnp-server |ocation no snnp-
server contact snnp-server enable traps snnp

aut hentication |inkup |inkdown coldstart no crypto

i sakmp nat-traversal telnet timeout 5 ssh timeout 5
console tinmeout O threat-detection basic-threat threat-
detection statistics access-list | class-map type regex
match-any DomainBlockList

match regex domainlistl

match regex domainlist2

match regex domainlist3

!--- Class map created in order to match the domain
names !--- to be blocked class-map type inspect http
match-all BlockDomainsClass

match request header host regex class DomainBlockList

!--- Inspect the identified traffic by class !---
"DomainBlockList". class-map type regex match-any
URLBlockList

match regex urllistl

match regex urllist2

match regex urllist3

match regex urllist4




!--- Class map created in order to match the URLs !---
to be blocked cl ass-map inspection_default match
default-inspection-traffic class-map type inspect http
match-all AppHeaderClass

match response header regex contenttype regex
applicationheader

! --- Inspect the captured traffic by regular !---
expressions "content-type" and "applicationheader".
class-map httptraffic
match access-list inside_mpc
!--- Class map created in order to match the !---
filtered traffic by ACL class-map type inspect http
match-all BlockURLsClass
match request uri regex class URLBlockList
1
!--- Inspect the identified traffic by class !---
"URLBlockList". ! policy-map type inspect dns
preset _dns_map paraneters nessage-| ength maxi mum 512
policy-map type inspect http http_inspection policy
parameters

protocol-violation action drop-connection
class AppHeaderClass

drop-connection log
match request method connect

drop-connection log

class BlockDomainsClass

reset log

class BlockURLsClass

reset log

!--- Define the actions such as drop, reset or log !---

in the inspection policy map. policy-map gl obal _policy
cl ass inspection_default inspect dns preset_dns_nap
i nspect ftp inspect h323 h225 inspect h323 ras inspect
net bi os inspect rsh inspect rtsp inspect skinny inspect
esntp i nspect sqlnet inspect sunrpc inspect tftp inspect
sip inspect xdncp policy-map inside-policy

class httptraffic

inspect http http_inspection_ policy

!--- Map the inspection policy map to the class !---
"httptraffic" under the policy map created for the !---
inside network traffic. ! service-policy global _policy
gl obal service-policy inside-policy interface inside

!--—- Apply the policy to the interface inside where the
websites are blocked. pronpt hostname context
Crypt ochecksum e629251a7c37af 205¢289cf 78629f c11 : end

ci scoasa#

ASAR:ES8.x , BASDM 6.x

TRUTHSRUEBERKRTN , W CFRARMPFIELILEERYE , B,

1. B IF R &R TR 2ZEConfiguration > Firewall> Objects > Regular Expressions , A% & —T
Regular ExpressionE & THWAddUZ L EREK RN , MFATR. BIAIIERKTN
domainlist1 , LA{E#¥& 13 Eyahoo.com, & —T "OK, (#E ),



Configuration > Firewall > Objects > Regular Expressions

Eag.lla' Expressdons -}

Configure regular expressions for uss in patderm makching. Regulsr sxpressions wath names starong with *_default” are default regular expressions an

cannot be modfied or delebad,

h Nzme I Walie
8 Add Regular Expression x| =
_ neme:{omantstt | [y TIECe Qe NCeTooTMm]

.vahoaoh.com ;j Build. . |

Yalue:

- IE Cancel I Help I _:]

By IFFKx TN domainlist2 , SA{EH#HFEH Emyspace.com, #&—T "OK, (#E ),
E% Add Regular Expression . T

Mame: ||domainlistz

mvspace!, com Euwiild

YWalue:
Tesk,.,

] 4 iZancel Help By EEERS
domainlist3LA # ¥ 13 & youtube.com, #E—T "OKy ( #XE ) .
g% Add Regular Expression

Name:[ll‘dnmainlistS ]

.';.ﬂ:nutube'l,.mmU B

Yalue:
Tes

2K, I Zancel Help

By —EERRTN

! Add
EGIT
Mefete

urllist1 , SAEHERIESR , Wexe. comFlbat , EﬁE%Web%ﬂ%%%ﬁE@httpH&ZF%éﬁ%toﬁ

E"q Add Regular Expression

Mame Iurllistl

AL Ee]lw=]Ee]|[Cclla]lMm]|[BE]LAaI[TE]) HTT B
vl PI1[01] i
alue,
:
1.1, #E—TOK, ok | conce Help 405 Web 3l

B ANt A S ER1.051.1 , BEMLERRRRurllist2 , LUERHERIES , 5lnpif,



g% Add Regular Expression

Marme: 1ur|li5t2 1
A PRIL]FFI D IBRILSsTI D] (5= 1THRT) HTTF‘J Build.
1.[01]
Yalue:
Tesk,,
) 4 iZancel | Help |
vbs#lwsh, #—TOK. 0

REHAWebBIESEFEANhtpARASER1.0H1.1, FEILERKRTRurllist3 , UEHERIRES
, fidoc. xIsFppt. & — TOK,

g% Add Regular Expression

Mame:| Jurllist3

DA U TIPe TR D HTTPﬂ ——
1.[01

YWalue:

Tesk,

2K, I iZancel | Help |

WREAWebBIER LA
httphR A S ER1.0:1.1 , FEUERKRRAurllistd , LMEHBRIES , Wzip, tarflitgz, &—
@& Add Regular Expression - --

Marne: !urlli5t4 '|

A2l PR]ITE AR TELGo](Z21) HTTRY IJ

Walue: '[Dl]l

Ik I Cancel I Help |
TOK, BITIERKRRN
contenttype AEHEAREE, & —T "OKy (H#EE).




@& Add Regular Expression

Mame; In:u:nnl:enl:l:ype

Content-Type| ) Build..

Walue:
Test,.

2K, iZancel Help

BV ERRKRTIN
applicationheader , AEHEZEEAENEE, &—T "OK) (HEE),
f= Add Regular Expression

Mame: ||applicationheader

e
application), Eil

Yalue: J

Ta

K, I Cancel Help

SHWCLIER

2. BY FRR TR JEZE Configuration > Firewall > Objects > Regular Expressions , A& % —
T Regular Expression ClassesE& THAdd , AR EEH , MEMR. B ERKRTIAE
DomainBlockList , LA{E PLHp 1IF 8 & ‘R domainlist1, domainlist2fldomainlist3. #&— THE

o



& Add Regular Expression Class Map

Configure a regular expression class using available reguiar expressions. For a class to be considered a match, only one of its match
conditions needs to be met,

Farme: | |Dm'pa'r|E|I|:|d-:List |

Description: |

Available Regular Expressions Configured Match Conditions

Regular Exprassion I Makch Tvpe I Regular Expression
L =] ) domainlist

iR, domainlist2

_default_gnu-hetp-tunnel_uri
_default_http-tunnel
_default_httport-tunnal
_default_icy-metadata
_default_msr-messenger
_default_shoutcast-tunneling-protocol
_default_windows-media-playsr-tunnel )
_default_x-kazaa-network
_default_yshoo-messenger

applicationheader

contentbype

jurlist |
wrlist2

urlst S

wrlists -

Eﬁ;-.u | hew... Mtk TEFH: EEMHH‘I

(a4 | Cancel | Help I

BT IF KRN IEURLBlockList , SAE EEEAAIE R R RN urllist1, urllist2, urllist3F]
urllist4, #E—THRE.




i Hegular Expression Liass Map

Corfiqure & regular expression class using avallable regular expressions. For a class ko be corsidered a match, anky ane of ks mat

conditions needs bo be met,
Mare: RLBlockList |
Description: |
Ayailable Regular Expressions Configured Match Conditions
Regular Expression I_ Match Type I Regular Expression
ST _ ST :] =y urlliskl
_defaulk_gru-hetp-tunmel_arg oR m urllist2

_defauk_gru-http-tunmel_uri
_dafaulk_kttp-tuninesl
_defauk_httport-tunnsl
_dafauk_icy-metadata
_defaulk_msn-messenger
_defauk_shoutcast-tunnelng-protoool
_dafaulk_windowves-media-player-turinel
_defaul_x-kazaa-network
_d=fauk_yahoo-messanger
applicationheader

contenttype

Jomairkist3
domairdist2
|l:||:ma1'ri5t1

L4]

FRHWCLIE R

e

Match Type: ) Match

3. (X BB 2 © 5 B 49 7 B2 12 Configuration > Firewall > Objects > Class Maps > HTTP
>Add , LETEHREREHEEERRRINEZBNhtpRE , TR, BIEHR
AppHeaderClass , AfEA$ & EHREAEE IF kR BT,



72 Add HTTP Traffic Class Map :

Mame: (|AppHeadsrClass )

Descripkion: |
Match Option: ©+ Match Al Makch Any

Match Type | Criterion Value Add
& Add HTTP Match Criterion - x| Edt
Match Tvpe: % Match Mo Match Dieteta
Criterion: Gﬂuqua.-st Header Field j =
WYalue
~Field
" Predefined: |-an:n:-a|:4: _'_]
(:ﬁ' Regular Expression: In:mtanttvpe EI:J Manage... |
Value
- s
b " Reogular Expression Class: IDc.rr-aerI-:utkLlst _:J Marage.. .

o] cmed | v |

ge Add HTTP Traffic Class Map

B—T TOK, B E¥MBlockDomainsClass , LG5 K $R T8 B 1F 37 &R R =\ X AH THL,
05 AddHTTP TrafficClassMap

Mane: I |EindaD-:umai'|9CIassJ
|

Descripkion:
Match Option: @ Match Al  Match Any

Match Type | Criterion | Value

(add)

% Add HTTP Match Criterion

Match Twpe: & Match ¢ Mo Match

Criterion: [Ilitequast Header Field | ~|
Walue
~Fieid
I:II_F' Predefined: Ihnst_,] ;I
i~ Regular Expression: ]EDI‘I[EFﬂZ'_—'DE ;I Manade. .
~¥alue
{~ Regular Expression: I_':IE'F-EI'J||.'__G".ITEIT"1':.-'F'C-|:L:J'|FE| ;’ HERES
(& Fequiar Expression Class] |DomainBlockList =] manage...

[ ok | cancst | Heo |

Ecit

[helmtpe

B—T TOK, (FE ). BIEYMBlockURLsClass , LAEAFERURIEEE R KR R HEH

LY T



= Add HTTP Tralttic Class Map - ]

Marme: EbocklE s hass

Description: |
Match Option: (% Match A1 ¢ Match Any

Match Type | Criterion | yalue |  add
Edit
@& Add HTTP Match Criterion x|

LUEELE

Match Type: (% Match (" No Match

Criterion:  ||Request UR =]

Walue

i Regular Expression: I_deFauIt_GnTnM'.-'F":-tunnel ;l Manage.,.

(7 oo Eqresin o [ ~| s

1 F— S S L
B—T "TOKy, (HE ). SMHCLIERE

4. BT HEE A ICE TR AR B R 42 2 Configuration > Firewall > Objects > Inspect Maps >
HTTP , LA{EE 3 http_inspection_policy , ALEHRERERIE , M TR, & —T TOK,
(F’E )



] N -

EE- [

Mame: ﬂhttp_hspecti:ﬂ _palicy J

Description: |

Parameters Inspections |

Match Type Criterion Wahue Action Log Add

fowve Lip

[ove Dawn

| Cancel | Help |

i###Configuration > Firewall > Objects > Inspect Maps > HTTP > http_inspection_policy ( #
M) , REIE—TDetails > Add , SAE S B 512 I FEERERF.

= Edit HTTP Inspect Map

Marme: @ttp_impectinnjnlicy :I

Description: I

Security Leve| || | Details |

Parameters Inspections

Match Type Criterion YWalue Ackion Log fdd

Edit

# #2 VEE% XE A Drop Connection , 3f & Criterion as Request Method#1Value as connectEX f H



Match Criteria

{* Single Match

Match Tywpe: {* Makch (7 Mo Makch

Criterion: ( Request Methn:u:IJ ;l

Yalue

{+ Method:

" Regular Expression

{* Reqular Expression; ~default GoToMyPC-kunnel

{ Hegular Expression, Class:  |DomainBlockLisk

™ Multiple matches

HTTF Traffic Class; [AppHeaderClass v M afiat

Bckions

Ackion: W+ Drop Connection | ¢ Reset (7 Log

Log: * Enable " Disable

SEsash | (04 I Zancel Help I B—T T
OK. #%321EE%E ADrop Connection , I ZAppHeaderClass$E R H 5550 8o



f% Add HTTP Inspect

Makch Criteria
£ Single Match

Match Type; & Match €7 Mo Match

Zriterian: RequestiResponse Conkent Type Mismatch LI

Yalue

Mot applicable.

[F Mulkiple matn:he}

HTTP Traffic Classlz .ﬁ.ppHeaderCIassj

Mar

actions
Ackion: f nection { Reset " Log
Log: i~ Disable
Ik I Cancel Help
E

i= Add HTTP Inspeck

Makch Criteria
" Single Match

Mateh Tape; & Match £ Ma Match

= T Request/Response Content Type Misrmatch ;l

Walue

ot applicatle.

&: Multiple matchegl

HTTP Traffic Class: IEIDckDDmainsclaf]s

Ackions

Ackion: { Drop Conneckion £+ Resed {7 Log

Log: " Disable

5] 4 Cancel

Help

%—T "TOK, (®

o 1EIR1ERTE BReset , I ABlockDomainsClass3HRUH H 555 8.

B—T TOK. ##RERE



%Reset , I 2BlockURLsClass$E R H 5450 8%
= Add HTTP Inspect

Match Criteria
i Single Match

Match Type; @ Match {0 Ma Match

Zriberian; Request/Response Content Tvpe Mismatch leal

Walle

ot applicatle,

(: Multiple matchesj

HTTF Traffic Class:

BHickions

Ackion: { Drop Conneckion i~ Log
Log: " Disable

Ik iZancel | Help

EZ—T "TOK, (H=E
) o E_-F rAppIYJ o %MWCLIEI
5. #548 R http 3K % 1€ A B [ % 2 Configuration > Firewall > Service Policy Rules > Add > Add

Service Policy Rule,
Configuration > Firewall > Service Policy Rules

f add - [ Edic [ Delete | + 4 | & B2 B -| Q Find E2dDiagram W Packet Tra

[‘E‘ ﬁﬂdﬂar#rﬂﬁPEﬂ'CYR”l&‘l iaFFin: Classification

% Add Management Service Policy Rule. .. S0UrCe Destination Sefvice
Insert. .,

% 1y @ any 0, default-inspe..

HTTP R B¢ T $i7:% B8 F & Finterface E iE #Z #ftwith inside interface , A% #EEPolicy Name as
inside-policy, #& "Nexts ( F—% ).



Adding a new service policy rule requires three steps:

Step 1: Configure a service policy.
Step 2: Configure the traffic dassification criteria for the service policy rule,

Step 3 Configure ackions on the traffic classified by the service policy rule.

Create a Service Policy and apply To:

Cnly one service policy can be configured per interface or at global level. IF a service policy already exists, the
new rule inko Ehe existing setvice policy, Otherwise, wou can create a new service policy.

G;' Interface:  |inside - (create new service palicy) = }

Policy Marme:| iinside-pnlicy

Description; I

{~ Global - applies to all interfaces

Palicy: Tame: Igimba‘_gn!.w

Erescripbian I

= Back I |
B 3 Y M httptraffict M Z=IRA B ZIP#it (FHACL) . #® "Nexts (T—%),




{* Create a new traffic class: |!httptraFFic |

Description (opkional); I

Traffic Match Criteria
[T Default Inspection Traffic

[IF Source and Destination IP Address (uses SCLE j

[T Tunnel Group

[T TCP ar UDF Destination Part
[T RTP Range

[T IP DiffServ CaodePaints (DSCP)
[T IP Precedence

[T &y kraffic

" Use an existing kraffic class:  [inspection default _v_l

" Use class-default as the Eraffic class.

If traffic does nok match a existing kraffic class, then it will match the class-defaulk traffic class, Class-defaul
all situation.

< bk

i##ZSource and Destination as any with service as tcp-udp/http. & "Nexts ( FT—% ),



= Add Service Policy Rule Wizard - Traltic Maktch - Source and Destination Address

[+ Match £ Do nok match
[pudobe) -

BAHTTPEE R , A% K — T Configure,



Protacal Inspection | Connection Settings | Gos |

[~ CTIGBE
[~ DCERPC ] =
[~ DNS COnfigure. ..,
[~ ESMTP COnFgure..
[~ FTR ConRfigure; .
[T H.323H.225 Cankigure..
[ H.323 RAS EonFigure:.,
[IF HTTF : Configure. ..
[ P

[~ ICMP Error

[T LS

[ IM Configure.,,
[T IPSec-Pass-Thru ] [ =
[~ MGCP 6 [ =
[~ METBIOS Configure...
[~ PPTP

= Back | | Cancel |i§¢'$electa HTTP inspect map for the
control of inspectionZ &% , M TR, E—T "OKy (HEE ).



i Use the default HTTR inspection map

Ig:' Select a HTTP inspect map for fine control D}er

Ik I Cancel | Help

#—T "Finish, (%X ).

Configuration = Firewall > Service Policy Rules
fadd - FEdt floelete | + | Y B @ -

Traffic Classification

1, Find Diagram I P:

Mame # | Enabled Match Source Destination Ser

[=l Global; Palicy: global_palicy
inspection_defau (&4 Match @@ any g any ), defau

Inkerface: inside; Policv: inside-policy
httptraffic 1 W EymMatch @@ any @ any ok http

1880807t I B X iE£Add > Add Service Policy Rule.



Configuration > Firewall > Service Policy Rules

@ add ~| [ Edi Delete | 4+ ¥ | & B BL -| QFind P2 Diagram B Pa

¢ Add Service Palicy Rule. .. ] afFic Classification

98 Add Management Service Policy Rule. .. SOUrcE Destination Ser
Insert. ..

% . ¥ @@ any 0, defau

o Inserk After...

[] Interface: inside; Palicy: inside-policy
httptraffic 1 W CEyMatch @@ any P any uok hikkp
E rNeX‘t_l -I:_i o

g Add Service Policy Rule Wizard - Service Policy

Adding a new service policy rule requires three steps:
Step 1 Configure a service policy.
Step 2: Configure the traffic classification criteria For the service policy rule,

Step 3: Configure actions on the ktraffic dassified by the service policy rule,

Creake a Service Policy and Spply To:

2nly one service policy can be configured per inkerface or at global level, IF a service policy alkeady exists, the
new rule into the existing service policy. Otherwise, you can creake a new service policy.

LU (31=10 = =T (i il - inside-policy

Description: l

" Global - applies ko all interfaces

Folicy Harme: Igint!ai_ncnhn:';.f

[escripkion I

*Only one service palicy is allowed, Existing service policy names cannok be changed,

< bk | (et >

IEI1ZAdd rule to existing traffic classE#i1z 8l , AR T PIEE FiEZEhttptraffic. 3% "Next.
( -F_Z’F ) o




™ Create a new traffic class: Il!‘n.—;;de-l:lass

Cescrption (optionaln I

Tratfic Match Eritera
[T Default Inspection Trathic

Source .and Destnation IP-&ddress fuses GEl)

[T Tunmel Group

[~ TGP or UEPE Destination Pork
[T RTF Ramnge

[~ 1P Diff Serv CodePairts (DSCR)
[T IF Frecedence

[ Anybrafhic

[ﬂ' #fidd rule ko existing traffic class: IhttptraFFic Lﬂ

Fule can be added to an existing class map if that class map uses access conkral lisk (&CLY as its traffic matck

" Use an existing traffic class: ||n5pectiﬂn_defaultl|

™ Use class-default as the traffic class.

IF traffic does not match a existing traffic class, then it will match the class-default traffic class, Class-defaull
all situation,

= Back | Blext = l

{# Ftcp/8080#% "Source ( IR ) 4 M MDestination ( B8 ) 4 iBIES T, . #H—T "Next,

o




= Add Service Policy Rule Wizard - Traffic Maktch - Source and Destination Address

#—T TFinishy (%X ).



B% Add Service Policy Rule Wizard - Rule Actions

@ The Rule Actions are applied ko all the rules grouped in the Traffic Match.

:Protocol Inspection | Connection Settingsl QDS'

[~ CTIQEE

[~ DCERPC Configure...

[~ ohs COnFigure: .

[~ ESMTP Configure, ..

[~ FTP Zontiaure, .,

[T H.323H.225 Eorfigure:. .

[ H.323RAS Configures

[¥ HTTP Configure. .. HTTF Inspect Map: http_inspeckion_policy
[ ICMp

[T ICMP Error

[ 1s

[ Conkigure. ..
[~ IPSec-Pass-Thru COnFigUrE:. .
[ MaCR Eorfigure:. .
[~ METEIOS COnfigures.

= Back | Finish || Cancel

Configuration > Firewall = Service Policy Rules
g add + [ Edit ‘m‘l‘nelete| + & | y B2 @ -

Traffic Classification

3, Find Diagram © | Pa

-,

Marne # | Enabled Makch Source Destination Ser,
[=l Global; Palicy: global_palicy
inspection_defau =y makch @@ any @@ any Q, defaull
[ Interface: inside; Palicy: inside-palicy
httptraffic 1 W [Eymatch & any P any uok hkkp
2 I [EymMatch & any P any TeE- 5030

—T TApply: . SMHCLIEE

ERAAHRE , BERLNEEBRET EEER,



WHEFERT E(EHEERTFER)OIT)XERE Eshowin T, fERAOITREshowds & i i 4 5 #

o

- show running-config regex — R EBEMN EHRKRTR
Ci scoasat#show running-config regex
regex urllistl ".*\.([Ee][Xx][Ee]|[Cc][Co][M]]|[Bb][Aa][Tt]) HTTP/1.[01]"
regex urllist2 " *\ . ([Pp][li][Ff]|[W][Bb][Ss]|[W\[Ss][Hh]) HTTP/1.[01]"
regex urllist3 ".*\.([Dd][Oo][Cc]|[XX][LIT[Ss]|[Pp]l[Pp]l[Tt]) HTTP/1.[01]"
regex urllist4 " . *\. ([Zz][1i][Pp]|[Tt][Aa][Rr]|[Tt]1[Gg][Zz]) HTTP/1.[01]"
regex domainlistl "\.yahoo\.cont
regex domainlist2 "\.nyspace\.cont
regex domainlist3 "\.youtube\.cont
regex contenttype "Content-Type"
regex applicationheader "application/.*"
ci scoasa#

- show running-config class-map — # '~ 2 Bt i& Ay FE ¥ Bt
ci scoasa#show running-config class-map
!
cl ass-map type regex match-any Domai nBl ockLi st
mat ch regex domainlistl
mat ch regex domainlist2
mat ch regex domainlist3
class-map type inspect http match-all Bl ockDomai nsCl ass
mat ch request header host regex class Domai nBl ockLi st
cl ass-map type regex match-any URLBI ockLi st
match regex urllistl
match regex urllist2
match regex urllist3
match regex urllist4
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
class-map type inspect http match-all AppHeaderd ass
mat ch response header regex contenttype regex applicati onheader
class-map httptraffic
mat ch access-1ist inside_npc
class-map type inspect http match-all Bl ockURLsC ass
mat ch request uri regex class URLBI ockLi st
!

ci scoasa#

- show running-config policy-map type inspect http — B~ 2 B Bl B A http it B #Y 3 B ¥ BR
ci scoasa#show running-config policy-map type inspect http
|
policy-map type inspect http http_i nspection_policy

par anet er s
protocol -viol ati on acti on drop-connection
cl ass AppHeader d ass
dr op- connection | og
mat ch request nethod connect
dr op- connection | og
cl ass Bl ockDomai nsd ass
reset |og
cl ass Bl ockURLsCl ass
reset |og
|

ci scoasa#

- show running-config policy-map — FRFTE REEH LB AR TR KR EIMRELE
Cci scoasa#show running-config policy-map
!
policy-map type inspect dns preset_dns_map
par aneters
message- | ength maxi mum 512
policy-map type inspect http http_inspection_policy


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

par anet er s

protocol -viol ati on acti on drop-connection
cl ass AppHeader d ass

dr op- connection | og

mat ch request net hod connect

dr op- connection | og
cl ass Bl ockDomai nsCl ass

reset |og
cl ass Bl ockURLsC ass
reset |og

pol i cy-map gl obal _policy
cl ass inspection_default
i nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
i nspect xdntp
pol i cy-map inside-policy
class httptraffic
inspect http http_inspection_policy
!
ci scoasa#

. show running-config service-policy — = & &

ci scoasa#show running-config service-policy
service-policy global _policy gl oba
service-policy inside-policy interface inside

- show running-config access-list — BERZ £ HE LiETT

ci scoasa#show running-config access-list

1THYFR B BRI SRR EC &

K Eh R ER IS

access-list inside_npc extended pernmit tcp any any eq www

access-list inside_npc extended pernmit tcp any any eq 8080

ci scoasa#

REEEHE A7
AETIR L E T R E AR
BYEE : 54 debug 55

SESHERR
28,

s L2 H AR Debug T

MEZEEA,

- debug http — B RHTTPREMFAFEE

R

. Cisco ASA 55003 BiEE L+ R B ¥ ¥
- BRRERARSEBEEESASDMZE

. Cisco PIX 500% 5l &= £ % B 57 5%

- Cisco PIXBh X il 6x B8

. Cisco Secure PIXBi Xt &8 &



//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
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- BT BB - Cisco Systems
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