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XA AR A A5 4E BE 4R

BRREEHEER A,

bad i3z]3:

RRE1. ASAEWEER  WE KU THEE MService card in other unit has faileds ( Htt#EE
BRI HIRHEE ) o

RRA R

BRE2 . WWASAT X 89.3(1) , EREEART ., W{EBBENBREH ?
RRA R

15 {55 P Y S AR R SR B

ERAEANREEEM,

BRASAEEOZHEERRCER.

BAEEMEEHENTRE.
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BRIEBREEBLUIT EE
- BERZEHENEE.
- S AT A ASAKEE R A
fERMRAS9.3(1)iE2 , LLIRERAIECEM, E LBRRAZE , SRR ERZER, REEREITRARAR
& PP B ST BTARAS o
BRA T

AERUNATERRNERRASER

. Cisco ASARRZAS9.3(1) R E & R4,
. B{@FirePOWERARIEHIASA 5500-XR %], ASA CXEEBAL LT IPSIEE,
ANAFHEARBBEREEREREANEEMEL, XPEAZNMEEERHEER (8RR
) BVFERER BN E), MREHBRIEEER  BRACCERTMIETTRERNEE

HFRER

FRRBRT , ASAERCRERMVBRHER, MREFTALEEATRUIERE  AISBBRRELE
ik,

EFfERBREENHANEBEERERER , ETESETASAHREIREANERT , £
ER SR TRRRAEE,

MEE : ASARERREEOEE  UAEANEERBREE.

RE
A% =
FRRREAUTRE :


/content/en/us/td/docs/security/asa/asa93/configuration/general/asa-general-cli/ha-failover.html

FirePOWER modulel FirePOWER module2

0,7

0/8

ASA-FPWR/Primary ASA-FPWR/Secondary

LG

HREANREREE  ARNERAXEFRIIVEZRIIE, ESFEFERE. LEHNFEETHRE
B

ASA Version 9.3(3)

!

hostname ASA-FPWR

!

interface GigabitEthernet0/0
nameif outside
security-level 0

ip address 10.88.247.5 255.255.255.224 standby 10.88.247.6
1

interface GigabitEthernet0/1
nameif inside

security-level 100

ip address 192.168.10.111 255.255.255.0 standby 192.168.10.112
!

interface GigabitEthernet0/6
description LAN Failover Interface
!

interface GigabitEthernet0/7

description STATE Failover Interface
!

failover

failover lan unit primary

failover lan interface folink GigabitEthernet0/6

failover link statelink GigabitEthernet0/7

failover interface ip folink 1.1.1.1 255.255.255.0 standby 1.1.1.2

failover interface ip statelink 2.2.2.1 255.255.255.0 standby 2.2.2.2
!



1

class-map SFR

match any

class-map inspection_default

match default-inspection-traffic

1

!

policy-map type inspect dns migrated_dns_map_1
parameters

message-length maximum client auto
message-length maximum 512
policy-map global_policy

class inspection_default

inspect dns migrated_dns_map_1
inspect ftp

inspect h323 h225

inspect h323 ras

inspect ip-options

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sglnet

inspect sunrpc

inspect tftp

inspect sip

inspect xdmcp

class SFR

sfr fail-open

!

service-policy global_policy global
prompt hostname context priority state
no call-home reporting anonymous
Cryptochecksum:b268e0095£175a26aa94d120e9041c29

RERN BB,

EASARRHERENE  FRBEATEERZENRBEE  SBEENE K. AEANT
e R RN B AT

ASA-FPWR/pri/act# show run all monitor-interface
monitor-interface outside

monitor-interface inside

monitor-interface service-module

BEASALK R R HAEAARE,

show failover#a H & B R B ERERAR B IR :

ASA-FPWR/pri/act# show failover

Failover On

Failover unit Primary

Failover LAN Interface: folink GigabitEthernet0/6 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 2 of 316 maximum



MAC Address Move Notification Interval not set

Version: Ours 9.3(3), Mate 9.3(3)

Last Failover at: 14:30:44 UTC Aug 6 2015

This host: Primary - Active

Active time: 85 (sec)

slot 0: ASA5545 hw/sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.5): Normal (Monitored)
Interface inside (192.168.10.111): Normal (Monitored)
slot 1: SFR5545 hw/sw rev (N/A/5.3.1-152) status (Up/Up)
ASA FirePOWER, 5.3.1-152, Up

Other host: Secondary - Standby Ready

Active time: 396 (sec)

slot 0: ASAS5545 hw/sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.6): Normal (Monitored)
Interface inside (192.168.10.112): Normal (Monitored)
slot 1: SFR5545 hw/sw rev (N/A/5.3.1-155) status (Up/Up)
ASA FirePOWER, 5.3.1-155, Up

MRFTAEEVRBEERER , SEREREVRESF, TRRES/HEARE ML —ERAE
BRAIKAEAEKE. ARERRT  EEEIREHERTIIENELEDREER BN

B R PR A A A A PR = SR

N R 6 Afail-openpolicy &R EEIERIER | AIRELBEBBASAM A EEZIREEHR, ERTUE
3% AR i 52 AR 7B 2R A A8 4B BB B AR BB

BE NRERATAMERARE , IASAEEZREANEREERIEANEHRTENAE

e
= EEMBEANRRE | 55E T S show service-policy [sfricx]ips|csc] o

ASA-FPWR/pri/act# show service-policy sfr

Global policy:

Service-policy: global_policy

Class-map: SFR

SFR: card status Up, mode fail-open

packet input 0, packet output 0, drop 0, reset-drop 0

BAREEENCEBERMPREETUEEMEENER

ASA-FPWR/pri/act# show run policy-map
1

policy-map type inspect dns migrated_dns_map_1
parameters

message-length maximum client auto
message-length maximum 512

policy-map global_policy

class inspection_default

inspect dns migrated_dns_map_1
inspect ftp

inspect h323 h225

inspect h323 ras

inspect ip-options

inspect netbios

inspect rsh

inspect rtsp

inspect skinny



inspect esmtp
inspect sglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
class SFR

sfr fail-open
1

ASA-FPWR/pri/act#

3P B A4 B4R

Lt Er B EMERB RS I HIREEEANER. MREHEA "B, S TEEE, RE , IEF

MR IREN AT R B BT A ET B ER A KESFER.

no monitor-interface service-module

W
RERBNEESEFORA.

EHTEET , monitor-interfacefi S B E

ASA-FPWR/pri/act(config)# show run all monitor-interface
monitor-interface outside

monitor-interface inside

no monitor-interface service-module

ASREFRRASRERAERFEENRE,

HAETRBR , SERBALKE EHFirePOWERER , LRI TANENREER

o

ASAZ/E A& B PFirePOWERIEHM & H

Sourcefire ASA5545 v5.3.1 (build 152)

Last login: Thu Aug 6 14:40:46 on ttySl

>

>system reboot

This command will reboot the system. Continue?
Please enter 'YES' or 'NO': YES

Broadcast message from root (Thu Aug 6 14:40:59 2015):
The system is going down for reboot NOW!

Escape Sequence detected
Console session with module sfr terminated.

BHEENRARASAT/EAEENTH,
KENMERN &8, A6,

AERELAE



ASA-FPWR/pri/act# show failover

Failover On

Failover unit Primary

Failover LAN Interface: folink GigabitEthernet0/6 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 2 of 316 maximum

MAC Address Move Notification Interval not set

Version: Ours 9.3(3), Mate 9.3(3)

Last Failover at: 14:30:44 UTC Aug 6 2015

This host: Primary - Active

Active time: 616 (sec)

slot 0: ASAS5545 hw/sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.5): Normal (Monitored)
Interface inside (192.168.10.111): Normal (Monitored)
slot 1: SFR5545 hw/sw rev (N/A/5.3.1-152) status (Unresponsive/Down)
ASA FirePOWER, 5.3.1-152, Not Applicable

Other host: Secondary - Standby Ready

Active time: 396 (sec)

slot 0: ASAS5545 hw/sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.6): Normal (Monitored)
Interface inside (192.168.10.112): Normal (Monitored)
slot 1: SFR5545 hw/sw rev (N/A/5.3.1-155) status (Up/Up)
ASA FirePOWER, 5.3.1-155, Up

BIEEM A FASATB/RAKENGE L
BRAKERSILRERASHRE , YEREBEBAE,

ASA-FPWR/sec/stby# show failover

Failover On

Failover unit Secondary

Failover LAN Interface: folink GigabitEthernet0/6 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 2 of 316 maximum

MAC Address Move Notification Interval not set

Version: Ours 9.3(3), Mate 9.3(3)

Last Failover at: 14:30:59 UTC Aug 6 2015

This host: Secondary - Standby Ready

Active time: 396 (sec)

slot 0: ASA5545 hw/sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.6): Normal (Monitored)
Interface inside (192.168.10.112): Normal (Monitored)
slot 1: SFR5545 hw/sw rev (N/A/5.3.1-155) status (Up/Up)
ASA FirePOWER, 5.3.1-155, Up

Other host: Primary - Active

Active time: 670 (sec)

slot 0: ASA5545 hw/sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.5): Normal (Monitored)
Interface inside (192.168.10.111): Normal (Monitored)
slot 1: SFR5545 hw/sw rev (N/A/5.3.1-152) status (Unresponsive/Down)
ASA FirePOWER, 5.3.1-152, Not Applicable

J A B 1 AR BE 4R

ERABEER  FETUTSRS



monitor-interface service-module

RER¥HERE KA.

TEEERBEAES.

ASA-FPWR/pri/act (config)# show run all monitor-interface
monitor-interface outside

monitor-interface inside

monitor-interface service-module

RER: AR

1. ASAHRINEEE , WM RLLTHEE MService card in other unit has failed .
(HttERPHRBEFHERE)

R AR R — R S EWMET RS |, Bl LA Ashow failover history 3R B % A] BERY R K o

ASA-FPWR/sec/act# show failover history

14:38:58 UTC Aug 5 2015
Bulk Sync Standby Ready Detected an Active mate

14:39:05 UTC Aug 5 2015
Standby Ready Bulk Sync No Error

14:39:17 UTC Aug 5 2015
Bulk Sync Standby Ready No Error

14:48:12 UTC Aug 6 2015
Standby Ready Just Active Service card in other unit has failed

14:48:12 UTC Aug 6 2015
Just Active Active Drain Service card in other unit has failed

14:48:12 UTC Aug 6 2015
Active Drain Active Applying Config Service card in other unit has failed

14:48:12 UTC Aug 6 2015
Active Applying Config Active Config Applied Service card in other unit has failed

14:48:12 UTC Aug 6 2015
Active Config Applied Active Service card in other unit has failed

RERAREBETRAUATHER

14:47:56 UTC Aug 6 2015
Standby Ready Failed Detect service card failure

MR HIIR "Service card in other unit has failed ( ECEEFWREFHEBERE ) , HE , AIR4LE
HEER  NATARERIZECHEERIEERE.



MRBRERER "EEE, RE , AZSTENASAKERKBEN,

ASA-FPWR/sec/stby# Waiting for the earlier webvpn instance to terminate...
Previous instance shut down. Starting a new one.

Switching to Active

ASA-FPWR/sec/act#

ASA-FPWR/sec/act# show failover

Failover On

Failover unit Secondary

Failover LAN Interface: folink GigabitEthernet0/6 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 2 of 316 maximum

MAC Address Move Notification Interval not set

Version: Ours 9.3(3), Mate 9.3(3)

Last Failover at: 14:24:23 UTC Aug 6 2015

This host: Secondary - Active

Active time: 38 (sec)

slot 0: ASA5545 hw/sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.5): Normal (Waiting)
Interface inside (192.168.10.111): Normal (Waiting)
slot 1: SFR5545 hw/sw rev (N/A/5.3.1-155) status (Up/Up)
ASA FirePOWER, 5.3.1-155, Up

Other host: Primary - Failed

Active time: 182 (sec)

slot 0: ASA5545 hw/sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.6): Normal (Waiting)
Interface inside (192.168.10.112): Normal (Waiting)
slot 1: SFR5545 hw/sw rev (N/A/5.3.1-152) status (Unresponsive/Down)
ASA FirePOWER, 5.3.1-152, Not Applicable

R R

AUZARBEBER , ARETTUMTE - SHNTRUMABE , IEREEE,

no monitor-interface service-module

BHE2 : MOASATZEI.3(1) , HEREEAME. WMTREHEDREH ?

BEMRASAS500R 5| A R.3(1)ERA , AIfFEMAXEREER , tBLEERTEERE , MCSCH
IPS,

BIGESR A FTIASAS500-X R 3 , b —ERENMAERZERZAEZNEE.

BRI =R

ASAZERZEE  AIREARKEEARREGSEIRE. FHit , AT HEKEER , 7JLIHERE
#E R R

FRER G2 ) RO JUE BRI SRR

HEEERBAT , W EARBERFirePOWEREEREER,



class-map SFR

match any

class-map inspection_default
match default-inspection-traffic
1

!

policy-map type inspect dns migrated_dns_map_1
parameters

message-length maximum client auto
message-length maximum 512
policy-map global policy

class inspection_default

inspect dns migrated_dns_map_1
inspect ftp

inspect h323 h225

inspect h323 ras

inspect ip-options

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sdglnet

inspect sunrpc

inspect tftp

inspect sip

inspect xdmcp

class SFR

sfr fail-open
1

show service-policy [csc|cxsclips|sfr] o R F 7K 8l 58 %5 BR F & 5 iR 58

ASA-FPWR/pri/act# show service-policy sfr

Global policy:

Service-policy: global_policy

Class-map: SFR

SFR: card status Up, mode fail-open

packet input 0, packet output 0, drop 0, reset-drop

FRISENTREEM.

MERRRE R  TEHRASAEEABEEEMTE.

ASA-FPWR/pri/act# conf t

ASA-FPWR/pri/act(config)# policy-map global_policy
ASA-FPWR/pri/act (config-pmap)# class SFR
ASA-FPWR/pri/act (config-pmap-c)# no sfr fail-open
ASA-FPWR/pri/act (config-pmap-c)# end
ASA-FPWR/pri/act#

REASAEEOZHEARBCEA.

'

A LAEAEERshowir TRBBRERSIBRMAEE, BHLAERZE,

ASA-FPWR/pri/act# show service-policy sfr
ASA-FPWR/pri/act#



BEEEREERE  EHEANRBARNAE,

ASA-FPWR/pri/act# show module sfr

Mod Card Type Model Serial No.

sfr FirePOWER Services Software Module ASA5545 FCH18457CNM

Mod MAC Address Range Hw Version Fw Version Sw Version

sfr 74a0.2fad.6c7a to 74a0.2fad.6¢c7a N/A N/A 5.3.1-152

Mod SSM Application Name Status SSM Application Version

sfr ASA FirePOWER Not Applicable 5.3.1-152

Mod Status Data Plane Status Compatibility

sfr Unresponsive Not Applicable

ASA-FPWR/pri/act# show failover

Failover On

Failover unit Primary

Failover LAN Interface: folink GigabitEthernet0/6 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 2 of 316 maximum

MAC Address Move Notification Interval not set

Version: Ours 9.3(3), Mate 9.3(3)

Last Failover at: 14:51:20 UTC Aug 6 2015

This host: Primary - Active

Active time: 428 (sec)

slot 0: ASA5545 hw/sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.5): Normal (Monitored)
Interface inside (192.168.10.111): Normal (Monitored)
slot 1: SFR5545 hw/sw rev (N/A/5.3.1-152) status (Unresponsive/Down)
ASA FirePOWER, 5.3.1-152, Not Applicable

Other host: Secondary - Standby Ready

Active time: 204 (sec)

slot 0: ASA5545 hw/sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.6): Normal (Monitored)
Interface inside (192.168.10.112): Normal (Monitored)
slot 1: SFR5545 hw/sw rev (N/A/5.3.1-155) status (Up/Up)
ASA FirePOWER, 5.3.1-155, Up

MARERISEEN TR,

FEBREBEEOEMER | AT EHHE KN KKK

ASA-FPWR/pri/act (config)# policy-map global_policy
ASA-FPWR/pri/act (config-pmap)# class SFR
ASA-FPWR/pri/act (config-pmap-c)# sfr fail-open
ASA-FPWR/pri/act (config-pmap-c)# end

ASA-FPWR/pri/act#
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