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ASA in Multi Context Mode
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I'l Active Firewall

failover

failover lan unit prinmary

failover lan interface LAN FAIL G gabitEthernet0/3

failover link LAN FAIL G gabitEthernet0/3

failover interface ip LAN FAIL 10.1.1.1 255.255.255.252 standby 10.1.1.2
failover group 1

failover group 2

I'l Secondary Firewall

failover

failover lan unit secondary

failover lan interface LAN FAIL G gabitEthernet0/3
failover link LAN FAIL G gabitEthernet0/3
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failover interface ip LAN_FAIL 10.1.1.1 255.255. 255. 252 standby 10.1.1.2
failover group 1
failover group 2
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cl ass resource02
limt-resource VPN AnyConnect 4000
limt-resource VPN Burst AnyConnect 2000

cl ass resource0l
limt-resource VPN AnyConnect 4000
limt-resource VPN Burst AnyConnect 2000

PR EELT XA DEEIR,

AR : Ll RBIG | GigabitEthernetO/OEFIEE S 2 EH A,

adm n-context admn

context adnin
all ocate-interface GigabitEthernet0/0
config-url diskO:/adnin

context contextl
nmenber resourcell
all ocate-i nterface GigabitEthernet0/0
al locate-interface G gabitEthernet0/1
config-url diskO:/contextl
join-failover-group 1

cont ext context?2
nmenber resource02
all ocate-i nterface GigabitEthernet0/0
al l ocate-interface G gabitEthernet0/2
config-url diskO:/context2
join-failover-group 2
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Il Create a directory in the system context.
ci scoasa(config)# nmkdir private_contextl

Il Define the directory as private storage url in the respective context.

ci scoasa(config)# context contextl ciscoasa(config-ctx)# storage-url private
di skO: /private_contextl contextl

I'l Transfer the anyconnect inage in the sub directory.
ci scoasa(config)# copy flash:/anyconnect-w n-4.2.01035-k9. pkg flash:/private_contextl/contextl

ERAAMEEMNER

Il Create a directory in the system context.

ci scoasa(config)# nkdir shared

I'l Define the directory as shared storage url in the respective contexts

ci scoasa(config)# context context2 ciscoasa(config-ctx)# storage-url shared diskO:/shared shared

'l Transfer the anyconnect inage in the shared directory.
ci scoasa(config)# copy disk0:/anyconnect-w n-4.3.05019- k9. pkg di sk0: /shared

EHENLTXHREER



'l Custom Context 1 configured for private storage.

ci scoasa(config)#changeto context contextl
ci scoasal/ context 1(config)# show contextl
213 19183882 Jun 12 2017 13:29:51 contextl:/anyconnect-w n-4.2.01035- k9. pkg

'l Custom Context 2 configured for shared storage

ci scoasa(confi g)#changeto context context?2
ci scoasal/ cont ext 2(config)# show shared
195 25356342 May 24 2017 08: 07: 02 shared:/anyconnect-w n-4. 3. 05017- k9. pkg

SW6.THAREE LARNERBEREBNRE L TUFHRERE :
R LTX

context contextl

menber resource0ll

al l ocate-interface G gabitEthernet0/0
storage-url private diskO:/private_contextl contextl
config-url diskO:/contextl.cfg

join-failover-group 1

1

context context?2

menber resource02

al l ocate-interface G gabitEthernet0/1
storage-url shared di sk0:/shared shared
config-url diskO:/context2.cfg

join-failover-group 2

F7Y EERMEBERER , WTFHR

BE® L T31

Il Enabl e WebVPN on respective interfaces

webvpn

enabl e outside

anyconnect image contextl1:/anyconnect-w n-4.2.01035-k9. pkg 1
anyconnect enable

tunnel - group-1ist enable

'l I P pool and usernane configuration

ip local pool nypool 192.168.1.1-192.168.50.1 nmask 255.255.0.0
usernane cisco password ci sco

Il Configure the required connection profile for SSL VPN
access-list split standard permt 192.168.1.0 255.255.255.0

group-policy GoupPolicy MC RAVPN 1 interna
group-policy GoupPolicy MC RAVPN 1 attributes
banner val ue "Wl come to Context1l SSLVPN'

W ns-server none

dns-server value 192.168. 20. 10
vpn-tunnel - protocol ssl-client

split-tunnel -policy tunnel specified
split-tunnel -network-1ist value split

def aul t - domai n val ue ci sco.com



tunnel - group MC_RAVPN 1 type renote-access
tunnel -group MC_RAVPN 1 general -attributes
addr ess- pool nypool

def aul t - group-policy G oupPolicy_MC RAVPN 1
tunnel - group MC_RAVPN 1 webvpn-attributes
group-alias MC_ RAVPN 1 enabl e

HE® L T32

'l Enabl e WebVPN on respective interfaces

webvpn

enabl e outside

anyconnect image shared:/anyconnect-w n-4. 3. 05017-k9. pkg 1
anyconnect enabl e

tunnel -group-1ist enable

'l | P pool and usernane configuration

ip local pool nypool 192.168.51.1-192.168.101.1 nask 255.255.0.0
usernane cisco password cisco

'l Configure the required connection profile for SSL VPN
access-list split standard permt 192.168.1.0 255.255.255.0

group-policy G oupPolicy MC RAVPN 2 interna
group-policy GoupPolicy MC RAVPN 2 attributes
banner value "Wl cone to Context2 SSLVPN'

Wi Ns- server none

dns-server value 192.168. 60. 10
vpn-tunnel - protocol ssl-client

split-tunnel -policy tunnel specified
split-tunnel -network-1ist value split

def aul t - domai n val ue ci sco. com

|
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tunnel - group MC_RAVPN 2 type renpte-access
tunnel - group MC_RAVPN 2 general -attributes
addr ess- pool nypool

def aul t - gr oup-pol i cy G oupPol i cy_MC RAVPN_ 2
tunnel - group MC_RAVPN_2 webvpn-attri butes
group-alias MC_RAVPN 2 enabl e
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I AnyConnect package is available in contextl
ci scoasal/ context1l(config)# show context1:
213 19183882 Jun 12 2017 13:29:51 contextl:/anyconnect-wi n-4.2.01035-k9. pkg

ci scoasal/ pri/contextl/act# show run webvpn

webvpn

enabl e outside

anyconnect image contextl:/anyconnect-w n-4.2.01035-k9. pkg 1
anyconnect enable

tunnel -group-1ist enable

MRBERELTXHR A EEZMEG |, 528 Anyconnect G E (9.6.2RFEEMA ) .
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Il One Active Connection on Contextl
ci scoasal/ pri/contextl/act# show vpn-sessi ondb anyconnect
Sessi on Type: AnyConnect

Usernane : cisco Index : 5

Assigned IP : 192.168.1.1 Public IP : 10.142.168.102

Protocol : AnyConnect-Parent SSL-Tunnel DTLS- Tunnel

Li cense : AnyConnect Prem um AnyConnect for Mbbile

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM 256 DTLS- Tunnel: (1)AES256
Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS- Tunnel: (1)SHAl
Bytes Tx : 3186 Bytes Rx : 426

G oup Policy : GoupPolicy_MC RAVPN 1 Tunnel Goup : MC_RAVPN 1

Login Time : 15:33:25 UTC Thu Dec 3 2015

Duration : Oh:00m 05s

Inactivity : Oh: 00m 00s

VLAN Mapping : N A VLAN : none

Audt Sess I D : 0a6a2c2600005000566060c5

Security G p : none

Il Changi ng Context to Context?2

ci scoasal/ pri/contextl/act# changeto context context?2

Il One Active Connection on Context2

ci scoasal pri/context2/act# show vpn-sessi ondb anyconnect
Sessi on Type: AnyConnect

Usernane : cisco Index : 1

Assigned IP : 192.168.51.1 Public IP : 10.142.168.94

Protocol : AnyConnect-Parent SSL-Tunnel DTLS- Tunnel
Li cense : AnyConnect Prem um



Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES256 DTLS- Tunnel: (1) AES256
Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS- Tunnel : (1) SHA1l

Bytes Tx : 10550 Bytes Rx : 1836

Goup Policy : GoupPolicy_MC RAVPN 2 Tunnel G oup : MC_RAVPN 2

Login Time : 15:34:16 UTC Thu Dec 3 2015

Duration : Oh:00m 17s

Inactivity : Oh: 00m 00s

VLAN Mapping : N A VLAN : none

Audt Sess I D : 0a6a2c2400001000566060f 8

Security G p : none

I'l Changi ng Context to System
ci scoasal/ pri/context2/act# changeto system
'l Notice total nunber of connections are two (for the device)

ci scoasal/ pri/act# show vpn-sessiondb |icense-sumrary

AnyConnect Prem um: ENABLED : 10000 : 10000 : NONE

O her VPN (Avail able by Default) : ENABLED : 10000 : 10000 : NONE
AnyConnect for Mbile : ENABLED( Requires Premium or Essential s)
Advanced Endpoi nt Assessment : ENABLED( Requires Prem un
AnyConnect for Cisco VPN Phone : ENABLED

VPN- 3DES- AES : ENABLED

VPN-DES : ENABLED

Local : Shared : Al : Peak : Eff.
In Use : In Use : In Use : In Use : Limt : Usage

AnyConnect Premium: 2 : 0 : 2 : 2 : 10000 : 0%

AnyConnect Cient : : 2 : 2 : 0%
AnyConnect Mbile : : 2 : 2 : 0%
Oher VPN : : 0 : 0 : 10000 : 0%
Site-to-Site VPN: : 0: 0: 0%

'l Notice the resource usage per Context
ci scoasal/ pri/act# show resource usage all resource VPN AnyConnect
Resource Current Peak Linmit Denied Context

AnyConnect 1 1 4000 O context1l
AnyConnect 1 1 4000 O context?2
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ci scoasa(config)# show fl ash:

195 25356342 May 24 2017 08:07: 02 anyconnect-wi n-4. 3. 05017- k9. pkg

$B85.2. EliEAnyconnectB & EAdmin £ XX H,
HEETX:

webvpn
anyconnect image di sk0:/anyconnect-w n-4.3.05017-k9. pkg 1
anyconnect enabl e

BHEE - REEEEE £ T XHEEAnyconnectBi ., FIEEREHE B 5| Atk £ % AnyconnectBR &
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I'l Shared interface configuration - OUTSIDE (G gabitEthernet0/0)
interface G gabitEthernet0/0
namei f OUTSI DE
security-level 0O
i p address 10.106. 44. 38 255. 255. 255. 0 st andby 10. 106. 44. 39
I'l Enabl e WebVPN on respective interfaces
webvpn
enabl e OQUTSI DE
anyconnect enabl e
'l | P pool and usernane configuration
ip local pool nypool 192.168.1.1-192.168.50.1 mask 255.255.0.0
usernane cisco password cisco

Il Configure the require connection profile for SSL VPN

group-policy GoupPolicy_MC RAVPN_1 interna



group-policy GoupPolicy MC RAVPN 1 attributes
banner val ue "Wl conme to Contextl SSLVPN'

Wi ns-server none

dns-server value 192.168. 20. 10
vpn-tunnel - protocol ssl-client

split-tunnel -policy tunnel specified
split-tunnel -network-1ist value split

def aul t - domai n val ue ci sco.com

tunnel - group MC_RAVPN 1 type renote-access
tunnel -group MC_RAVPN 1 general -attributes
addr ess- pool nypool

def aul t - group-policy G oupPolicy_MC RAVPN 1
tunnel - group MC_RAVPN 1 webvpn-attributes
group-alias MC_ RAVPN 1 enabl e

group-url https://10.106. 44. 38/ context1l enabl e

HE® L T32:

I'l Shared interface configuration - QUTSI DE (G gabitEt hernet0/0)

interface G gabitEthernet0/0

narei f OUTSI DE

security-level 0O

i p address 10. 106. 44. 36 255. 255. 255. 0 st andby 10. 106. 44. 37

'l Enabl e WbVPN on respective interface

webvpn
enabl e OQUTSI DE
anyconnect enabl e

'l | P pool and usernane configuration

ip local pool nypool 192.168.51.1-192.168.101.1 nask 255.255.0.0
usernane cisco password cisco

Il Configure the require connection profile for SSL VPN

group-policy GoupPolicy MC RAVPN 2 interna
group-policy GoupPolicy MC RAVPN 2 attributes
banner val ue "Wl cone to Context2 SSLVPN'

W ns-server none

dns-server value 192.168. 60. 10
vpn-tunnel - protocol ssl-client

split-tunnel -policy tunnel specified
split-tunnel -network-1ist value split

def aul t - domai n val ue ci sco.com

tunnel - group MC_RAVPN 2 type renpte-access
tunnel - group MC_RAVPN 2 general -attributes
addr ess- pool nypool

def aul t - gr oup-pol i cy G oupPol i cy_MC RAVPN_2
tunnel - group MC_RAVPN_2 webvpn-attri butes
group-alias MC_RAVPN 2 enabl e

group-url https://10.106. 44. 36/ context2 enabl e

BEAnyConnect BB AR EREAEE L TXHF Y ARAEHER L TXHTA
(9.6.2210 )



'l AnyConnect package is installed in Adnmin Context

ci scoasal/ pri/adm n/act# show run webvpn

webvpn

anyconnect image di sk0:/anyconnect-w n-3.1.10010-k9. pkg 1
anyconnect enable

ci scoasal/ pri/admi n/act# show webvpn anyconnect

1. diskO:/anyconnect-w n-3.1.10010-k9. pkg 1 dyn-regex=/ W ndows NT/
Cl SCO STC wi n2k+

3,1, 10010

Host scan Version 3.1.10010

Wed 07/22/2015 12: 06: 07. 65

1 AnyConnect Cient(s) installed
'l AnyConnect package is available in contextl
ci scoasal/ pri/adm n/ act# changeto context contextl

ci scoasal/ pri/contextl/act# show run webvpn
webvpn

enabl e OUTSI DE

anyconnect enable

tunnel - group-1ist enable

ci scoasal/ pri/context1l/act# show webvpn anyconnect

1. diskO:/anyconnect-w n-3.1.10010-k9. pkg 1 dyn-regex=/ W ndows NT/
Cl SCO STC wi n2k+

3,1, 10010

Host scan Version 3.1.10010

Wed 07/22/2015 12: 06: 07. 65

1 AnyConnect Cient(s) installed
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