ffEACSD, DAP#AnyConnect 4.08¢ EASA
VPNZ 2R
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BB
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RATH

B
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ASA

SEB1.EARSSL VPNEE
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ISE

B
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AnyConnect DART
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ANENMBMARHTEEBELZSEE(ASA) LR IEWRIFVPNSFENME, ASAEREE
HostScant&#H#YCisco Secure Desktop(CSD)EA# TR £ARRE, BIVPNEFER , AHKFEN
WRETTESMEBRSE L MARENEEETERNEREII™E.
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- Microsoft Windows 7
. Cisco ASA 9.3/R =R E & IR A
. Cisco ldentity Services Engine(ISE)#X 88 1.3 5 5 #7 R A
. Cisco AnyConnect Security Mobility Solution 4.0 5 £ iR <
. CSD 3.6l E = iR A
ANFHEFARBRBREERETREANEEMEL, XHFEA EUE’JFJ?’E%%g‘%%E%Fﬁ ( %
) BVAHRER BB, MRENPERESD , FRALEBTMESTREKNTE,

RUE
R E R

A

Internet

5
\
(

Inside: 192 .168.1.1

Outside: 10.62.145.45

IP Address assgined by
ASA VPN:
192.168.1.10

ASAv. example.com

Windows 7

NRIBERNT -

- BEFERc\test.txt ( 5 ) BIRIRVPNAEM &L EREYH L RARERN T2 BFT I #
- RAERc\test.xt ( TS ) WEKBVPNEAELEH LN ARNBERERFROVBEERABETA
. ERABERMARE11.1.185—,
E%ﬁ&%%?gﬁﬂ’ﬂﬁﬁﬂo AEREMEARS (BRE. REREE, #12, BRAEX, 2&
=] ) °

M

- RiREAERLZEAnyConnect, fiffi55EICSDHAnyConnectFAELHASARE ( AR VPNELE
ER)



. BiBAnyConnecti1TIEMRE , AT ERFERAEFEBRMAR. 2 iR AFileNotExistsiy
RERH B K BE(DAP).
- FAEATEBERFDRERERc\test.txt) , AEZBERXEEAnyConnectiE#R, E—IX , B TE
(Y 18 2% 55 8 (I L & A FileExistsHIDAP R BE)
A LATE K% £ F B Z #E HostScantE 4, =618 = (hostscan-win-4.0.00051-pre-deploy-k9.msi)#E
Cisco Connection Online(CCO) LA, ER , A LAEASAKEIAE ., HostScanz A A{EASAFEL
WCSDH —#7m. BE—EAREERROIPER,

HREMRAnyConnect ( 3. 1R EIKMA ) , CCOLE —{AEBHEE I (HM
: hostscan_3.1.06073-k9.pkg) , AT LABEE@IEASA L&l B FFHHL (4 Fcsd hostscan image@ %) —
B 2¥ M AnyConnecthR44.0 , BB BREE.,

ASA
S R1.BEZASSL VPNE &

ASATEELE T EARRisVPNARE(ZLEEFE(SSL)):

webvpn

enabl e outside

no anyconnect-essential s

anyconnect image di sk0:/anyconnect-w n-4.0.00051-k9. pkg 1
anyconnect enabl e

tunnel -group-1ist enable

group-policy Al Protocols interna
group-policy AllProtocols attributes
vpn-tunnel -protocol ikevl ikev2 ssl-client ssl-clientless

tunnel -group TAC type renpte-access
tunnel -group TAC general -attributes
addr ess- pool POCL

aut henti cati on-server-group | SE3
defaul t-group-policy Al Protocols
tunnel - group TAC webvpn-attributes
group-alias TAC enabl e

ip local pool POOL 192.168.1.10-192.168.1.20 mask 255.255.255.0
aaa-server | SE3 protocol radius

aaa-server |SE3 (inside) host 10.1.1.100
key *kk k%

B T &3 5 AnyConnectE B8 2,
SBR2. CSDREE

BREREEABERZE2KEEERASDM)#TT, CSDREBTEFEZTHURAELRE , LREE
HEESE MBI



(v [y mtorsvn] (] e () sve Q@ e s

Device List g f ®
% add [ Delete B Connect

Find: Go
| 10.48.67.158:3443
Bl 10.48.67.225:444

P E]10.62.145.45:8443

= 10.62,97.56:5443
Bl o192,168.11, 250:9%4
102,169,110 10:444

Remote Access VPH o &

{5 Global Settings 1
* nﬂ Predogn Policy
. Secure Degktop Custoenization
[ Host Scan

9 Introduction -

ARV LIT < hE

Sacure Desktop Image
Update Ceon Saoure Decktop.

Location: disk0: fced_3.6.6299-k9.pkg
[f] Enable Secure Desktop

MRFRASecure Desktop , BIEEEDAPEREE R EACSDEM , MEFTR.

L

() Add Endpoint Attribute

Endpoint Attribute Type: |File

sl

Posture Status: = v

(L} Warning

A\

Cisco Secure Desktop (CSD) is not enabled. CSD must be enabled to configure File
endpoint attributes.

To enable CSD, go to Configuration > Remote Access VPN >Secure Desktop
Manager > Setup.

BACSD#& , R REEERTSHETZEEER,

Mg : R HPALEER, ARTHBEANNENESEA 3

T

(Vault), HREGEFRES. &R0 8% 85 MR A 3 #4425 A0 R B9 Th BE 38 A @ A0

20 -

RERHE

{524 X EHostScan , FIBFHWEARHostScaniH Bl, WMEFTTR , c:Mest.txtl177E B 525 FH,


/content/en/us/td/docs/security/csd/csd36/public_notices/vault_cc_ksl_host_emulation_deprecat_notice.html
/content/en/us/td/docs/security/csd/csd36/public_notices/vault_cc_ksl_host_emulation_deprecat_notice.html

(e Py

e Qe Qo Dt D]

rrrrrrrr

[
twﬂ'mm;ﬁfnwm

Final: G0
B 10T, 158843 -
B 100867, 125044

E

m, 1052.57.55:8443

B 190, 165 11 750444 S

R R N e e
F Iniraducton -
W h'l:mrm[l:iem} BLCRSS
Chesrbiess 551 WP Aocess
A ocal Users
Hast Scan Irace E
Seoure Deskiop Marager
By covp
Global Satings —
- Preingn Pobcy
;mwmmmwb«
1
e | riﬂﬁﬂhhhmrm
m 1

Host Scam

Hanaget = Host Scam

i, Devke Sep |
Sy |

‘Creabe enfrias bo be scanned on the endpoint system. The scanned information vl then be stored in the endooint abirbute. Access policies wsing the endpont
[rmeemic Aoomss Policies

mformation can be configured unde

[Razic Host Scan
Troe o Infa
[T Edit File Scan (===
Edport il 1]
Filz Pathz rdesh it
[ o [ ol

Most Soan Exiengions

Advanced Eradpoin® Assessment ver 3.6,6259,2
|+ Endpont Assesmment ver 36.6759,2

o EEMEEHMSRKRTEREA , W TERR.
[E) Advanced Endpoint Assessment e
Windows || Mac 05 | Linux|
Antirus =
Vandor Product Mote T
mew:c-urp. Pacrbon Antivieus 20,x [—]
Dslaza
Force File System Protection
Force Wirus Definitions Update
f not updated in Lyt days
Personal Firewal 3
Vendor Product Hote Acd..,
[ icrosoft Corp. Microsoft Windows Firewall 7 Supports frewal nulss : :

Firewall Acton: | Bone

ALLOW Applcation Cusiomadpp

| Delete |

The action and rules remain effective on dient device even after VPN session ends, please use them with discretion.

& KB E R 577 Symantec Norton AntiVirus 20.x#Microsoft Windows Firewall 7, AR #EAR#E

(HostScan)iR&EELLME , BEFEHIHIT

S E83. DAPER

( DAPEBIERIE—F )

Detete

DAPX 8 & f i HostScan U EE MV B RME R R4 |, WIS EBHERAIIVPNEFE, & ERASDME

SIDAPKEL , 5555 B £ Configuration > Remote Access VPN > Clientless SSL VPN Access >

Dynamic Access Policies , 21T BIFfRo



nagEEEp

CISCO

d Add [ Deletn 5 Conrmct o E— —
Find: 5] Fer IPsec, Anmmm.t,mmmmmmmmwmywmwmumuﬂmwwtmmm
mm:::a-mﬂ'namdmmﬂwhanhhﬁ:bdmvneduﬂhrmb&mmmdmmah&dﬂmt'l\hmrmnfﬂlctlﬂ'

g E:‘:;:;Etm! = pebigies ane makchied, the ASA wil enfonce this D
|
M 10,6257, 56:8443
[ 19216511 250494 s "'-"-F"""“'I' Hame Fetmoork ACL List Welrtype ACL List Desption Acd
h__
RemotedocessWVP 3 B |
FlnEvisls
Intredution = I S Bhorme? ;

[ Metreori (Chend) Aness
=[] Chantiass S5 WPH Aocess
K] Conrmetion Profies &

Portal

5B —fER B (FileExists)RECEENVPNEEERERANRBEEEE (RBEEER , CEKVPNE
EEREE ), RAESYTHMHRE K BEERc\test.xt , M TEFTR.

Pokoy Name: | Flexsts|
Description: AL Prioeity: |0

 Selection Criteria
Define the AAA and endpoint attributes used to select this access polcy. A policy is used when a user's authorization attributes match the AAA atirbute iteria
below and every endpoint attribute has been satisfied. These attributes can be created using the tables below andfor by expanding the Advanced option to
spedfy the logical expression text,

User has ANY of the following AAA Attrbutes vakes... v and the folowing endpoint attrbutes are satisfied.
AAN Attribute Operation/Value Add Endpoint ID Name [Operation/Vakse ' Add

feis s -

s
(oveion.

Advanced ¥

Access[authesization Pobcy Attributes
Configure access/authorization attributes for this pobcy. Attribute values specified here will override those valses obtained from the AAA system and the
group-pobty heerarchy, The resulting VPN suthorization policy is an aggregation of DAP attributes, AAA attributes, and group-poboy hetrarchy sttributes (those
that are not spedfied in DAP).

| PortForwarding Lists | pockmarks | Access | AnyConmect | AnyConnect Custom Attrbutes
Mebwork ACL Filters (dient) Webtype ACL Filters (dientiess) Functions
Netwark ACLs

Rt , T EEARRRENTEMRERATER, REMAACL — RETEWEHEHE,
ERRENFFHERE P,



(£ Edit Endpoint Attribute [e5]

Endpoint Attribute Type: File

@ Emstﬁ (") Does not exist
Endpaint ID: 1

c:\test. tut
|| Last Update: | < - days
[ Checksum: = -

Compute CRC32 Checksum...

ok J[ concd J[_ Heb |

58 — (AR W (FileNotExists) 8l — BB BHFF RMRERTHFE , WTEFR.

Palicy Name: FlatatExists|

Description: ACL Priority: |0
Sedection Criteria
Define the ALA and endpoint sttributes used to select this access polcy. A policy is used when & user's authorization attributes match the AAA attribute criteria
below and every endpoint attribute has been satisfied. These attributes can be created using the tables below and for by expanding the Advanced option to

specify the logical expression text.
User has ANY of the folowing AAA Attrbutes values... = and the folowing endpoint attributes are satisfied.

AAA Attribote OperationVakse Add Endpaint ID Mame {Operation sk Add
exsts Im rue | [ eat
[ oo

oaicn.

Advanced -3

AccessfAuthorization Policy Attributes
Configure access/authorization attributes for this pobcy. Attribute valses specified here will override those values obtained from the AAA system and the
group-pobcy hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those
that are not spedfied in DAF).

w_l_aumn_l_umm | AnyConnect | AnyConnect Custom Attributes
| Acten | Network ACL Fiters {dhent) Webtype ACL Fiters (chentess) | Functions
Metwork ACLs
ACLL
ACLL - Add> >

FERELE T access-list ACL1, EARRREERMAESEMNIESHVPNERE,
M {EDAP R B &R #E 3% 7 AnyConnect®E Figah R , 21T BFT=o



Access [Authorization Poboy Attributes
Configure accessfauthorization attributes for thes policy, Attribute values spedfied here will override these values obiained from the AAA system and the
group-policy hierardhy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-polcy hisrardhy attributes (those
that are not spedfied in DAP).

Action | Network ACL Filters (chent) | _ Webtype ACL Filters (chentiess) | Functions
PortForwardnglists |  Bookmarks | AccessMetod | AnyConnect | AnyConnect Custom Attributes

Access Method: Unchanged
@ AnyConnect Chent
Weh-Portal
Both-default-Web-Portal
Both-default-AnyConnect Chent

ISE
ISERARERAESHRE. YAEREEREEASA)MERNERAEBB(cisco)o AR MZI

AN
o

ERRe
FRATAR , BRENERREIEEERE,
CSD#1AnyConnectfE

&7 , EAFERZBEEAAnyConnect® FiniE{THARL. £AEBFFERKMERc\ test. Xt 7).
B Ahttps://10.62.145.45 , RSV A ERAEERNERIALZECSD , M TFEF R



https://10.62.145.45

N1
CISCo

Cisco Secure Desktop

£ webLaunch

_ Platform
Detection

- ActiveX

Using ActiveX for Installation

Launching Cisco Secure Desktop.

If the software does not start properly, Click here ta

end the session cleanly.

Ll

E LA BiBJavasActiveX2R B, ZHECSD#E , MBI RETHRE.




vl
CcISCO

Cisco Secure Desktop

£ WebLaunch

B Platform
Detection

- Java Detection

- Sun Java

- Success

System Validated

system.

Succesz. Reloading. Pleaze wait...

Cisco Secure Desktop successfully validated your

Download

REEAEEMNEQLUETRRE , MTEMR.

GROUP:
USERMAME:
PASSWORD:

Flease enter your username and password.

Login

TAC |=|

MR, #EBFEAnyConnect AR ELEMEL EER — BB LAFEAActiveXsJava , T T EFT TR




nnlie

cisco AnyConnect Secure Mobility Client

"} WebLaunch

i Platform
Detection

- Activex

Using ActiveX for Installation

Launching Cisco AnyConnect Secure Mobility Client.

Ifthe software does not start properly, Click here to end
the session cleanly.

AnyConnect Secure Mobility Client Downloader

.
|
,
N.

—

Downloading AnyConnect Secure Mobility Client 4.0.00051. »
Please wait. ..
Time Left: 9 secs (672.0 KB of 3.34 ME copied) -

Cancel

[

Help L ownlc

WH , VPNEREEY , MITEARR.

ninlie

cisco AnyConnect Secure Mobility Client

f'ﬁ,- WebLaunch

i Platform
Detection

- ActiveX

Using ActiveX for Installation

Launching Cisco AnyConnect Secure Mobility Client.

If the software does not stant properly, Click here to end
the session cleanly.

AnyConnect Secure Mobility Client Downloader

—
@ Please wait while the VPN connection is established. .. ..
|He|p Downloa

AnyConnectty 55 — & R TR EER & (HostScan) W AS & BIX EIASA |, TN EFT R,




Posture Assessment: Initiating...

asaw Connect

Limited Access - DMS Failure

% , AnyConnectB 3 I 5T X VPNEEE,

R REMAnyConnect VPNREE — THZA

B ERAAnyConnect 2 FHVPNEFER , E—SRNERBEFMRNR IR ST HIRE
(HostScan), ##% , #THMEE , YEVVPNEFE , MEMT.

'Y Cisco AnyConnect | 10.62.145.45

% Please enter your username and password.

Group: |T.|5.C - |

Username: csco

Passwnrd: e e e e

-

VPN
Please enter your username and password.

asav Connect

Limited Access - DMS Failure

ASAIR & B W EIHostScaniR s :



YASA- 7- 716603: Received 4 KB Hostscan data from | P <10.61.87. 251>

REYITEREEORE -

9%ASA- 6- 113004: AAA user authentication Successful : server = 10.62.145.42 : user = cisco

W RRE VPN FERIRE, A "debug dap trace 2551 % , BiRE G Ec\test.ixtiE REFEEHNEN

DAP_TRACE[ 128] : dap_install_endpoint_data_to_l|lua:endpoint.file["1"]. exists="false"
DAP_TRACE: endpoint.file["1"].exists = "fal se"

DAP_TRACE[ 128] : dap_i nstall _endpoi nt _data_to_l ua:endpoint.file["1"].path="c:\test.txt"
DAP_TRACE: endpoint.file["1"].path = "c:\\test.txt"

ok, BEBMicrosoft WindowsBh X f&RI & -

DAP_TRACE[ 128]: dap_i nstal | _endpoi nt _data_t o_| ua: endpoi nt. f w[ " MSW ndowsFW ] . exi st s="f al se"
DAP_TRACE: endpoi nt. fw "MSW ndowsFW ] .exists = "fal se"

DAP_TRACE[ 128] :

dap_i nstal | _endpoi nt _data_t o_| ua: endpoi nt. fw " MSW ndowsFW ] . descri pti on="M crosoft W ndows
Firewal | "

DAP_TRACE: endpoi nt.fw "MW ndowsFW ] . description = "Microsoft Windows Firewall"

DAP_TRACE[ 128]: dap_i nstal | _endpoi nt _data_t o_| ua: endpoi nt. f wf " MSW ndowsFW ] . ver si on="7"
DAP_TRACE: endpoi nt.fw "MSW ndowsFW ] . version = "7"

DAP_TRACE[ 128] : dap_i nstal | _endpoi nt _data_t o_| ua: endpoi nt. fw " MSW ndowsFW ] . enabled="failed"
DAP_TRACE: endpoi nt.fw "MW ndowsFW ] .enabled = "fail ed"

FMSymantec AntiVirus ( R 2 B fit E AV HostScan Advanced Endpoint AssessmentiZ 8l ) o

Rt , DAPS B THL

DAP_TRACE: Username: cisco, Selected DAPs: ,FileNotExists
Z AR EAAnyConnect St EAFHRBEEACLY , RBEEAERAERUSIRNBRFE (FHFE
NEEM)

DAP_TRACE: The DAP policy contains the following attributes for user: cisco
DAP_TRACE: = = = = = = = = = = == = = = = & m o m o n e .
DAP_TRACE: 1: tunnel-protocol = svc

DAP_TRACE: 2: svc ask = ask: no, dflt: svc

DAP_TRACE: 3: action = continue

DAP_TRACE: 4: network-acl = ACL1

H#EBERACIDEXIER , ZERE THDAPKEFEHA ( 2#& & £7ERadius-Requests P {EIEE|
ISE , 3 75 R4 45 B oh B AR A ) :

endpoi nt. anyconnect . clientversion = "4.0.00051";

endpoi nt. anyconnect . platform = "win";

endpoi nt. anyconnect . devi cetype = "innotek GrbH Virtual Box";

endpoi nt. anyconnect . platformversion = "6.1.7600 ";

endpoi nt. anyconnect . devi ceuni quei d =

" ALEDD2F14F17803779EB42C281C98DD892F7D34239AECDBB3FEA69D6567B2591" ;
endpoi nt. anyconnect . macaddress[ "0"] = "08-00-27-7f-5£-64";

endpoi nt. anyconnect . useragent = "AnyConnect Windows 4.0.00051";

Hit , VPNEFEAUp , EREEHRZRIRS :



ASAV2# show vpn-sessiondb detail anyconnect

Sessi on Type:

User name
Assigned I P

Pr ot ocol

Li cense
Encryption
Hashi ng

Bytes Tx

Pkts Tx

Pkts Tx Drop :
Group Policy :
Login Tinme

Dur ati on
Inactivity :
VLAN Mappi ng :
Audt Sess ID:
Security Gp :

AnyConnect Detail ed

cisco
192.168.1.10

AnyConnect - Parent SSL- Tunnel
AnyConnect Premi um
AnyConnect - Par ent :
AnyConnect - Par ent :

11432

8

0

Al | Protocol s

11:58: 54 UTC Fri

Oh: 07m 54s
Oh: 00m 00s
N A

none

AnyConnect - Parent Tunnels: 1
SSL- Tunnel Tunnels: 1
DTLS- Tunnel Tunnels: 1

AnyConnect - Par ent :

Tunnel 1D
Public IP
Encryption
TCP Src Port
Aut h Mode

ldle Tinme Qut:

Cient OS

Client OS Ver:

Client Type
Client Ver
Bytes Tx
Pkts Tx

Pkts Tx Drop :

SSL- Tunnel :
Tunnel ID
Assigned | P
Encryption

Encapsul ati on:

TCP Dst Port

ldle Tinme Qut:

Client OS
Client Type
Client Ver
Bytes Tx
Pkts Tx

Pkts Tx Drop :

Filter Nanme

DTLS- Tunnel :
Tunnel ID
Assigned | P
Encryption

Encapsul ati on:

UDP Dst Port

ldle Tinme Qut:

4.1

10. 61. 87. 251
none

49514

user Password
30 M nutes
w n

6. 1. 7600
AnyConnect

(1) none
(1) none

| ndex
Public IP
DTLS- Tunnel

VLAN
0add006400004000549d4d7e

Hashi ng
TCP Dst Port

ldle TO Left

4
10.61.87.251

SSL- Tunnel : (1) RC4 DTLS- Tunnel : (1) AES128
SSL- Tunnel : (1) SHA1 DTLS- Tunnel : (1) SHA1
Byt es Rx :
Pkts Rx :
Pkts Rx Drop :
Tunnel Goup :
Dec 26 2014

14709
146

0

TAC

none

none
443

22 M nutes

Ci sco AnyConnect VPN Agent for W ndows 4.0.00051

5716
4
0

4,2
192.168.1.10
RC4

TLSv1.0

443

30 M nutes
W ndows

SSL VPN i ent

Bytes Rx
Pkts Rx

Pkts Rx Drop :

Public IP
Hashi ng

TCP Src Port
Aut h Mode
Idle TO Left

764
1
0

10. 61. 87. 251
SHA1

49517

user Password
22 M nutes

Ci sco AnyConnect VPN Agent for W ndows 4.0.00051

5716
4
0
ACL1

4.3
192.168.1.10
AES128
DTLSv1. 0

443

30 M nutes

Bytes Rx
Pkts Rx

Pkts Rx Drop :

Public IP
Hashi ng

UDP Src Port
Aut h Mode
Idle TO Left

2760
12
0

10. 61. 87. 251
SHA1

52749

user Password
24 M nutes



Cient CS W ndows

Client Type DTLS VPN d i ent

Client Ver Ci sco AnyConnect VPN Agent for W ndows 4.0.00051
Bytes Tx 00 Bytes Rx 11185

Pkts Tx 0 Pkts Rx 133

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Name : ACL1l
ASAv2# show access-list ACL1
access-list ACL1; 1 elenents; nane hash: 0xeb535f5fe

access-list ACL1 line 1 extended permit ip any host 1.1.1.1 (hitcnt=0) 0xe6492cbf

AnyConnectE 52 Se 8 R T MRREERN TR

12:57: 47 Cont acting 10. 62. 145. 45.
12:58: 01 Posture Assessment: Required for access
12: 58: 01 Posture Assessment: Checking for updates...
12: 58: 02 Posture Assessment: Updating...
12: 58: 03 Posture Assessment: Initiating...
12:58:13 Posture Assessment: Active
12:58: 13 Posture Assessment: Initiating...
12:58: 37 User credentials entered.
12: 58: 43 Est abl i shing VPN session. ..
12: 58: 43 The AnyConnect Downl oader is perform ng update checks...
12: 58: 43 Checking for profile updates...
12: 58: 43 Checki ng for product updates...
12: 58: 43 Checki ng for custom zation updates...
12: 58: 43 Perform ng any required updates...
12: 58: 43 The AnyConnect Downl oader updates have been conpl et ed.
12: 58: 43 Est abl i shing VPN session. ..
12: 58: 43 Establishing VPN - Initiating connection...
12: 58: 48 Est abli shing VPN - Exani ning system..
12: 58: 48 Est ablishing VPN - Activating VPN adapter. ..
12: 58: 52 Establishing VPN - Configuring system..
12: 58: 52 Est abli shing VPN. ..
12:58: 52 Connected to 10.62.145.45.

Z2REBAnyConnect VPNREE — B

BYcMest.ixtiERE , REMLL BEFHAnyConnectEFE% , HESBERERNERE

YASA- 7- 734003: DAP: User cisco, Addr 10.61.87.251: Session Attribute
endpoint.file["1"]. exists="true"
YASA- 7- 734003: DAP: User cisco, Addr 10.61.87.251: Session Attribute

endpoint.file["1"]. path="c:\test.txt"

R k£ 55 — EDAPSR B

DAP_TRACE: Username: cisco, Selected DAPs: ,FileExists

RS AEMACLER S A EREER R 2 /Y PR H,
HEXMERERBEMACLHNER T AUp ( TE£MERFE )

ASAv2# show vpn-sessiondb detail anyconnect

Sessi on Type: AnyConnect Detail ed



User namne cisco I ndex 5
Assigned IP 192.168.1.10 Public IP 10.61.87.251
Pr ot ocol AnyConnect - Parent SSL- Tunnel DTLS- Tunnel
Li cense AnyConnect Premi um
Encryption AnyConnect - Parent: (1)none SSL-Tunnel: (1)RC4 DTLS-Tunnel: (1)AES128
Hashi ng AnyConnect - Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS- Tunnel: (1)SHAl
Bytes Tx 11432 Byt es Rx : 6298
Pkts Tx 8 Pkts Rx : 38
Pkts Tx Drop : O Pkts Rx Drop : O
Group Policy : AlProtocols Tunnel Goup : TAC
Login Tinme 12:10: 28 UTC Fri Dec 26 2014
Dur ati on Oh: 00m 17s
Inactivity : 0h: 00m 00s
VLAN Mapping : NA VLAN none
Audt Sess I D : 0add006400005000549d5034
Security G p : none
AnyConnect - Parent Tunnels: 1
SSL- Tunnel Tunnels: 1
DTLS- Tunnel Tunnels: 1
AnyConnect - Par ent :
Tunnel D 5.1
Public IP 10. 61. 87. 251
Encryption none Hashi ng none
TCP Src Port 49549 TCP Dst Port 443
Aut h Mode user Passwor d
Idle Tine Qut: 30 M nutes Idle TO Left 29 M nutes
Cient CS win
Client OS Ver: 6.1.7600
Client Type AnyConnect
Client Ver Ci sco AnyConnect VPN Agent for W ndows 4.0.00051
Bytes Tx 5716 Bytes Rx 764
Pkts Tx 4 Pkts Rx 1
Pkts Tx Drop : O Pkts Rx Drop : O
SSL- Tunnel :
Tunnel D 5.2
Assigned IP 192.168.1. 10 Public IP 10. 61. 87. 251
Encryption RC4 Hashi ng SHA1
Encapsul ation: TLSv1.0 TCP Src Port 49552
TCP Dst Port 443 Aut h Mode user Passwor d
Idle Tine Qut: 30 M nutes Idle TO Left 29 M nutes
Cient CS W ndows
Client Type SSL VPN d i ent
Client Ver Ci sco AnyConnect VPN Agent for W ndows 4.0.00051
Bytes Tx 5716 Bytes Rx 1345
Pkts Tx 4 Pkts Rx © 6
Pkts Tx Drop : O Pkts Rx Drop : O
DTLS- Tunnel :
Tunnel D 5.3
Assigned IP 192.168.1. 10 Public IP 10. 61. 87. 251
Encryption AES128 Hashi ng SHA1
Encapsul ati on: DTLSv1.0 UDP Src Port 54417
UDP Dst Port 443 Aut h Mode user Passwor d
Idle Tine Qut: 30 M nutes Idle TO Left 30 M nutes
Cient CS W ndows
Client Type DTLS VPN d i ent
Client Ver Ci sco AnyConnect VPN Agent for W ndows 4.0.00051
Bytes Tx 0 Bytes Rx 4189
Pkts Tx 0 Pkts Rx 31
Pkts Tx Drop : O Pkts Rx Drop : O
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Bt , AnyconnectiR fHostScan B R ZE FIAR B E1F T —ER HEFE K

A

13:10: 15 Host scan state idle
13:10: 15 Hostscan is waiting for the next scan

MR . WREMFTM , BEEARISERSAIREEE.

REREGE R

RETRAH G TR RS AE A 1T SR 2R,
AnyConnect DART

AnyConnectiZt2 i , W TEF R,

! g Cisco AnyConnect Secure Mobility Client —|:|—|| (=] |u

':-_Il's',':g' AnyConnect Secure-Mobility Client

13:45:00 Contacting asav. F
13:45:09 Connection attempt has failed.

13:45:13 Contacting 10.62. 145,45,

13:45:21 Posture Assessment: Required for access

13:45:21 Posture Assessment: Checking for updates. ..

13:45:22 Posture Assessment: Initiating...

13:45:31 Posture Assessment: Active

13:45:31 Posture Assessment: Initiating...

13:45:35 User credentials entered.

13:45:41 Hostscan state idle

13:45:41 Hostscan is waiting for the next scan

13:45:42 Establishing YPM session. ..

13:45:42 The AnyConnect Downloader is performing update checks...
13:45:42 Checking for profile updates. ..

13:45:42 Chedking for product updates...

13:45:42 Checking for customization updates...

13:45:42 Performing any required updates. ..

13:45:42 The AnyConnect Downloader updates have been completed,
13:45:47 Establishing YPM session. ..

13:45:47 Establishing YPM - Initiating connection. ..

13:45:52 Establishing YPM - Examining system...

W EEFFBAnyConnect A i EREEFEEIRE LM zipER, ZzipfERBHECisco AnyConnect
Secure Mobility Client/Anyconnect.txt® # H &,

CIRHEBASANE , W5ERHostScanlWE&EH :



Dat e 1 12/ 26/ 2014

Ti ne : 12:58:01
Type : Information
Sour ce : acvpnui

Description : Function: ConnectMr::processResponseString
File: .\Connect Myr.cpp

Li ne: 10286

I nvoked Function: ConnectMr:: processResponseString

Ret urn Code: 0 (0x00000000)

Description: HostScan request detected.

RE  ZEHMBFERCSDELRHE, LT RCSDFAEMEEHIAnyConnectiZ R AR Z & ARREH
-

CSD det ected, |aunching CSD

Posture Assessnent: Required for access

Gat hering CSD version infornation.

Post ure Assessnent: Checking for updates...

CSD version file | ocated

Downloading and launching CSD

Post ure Assessnent: Updating. ..

Downl oadi ng CSD updat e

CSD Stub | ocated

Posture Assessnent: Initiating...

Launching CSD

Initializing CSD

Performing CSD prelogin verification.

CSD prelogin verification finished with return code 0
Starting CSD system scan.

CSD successfully [ aunched

Posture Assessment: Active

CSD | aunched, continuing until token is validated.
Posture Assessnent: Initiating...

Checki ng CSD token for validity
Waiting for CSD token validity result
CSD token validity check conpleted
CSD Token is now valid

CSD Token validated successfully
Authentication succeeded
Establishing VPN session...

ASAFIAnyConnectZ BRBFA S HEIL , ASAFEREFHITIHERE — AnyConnecti§ TEHHE & R
DNEHTZRE (HIOBEHRERE)

IR ERATACRHRBESIR | 55M EDart B 55 ARASAREY Tshow tech, 1 "debug dap trace 255

o

MR

- BEFEBHENARE#MEAE — Cisco AnyConnectZ £ BB E i EHE B ISR
- BRUISELHNKRIRR 2N REEEIERM

- BRISE1.3EEEISE

. Fffi BB H - Cisco Systems



/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect30/administration/guide/anyconnectadmin30/ac05hostscanposture.html
/content/en/us/support/docs/security/identity-services-engine/116143-config-cise-posture-00.html
/content/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_preface_00.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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