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B R , BRIBEHNERESHMBEN.

| ASA FirePOWER Configur... 5 % | Configuration > ASA FirePOWER Configuration > Object Management > PKI > Internal CAs
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[;o MNetwork T
[+ (%] Port
- Security Zones
Application Filters
-, URL Generate Internal Certificate Authority
Geolocation =
Variable Set i
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ﬁ Sinkhole ;
E FileList Country Name (two-letter code): |y
-5 Cipher Suite List - , r
E}'I'-i:? Distinguished MName 1 State or Province: :lm
=8 1
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- &% Trusted CAs Organization: TAC

- #% External Certs
- &% Internal Certs B
-8, Internal CA Groups
o1, Trusted CA Groups
-8, Internal Cert Groups
-1, External Cert Groups
#-/8y Local i
ol

Organizational Unit (Department): ;TP.C

Common Name; _sewerm.example.com

| Generate self-signed cA || cancel |

@ ASA FirePOWER Configuration
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é) Device Setup

Firewall

Remote Access VPN

Site-to-Site VPN

‘ % ASA FirePOWER Configuration

SR BIEMSSLERE,

> PKI > Internal CAs

Import Internal Certificate Authority

Mame: | Intermediate-CA

Certificate Data or, choose a file:
CBMCSOEXEiAQBgNVBACTCUIBTkdBTEQSRTEOMAWGAL LEChMFQOITQO8xDDAKBONY
BAsTA1RBOQzEZMBgGAL UEAXMROQOELC2VydmVydGYzdC5ib20xIzahBgkghkiGOwOB
CQEWFGFkbWIUGHNIcnZlcnRlc3QuY 29tgg kA Ofl OURKIFOwWDAYDVROTBALWAWER
JZANBgkghkiGow0BAQUFAAOB QUKOME24zt0sKTzghQISHUNWQIT NQIK3ZS5iuVF
YY 24BJinULIWSmCAID1KSyG+1x2 6QlbWRs4wwil8 Fg3 DetDkRg74Qp0zZSEIB3F9
kulpr+e7 T+QifHbG4AZF5 b 2 WGRIHUCOGY TKEVHWh LUNSEDSCAB3 8L Vso0ovg 2
Biztlw==

-——END CERTIFICATE-——

Key or, choose a file: J}

i/ DnuBsaS3LgPnN3xShowMTg8N+1yWOTInfIpar/ OLpW4EgnSizAEACTzNmA4gR/
3XMIL1RbCFUpUYLADZN+4TuZzHrbmUza6QA1gPNwLCFOV 1wgVy2gZY Y ANS0ASDwA
K55402lvYIC5dEX29974Kanh7/ hNGSB5353gKuGGvQx+0DSilZy0I0RPZRNOmew
CNsh T3 TGodteps8CIFSTWYZaywwQCheIHOgNcGOUCFdIZ 2/ vBloWVCOwp+61KaZ7
JloYPDSKzZ5AKS BRKFXbsSARIZbSZ9Z 1/ jFvaMdjE lgqctEPPESFavEZSd TDo
wFkMModFPeSBol7WLTIKUjyRLMO, p7 DsM41Wdn4x11232k+ E9AWoXw+kGFOPWNBQ
22WYRN92UIZWTKySdUOMramDRYBkzh+Igh30D7 /S7ENWFpukExW ==
-----END RS54 PRIVATE KEY-----
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L PKI RHbVOUEK+2a5u5fDvZIRURHHBEbFp+SVOE7ak7PljdXd/sB4nhvvfPe4FN65IUrN
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----- END CERTIFICATE-——
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B Licenses cNNIWC4cm0BQ7cOwcZVzHi46ZZhEqrQOEeBr04B2BHWLZUFWergZnsna2sUbds]9
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 External Certs
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2 — T 1FASA FirepowerE f#1FSSLRIEMELE,
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Changes.
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BIESSLEE, FEBRUERAL , FRCAREMEIENBERZFEECABTES,

https/ S cisco.com - |, Search

o

Certificate Viewer "www.cisco.com” @

General E;iﬂ

Could not verify this certificate because the issuer is unknown.

Issued To

Common Mame (CN)  www.cisco.com
Organization (O] Cisco Systems
Organizational Unit (OU) ATS

Serial Number 14:5E:80:FB:06: DA Che a5
Issued By

Common Mame (CM) serverCA.example.com
Organization (0] TAC

Organizational Unit (OU) TAC

Period of Validity

Begins On Thursday, January 28, 2016
Expires On Monday, January 29, 2018
Fingerprints

SHA-256 Fingerprint GC:06:DE:0E:z52:5D:9D:D8:74:2F:AR: 92 TF:31:ET:39:
F2:E8:C7:B8:66:02:BC:A4:AF:F1:AB:92:56:B3:03:D7

5HAL Fingerprint OB:47:5B:E4:00:2B:16:00:FA:63:03:B1:53:F3: 206 A:1 3:48:8E:ED

- REEREAHURBREFTPEIAISSLREEFSSLKR A, EfiiEMonitoring > ASA FirePOWER
Monitoring > Real-Time Eventing, iBi#ZE 4% — T View Details. 5 SSLBEZFHFTER.



~Real Time Eventing

Connection Event ---- Allow

ASA FirePOWER firewall connection event

Time: Wed 6/7/16 6:29:10 AM (IST) to Wed 6/7/16 6:29:11 AM (IST)

Close

Reason:
Event Details

Initiator Responder Traffic

Initiator IP 192.168.20.50 Responder IP 72.163.10.10 / Ingress Security

Initiator Country and e Responder Country and e Zone

Continent Continent Egress Security

Source Port/ICMP Type ~ 56715 Destination Port/ICMP 443 Zone

User Special Identities/No Code Ingress Interface  inside

Authentication Required URL https://cisco-tags.cisco.com ,f’ Egress Interface outside
URL Category e TCP Flags 0

UG D URL Reputation Risk unknown NetBIOS Domain

Initiator Packets 4.0 HTTP Response 0

Responder Packets 9.0 DNS

Total Packets 13.0 Application DNS Query

Initiator Bytes 752.0 Application HTTPS Sinkhole

Responder Bytes 7486.0 Application Categories  network protocols/services View more

Connection Bytes 8238.0 Application Tag opens port .

7 Client Application SSL client .
Policy Client Version ble SSL Sta.tus Decrypt (Re5|gr?)
Policy Default Allow All Traffic Client Categories web browser :t F:JlIIW Default SSL F’O:I_CYD
Elrewall Policy Rule/SI  Intrusion_detection Client Tag SSL. protocol ule Outboound_SSL_Decrypt

ategory - ) SSL Version TLSV1.0
Monitor Rules Web Application Cisco ) X
onl ) ; ) SSL Cipher Suite  TLS_DHE_RSA_WITH_AES_256_CBC
Web App Categories web services provider SHA
ISE Attributes Web App Tag SSL protocol SSL Certificate Valid
End Point Profile Name Application Risk Medium Status
Security Group Tag Application Business Medium SSL Flow Error Success

TR 5 R 422 11 SR 40 2B B 2h SE X o
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