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Application Programming Interface [API] (Windows) 21-May-2021 141.72 MB ¥\
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@' Cisco AnyConnect Secure Mobility Client

VP

@ Cisco AnyConnect | 10.31.124.25

=

Group: SSL_AnyConnect_LocalAuth

Username: | dperezve

Password:
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(5:' Cisco AnyConnect Secure Mobility Client — bt

Connected to 10.31.124.25.

10,31, 124,25

Q0:00:49

alfuenfee
CISCO

& B LAEFTDH #14Tshow vpn-sessiondb anyconnect 55 , LB RBFXE EEBIERATHNER L
2 EREREERE,

firepower# show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username : dperezve Index : 8

Assigned IP : 172.16.13.1 Public IP : 10.31.124.34

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHA384

Bytes Tx : 15756 Bytes Rx : 14606

Group Policy : Df1tGrpPolicy
Tunnel Group : SSL_AnyConnect_LocalAuth

Login Time 1 21:42:33 UTC Tue Sep 7 2021

Duration : 0h:00m:30s

Inactivity : 0h:00m:00s

VLAN Mapping : N/A VLAN ! none
Audt Sess ID : 00000000000080006137dcc9

Security Grp : none Tunnel Zone : 0

5E S HEAE

FEFTD E#1Tdebug webvpn anyconnect 25585 , BA@#RFTD ERISSLIEZR R R,

firepower# debug webvpn anyconnect 255
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134 spplicatien
50 443 = 51900
594 dgplication
797 dgplication
0 Aepiication
44 52300 + 243
1524 spplication
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60 443 = 51N
534 dgplication
1431 agplication
1433 Agplicstion
54 52300 + 43
1584 Azplicaticn
1584 pplicatien
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Gata
[ACX] Sequl169 Acke1532 MEn=32768 Lewsd
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Cata

Cata

[AEX] Seqe133E Ack=2488 Mins€4280 Lowed
bata
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[ADK] Seqe2488 Acke3002 Min=31768 Lewed
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Dats

[AEK] SeqrB0F Ack=3784 Min-84240 Low=d
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ata
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