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CESA/Splunk server on 64-bit Linux

“All In One”

(when Splunk server is on Linux) NVM Analytics Dashboard
(Splunk App 2992)
NVM Add-On
(Splunk Add-On 4221)

—_—
NVM Collector
r} (zip-file frem MVM App for Splunk)
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CESA/Splunk server on é4-hit Linux

“Integrated Collector”

Option NVM Analytics Dashboard
(when Splunk server is on Linux) (Splunk App 2992)

NVM Add-On OSplunk Forwarder only required in o distributed environment
(Splunk Add-on 4221)

Splunk Forwarder®

Other Splunk instances
NVM Collector (if present in the deployment)
(zip-file from MYM App for Splunk)

Telemetry
Generated by CESA/Splunk server on any
AnyCaonnect NVYM supported OS
NVM Analytics Dashboard®
NVM Collector on separate (Splunk App 2992)

&4-bit Linux server

NVM Add-On

“Separate Collector”

Option NVM Collector (Splunk Add-on 4221
{when Splunk server is not on Linux or (zip-file from NVM App for Splunk) Splunk Forwarder ©

large scale Splunk deployment) can also run in Docker container

*Analytics Dashboard may alse be loaded on a separafe server
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« ¥ MWindows 7R E & R A:%ALLUSERSPROFILE%\Cisco\Cisco AnyConnectZ £ BB & 5

iw\NVM
« ¥ Mac OSX:/opt/cisco/anyconnect/nvm
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XMLE ERERRH -

<ffroot>

<?xml version="1.0" encoding="UTF-8"7>

-<NVMProfile xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:noNamespaceSchemalocation="NVMPr
-<CollectorConfiguration>

<CollectorIP>

192.0.2.123

</CollectorIP>
<Port>



2055

</Port>
</CollectorConfiguration>
<Anonymize>

fal se

</Anonymize>
<ColTectionMode>

al |

</ColTlectionMode>
</NVMProfile>
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1. BfinFConfiguration > Remove Access VPN > Network(Client)Access > AnyConnect Client
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Hesante e ¥bs G ess > AnyConnect Client Profile

‘;}_ Introduction
Metwark (Client) Access

This panel is used to manage AnyConnect Client Profiles and perform group assignment for AnyConnect version 2.5 or later.You can select a profile to edit, change group or to delete. You can
I8 AryConnect Custornization/Localiza  Select the ‘Add’ button to add & new profile. Pressing the Import or Export button is for upload and download of client profiles between local machine and device.
i The profile Usage field is introduced with the Secure Mability Solutian. This field contains different profile usage in AnyConnect version 3.0 and later.

[igl AnyConnect Client Software

i Group Policies B i Export
i st | & Addfzr edit B change Group Policy| [ Delete| B mport B £ validate

Secure Mobility Salution Profile Harie Frofile Usage Group Policy Profile Location

1 Gy Address Assignment
|| &8 advanced
| & Clientess SSL VPN Access
+ AdAfLocal Users
t Secure Desktop Manager
|3 B Certificate Management
| B Language Localization
8.8 | gad Balancing
' DHCP Server
2 DN
& Advanced

Kl i b
E’o‘o Drevice Setup
g] Firewall
@5 Remote Access VPN
7 sie-to-se ven
ﬂ) Device Management
» Apply . Resat

3. AlLBERRIEERM, TEProfile Usaged , i#EENetwork Visibility Service Profile,



4. BEBRERERDEHSAnyConnectFAEERIEANERE , ARIE—TOK , I TEMT.

AnyConnect Connection Frofiles This panel ts used to manage AmyConnect Client Frofiles and perform group assignment for AnyConnect version 2.5 or later.You can select a profile to edit, change group or to delete. You can
AnyConnect Customization/Localiza select the "Add' button to add a new profile. Pressing the Import or Export button is for upload and download of client profiles between local machine and device.
The profile Usage field is introduced with the Secure Mobility Salution, This field contains different profile usage in AnyConnedt version 3.0 and later.
il AnyConnect Client Software
§ Dynamic Access Policies
i Group Policies i Ji } |
e vy onnecton profies | 4| 0w/ 8 change Group Paliy| I Delete| ¥ import |8 Export 43 valcate]
£ IPsec(IKEV2) Connection Frofiles =
T3 secure Mability Solution Profile Name Profile Usage Group Policy Profile Location
[ fp Address Assignment
(& B Advanced
[ Clientless SSL VPN Access
Local Users :
it g::re Desktop Mansger B Add An_y(onneiﬁlem Profile . & "
[+ ) Certificate Management —
E Language Localization Profile Mame EL! m I
Load Balanci
g DHCP ss:verng Prafile Usage | Network Visibility Service Profile -
i: g ONS
(5 Advanced Enter a device file path for an xam file, ie. diskd:/ac_profile. The file will be automatically
created if it does not exist.
Profile Location | disk0:/mm_palicy.nvmsp Browse Flash...
Group Policy |smupw_awmnm -|
. || Enable ‘Atways On VPN' for selected group L
o T g
i, Device setup Lo ][ concel |[ wep |
€ rrevas
G site-to-site ven
& Device Management

5. B FRERR , I|®—TEdit, M FEF R,

This panel is used to manage AnyConnect Client Profiles and perform group assignment fior AnyConnect version 2.5 or later.You can select a profile to edit, change group or to delete. You can
select the 'Add’ button to add a new profile. Pressing the Import or Export button is for upload and download of dient profiles between local machine and device.
The profile Usage field is introduced with the Secure Mobility Solution. This field contains different profile usage in AnyConnect version 3.0 and later.

% nao[ G Earfe change Group Poicy| 3 Delete| B3 import| 8 Bxport

Prafile Name Frofile Usage Growp Palicy Prafibe Location
GroupPolicy_anyconnect disil: fovm_policy.mvmsp

Clientless 55L VPN Access
AANSLocal Users
Secure Desktop Manager
5 3 Certificate Management
T Lenguage Localization
B8 | gad Balancing
1B DHCP Server
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=] »\nycjnnect Connection Frofiles Profile: NVM_policy About | lor to delete. You can

AnyConnect Custornization/Localiza
[AnyConnect Client Profile NVM Profile

_ IPsac{BEv]) Connection Profiles Collector Configuration

i IPsec{EV2) Connection Profiles

Secure Mobility Solution .
P [ —
+ @ Advanced 1P Address/FQDN 192.0.2.123

+ {f Clientless S5L VPN Access
4 AAAfLocal Users
+ f Secure Desitop Manager Fort 2055
i [E Certificate Management
A Language Localization
%% | pad Balancing
* il User Anonymization | False -
417 Advanced

Collection Mode All Networks v

] il b
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1. IPFIXE 2 HAnyConnect NVMIBRTE R B imik s £ £ Ko
2. B PRI IS IPFIXE R 2 E & BN EERIPHE bt
3. SRR EEFA LA HE 4R Splunk.



4. WERBBE=BATRENRESplunkEIZRE : SERER. KinERMITEESR,
FIEREHENRUDP , ALERTRPIEEIBEWEIER,
ﬁ%ﬂ'\]ﬁnxl_ iiE

« IPFIX&E®2055
- HERERTR20519
- RiIFER20520

- NMEER20521

NVMERREIPFIXER , Y EERERZEEMBHEEEETWESR, EELEERERIL
AIMEEE ( WERAEER ) SUBIBVPNERE  SRENITA,

"‘TRE@%H&%%E% SIEESNVMEREWE RS, Alt , FRBENEE £ ENUDPE LE
TERORHE  LUREESEEERENS, Jttﬁﬁséﬂ—:ﬁLSplunk%\ﬁLinux OSFTEMKo

HARAR
IPFIXHRERS EIPFIXBARKEEEZINER, ELEREERKERERIPFIXER,

WERESAIARR , SBRARNERF iR REEER , WA ER, NREFIRYBHIR
REMSBETIHEER , AIRERSEATFIREENFTER,

LU TER T EEER

1. NVMEFinEREERELEFE L,

2. BEMREREH,

3. NvmagentfR# 2 E# R E .

4. Rim S EFRE/ EFRRED.

5. REBNVMEBERRHIEENEHES ( BERE=24/ ),

ERLEERT , WERBEERIER, MRBEEEER , LEFIUATEMRZ— -

s ERE ENERTHEFRTRER
- USRS BFHZ EflowsethyER

EERAUME , BEFRDE S —ERE
5E SRR
UTRETESHRNEASH

1. BRE Finikim MU SRS 2 B B ELR,

2. TR UREEBS MSplunk 2 R RY AA IR AR

. MREEFIHKER LERZENVM,

4. TR Im LIEREE  RERSTEELERIPFIXRE,

5. FNESRLEREE  RETETRIIPFIXHE , UREREEKFHEEZR T Splunk,.
6. ESplunk LFEAHE , RRTRBTRERE.



7. $§§ADTLS:
« HEFAnyConnect® FiRfEEWNERRE,
- BENVMEEREREBA "4, BE,
- BRWESRCEERS

IPFIXRE ( #MWiresharkFiR ) :

N Wi MBEEE S EARER S BEFDTLS | BlA4EBEDTLST R,

d ~| Bxpression... | +

Mo, Tim Source Destination Protocol  Length  Info

16. 192.168.180.1 10.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
28. 192.168.100.1 18.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
3 6. 192.168.1680.1 16.76.76.161 CFLOUW 269 IPFIX flow ( 227 bytec) Obc-Domain-ID= 127 [Data:258]
48. 192.168.188.1 18.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
58. 192.168.160.1 18.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
6 2. 192.168.186.1 18.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
78. 192.168.160.1 16.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
81. 192.168.180.1 16.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
9 2. 192.168.160.1 18.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
18 2.. 192.168.1686.1 18.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
11 2. 192.168.168.1 16.76.76.161 CFLOMW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
12 @.. 192.168.168.1 18.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
13 8.. 192.168.1680.1 18.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
14 2. 192.168.188.1 18.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]

AnyConnect® Fim ( NVM#E#R )
FTOWERBREESR , T RiRHELERS

1£C:\%ProgramData%\Cisco\Cisco AnyConnect Secure Mobility Client\NVM B &5 , NVM#ZE Kl &
ERNVM.db)H K/ N2 EREE N ? Z1TA R RAnyConnect NVME FEin R B N ESEEER S

o

~ MiEE : BRAREBUERFM T AREEHINER , 552 RCisco AnyConnectZ £ B E Fin B8
BEIEFE4.9R.

A {S#8ER 18I (TND)

BE AnyConnect UIXtFER BN R ZEFENBIEE R, NVMEKFETNDR A& MR ZEEHEEF
o TNDELEFRFREEEMRNVMEE, NVNMEEBCHTNDEE , ZBEEECEERREMNTLSEE
B ETHE, JUENVME.ERERFESTEENVM TND,

MEREENVM TND , AINVMIKFERVPNIZHEMNTNDELE, VPNZRENTNDEREBDHCP#EU
MERA T : BEEBANRE B BRH(ONS)RRR, 20RDNSH AR 27 M/ A S & /Y E IR E
, AIRAMEBRZEE. VPNEXIXEERTLSESHTNDER,


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect49/administration/guide/b_AnyConnect_Administrator_Guide_4-9/nvm.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect49/administration/guide/b_AnyConnect_Administrator_Guide_4-9/nvm.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect49/administration/guide/b_AnyConnect_Administrator_Guide_4-9/nvm.html

- BRTNDEEBER, NVMEEVASETHRESEL,

N i WETNDEBFRER  NNMETEEHER. il NREEFSE LRET =8
DNS{AfRzs , {BEFFE ={EDNS{AREFHEARETNDEEHERE , AINVMAESEHER,

« #TND VPNEL &+ IR Z EE1H.
o WHRKFERE

- HRIFDREE |, IR EVPNE T 28 BEPSFRERDIPHEL, MRIEIRD
Pt R RIFDBEZEEREN -0 , AERSRARNERL,

R CollectionModeBL ERTEE R AR LINE ( REEX/FTEEME) .
« FERVPN.xmIFINVM_ServiceProfile xmiiE RV A ERHER R ; REFHBRE.
- B8 — 2 LB AnyConnectBR#.
- JBEEAREIDNS A iR 85 E AR A0 P ZBAEEE
HOMEE

4 (isco HetFlow/IPFIX
Version: 1@
Length: 215
Timestamp: Jan 20, 2016 16:09:31,000000000 Eastern Standard Time
FlanSequence: 256577
Observation Domain Id: 127
4 Set 1 [id=258]
FlewSet Id: (Data) (258)
FlowSet Length: 209
4 Data (205 bytes), no template found
4 [Expert Info (Warn/“alformed): Data (205 bytes), no template found]

AnyConnect®2 B ##k& T £ (DART)

EEHAnyConnectZ2EE THIEIERR , BENVM T4 LiE4TDART, 552 B AnyConnecti [EHE ik

o

- NVMFTERFTE AFEEHEDARTRE, DARTIRERFER. BESZ.
« Windows B : BHRMNAE—{E, AnyConnect THINVMEHRIRETHE —EEBHKRE

o

« macOS/Linux:¥#&nvmagenti® & H &,
W EEBF (FELinux/DockerEB 8 £ : — B8V =RIFJI)
acnvmcollectorZ £ % B

ZHE W E R IWHE TR E R S H5(Sudo Jinstall_ubuntu.sh) B |

It 8855 HH 3B 7£ /var/log/syslog: "Acnvm.conf error: line number 17 : expected key string"


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect49/administration/guide/b_AnyConnect_Administrator_Guide_4-9/troubleshoot-anyconnect.html?bookSearch=true
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect49/administration/guide/b_AnyConnect_Administrator_Guide_4-9/troubleshoot-anyconnect.html?bookSearch=true

WA RE BB E RS ESILBNIZR S,
acnvmcollectorf& = A B

I RRER A EUbuntu L ({BATEEBAMAPTALinux ) o KRAEE¥FacnvmceollectoriE R#ITR

. lopt/acnvm/bin/acnvmcollector,

acvnmfE A & F 408 B AR eXecuteacnvmcollectory

Wrsess Bat — EE T BERERR ?

& LAFEACMNVMLOG. config SR ER TE B SEFC &kl Bl. B S5C& R B = R R IX B U SR 2R AV L
BN —82, Ed&  EXMBEBRESR.

log4cplus.rootLogger=DEBUG, STDOUT, NvmFileAppender

Jan 20 12:48:54 csaxena-ubuntu-splunkcollector NVMCollector: no templates
for flowset 258 for 10.150.176.167 yet

Jan 20 12:48:55 csaxena-ubuntu-splunkcollector NVMCollector:
HandleReceivedIPFIX: exporter=10.150.176.167 bytes_recvd=234 totlength=234
Jan 20 12:48:55 csaxena-ubuntu-splunkcollector NVMCollector:

> flowsetid=258 flowsetlen=218

Jan 20 12:48:55 csaxena-ubuntu-splunkcollector NVMCollector: no templates
for flowset 258 for 10.150.176.167 yet

LN {n £ 3 WL S BS Y iR AN 5% 2
EEHINESRE |, FHEIT%acnvmeollector BEEZN f-vE

1450 1 -

./opt/acnvm/bin/acnvmcollector -v

g5 2 -



/opt/acnvm/bin
[root@splunk-virtual-machine bin]# ./acnvmcollector -v

B

Cisco AnyConnect Network Visibility Module Collector (version 4.10.02086 release)
Copyright (C) 2004-2021 Al11 Rights Reserved.

DTLSERE

 JHE TDTLS not configured ) F*RARTEacnvm.conflEZRAEEDTLS,
- TXEZREV/ESH , BKERER "ARSSHBEY .

SplunkiZH|1& ( CESAEEFIHR ) TE~EF
AnyConnectZ& F ifg
- f£Ayoutube.comEKER, LB LLBE — Lk,
« AnyConnect® F i 2% o LUBIBUDP 20554 & Eix BN 2R A ARET ? ( RAFER
, AnyConnect® Fim MK KRRk BB FEETMAHARE ? )
- ERREFmEMKtenetBIERSE K,
. BfTwireshark AFEFR & i IE £ (0] W BE B3 B35 R 2 (2055 CFLOW) & H#l,
KRR
- BRWERSRBEREEWAnyConnect NVMIRE :

- #{Ttepdump L FEER IR E B #EClient2055H) A IR BF 2250019 E B2, Bl |, thipSE
AREEFImERIPHEuEAIET1001EE #2 : Sudo tepdump -1 any -¢100 -nn host 10.1.110.7

N mizr  BER@ER | B2 ROEEAtepdump BRI EUDPE RS 2

- HEfRAnyConnect NVMIKEEBS [EEET(RSRAXEHRHDTILSE E),
- B&acnvm.confERREFEKNEER. R EI8K, RS,
- Splunk Ul - TA — #£Splunk GUI L= @iBinput.confiZ EUDPE #ia A FREL B 2

- fEUI > settings > server controls T E# B &) Splunko

% EME (EEME)


https://unix.stackexchange.com/questions/549998/how-can-i-capture-all-the-udp-packets-using-tcpdump
https://unix.stackexchange.com/questions/549998/how-can-i-capture-all-the-udp-packets-using-tcpdump
https://unix.stackexchange.com/questions/549998/how-can-i-capture-all-the-udp-packets-using-tcpdump
https://unix.stackexchange.com/questions/549998/how-can-i-capture-all-the-udp-packets-using-tcpdump
https://unix.stackexchange.com/questions/549998/how-can-i-capture-all-the-udp-packets-using-tcpdump

WA A& E R AnyConnect NVME% 2 218 B 12 ?
HFRARSTAMERREERZETEE ( HlaSplunkHMStealthwatch ) .

BEERT , BSBESIUNKERBPOVEH MBI FERNBHRERSS
(CESA),

1£ R4 # FAnyConnect NVM DTLSHI R E ?
HEWER ERERELNRIENERZARASD , TESHREERE R,
- Windows: #§ LR FE L EFIWindowsZEERET,

- Mac OSX-EAREBREERESRELEBRITE, LUUERASRETEEARSE , 1
HHEAZEERS.

- Linux RHEL:F8#Z BB L FRHELIR CAE A 25 BRIR/E
1. #%ca cert & %l /etc/pki/ca-trust/source/anchors,
2. sudo update-ca-trust enable
3. sudo update-ca-trust extract

- Linux Ubuntu:3Z BB A T UbuntutB CAE A 5 BRIR/E -

1. ERAUTH T .cerfERERA crtfEXR : openss x509 -inform PEM -in RootCA..cer
-out rootCa.crt

2. # .crttg |E R Fl/usr/local/share/ca-certificates B .

3. M1TH S : sudo update-ca-certificates

XML1E &

AR BERERFESE , ROVPNEAXMLEEEEBYFETE, B , BXEKERYE
Bl EfE = B 1FANVM_ServiceProfile.xml, MMIREREHEEZEATENERE , NVMASEZ
WEMEIEER,

W &£ 85 (AnyConnect NVM)

EARSplunk BERlimH TS5

- REAUERTEUHEEE & , RESAARREMAIGEMIRS 2

B LLE# M /opt/acnvm , REZEESREARERERIEFHNFTIHE,
- fERFTAHE | install. shiE REZEFF AT B REF AR B &EHAIT.
- BRIBIRF -


https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-built-on-splunk/ta-p/4064998
https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-built-on-splunk/ta-p/4064998
https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-built-on-splunk/ta-p/4064998
https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-built-on-splunk/ta-p/4064998
https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-built-on-splunk/ta-p/4064998
https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-built-on-splunk/ta-p/4064998
https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-built-on-splunk/ta-p/4064998
https://splunkbase.splunk.com/app/2992/#/details
https://splunkbase.splunk.com/app/2992/#/details
https://splunkbase.splunk.com/app/2992/#/details
https://splunkbase.splunk.com/app/2992/#/details
https://splunkbase.splunk.com/app/2992/#/details

. EZusoadd rEH S R-shinfase®d  BARBESEREEEERNELD
RIEF,

- WRIFEHHIRFRR  EETERATR-HER , RBIRFRIEETEHRRRE
HFENREME,

- FrEERAEHEBud/guid ( BRPRESEEEEE) .

- WEREERRE | WESHEITHECentOSEH Ubuntu L ; B[ ERedHat LiE1T , B A
RedHatf#fCentOSiE T B,

 MBEE | ALEUREESE

- BREESHESALrootEAEFHHEESUDOHFIEET , RATCEI—EEA
acnvmiI I ER & |, AT B AR A/opt/acnvm B &,

N oW SE SUNRYATSESE  UERBERMTERNRE, b
ERBAUERARK LEFENEMERE | BlERAELAEBSUDORT
AT RETRE,

- BEEHARESEERE , FETHEEFHUT-vass : Jopt/acnvm/bin/acnvmcollector -v

BB

KRR KEREERA R AREBRAAAnyConnect, MEFMEF , FZRBCisco
AnyConnectZ £ T (L. Fixv4.xH RAS TR

MEIE

- FESplunkRIEFEPOVI E S M EEE L BENERIRHEZ £ 5 M (CESA)
- Cisco Endpoint Security Analytics(CESA)i2 &I ERBLA R & B 8
: ﬁFﬁHASDlunkE'JEE'*‘—HﬁJEEERi > #T(CESA)FEF

. Cisco AnvConnect;zé*%@J%"—)E iHv4. x%ﬁﬁ%ﬁfﬂ
- Cisco AnyConnectZ £ BB & F iiv4 xR A 57 B8
- BT EEE X - Cisco Systems
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https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-dashboard-overview-and/ta-p/4275527
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