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SR . BRAnyConnectfR B W R HIE A £ EREE,

SR I EE 8 | Left Shift + Left Alt + L, EZPE,

FSBRIE—THEWindows RFIEE P A AnyConnectBl R, EHIEE,



S EBR4 1 ZFExtended Logging , FHBEREREZEE . NAMRELSKFMANFAREE,
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AFBHBIXMLERERESR

% B#1.#EWindows PC L |, BIEZ| :

C:\ProgramData\Cisco\Cisco AnyConnect Security Mobility Client\Network Access
Manager\system\

5 B2 B BE RinternalConfiguration.xml,

S B3 HEIXMLEZE <packetCaptureFileSize>1</packetCaptureFileSize> , WA EFAE E10 ( HR
1OMBHYEEE K/ |, MKLLEEH ) .

HRAEF BT FImPCUAEE RAER
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NAM B W EB BB MM E T E(DART)EHK , Z L EEAnyConnectEHH —E&ER, ELER
RN | BE—EEALFEHANyConnect RB R EISOETLE, BERNEEBRENEMS)ZERER
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BAERBAFGEHEEHTAERE , REETDARTIL BIEHE I , HFEMASITERNVR
WindowsZER 58 L,

BRDARTHRAE , NAMGEE AL AR ENAMA L EHMEEER . ESHNAVMEE R , 5
E i Z|AnyConnect settings window > Network Access Manager > Message History, SEE B2
EEERBERSHNKES  KEBABTAREHESHMHEEN B

WEINAM B 5

NAMEB ( AHRERMARRE BFRLH R ) B8 REEN , Hh A2 ER 2R , 7T A2
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2016 17:20:37.974 +0600: 9YNAM 7- DEBUG MSG 9% tid=1412]: Network test123: AccessSt at eMachi ne
current state = ACCESS STOPPED, received userEvent = START



REERTEAECHENAMEBHEARE T —@EHENK , W ENAME W ZEISTARTH userEvent,

538: TESTPC. May 16 2016 17:20:37.974 +0600: 9%NAM 7- DEBUG MSG. % ti d=1412]: Network test123:
AccessSt at eMachi ne new state = ACCESS_STARTED

539: TESTPC. May 16 2016 17:20:37.974 +0600: 9%NAM 7- DEBUG MSG. 9% ti d=1412]: Network test123:
Net wor kSt at eMachi ne current state USER T_DI SCONNECTED, received access event ACCESS_STARTED

B B AR RE R MR BR R B R R ED

545: TESTPC. May 16 2016 17:20:37.974 +0600: YNAM 7- DEBUG MSG. % ti d=1412]: |pv4 { EFDAFOFO- CF25-
4D88- B125- ET48CD539DFF} : recei ved Cancel event [state: COVPLETE]

REAIPVABIIREBUE , AEEEMRE,

547: TESTPC. May 16 2016 17:20: 37.974 +0600: 9NAM 7- DEBUG MSG % ti d=1412]: starting
makeMat ches. ..

549: TESTPC. May 16 2016 17:20: 37.989 +0600: 9NAM 6- I NFO_ MSG % ti d=1412]: matchi ng adapter
{484EAFEF- 392C- 436F- 97F0- CD7206CD7D48} and network test123 ...

FRE7: 2i&12ID A484E4FEF-392C-436F-97F0-CD7206CD7D48#) 11 H -+ LB #R B network
test123 , BINAMAREL B Y B E 4R B B T

551: TESTPC. May 16 2016 17:20: 37.989 +0600: 9%NAM 7- DEBUG MSG % ti d=1412]: Network test123:
AccessSt at eMachi ne new state = ACCESS ATTACHED

557: TESTPC. May 16 2016 17:20: 37.989 +0600: 9%NAM 7- DEBUG MSG % ti d=1412]: Network test123:
AccessSt at eMachi ne current state = ACCESS ATTACHED, received user Event = CONNECT

RANAME R AL FERERNEF. RENAME R (ELR ) BT LLERR ( MF 2 ERARK
) .

561: TESTPC. May 16 2016 17:20:37.989 +0600: 9%NAM 7- DEBUG MSG % ti d=1412]: ACE: adapter SM
current: state(STATE_DI SCONNECTED LI NK_DOMN), event ( EVENT_CONNECT)

562: TESTPC. May 16 2016 17:20:37.989 +0600: 9%NAM 7- DEBUG MSG % ti d=1412]: ACE: adapter SM
state change: STATE_DI SCONNECTED_ LI NK_DOMN - > STATE_ASSOCI ATI NG

567: TESTPC. May 16 2016 17:20:37.989 +0600: 9%NAM 6-1 NFO MSG 9% tid=1412]: Starting wifi
connection, trying ssid test123 ...

568: TESTPC. May 16 2016 17:20:37.989 +0600: %NAM 6-1 NFO MSG 9% ti d=1412]: Connection

Associ ation Started(openNoEncryption)

#2B3:openNoEncryptionk R B EAMMN., EEZFLaniEFHIZE L | SEAMACEZEKIB
(MAB) EITERR,

234: TESTPC. May 16 2016 17:20:38.020 +0600: 9YNAMSSO- 7- DEBUG MG % tid=1912]: waiting for cs...

R csENAMBFEHILUERRZ, EEREBEMNBER , EEZRR,

575: TESTPC. May 16 2016 17:20:38.020 +0600: 9NAM 7- DEBUG MSG. 9% ti d=1412]: Network test123:

Net wor kSt at eMachi ne new state USER T_DI SCONNECTED 236: TESTPC. May 16 2016 17:20: 38.020 +0600:
YNAMSSO- 7- DEBUG MSG %4 ti d=1912]: Tx CP Msg: <?xm version="1.0" encodi ng="UTF- 8" ?><SOAP-

ENV: Envel ope xm ns: SOAP- ENV="ht t p: / / schemas. xm soap. or g/ soap/ envel ope/ "

xm ns:ssc="http://ww. ci sco.conl ssc” encodi ngStyl e="http://schemas. xnml soap. or g/ soap/ encodi ng/ ">
<SOAP- ENV: Body> <net wor kSt at eEvent > <sequenceNunber >16</ sequenceNunber > <gr oupNane>Local

net wor ks</ gr oupName> <net wor kNanme>t est 123</ net wor kNane> <net wor kSt at e>Associ at i ng</ net wor kSt at e>
<adapter Name>Intel (R) Centrino(R) U tinmte-N 6300 AG\</ adapt er Name>

<server Veri fi edName></ server Veri fi edNanme> </ net wor kSt at eEvent > </ SOAP- ENV: Body></ SOAP-

ENV: Envel ope>



R LT REEHRFH B HESOAP)HE , AMNEHAnyConnect GUIERERIREHS | 125l
F#YAssociating, FENAM#R & A BUR KA $5 375 S AR AT AFE B RS R IV K ESOAPTHE Kk E | &
HE T ARERKEIEE,

582: TESTPC. May 16 2016 17:20:38.020 +0600: 9%NAM 7- DEBUG MSG % ti d=1412]: {484E4FEF-392C- 436F-
97F0- CD7206CD7D48} - Recei ved STATE_AUTHENTI CATED

583: TESTPC. May 16 2016 17:20:38.020 +0600: 9%NAM 7- DEBUG MSG % ti d=1412]: ACE: adapter SM
current: state(STATE_ASSOCI ATI NG, event ( EVENT_AUTH_SUCCESS)

REANAMWEIAUTH_SUCCESS 4 , EHRERIAETHMBREMSI . BWIILEHARRA
IERDIBA AR , RILTRRRIE R T H 0 BER.

595: TESTPC. May 16 2016 17:20:38.738 +0600: 9%NAM 7- DEBUG MSG. % ti d=1412]: Network test123:
AccessSt at eMachi ne current state = ACCESS _ASSQCI ATI NG received adapterState = associ ated

S BRI SR B TR (SSID) BBk , EE S O BRERRRE.

603: TESTPC. May 16 2016 17:20:38. 754 +0600: %NAM 6-1 NFO _MSG

% tid=1412][ mac=1, 6, 3c: a9: f4: 33: ab: 50] : Authentication not required.

604: TESTPC. May 16 2016 17:20:38.754 +0600: 9%NAM 7- DEBUG MSG % ti d=1412]: ACE: adapter SM
current: state(STATE_ASSOCI ATED), event ( EVENT_AUTH_SUCCESS)

605: TESTPC. May 16 2016 17:20:38. 754 +0600: 9%NAM 7- DEBUG MSG % ti d=1412]: ACE: adapter SM
state change: STATE_ASSOCI ATED - > STATE_AUTHENTI CATED

SRAHNER —ERAERE  FEEREATESETEMRE, WK NAMEEREER , REHM
YR RXEIDHCPERE :

610: TESTPC: May 16 2016 17:20:38. 754 +0600: 9NAM 7- DEBUG MSG 9% ti d=1412]: {484EAFEF-392C- 436F-
97F0- CD7206CD7D48} creating a new DHCP work

612: TESTPC. May 16 2016 17:20: 38.754 +0600: 9%NAM 6-1 NFO_MSG

% tid=1412][ mac=1, 6, 3c: a9: f4: 33: ab: 50] : {484EAFEF- 392C- 436F- 97F0- CD7206CD7D48}: DHCP: Sendi ng
DHCP r equest

613: TESTPC. May 16 2016 17:20: 38. 754 +0600: 9NAM 7- DEBUG MSG. % ti d=1412]: queuei ng DHCP work
642: TESTPC. May 16 2016 17:20:40. 830 +0600: 9%NAM 7- DEBUG MSG % ti d=1448]: |pv4 {484EAFEF- 392C
436F- 97F0- CD7206CD7D48} : connectivity test[03]: 1P:10.201.230. 196( 255. 255. 255. 224)

GW 10. 201. 230. 193 [ Success]

643: TESTPC. May 16 2016 17:20: 40. 830 +0600: 9NAM 7- DEBUG MSG % ti d=1412]: |pv4 {484EAFEF- 392C-
436F- 97F0- CD7206CD7D48} . recei ved Success event [state: WAI T_FOR_CONNECTI VI TY]

645: TESTPC. May 16 2016 17:20:40. 845 +0600: 9%NAM 6-1 NFO_MSG

9% tid=1412] [ mac=1, 6, 3c: a9: f 4: 33: ab: 50] : { 484E4FEF- 392C- 436F- 97F0- CD7206CD7D48}: | P Address

Recei ved: 10.201.230. 196

646: TESTPC. May 16 2016 17:20: 40. 845 +0600: 9NAM 7- DEBUG MSG. % ti d=1412]: |pv4 Connectivity
Resul t: SUCCESS

A :NAMBL Zh B Pith 31t o

648: TESTPC. May 16 2016 17:20:40.845 +0600: 9%NAM 7- DEBUG MSG % ti d=1412]: ACE: adapter SM
current: state(STATE_AUTHENTI CATED), event ( EVENT_I P_CONNECTI VI TY)

649: TESTPC. May 16 2016 17:20:40.845 +0600: 9%NAM 7- DEBUG MSG % ti d=1412]: ACE: adapter SM
state change: STATE_AUTHENTI CATED - > STATE_CONNECTED



R BNPALuEE | NAMEASARP (3 11k 2 47 38 5 15 1€ ) B 5Kk 483X 21 B 38 (Get-Connectivity) . Y ZI
ARPEE®R  BIRTREFIHRCEIER,

HiREE L A802. 1xMPEAPH {3 AR A S E

1286: TESTPC. May 16 2016 17:55:17.138 +0600: 9%NAM 7- DEBUG MSG % ti d=1412]: Network W r edPEAP:
AccessSt at eMachi ne new state = ACCESS_STARTED

a2 B3 :NAMBH 18 E £7 2 8 & Wired PEAP,

1300: TESTPC: May 16 2016 17:55:17.138 +0600: 9NAM 7- DEBUG MSG 9% ti d=1412]: Bi ndi ng adapter
Intel (R 82579LM G gabit Network Connection and user auth for network WredPEAP

1303: TESTPC. May 16 2016 17:55:17.138 +0600: 9%NAM 7- DEBUG MSG. % ti d=1412]: Network W r edPEAP:
AccessSt at eMachi ne new state = ACCESS ATTACHED

R - NAMAS ST -+ PuB 2 1t /8 8%

1309: TESTPC. May 16 2016 17:55:17.138 +0600: 9%NAM 7- DEBUG MSG % ti d=1412]: Network W r edPEAP:
AccessSt at eMachi ne current state = ACCESS ATTACHED, received user Event = CONNECT

1342: TESTPC: May 16 2016 17:55:17.154 +0600: 9NAM 7- DEBUG MSG 9% ti d=1468] [ conp=SAE]: STATE (4)
S enterStateAux called with state = CONNECTI NG (dot1x_smc 142)

B NAMBR IR IE 4R It B 4R MR

1351: TESTPC: May 16 2016 17:55:17.154 +0600: 9NAM 7- DEBUG MSG 9% ti d=1468] [ conp=SAE]: 8021X (4)
Sent start frame (dotlx_smc 117)

SRBR:ff A & ImEXEAPOL_START,

1388: TESTPC: May 16 2016 17:55:17.154 +0600: 9NAM 7- DEBUG MSG 9% ti d=1468] [ conp=SAE]: PORT (3)
net: RECV (status: UP, AUTO (portMsg.c 658)

1389: TESTPC: May 16 2016 17:55:17.154 +0600: 9NAM 7- DEBUG MSG 9% ti d=1468] [ conp=SAE]: 8021X (4)
recvd EAP IDENTITY frame (dotlx_util.c 264)

1397: TESTPC: May 16 2016 17:55:17.154 +0600: 9%NAM 7- DEBUG MSG 9% ti d=1468] [ conp=SAE]: EAP (0)
EAP State: EAP_STATE | DENTITY (eap_auth_client.c 940)

RAEFPREIIRERBENENHER , cREEEEHERENEE.

1406: TESTPC. May 16 2016 17:55:17.154 +0600: 9%NAM 7- DEBUG MSG. % ti d=1464]: EAP-CB: credenti al
request ed: sync=8, session-id=1, handl e=00AELFFC, type=AC_CRED_SESSI ON_START

1426: TESTPC: May 16 2016 17:55:17.169 +0600: 9%NAM 7- DEBUG MSG 9% tid=1412]: EAP: processing
credential request: sync=8, session-id=1, eap-handl e=00AELFFC, eap-I|evel =0, auth-Ievel =0,
protect ed=0, type=CRED_REQ SESSI ON_START



1458: TESTPC. May 16 2016 17:55:17.169 +0600: 9NAM 6-1 NFO MSG 9% tid=1412]: Trying fast
reaut hentication for unprotected identity anonynous

1464: TESTPC. May 16 2016 17:55:17.169 +0600: 9NAM 7- DEBUG MSG % ti d=1412]: EAP: credenti al
request conpl eted, response sent: sync=9

REAFARREMRT , Anyconnectiéanonymous{E &k ZREM & 178)% (outter identity) , At EEE
# £ Aanonymoust 1R A REF 2B AT AEAZF 5. 51 Aanonymousii T2
host/anonymousV EEXRATERFEAEGHRR K MARERK I HEE.

1492: TESTPC. May 16 2016 17:55:17.185 +0600: 9NAM 7- DEBUG MSG % ti d=1468] [ conp=SAE]: 8021X (4)
recvd EAP TLS franme (dotl1x_util.c 293)

SR :RADIUS A k2 EE — AR EARAN TRAREZEAIGE — FWELE(EAP-TLS)FAE. H
B H R IRE Fin it EMEAP-TLSH E.

1516: TESTPC: May 16 2016 17:55:17.185 +0600: 9%NAM 6-1 NFO MSG 9% tid=1412]: EAP: EAP suggested
by server: eapTls

1517: TESTPC: May 16 2016 17:55:17.185 +0600: 9NAM 6-1 NFO MSG 9% tid=1412]: EAP: EAP requested
by client: eapPeap

1518: TESTPC: May 16 2016 17:55:17.185 +0600: 9%NAM 7- DEBUG MSG % ti d=1412]: EAP: EAP net hods
sent: sync=10

1519: TESTPC: May 16 2016 17:55:17.185 +0600: 9NAM 7- DEBUG MSG % ti d=1412]: EAP: credenti al
request 10: state transition: PENDI NG -> RESPONDED

SR :NAMB B AR 25 L FHEAP-TLSHEE R , BEFInEEREARRENTRE S NRERE
(PEAP), ERRRMENAMEREIPEAPH REE,

1520: TESTPC. May 16 2016 17:55:17.185 +0600: %NAM 7- DEBUG MBG % ti d=1412]:
Aut h[ Wr edPEAP: user-aut h]: Authentication state transition:
AUTH_STATE_UNPROTECTED_| DENTI TY_SENT_FOR_FAST_REAUTHENTI CATI ON - >
AUTH_STATE_UNPROTECTED_| DENTI TY_ACCEPTED

RE:RADIUSTRIREFEZ W H/ R AREBHN F 2

1551: TESTPC. May 16 2016 17:55:17.200 +0600: 9NAM 7- DEBUG MSG % ti d=1468] [ conp=SAE]: 8021X (4)
recvd EAP PEAP frame (dot1x_util.c 305)

1563: TESTPC. May 16 2016 17:55:17.200 +0600: 9NAM 7- DEBUG MSG % ti d=1468] [ conp=SAE]: EAP (0)
EAP- PEAP: SSL handshake start (eap_auth_tls_p.c 409)

R EE P i EIRADIUS Al BR 2R M FERR LR /B E FIPEAP# , PEAPHProtectedfy ( BN R £
PEE AR A IRRIE ) ERE.

1565: TESTPC: May 16 2016 17:55:17.200 +0600: 9NAM 7- DEBUG MSG % ti d=1468] [ conp=SAE]: EAP (0)
SSL STATE: SSLv3 write client hello A (eap_auth_tls_p.c 394)
1566: TESTPC. May 16 2016 17:55:17.200 +0600: 9NAM 7- DEBUG MSG % ti d=1468] [ conp=SAE]: EAP (0)
SSL STATE: SSLv3 read server hello A (eap_auth_tls_p.c 394)



FE:NAMEIZ HEEEAPHE EHF M E FiwHelloX Z 3@ fR2FHelloZI2R, {@AREFAhello@ SISEHE
g AULEE-LEEBEFeeTRER,

1622: TESTPC. May 16 2016 17:55:17.216 +0600: 9NAM 7- DEBUG MSG % ti d=1468][ conp=SAE]: 8021X (4)
recvd EAP PEAP frame (dot1x_util.c 305)

1632: TESTPC. May 16 2016 17:55:17.216 +0600: 9NAM 7- DEBUG MSG % ti d=1468] [ conp=SAE]: EAP (0)
SSL STATE: SSLv3 read server hello A (eap_auth_tls_p.c 394)

1633: TESTPC: May 16 2016 17:55:17.216 +0600: 9NAM 6-1 NFO MSG % ti d=1468] [ conp=SAE]: CERT (0)

| ooki ng up: "/ CN=l SE20- 1. kur mai . cont’ (| ookup. ¢ 100)

1634: TESTPC. May 16 2016 17:55:17.232 +0600: 9NAM 6-1 NFO MSG % ti d=1468] [ conp=SAE]: CERT (0)
Certificate not found: "/CN=l SE20-1. kurmai .cont (I ookup.c 133)

1646: TESTPC. May 16 2016 17:55:17.232 +0600: 9NAM 7- DEBUG MSG % ti d=1468] [ conp=SAE]: EAP (0)
SSL_ERROR_WANT_X509_ LOCKUP (eap_auth_tls_p.c 193)

%%HH'NAM?E{?HE%E%EEHETISEﬁHE%%H’JﬁHﬂ%%*EO HRREGEREFREMRKRSIES , B
ISR EFEEREPRIZES

1649: TESTPC. May 16 2016 17:55:17.232 +0600: 9NAM 7- DEBUG MSG % ti d=1468] [ conp=SAE]: EAP (5)
EAP_EVENT_CRED REQUEST queued (eapCredProcess.c 496)

1650: TESTPC: May 16 2016 17:55:17.232 +0600: 9NAM 7- DEBUG MSG % ti d=1464][ conp=SAE]: EAP (5)
EAP: CRED _REQUEST (eapMessage.c 355)

1662: TESTPC. May 16 2016 17:55:17.232 +0600: 9%NAM 6-1 NFO MSG % tid=1412]: Getting credentials
from | ogon.

1685: TESTPC. May 16 2016 17:55:17.232 +0600: %NAM 7- DEBUG MBG % ti d=1412]:

Aut h[ Wr edPEAP: user-auth]: ...resumed

RANAVESREVEEREHXIRADIUSHRFH AT/ ZRES G, ELERT , ERIEF
L 2RA "Automatically use my Windows logon name and password ; %218 , lJtI:NAMﬁﬁJ
WindowsBE A RR , MTARERFEAEFEEB AZBE,

1700: TESTPC: May 16 2016 17:55:17.247 +0600: 9NAM 7- DEBUG MSG % ti d=1464][ conp=SAE]: EAP (0)
SSL STATE: SSLv3 write client key exchange A (eap_auth_tls_p.c 394)

1701: TESTPC: May 16 2016 17:55:17.247 +0600: 9NAM 7- DEBUG MSG % ti d=1464][ conp=SAE]: EAP (0)
SSL STATE: SSLv3 write change cipher spec A (eap_auth_tls_p.c 394)

1750: TESTPC: May 16 2016 17:55:17.278 +0600: 9NAM 7- DEBUG MSG % ti d=1468] [ conp=SAE]: EAP (0)
SSL STATE: SSL negotiation finished successfully (eap_auth_tls_p.c 394)

1751: TESTPC. May 16 2016 17:55:17.278 +0600: 9NAM 7- DEBUG MSG % ti d=1468] [ conp=SAE]: EAP (0)
EAP- PEAP: SSL handshake done (eap_auth_tls_p.c 425)

1752: TESTPC. May 16 2016 17:55:17.278 +0600: 9NAM 7- DEBUG MSG % ti d=1468] [ conp=SAE]: EAP (0)
EAP- PEAP: New session. (eap_auth_tls_p.c 433)

1753: TESTPC: May 16 2016 17:55:17.278 +0600: 9NAM 7- DEBUG MSG % ti d=1468] [ conp=SAE]: EAP (0)
EAP- PEAP: session ci pher AES256- SHA. (eap_auth_tls_p.c 441)

RANAME ARBFEE T B FmEWMMBH R WD 7T, SSLIRKY , YA BRIRBE.

1810: TESTPC: May 16 2016 17:55:17.294 +0600: 9NAM 6-1 NFO MSG % ti d=1412]: Protected
identity/ (Usernane) sent.

1814: TESTPC. May 16 2016 17:55:17.294 +0600: %NAM 7- DEBUG MBSG % ti d=1412]:

Aut h[ Wr edPEAP: user-aut h]: Authentication state transition:

AUTH_STATE_UNPROTECTED | DENTI TY_ACCEPTED - > AUTH_STATE_PROTECTED | DENTI TY_SENT

1883: TESTPC. May 16 2016 17:55:17.310 +0600: %NAM 7- DEBUG MBSG % ti d=1412]:



Aut h[ Wr edPEAP: user-aut h]: Authentication state transition: AUTH STATE PROTECTED | DENTI TY_SENT -
> AUTH_STATE_PROTECTED | DENTI TY_ACCEPTED

RAZRENSOREEINEZIZEONAMRE. REMRSIFRER.

1902: TESTPC: May 16 2016 17:55:17.310 +0600: 9NAM 7- DEBUG MSG % ti d=1464][ conp=SAE]: EAP (5)
def erred password request (eapRequest.c 147)

1918: TESTPC. May 16 2016 17:55:17.310 +0600: 9NAM 6-1 NFO MSG % tid=1412]: Protected password
sent.

1921: TESTPC. May 16 2016 17:55:17.325 +0600: %NAM 7- DEBUG MBG % ti d=1412]:

Aut h[ Wr edPEAP: user-aut h]: Authentication state transition:

AUTH_STATE_PROTECTED_| DENTI TY_ACCEPTED - > AUTH_STATE_CREDENTI AL_SENT

R NAME IR R IFFE R LA R IHEE B RRER.

2076: TESTPC. May 16 2016 17:55:17.856 +0600: 9%NAM 7- DEBUG MSG % ti d=1412]:

Aut h[ Wr edPEAP: user-aut h]: Authentication state transition: AUTH STATE CREDENTI AL_SENT - >
AUTH_STATE_SUCCESS

2077: TESTPC. May 16 2016 17:55:17.856 +0600: 9%NAM 7- DEBUG MSG 9% ti d=1468] [ conp=SAE]: STATE (4)
S enterStateAux called with state = AUTHENTI CATED (dot 1x_sm c 142)

R ARIRWEIFE , REBWIALEIEEAP-Success, ILIF S HERFEKIL , B FinE{KDHCPER
Pt 31t 2 M
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