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BEHAETARUTEERKFTS : Windows, Mac OS X, Linux ( 3242 ) FLinux 6447, ¥R
Linux , FIRFERMNANEREBENH, BEEEXRRABEECNHRLTREENEYS, , THEAFTER

o

TEAnyConnectEXBBEHR , B LUEBTFTP, FTP, SCPIREf — L8 18 if Fcopy o6 & -3z
BB RAIRIEE. LT REH

copy tftp: flash:/webvpn/

Address or nane of renote host []? 192.168. 100. 100

Source filenane []? anyconnect-w n-3. 1. 08009- k9. pkg

Destination filenane [/webvpn/anyconnect-w n-3. 1. 08009- k9. pkg] ?

Accessing tftp://192.168. 100. 100/ anyconnect -w n-3. 1. 08009- k9. pkg. ..

Loadi ng anyconnect-w n-3. 1. 08009- k9. pkg from 192. 168. 100. 100 (via G gabitEthernetQ): !!trirrrrrrnd
| A A I I I I I A T A I O |

[OK - 37997096 byt es]

37997096 bytes copied in 117.644 secs (322984 bytes/sec)

#&AnyConnect UG {E R B3R B HVIRPIFCIERE R , MW AZBHDIETRE. ERENDERSEEFTIHRER , TUARESHE
AnyConnect EXBBEH. &8 , BHASHIUREZEEFREERFNER, EREAnyConnect RBEMIF , MRSV RIGHER
Flflash:/webvpn/ directory , BN EFEHZR,

crypto vpn anyconnect flash:/webvpn/anyconnect-win-3.1.08009-k9.pkg sequence 1 SSLVPN Package SSL-VPN-Client (seq:1): installed successfully

E152(N)TZHBHHRBRASR , REPKGH R SHETE.

webvpn install svc flash:/webvpn/anyconnect-win-3.1.08009-k9.pkg sequence 1

SBIERRASBHENBEEZRSE
EARESSLRNER LA HEREBPK)NHMUEZNETMINAER , EEMFEMARivest-Shamir-Adleman (RSA)E M RFERE, s
ERRSASHY K ARELENBABEPKIBERCAZSRY, FH2048UMNEHALEXERY , BRBEAZRER , LUERRS

IR EEANnyConnectE PR EMAME R, ik BRERESREE —ES RN EREEBER. A Ashow cryptokey
mypubkey rsa T SR S WAV E K.

% . HRRASBETELN  AULEBRANSIERASBREATTEY (ERENRNE ). ANERFRTHE
RASHMEHITTEHMNERBSSRNER : EPKIFEERSASE,

crypto key generate rsalabel SSLVPN_KEY PAIR modulus 2048

The name for the keys will be: SSLVPN_KEYPAIR
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% The key modulus size is 2048 bits
% Generating 2048 bit RSA keys, keyswill be non-exportable...
[OK] (elapsed time was 3 seconds)

show crypto key mypubkey rsa SSLVPN_KEYPAIR

% Key pair was generated at: 14:01:34 EDT May 21 2015

Key name: SSLVPN_KEYPAIR

Key type: RSA KEYS

Storage Device: not specified

Usage: General Purpose Key

Key isnot exportable.

Key Data:

30820122 300D0609 2A 864886 F70D0101 01050003 82010F00 3082010A 02820101
00C4C7D6 F9533CD3 A5489D5A 4DC3BAEY 6831E832 7326E322 CBECC41C 8395A5F7
4613AF70 827F581E 57F72074 FDS03EEA 693EBACC OEESCAG5 5D1875C2 2F19A432
84188F61 4E282EC3 D30AE4CY 1F2766EF 48269FE2 OC1AECAA 81511386 1BA6709C
7C5A2A40 2FBB3035 04E3770B 01155368 C4A5B488 D38F425C 23E430ED 80A8E2BD
E713860E F654695B C1780ED6 398096BC 55D410DB ECCOE2D9 2621E1AB A418986D
39F241FE 798EF862 9D5EAEEB 5B06D 73B E769F613 OFCE2585 ESE6DFF3 2E48D007
3443AD87 OE66C2B1 4EOCB6ES 81569DF2 DBOFESF1 1A9E737F 617DC68B 42B78A8B
952CD997 78B96CE6 CB623328 C2C5FFD6 18C5DA2C 2EAFA 936 5C866DES 5184D2D3
6D020301 0001
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<#root>

crypto pki trustpoint SSLVPN_CERT enrollment selfsigned subject-name CN=fdenofa-SSLV PN.cisco.com rsakeypair SSLVPN_KEYPAIR

FRERETHE , BHSELAEAoyptopki enroll HRERFS, FBNIBR , TUEE—LHME(E , WFEHISEMPHL ; B
ETRMEMN, 7 LUEAshow crypto pki certificates fr R HESH B4 Ko

<#root>
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crypto pki enroll SSLVPN_CERT % Include the router serial number in the subject name? [yes/no]: no % Include an | P address in the subject name? [no]:

SBAFBEARMVPNERERS

AT UFEAND S ORE. BEMCIRAAA)GRS ; fl, FAXSHRFE. SEGIBELFEAEEBVYPNUSER , XEYT
B HSSLVPN_AAAMAAA B I ERRIEE,

<#froot>

aaa new-model aaa authentication login SSLVPN_AAA local username VPNUSER password TACO

SRS ERT FinEME A bt 2 BIFRESREFE
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<#root>

ip local pool SSLVPN_POOL 192.168.10.1 192.168.10.10 access-list 1 permit 192.168.0.0 0.0.255.255



HER 6.FREEBERAE(VTI)
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<#root>

interface Loopback0 ip address 172.16.1.1 255.255.255.255
!

interface Virtual -Tenplate 1 ip unnunbered LoopbackO

S 7. B BEWebVPN#ARS
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AIBEMINEEE % | ERBURMNEE B85 LM Cisco |OSHR AR,

<#root>

webvpn gateway SSLVPN_GATEWAY ip address 10.165.201.1 port 443 http-redirect port 80 ssl trustpoint SSLVPN_CERT inservice

S BB 8.0 BWebVPNIE = 4w
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<#froot>

webvpn context SSLVPN_CONTEXT
virtual-template 1

aaa authentication list SSLVPN_AAA
gat eway SSLVPN_GATEWAY i nservice

policy group SSLVPN_POLI CY functions svc-enabl ed svc address-pool "SSLVPN POOL" net mask 255.255.255.0 ¢
def aul t - group-policy SSLVPN_PCLI CY

FRIOBEEFREEER (TE)

EEASATEMZ |, Cisco IOSRERNENGUINE T AEBERERVEFHEEESR, AnyConnectE FinBERRTEXRABIEE
EREREREREV/RE.

p B3 . EFanyconnect-profil eeditor-win-3.1.03103-k9.exe,
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FHTELS R  BRHRHDIERER -

o fERAftp/ftpAE E EERIOSIREIRC RS,

. FEALGTRBBN LENEBEER

crypto vpn annyconnect profile SSLVPN PRCFILE flash:test-profile.xm
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p BR EREM15.2(1)THCisco IOSHRA £, EEFEA LS : webvpn import sve profile <profile_name> flash:<profilexml>,

ERREBT K ERALESKERENEREXAREN

<#root>

webvpn context SSLVPN_CONTEXT
policy group SSLVPN_POLICY
svc profile SSLVPN_PROFILE
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9§ Cisco AnyConnect Secure Mobility Client = 23
0 e
Contacting
v Connect
Cisco AnyConnect Secure Mobility Client . o]
il
] n Security Warning: Untrusted VPN Server
Certificate!

AnyConnect cannot verify the VPN server:

Certificate does not match the server name,
Certificate is from an untrusted source,

Connecting to this server may result in a severe security compromise!
Security Risks Explained

Mast users do nok connect to untrusted YPN servers unless the reason
far the error condition is known,

Connect Anyway ] Cancel Connection

BRI E R, BiEAnyConnectZZ T AR gear BI/R , ERERERN —LEREFA. LUUELEERRFERVEEFDE
BEACLAT MM — EERFETE RN B AT,
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% Cisco AnyConnect Secure Mobility Client

||I|||||l
Cisco

AnyConnect Secure Mobility Client

Statistics | Route Details | Firewall | Message History

Connection Information
Skake:
Tunnel Mode {IPwv4):
Tunnel Mode (IPvE):
Duration;

Address Information
Client (IPv4):
Client (IPv&):
Server:
Bytes
Sent:
Received:

Frames

Connected
Split Include
Crop All Traffic
00;01:06

192.168.10.2
Mot Available
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£ Cisco AnyConnect Secure Mobility Client ESREE

'Ell's"':g' AnyConnect Secure-Mobility Client

Preferances | Statistics | Route Details | Firewall | Message History

Route Details

Mon-5ecured Routes (IPwd)
0.0.0.0/0

Secured Routes (IPwd)
192,168.0,0/16

UTREAESRNSRBTHERER -

crypto pki trustpoint SSLVPN_TP_SELFSIGNED enrollment selfsigned serial-number subject-name cn=892_SELF_SIGNED_CERT revocation-check nc

crypto vpn anyconnect profile SSLVPN_PROFILE flash:test-profilexml ! access-list 1 permit 192.168.0.0 0.0.255.255 ! ip loca pool SSLVPN_POOL 19;
aaa authentication list SSLVPN_AAA

gateway SSLVPN_GATEWAY

I sd authenticate verify all inservice! policy group SSLVPN_POLICY functions svc-enabled svc address-pool "SSLVPN_POOL" netmask 255.255.255.0
svc profile SSLVPN_PROFILE default-group-policy SSLVPN_POLICY

53 27134
FERGENEATAREEEETRE R,
ERHEBRAnyConnect ZIR N FERS , EERE—LERTH



- HREFEFHR4ARMEREE  FltWebVPNBRTIEENEFEELAB M. % Hshow crypto pki certificater] BREAR B B35 £
FRERENEA.

. EFERWeVPNE BN , RIEKCEREMEBMN LT XHPEEE noinservice fl inservice , EARREFEIERE N,

o WFIAFNR , EEASEERILEBNE S HKELRKEHAnyConnect PKG, Hl#N , WindowsE F ik EWindows
PKG , Linux 32y & FinFEELinux 32IPKG , &%,

o EBEERBAnyConnectE S i MER B E S AIWebVPNEEFASSLEF , EFFEWeVPNR BB RE |, BE R RAnyConnectfg
$HELR (BRERHMBANnyConnectBI B IERE ) o

Cisco |OSIRE T AR HERREF B EMN B BHAFWebVPNIEE, LU T 2debug WebVPN asa, debug WeVPN tunnel#show WebVPN
sessionfE R T B BRI E RN &

<#root>

fdenofa-892#show debugging WebV PN Subsystem: WebVPN AAA debugging is on WebV PN tunnel debugging is on WebVPN Tunnel Events debugging
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