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AnyConnect DNSEEE

Windows 7+

Split-include configuration ( Z A FTBEDNSE2E H ¥ B x5 DNS )
Split-exclude configuration ( 22 FAFTEDNSP&E BH)¥ EF 2 DNS )
Split-DNS ( EZFHFEDNSEsE , E i &split-include )

Mac OS X

BB (MERASBEDNSH P EEE )

Split-include configuration ( 2 A FTEDNSE2E HZ B x5 DNS )
Split-exclude configuration ( 22 FAFTEDNSEEE B ¥ E#F 2 DNS )
Split-DNS ( EZ2HFIEDNSESE , B &l Esplit-include )
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Split-include configuration ( Z FAFTEDNSE2E H ¥ B 7 5 DNS )
Split-exclude configuration ( 22 FAFTEDNSP&E B 7 DNS )
Split-DNS ( EZFHFEDNSEsE , E i &split-include )
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Windows 7+
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Split-include configuration ( 2 A FTEDNSPRE B A5 DNS )
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AnyConnect 4.2 +
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HARNERERN , BlAnyConnectBRBIZX AL "no this name. ERERE , Ll @TRER
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REREYENEF , FIDNSHERIFE A FFHEITF I DNSH T CEHDNSHER, MREHZH
VPNATEFE#H , AnyConnect#§LL Tno this name. EBEME  LIBHIBITERNRKRERE
BARNEFTERE. Bt , RLEEBEB LA RN EENIEF D dnsiZi,

Mac OS X
SFEEAE (M ERASBEEDNSH 2 B)iEE )

E#RAnyConnecths , ERHMDONSE B FEHEBRREDNSHRET , KLLDNSFER R e EiAEIPRE
DNS{a AR

Split-include configuration ( 2 A FTEDNSPRE B A5 DNS )

AnyConnect T2 FHE Xt DNSEETERN, FREDNSHRESEE A & &MY , BN L HEDNSH
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AnyConnect T2 FTHE Xt DNSEETERN, FREDNSHRESEE A & &M , BN L HEDNSH
fRES , MR EBREBREZEBEBBITNDEDNSHE R, EHM¥Mac OS X EHIDNSERER £
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Split-include configuration ( Z&AMEDNSEEE B X B2 DNS )

AnyConnectT & TR A DNSHEEN . FBREDNSHARFE EA B RFEN R , BERLHLDNSH
AR=R , R HREIRREE EIA B R B BRI IEDNSFE R,

Split-exclude configuration ( 2 FTEDNSERE B B #5DNS )

AnyConnectT & TR A DNSH#EEN . FBREDNSHARRE EA B RFEN R , BERLHLDNSH
AR=R , R HREIRRE EIE B R B BRI AIIEDNSHE R,

Split-DNS ( E#FAFTEDNSEE , S & Esplit-include )
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fR28(208.67.222.222) BN TLSEHE , EERTEUDPESILEERMENDNSHE R
208.67.222.222, &% Fim{E 5 F OpenDNSHI 2 H M7 85 IP1#h111208.67.222.222 ( EELEHE
#hik | #M208.67.2220 220, 208.67.222.220F1208.67.220.222 ) , BEFFimLHE%R , &4
127.0.0.1(localhost)52 E A A #DNSfIfReE , B ZERIN SN EDNSERE. ERDNSERERFRE
BilEE FImELEE R RPN A Hbresolv.config R A ( BIfEEWindows E ) . OpenDNSEEZE{HHE
iBAnyConnect/T H FEHEHIDNS A BRES. Bl , 2158 192.168.92. 22 A H N EF EHDNSE ARES
, OpenDNS#4 7 LA T B & M resolv.conf:

C:\ProgramData\OpenDNS\ERC\Resolver1-LocalAreaConnection-resolv.conf
nameserver 192.168.92.2
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B, BEEFWEATRNIPEBEREINGE , ZINEEASBIEDNS AIERRIPSeciEAR AR IEIPHb I,
EEEMIAnyConnecBRZER , EEBHEA, ©EEFEF127.0.0.1:53 0 BRESK EARib4E
BRNEH, ERHEERNTERER  AHEHSHRBEMBERE127.0.0.1 , RARBEEFIHN
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ci scoasa# sh run access-li split
access-list split standard permt host 2.2.2.2

ci scoasa# sh run group-policy

group-policy G oupPolicy-QpenDNS interna
group- policy G oupPolicy-OpenDNS attributes
Wi ns-server none

dns-server value 1.1.1.1
vpn-tunnel - protocol ssl-client

split-tunnel -policy excludespecified
split-tunnel -network-1ist value split

def aul t - domai n val ue ci sco. com

addr ess- pool s val ue acpool

webvpn

anyconnect profiles val ue AnyConnect type user
ci scoasa#

#tVPNB2iEHEEROpenDNSH &

It R BIfE A split-exclude access-listF BIOpenDNSEEATIE X bt , BiBILE E |, &
208.67.222. 222 A A AP YAEVPNERB 2 A\ | BIEE S EMBANRERET

ci scoasa# sh run access-li split
access-list split standard permt host 208.67.222.222

ci scoasa# sh run group-policy

group-policy G oupPolicy-QpenDNS interna
group- policy G oupPolicy-OpenDNS attributes
Wi ns-server none

dns-server value 1.1.1.1
vpn-tunnel - protocol ssl-client

split-tunnel -policy excludespecified
split-tunnel -network-1ist value split

def aul t - domai n val ue ci sco. com

addr ess- pool s val ue acpool

webvpn

anyconnect profiles val ue AnyConnect type user
ci scoasa#

Jtl:a'_\ﬁJmT\WiMQZ'IGS’I0/24?%@5’3?)? TEEHE, ﬁj_ltlsn&“ , B ibE
ERETIEE , AARE208.67.222. 222 REFEFRBEFHX,

ci scoasa# sh run access-li split
access-list split standard permt 192.168.1.0 255.255.255.0

ci scoasa# sh run group-policy

group-policy G oupPolicy-QpenDNS interna
group-policy G oupPolicy-OpenDNS attributes
Wi ns-server none

dns-server value 1.1.1.1
vpn-tunnel - protocol ssl-client

split-tunnel -policy tunnel specified
split-tunnel -network-1ist value split

def aul t - domai n val ue ci sco. com
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addr ess- pool s val ue acpool

webvpn

anyconnect profiles val ue AnyConnect type user
ci scoasa#

Note: Split-tunnel-all-dns must be disabled in all of the scenarios
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