AnyConnect VPNRFEHEHEER — IPREE,
ASAFICUCM

B &

kN

255

HEEBASA LK VPNEFESF A %

B i 3% PR A fE HH IF F BRCUCM
ASA M E B RRE

ASALFHNEE
ASAFEHFMCUCME A EFE/EE
ASAIRECDSAB#EEE  MTEABMRSAEE
ARIPEEFRESHRENNSERE
ASARENVPNEFEEEEEEHNESHEIE
BB SHA1 =

THIPEFEREER

RIS E

VPNE R T #HIPEFE

CSDHMIPESE

ASAB

ASAFRE

DAP3R 8|
#eDfltGrpPolicy 3 H fih 48 48 & &Y (B

> B INR RS

CUCM M E B RRE
VPNERERERARIPESE
BERES

FEIDWRE

H {th 27 B HE A7

EEASAHFEAM HEE AR

IPEFE A

ASAHSSHIPESE A&~ MAIIHEIRIRE
ASAHE:E

EFEAFE

SpanZ|PCE#RIEIhEE
BiBVPNEFENIPEREREFX
#BETASA SSLBE

s




AR IMAEER L2 EEFE(SSL)HE ( Cisco AnyConnectZ £ BEBEFiK ) WIPEFEELT
MI‘EHFF? LAME E 4R 2 F ¥EVPN#ARIRY Cisco Adaptive Security Appliance(ASA) , AR IEAR B FH/E
BE ﬂﬂﬁ%ﬁE’JClsco Unified Communications Manager(CUCM),

BEHVPNESEHAnyConnectVELE R4 |

”:m'h
N

ZEUTXE

- EAIPEFERSSLVPNEL E Rl

. FRARESHEFEMNAnyConnect VPNEEE & R Yl

HRER

EBEBIPEFEIBSSL VPN B , FREFRE D MR TEHRASARAnyConnectsF A 7 M & Bl [E
ZRIRABCUCMBI A ER,

HRASALHVPNREERF AR

VPNEEFF B EASAHFBAXINEE, ZEEEE A EAnyConnectERNFEAEHE (ERERE A
IPEFE ) , FEZEAnyConnect Premium SSLEFAI &, S BIPEENBEVPNEREZHE
ASAFTRI 8 ? BIRE ZEF 1B,

EASAL |, fEfshow versionfi S REINER B EMA. FUEBBEASARAETE :

- ASA 8.0.xhR : FF ] & A = LinksysEFEHIAnyConnect,

- ASA 8.2 xR ESMA : 55 0] 3% %A #AAnyConnect for Cisco VPN Phone,

LU RASA 8.0.xiREY 7RI -

ASA5505(confi g)# show ver

Ci sco Adaptive Security Appliance Software Version 8.0(5)


http://www.cisco.com/en/US/products/ps6120/products_configuration_example09186a0080bf2402.shtml
http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_configuration_example09186a0080bef910.shtml
http://www.cisco.com/en/US/products/ps12726/products_qanda_item09186a0080bf292f.shtml
http://www.cisco.com/en/US/products/ps12726/products_qanda_item09186a0080bf292f.shtml

Devi ce Manager Version 7.0(2)

<sni p>

Li censed features for this platform
VPN Peers : 10

VWebVPN Peers : 2

AnyConnect for Linksys phone : Disabled
<sni p>

This platformhas a Base |icense.

LA RASA 8.2 xR E S MRAH R~

ASA5520- C(confi g)# show ver

Ci sco Adaptive Security Appliance Software Version 9.1(1)
Devi ce Manager Version 7.1(1)

<sni p>

Li censed features for this platform

AnyConnect Prem um Peers : 2 perpetua

AnyConnect Essentials : Disabl ed perpetua

AnyConnect for Cisco VPN Phone : Disabled perpetual
<sni p>

This platform has an ASA 5520 VPN Plus |icense.

B 11 32 PR I I 1k IF 2 ARCUCM

e AVPNEFE T AE AR F X Bl B i REAR AN Y CUCM,

MREEAXBEELIIFEZRRARNCUCM , FEE

- BRPERFRRLBEEUNZAGTNERMNE ; HPIFEVPNEFE DR MR,
- SEREIB E A /E I H VPN E .

- FEURVPNECEMESR, VPNBES, VPNAEAMVPNIhEEHE: B/ BREN S $Eo

BiEE . —BEARIIEE L ORKRCUCM , BT EEURFRE LRI KE H ORERIH
THERBHRRE,

ASA LM E REHE



B EE - A LAE A Cisco CLI Analyzer(Z#t B % F 6 ) iR showis TE KK D47, £
debugfiE Tz al , LIEE XS EERDebugtE T EEEATRER,

ASALERNEE

HEASAL , B LIMERBEESSLEE. F=LSSLEENEAF RS ; HPEA—EH EHA
DREBIPEFEFNASAZ BHIEA,

ReeEA—Ee0RE  RABENEREIE—ERSE.

HWRE=FSSLEE , FEASAHLZRTRNHELE Y IEAMERENIRES.

ASAE HHICUCME AN EER/E &

ASATESSLIGE BRI [ IPEF R AN B ELERASAEH X EAFICUCM, BESEHRIPEFFTE
BRONTHENEES , WENBRASAELHERE.

{FHshow run ssItp S LARFBEEHNEEE (RE ), FEFMET K FSHEREFHREN
AnyConnect VPNEEE & =4l

MifE . MREKE=ABESBE —ERZEASA , ILEERSHEASAELBESHHE
, SR& & H4E Bphone-vpn-trustfE A ZICUCM,

ASARRRECDSAE %R RE , M RERNWRSARE

BAEER BN ERERELER  MBEENRRERIETEE, U T2EB4LEER
EFELWAEF


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
https://cway.cisco.com/go/sa/
http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_configuration_example09186a0080bef910.shtml
http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_configuration_example09186a0080bef910.shtml

VPNC: -protocol handler: SSL dpd 30 sec from SG (enabl ed)

VPNC: -protocol handl er: connect: do_dtls_connect

VPNC. -do_dtls_connect: udp_connect

VPNC: -udp_connect: getsocknane failed

VPNC: -udp_connect: binding sock to ethO | P 63.85.30.39

VPNC: -udp_connect: getsocknane failed

VPNC: -udp_connect: connecting to 63.85.30. 34: 443

VPNC: -udp_connect: connected to 63.85. 30. 34: 443

VPNC. -do_dtls_connect: create_dtls_connection

VPNC. -create_dtls_connection: cipher list: AES256-SHA

VPNC. -create_dtls_connection: calling SSL_connect in non-bl ock node
VPNC. -dtls_state_ch: DITLS: SSL_connect: before/connect initialization
VPNC. -dtls_state _ch: DTLS: SSL_connect: SSLv3 wite client hello A
VPNC. -dtls_state _ch: DTLS: SSL_connect: DTLS1 read hello verify request A
VPNC. -dtls_state _ch: DTLS: SSL_connect: SSLv3 wite client hello A
VPNC. -dtls_state_ch: DTLS: SSL_connect: SSLv3 flush data

VPNC. -dtls_state _ch: DILS: wite: alert: fatal:illegal paraneter
VPNC: -vpnc_set _notify netsd : cnd: Ox5 event: 0x40000 status: O0xO error: 0xO
VPNC. -alert_err: DILS wite alert: code 47, illegal paraneter

VPNC. -create_dtls_connection: SSL_connect ret -1, error 1

VPNC: -DTLS: SSL_connect: SSL_ERROR SSL (error 1)

VPNC. -DTLS: SSL_connect: error:140920C5: SSL routines: SSL3_GET_SERVER HELLO

ol d session cipher not returned VPNC. -create_dtls_connection: DTLS setup failure, cleanup VPNC
-do_dtls_connect: create_dtls_connection failed VPNC. -protocol _handl er: connect:
do_dtls_connect failed VPNC. -protocol _handler: connect : err: SSL success DTLS fail

HEOANREBMAF , SSLTLSE EMEtENR. EXEREMENSSL VPNEF IR ( Sl
EEAN ) ERTASAE  SHEREHERBEEML , S HASARISSL VPNE F ik iR A5 E th iR %
E EHENNEERETERARSANEGEHEHREML, BTHIEASARBEBEZNSSLESE

, BB BV AMBREBss| cipherfp T HENRRWEH. Hl , HRFEARSAEERREN TE , B
BEERUHTUHGS , MEEHEERRSANZE :

ssl cipher tlsvl1l.2 custom "AES256-SHA:AES128-SHA:DHE-RSA-AES256-SHA:DHE-RSA-AES128-SHA"

B B RHEEERID CSCuu02848% , EBAZREE, KREARARENEE. BBRBFEEHER
ARERENERTEM.

BERNEFRTE (ERRSARE EECRE MERE &
ERRSARTR FHARSAKE FHRSAEEEZEE FARSAERE FARSABEBRE
EARSAZEE FARSAZEE EARSAZE FARSAZNE
ERECER (®E ) ERXHN FHECHEE FHECRE FHECEHXZRERE
fEFHECES FEHECEZNE FHECET
EMERE FFARSAERE FHECEKE FHECEE MFHECE®%RRE

EFIRSAZT EAECE EHECE ERECEKTS


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuu02848

RRIPREEFER & 5 BREN BRI

B ERNSERERIPERERAELETEHRE, B2 A KHBHE(LDAP)SE RS 175 = &
AR & R (RADIUS)EHE A ARVPNEREREN FHEBE.

ASAREAVPNREGERR N EERETE

aClE , BMUATHSEZIASA SSLNMHEWESE , WHECUCMFHKH L EHPhone-VPN-Trust&E &
o TRIERAREEHASARERN HESHMZRCUCMAMRREKMNMETLE , WEREER
RHEAVPNEFE,

BB E , AIEIPEFBNASAZERVPNER, MRERBEELRN , FREASARENMERST
ERIPEFE TR IRy M= AL

1. MEASARMN T 2B EEE1(SHAT)ME,
2. FATFTPRRCUCM T RIPEFEREER.

3. BRI T ANENMH B E A4 RER64F] HNELFINVFEE,

BESHA1HZE

ASAEIPEFRERN M E LB RMEAssl trustpointic TEANEES. EREUEE , FHRREESR
( EAHIF BFirefox ) , REWAEFFERZIERAIURL(group-url):



é @dtp::_-’_.-'1[].198.15.140_-+CE"'DE+-'In:gn::n.html?fn:an:lhan:ln:l:l

Certificate Viewer"ASA Temporary Self Signed Certificate”

General:| Details

SHAL Fingerprint
MD5 Fingeff

TRIPRERZRER

= M L] i ] W = =

ES:7E:81:EA:99:54:1:44:97:66:78:D0:E2:41:8C:. DF:79: 49:31:76

kies
Could not verify this certificate for unknown reasons.
ds
Issued To i
Commaon Mame (CN) ASA Termporary Self Signed Certificate
Organization (O] < Mot Part Of Certificate=
Organizational Unit (OU)  <Mot Part Of Certificate>
Serial Mumber DF:F2:C4:50
Issued By "
Common Mame (CM) ASA Temporary Self Signed Certificate
- Organization (0] ASA Temporary Self S5igned Certificate
Organizational Unit (OU}  <Mot Part Of Certificate>
Validity
Issued On 12/09/2012
Expires On 12/07/2022

REEFBCUCMHPCTHEFNTFTPEERESR , R EREE, AMETHG X .

@ Page Info - hitps://10.198.16.140/+CSCOE +/logon.htmi?fcadbadd=1 = B ¥ |
s e = N
o =B 17 &
General Media  Permissions  Security
Website Identity

Website: 10.198.16.140

Owner: This website does not supply ownership information.

Verified by:  ASA Temporary Self Signed Certificate




1. EWindows B RRCLIZ5E , Y FAtftp -i <TFTP Server> GET SEP<Phone Mac
Address>.cnfxmli 5
BIEE - MREBWRBIETEECNERS  CEZEZCBATFTPEFKINAL

EW Administrator: Command Prompt

Microsoft Windows [Uersion 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Users\pkinane>tftp 14.48.38.5 get BAT.xtl
"tftp’ 1s not recognized as an internal or external command,
operable program or batch file.

2 o g = _
[\_/;I\_/ k4. » Control Panel » Programs » Programs and Features

Control Panel Home :
Uninstall or change a program

View installed updates To uninstall a program, select it from the list

“¢ Turn Windows features on or

off Cltnanize -

[~ Windows Features == |ﬂh]

Turn Windows features on or off ©

To turn a feature on, select its check box. To turn a feature off, clear its check
box. A filled box means that only part of the feature is turned on.

+ Print and Document Services =
v Remote Differential Compression
RIP Listener
+ Services for NFS
¥ Simple Network Management Protocol (SNMP)

Simple TCPIP services (i.e. echo, daytime etc)
Subsystem for UNIX-based Applications
v Tablet PC Components
Telnet Client
Telpet Sepver

v TFTP Client

2. ERATftpd32FEAEN THESR

m



http://tftpd32.jounin.net/

< Tfpd32 by Ph. Jounin = Bl 3%

Current Directary ]E:'xF'n:ugram Filez\TFTP Browse
Server intertace | 172.16.250.100 | Shaw Dir

Titp Server  THtp Client ] Syzlog server ]

Host |10.10.10.1 Port [g3

File 15EF'E|:E BAFE7E11 3 cnf. xml
E!sgk 1Default ""| [ Send full path to server

o] pu | | % Thed32 e

e

i "_"“‘-.I 17 blocks transferred in 3 seconds
WY 0 block retransmitted

g

|"-'--'

oK

3. TEERE , BHRBXMLYE K EIvonGroupLiE . 1t~ 58~ BB & Y sectionFl certHash:

<vpnGroup>

<nt u>1290</ nt u>

<f ai | Connect Ti mre>30</ f ai | Connect Ti ne>
<aut hMet hod>2</ aut hMet hod>

<pswdPer si st ent >0</ pswdPer si st ent >

<aut oNet Det ect >0</ aut oNet Det ect >

<enabl eHost | DCheck>0</ enabl eHost | DCheck>
<addr esses>

<url 1>https://10.198. 16. 140/ VPNPhone</ url| 1>
</ addr esses>

<credenti al s>

<hashAl g>0</ hashAl g>

</ credenti al s>
</ vpnG oup>

RS

MR M EMRETE, BERU T AEMFIRAE IR , MXMLEREMbase 64 , Ftbi§—&



BAERAS —BRENUEREE, BFZHZES ; SIWNTRANSLATOR , BINARY,

4 [ HEX ] 6 [ BASEGY |
ES:7Ei81:EA:S9: 541 CL144:197:56: 78 DHEZ 41 :BCiDF:THiAS:31: SHEBERILWUSKZAjQ4kEMIZ mpMITY=
7&

B EE : RURIRERERTE |, RIVPNERTEEEASAG R ER |, W HERKHK

VPNE W & HIPREE

VPNEFEAFAXEEHFHSSL VPN, VPNEFFHMTEENRSHE L MEEACUCME THIER
HERBIFARR. RAVPNERFHELRELRHTTPEERD , AAIACEREERESEARE  #®
MK KM, VPNEHF# K RAVEREHE

- BERREARSFZERE K FSENBEFRNKEAETERISZK HBEBE.

- BREEAFERUTHEE

909: NOT 20:59:50.051721 VPNC: do_l ogin: got |ogin response

910: NOT 20:59:50.052581 VPNC:. process_login: HTTP/1.0 302 Tenporary noved
911: NOT 20:59:50.053221 VPNC:. process_login: login code: 302 (redirected)
912: NOT 20:59:50. 053823 VPNC:. process_login: redirection indicated

913: NOT 20:59:50. 054441 VPNC: process_login: new 'Location':

/ +webvpn+/i ndex. ht m

914: NOT 20:59:50. 055141 VPNC. set_redirect_url: new URL

<https://xyzl. abc. com 443/ +webvpn+/ i ndex. ht m >

CSDMIP®EFH


http://home.paulschou.net/tools/xlate/

B Al , IPEFET X ECisco Secure Desktop(CSD) , It HEASAH ABZIEH £ 15 4B CSDEFFR
SER,

B, BRASAR S ERACSD, £ASA CLIF#E Ashow run webvpn@i s :

ASA5510- F# show run webvpn
webvpn
enabl e outsi de
csd image diskO:/csd_3.6.6210-k9.pkg
csd enable
anyconnect image di sk0:/anyconnect-w n-3.1.00495-k9. pkg 1
anyconnect enable
ASA5510- F#

TREPEEEHBHWCSDBE , HEREASATH BERFR.

ASAB®E

YASA- 4- 724002: G oup <VPNPhone> User <Phone> | P <172.6.250. 9> WbVPN sessi on not
term nated. G sco Secure Desktop was not running on the client's workstation.

ASATRR

debug webvpn anyconnect 255

<sni p>

Tunnel G oup: VPNPhone, Client Cert Auth Success.
WebVPN: CSD data not sent from client
http_renove_aut h_handl e(): handl e 24 not found
<sni p>

FigE : EAnyConnectfE I EEHR SN AELES | BEREZRETERHAdebug webvpn
anyconnect, @ EIZIPibuEIR , HtJREREILAXEEA

EASA 8 2R EERAAH , #4ZEEtunnel-groupBIwebvpn-attributes T~ F& A without-csd @ ¥ :



tunnel-group VPNPhone webvpn-attributes

aut hentication certificate

group-url https://asab5520-c. ci sco. com VPNPhone enabl e
without-csd

HASAR RHRASR , ERTAIRER , Rt —MERT EREHMEEACSD,

EERRNEERZ2REEERASDM)F , B UEAREEREERRNCSD , MTHIFR :

Add AnyConnect Connection Profile —i
i | Enable the display of Radus Reject-Message on the logn screen when authentcation s rejected
= dduan:-ed

i General || Enable the display of Securld messages on the login screen
r-Client Addressing
& Authentication Connection Aliases |
-Secondary Authenticat | This S5L VPN access methad wil present 2 list of alases configured for al connection profiles. You must enable the
=-Authorization Login Page Setting in the main panel to complete the configuration.
Z An:\cnunhng | ; ; =

et AN LR % Add| @ Delete| (The table is inine editable,) &

Abas Enabled
Group LIRLS

This 551 WP access method will automatically select the connection profile, without the need for user selection,
% Add| [F Delete| (The table is indine editable.) @

LIRL Enabled

htps: fasa5520-c.cisco. com VPNPhone

ik Do not run Cisco Secure Desktop (CS0Y on dient machine when using group URLs defined above to acoess H:ne

' ASA. (If a dient connects using a connection alias, this setting is ignored.]

BiRE : £ Agroup-urlBIBACSDIh AL,

DAP3#5 &l



REZHHMETERIPEFEERIIASA | BEERTEE B E R (Microsoft, Linux, Mac OS)FRE
& (Android, i0S), HIt , REBEFERKDAP)FANBEREREEN , HPAZEIER
T , DfltAccessPolicy N FEEZ IR E B EMRK 1L,

MRIBEERN , FAVPNEFEELEBRHVDAPKR A, FRAESIE ( fConnection Profile ) , I
1§ #4558 E & Continue:

Policy Mame: _'-TP'hFhune

Description: ACL Priority: [0

Selection Criteria

Define the AAA and endpoint attributes used to select this access policy. A palicy is used when a user’s authorization attributes match
below and every endpoint attribute has been satisfied, These attributes can be created using the tables below and/for by expanding the
spedify the logical expression text.

:Llsar has ANY of the following AAA Attributes values.., and the following endpoint attributes are satisfied.
AAA Attribute  Operation/Value Add ' Endpoint 1D Mame/OperationValue
D :-:i' =]
(2 Add AAA Attribute ]
Advanced : o |
AAA Attribute Type: | Cisco -

~Accessfauthorization Policy A

Configure acoessfauthorizat [7] Group Palicy: = | |GroupPolicy_VPNPhone
group-policy hierarchy. The - . S
that are not specified in DAR "] Assigned [Pv4 Address: | =

Action | mmn{l Fil |_ | MS@"IEEI IPv6 Address:

[¥] Connection Profile:

Action: (@) Continue
' [C] username:

Specify the message that] | [ Usemame2: =

[ 5CEP Required: - true
User Message:

ok || cancel || Help i

MERERIPEFEIEEDAPER | BIASAS EDfltAccessPolicy ™ # 7R b AIEAR K BY -

YASA- 6- 716038: G oup <Dflt G pPolicy> User <CP-7962G SEP8CB64F576113> | P
<172.16. 250. 9> Aut hentication: successful, Session Type: WebVPN



%ASA- 7- 734003: DAP: User CP-7962G SEP8CB64F576113, Addr 172.16.250.9: Session

Attribute aaa.cisco.grouppolicy = G oupPolicy_VPNPhone

<sni p>

%ASA- 6- 734001: DAP: User CP-7962G SEP8CB64F576113, Addr 172.16. 250. 9,

Connecti on AnyConnect: The followi ng DAP records were selected for this

connection: DfltAccessPolicy

%ASA- 5- 734002: DAP: User CP-7962G SEP8CB64F576113, Addr 172.16.250.9: Connection
terminated by the following DAP records: DfltAccessPolicy

FEIREREAContinuefVIER T , BIPEFEUISEDAPEKIEE |, ATLUELR

YASA- 7- 746012: user-identity: Add |IP-User mapping 10.10.10.10 -

LOCAL\ CP- 7962G SEP8CB64F576113 Succeeded - VPN user

YASA- 4- 722051: G oup <G oupPol i cy_VPNPhone> User <CP-7962G SEP8CB64F576113> | P
<172.16. 250. 9> Address <10. 10. 10. 10> assigned to session

YASA- 6- 734001: DAP: User CP-7962G SEP8CB64F576113, Addr 172.16.250.9, Connection
AnyConnect: The following DAP records were selected for this connection: VPNPhone

#EDAtGrpPolicy = H AR M & Ky B

EFZERT |, DftGrpPolicy R A ZE:E R EE’JO i‘En BRT , BRIEEIPEFEELANVHERRE
PFEEEELRE , BARAIPEFESHEMEKE

MRHEDAGrpPolicyfé & , ARE S EERNE LS| HIIE -

- group-lock
- vpn-tunnel-protocol
- vpn-simultaneous-logins

. vpni@ 25

R EDFItGrpPolicy MGroupPolicy_VPNPhone R 17 A T Rl Eit B

group-policy DfltG pPolicy attributes
vpn-simultaneous-logins 0
vpn-tunnel-protocol ikevl ikev2 l2tp-ipsec ssl-clientless



group-lock value DefaultWEBVPNGroup
vpn-filter value NO-TRAFFIC

group-policy G oupPolicy_ VPNPhone attributes
W ns-server none

dns-server val ue 10.198. 29. 20

defaul t -domai n val ue ci sco. com

ERRE AR TEGroupPolicy_VPNPhone T Bf# 18 E B DfIltGrpPolicy 51 & , W ERABEAFEE
AHIXBIPESE,

RTBEEERR , FEEEEPFHEERENE

group-policy G oupPolicy_VPNPhone interna
group-policy G oupPolicy_VPNPhone attributes
W ns-server none

dns-server val ue 10.198.29. 20
vpn-simultaneous-logins 3
vpn-tunnel-protocol ssl-client

group-lock value VPNPhone

vpn-filter none

defaul t - domai n val ue ci sco.com

= EREDAtGrpPolicy I FERRE , 551 Ashow run all group-policyds  ; Lth & 51 F i H 2 Bf =
£

ASA5510- F# show run group-policy DfltGrpPolicy

group-policy DfltG pPolicy attributes

dns-server val ue 10.198.29.20 10.198. 29.21

vpn-tunnel - protocol ikevl ikev2 |2tp-ipsec ssl-client ssl-clientless
def aul t - domai n val ue ci sco.com

ASA5510- F#

ASA5510- F# sh run all group-policy DfltGrpPolicy
group-policy DfltG pPolicy internal

group-policy DfltG pPolicy attributes

banner none

Wi ns-server none

dns-server value 10.198.29.20 10.198. 29. 21

dhcp- net wor k- scope none

vpn- access- hours none

vpn-si mul t aneous-1 ogins 3

vpn-idle-tineout 30

vpn-idle-tineout alert-interval 1

vpn- sessi on-ti meout none

vpn-session-tineout alert-interval 1

vpn-filter none

i pv6-vpn-filter none

vpn-tunnel -protocol ikevl ikev2 |2tp-ipsec ssl-client ssl-clientless



AT 2EIBASDMAY AR R BS A A B M AV B I

NaimE; LG p Py Flame: WP e

Asrner: | Barer: I Irhesdt

SCER farwarding UAL: |
agdess Pooks;

[Fus Addrees Pow:

‘More Dptions

Aeddress Pocks;

SCLEF formanding URL: [ Inhent

o Imheril

TP Addieas Packy: [ Tnheit

iMaore Gptions
Tunnzing Protocsks: | Chendess S5L VPN [ 53 WPMCheant [ Turnelng Prosoeols: 7 tmhenit Chnntass 551 YPN = Chant
Filber: --hlone - Vb |7 Lrbent
ML Pokoy: == hane - HAL Poicy: [ Irbenl
Arcess Hore: (- Urreslicled — Aropas Hiim [&F kit
Smlan e Logie: & Sreukaneous Logins: |3 mherit
Realricl acieee b WLAN: = x |
st is il ok, Inealried. Restrict access to VLAN: [ trbent
Correction Profie (Turne Group) Ladk: | - Bene — 3
' Connecbon Profle (Tunne! Group) Locks [ [nhent
TMaamum Conect Time: | Unimited nnutes
Maxisun Conoecl Time: [ Iriweril ke Lk
1de Timeout: T hone |31 mirtes ;
ik Tincaziik: ¥ Inhwrit Kono miihes
Cnanart cardreroyal; @ Cwoorrect ) Keep f= connechon
On smart cand removal: |3 trkerit Disranncct Keen the conrectan

XA NEHT

F7962G IPEFE M BERA9.1. 1815 AAnyConnect VPNEFEX ERMEZRTE , ©ME2 =M
BABAE (AES):AES256-SHARIAES 128-SHA, MREASARKRIEE FRNEE | EESHIES 1
ASAHREFTR :

YASA- 7- 725010:
YASA- 7- 725011
YASA- 7- 725011
YASA- 7- 725008:
2 cipher(s).

YASA- 7- 725011

Devi ce supports the followi ng 2 cipher(s).

Ci pher[ 1] RC4- SHA

Ci pher[ 2] DES- CBC3- SHA

SSL client outside:172. 16. 250. 9/ 52684 proposes the foll ow ng

Ci pher[ 1] AES256- SHA
%ASA- 7- 725011: Cipher[2] : AES128- SHA

%ASA-7-725014: SSL 1lib error. Function: SSL3_GET CLIENT HELLO Reason: no
shared cipher

ERFASARERA T EEMZRIE | 5558 Ashow run all sslfIshow ssl &5 :

ASA5510- F# show run all ssl



ssl server-version any

ssl client-version any

ssl encryption rc4-shal aesl28-shal aes256-shal 3des-shal
ssl trust-point SSL outside

ASA5510- F#

ASA5510- F# show ssl

Accept connections using SSLv2, SSLv3 or TLSvl and negotiate to SSLv3 or TLSvl
Start connections using SSLv3 and negotiate to SSLv3 or TLSvl

Enabled cipher order: rc4-shal aesl28-shal aes256-shal 3des-shal

Di sabl ed ci phers: des-shal rc4-md5 dhe-aes128-shal dhe-aes256-shal nul |l -shal
SSL trust-points:

outside interface: SSL

Certificate authentication is not enabled

ASA5510- F#

CUCMEWE REE

VPNERTE R I AR IPREE

BICUCMLEMEE (#8R8. AFMEEER ) % , EACommon Phone Profile P #IVPNEZE :

1. BB EDevice > Device Settings > Common Phone Profile,



EN————— |
Device - | Application = User Management =  Bulk Administration + Help -

CTl Route Point
Gatekeeper
Gateway
Phone

Trunk

Remote Destination

Device Seftings 3 Device Defaults

Firmware Load Information
Default Device Profile
Device Profile

Phone Button Template
=oftkey Template

Phone Services i

SIP Profile

Commen Device Configuration

Common Phone Profile

2. WAVPNERR :

Common Phone Profile Configuration

Q Save x[llelete Copy %i Reset g Apply Config |:|'} Add New

VPN Information

VPN Group Phone -
WEM Profile Fhone -

3. EfnZ|Device > Phone , BRI EERC O BRGEFEHRE



wreg v | Device » | Appicafion » User Management + Bulk Administration + Help «
- T} ot Foiws (TSI RRTTH Back To Find/List
Galekeeper
soafl. Gataway
il [3
Phone
MAC BCBE4F576113
Trunk .
Desg Buto 1000
y Remote Destination -
Devi Default » View Details
Device Settings LA | . )
Com = None = ~ View Details
Fhone Button Template® Standard 79626 SCCP r
Softkey Template Mialtpr Phopee -
$ Common Phone Profile® Standard Common Phone Pru_*ﬁ:} -

BREBREAZ

BIPEFREXRESMREBEN S ZENE REFTEIJEMIC)HNAERHELSC), BSEE
ARERFENAnyConnect VPNEFERREF ] , LLUEIFEANEBERNRERE,

BEXRSFNRER , (fCUCMAMRBFZELRES ( BCA ) W HEAASA:

1. 2 AFCUCM,
2. Efn FUnified OS Administration > Security > Certificate Management,

3. EHREEB BRI INEE(CAPF)= Cisco_Manufacturing_CA;FE R BIBUR A B E RN 2
MICEERFERLSCEERF.

4. BERTHIAHER.

THERRE , BECLIHASDMEAZIASAT HEHFEHEECAEEZE A,


http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_configuration_example09186a0080bef910.shtml
http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_configuration_example09186a0080bef910.shtml

Certificate List (1 - 21 of 21)

Find Certificate List where File Name v begins with [ Find |[ clear Filer || 4 ”?
Cartificate Name Cartificate Typa .PEM File

tomcat certs tomcat.pem
ipsec certs peeC, peiT)
tomcat-trust trust-certs CUCHMBS pem
ipsec-trust trust-certs CUCMES. pam
caliianzgs sets Calizuzazy
CAPF certs CAPE.permn |
TS cens TWS.pam

allManager-trust trust-certs EISCD Manutacturing Eﬁ._gem I
CallManager-trust trust-certs CAP-BTP-001.pam
CallManager-trust trust-certs Cisco Root CA 2048.pem
CallManager-trust trust-certs CAPF-18cfl46e.pem
CallManager-trust trust-certs CAP-RTP-002, pem

ARERT , KBVPNNATEEFEHEE TMIC, 7960M7940EREFETMEMIC , FERKRNE
%18 &,J«XELSCtéi&EH’&O

BATNERIPERE (8811, 8841, 8851#18861 ) BIEHFMAIEIESHA2 CAEEMMICEE :

. CUCMERAR10.5(1)8 & L EEHHSHAZE &,
- MBETEREHCUCMIRAE | AIREEETHFWRIECARE , XA
& H F{ERICAPF-trust , LAMEEFE A LUEIBCAPFIETT B 17 B 5 LB HILSC,

MREAFFEFEFEASIP 5061 HIMICHETT F 08" , /G H L {EFICallManager-trust,

BF  WRCUCMETHETHREERA , 17— T LLELE LUEEISHA2 CA,

AR DREBLEBMICARLSCRE., BERXELSCHECUCMMNTLSERETTS 7 5MF
o HRMICREETRZIEE A RtREFEEAERAMICETTLSRESIANEMELE
WWEFEETAERRE, IRMICEIRE K BENTERBEAEL.

FRRBERT , MREFPFELSC , AIERSFFRESFEMIC , FORIFHSERALSC, MRE
AP EFEMICHILSC , A5 MhEBRBEALSC, MREFHFFHELSC , EFEMIC , IS ORIER
MIC,


http://www.cisco.com/security/pki/certs/cmca2.cer

B

w

FHIDBE

MRFEETEPHLAATE(CN)EEFANEBVPNEIREASARURL(group-url) T EE |

 FRRC(E  BREEFORE | LEASAEHSSLEE LK HEEACUCM,

3
euzt
H

CUCM LMY E#IDMEHEASAH E FHEEASA LA URLIEEAIE S

EASANSSLEERERAFTEE, SSLESTSHMSAN (EHAEENERE ) , AEER P
M REEREEE(FQDN)EIZURLE | BAHMITIRE.

T RBRENCNEZSFERERNURLA AR IPEFECHEHH.

1231: NOT 07:07:
1232: ERR 07:07:

stopping checks

1233: NOT 07:07:
1234: NOT 07:07:
1235: ERR 07:07:

32.445560 VPNC. DNS has wildcard, starting checks...

32.446239 VPNC: Generic third level wildcards are not allowed,
on host=(test.vpn.com) and dns=(*.vpn.com)

32.446993 VPNC. hostID not found in subjectAltNames

32.447703 VPNC. hostID not found in subject name

32. 448306 VPNC. hostIDCheck failed!!

EECUCMHERT#IDME |, 55E M EAdvanced Features > VPN > VPN Profile:

MTU™®

—Tunnel Parameters

1290

Fail to Connect® =

[ | Enable Host ID Check

B A S e



EHEASAHEAN AENHER

HASAL , BRI LA AT SRR B RS LA 1T B HRER -

| oggi ng enabl e
| oggi ng buffer-size 1048576
| oggi ng buffered debuggi ng

debug webvpn anyconnect 255

s - FEESERBAnyConnectfFAEN ARIBEH , ERBZRETERAdebug webvpn
anyconnect, ¥ EiZIPibuEIR , FHtJREFEIAXEEA

IPREE B &%

EURBEFEBAF , mRAWebs B IEE. B AZICUCM , A& EfZE|Device > Phone > Phone
Configuration. RESRA N TE EMIPESE , WK EIWeb AccessEB. HELEFERNERARIPES :

system = CallRouting - Media Resources +  Advanced Featurez ~ Device v A

Phone Configuration

Save Delete Cum.r Hezet Apply Config Add New
ol s K ) S - it

|—Pru|:luct Specific Configuration Layout— s T e

Dy Settings

\ Web Access SRR 2

R AR 30 B AR ERRLUE AL #T AR | A AR RIE R P FEUPEFECE ; (T MG ERR Tl
EREAEFENIPHEL, & U?"“%UEEITjtFIﬁEEMEI%*E%o HREBFSEEELARER , 8L
AREMAELER  IKRIESRNEA.



lllllllll CGHSOIE LOgS
CISCO

Cisco Unified IP Phone CP-7962G ( SEPSCB64F576113 )

Device Information

Network Configuration

/FS/cache/logl81
Network Statistics /FS/cache/logl82
3 /ES/cache/logl78
/FS/cache/logl 79
Access /FS/cache/logl80

Network

Ethernet Information

Device Logs

Console Logs

ASAHEHIPREE Bz My B E

AT RGIERBA a0 BA R 2R EASARIIPERERY B3t EATRAIH , ASALHRENMEESFEHRER
RENBENMETCR , RAASALNRECERAHMES,

ASAB®

%ASA- 7- 725012: Devi ce chooses ci pher : AES128-SHA for the SSL session with

client outside:172.16.250.9/50091

%ASA-7-725014: SSL 1lib error. Function: SSL3_READ BYTES Reason: tlsvl alert
unknown ca

%ASA- 6- 725006: Device failed SSL handshake with client outside:172.16.250.9/50091

BFE R



902: NOT 10:19:27.155936 VPNC: ssl_state_cbh: TLSv1l: SSL_connect: before/ connect
initialization
903: NOT 10:19:27.162212 VPNC:. ssl_state_cb: TLSv1l: SSL_connect: unknown state
904: NOT 10:19:27.361610 VPNC:. ssl_state_cb: TLSvl: SSL_connect: SSLv3 read server hello A
905: NOT 10:19:27.364687 VPNC. cert_vfy cb: depth:1 of 1, subject:
</ CN=10. 198. 16. 140/ unst r uct ur edNane=10. 198. 16. 140>
906: NOT 10:19:27.365344 VPNC:. cert_vfy cb: depth:1 of 1, pre_err: 18 (self signed certificate)
907: NOT 10:19:27.368304 VPNC. cert_vfy cb: peer cert saved: /tnp/leaf.crt
908: NOT 10:19:27.375718 SECD: Leaf cert hash = 1289B8A7AA9FFD84865E38939F3466A61B5608FC
909: ERR 10:19:27.376752 SECD: EROR secLoadFile: file not found </tnp/issuer.crt>
910: ERR 10:19:27.377361 SECD: Unable to open file /tnp/issuer.crt
911: ERR 10:19:27.420205 VPNC: VPN cert chain verification failed, issuer certificate not found
and | eaf not trusted
912: ERR 10:19:27.421467 VPNC: ssl_state_cb: TLSvl: write: alert: fatal:
unknown CA
913: ERR 10:19:27.422295 VPNC. alert_err: SSL wite alert: code 48, unknown CA
914: ERR 10:19:27.423201 VPNC:. create_ssl_connection: SSL_connect ret -1 error 1
915: ERR 10:19:27.423820 VPNC: SSL: SSL_connect: SSL_ERROR SSL (error 1)
916: ERR 10:19:27.424541 VPNC: SSL: SSL_connect: error:14090086: SSL
routi nes: SSL3_GET_ SERVER_CERTIFICATE:certificate verify failed
917: ERR 10:19: 27. 425156 VPNC:. create_ssl_connection: SSL setup failure
918: ERR 10:19: 27.426473 VPNC. do_l| ogin: create_ssl_connection failed
919: NOT 10:19:27.427334 VPNC:. vpn_stop: de-activating vpn
920: NOT 10:19:27.428156 VPNC. vpn_set_auto: auto -> auto
921: NOT 10:19: 27. 428653 VPNC:. vpn_set_active: activated -> de-activated
922: NOT 10:19: 27.429187 VPNC. set_login_state: LOGAN 1 (TRYING --> 3 (FAlILED)
923: NOT 10:19:27.429716 VPNC. set_login_state: VPNC : 1 (Loggingln) --> 3
(Logi nFai | ed)
924: NOT 10:19:27.430297 VPNC:. vpnc_send_notify: notify type: 1 [LoginFail ed]
925: NOT 10:19:27.430812 VPNC:. vpnc_send_notify: notify code: 37
[Ssl Al ertSrvrCert]
926: NOT 10:19:27.431331 VPNC: vpnc_send notify: notify desc: [alert: Unknown
CA (server cert)]
927: NOT 10:19:27.431841 VPNC:. vpnc_send_notify: sending signal 28 w value 13 to
pid 14
928: ERR 10:19: 27.432467 VPNC. protocol _handler: login failed

SpanZIPCERIEThRE

BRI EMERERIEFE, SENRERPE —EREBE,

BRRBRELHNFRNEEESE , FCUCM LR ASpan to PC PortXf FEABELE ., EEF S S EERF
AEEBIPC, EBEHER THEHWireshark UBE R EHE T Do



System + CallRouting = Media Resources +  Advanced Featurez  Device + A

Phone Configuration

B Save x]}elete Copy %H&s&t 4 Apply Config c&': Add New

|—Prm:|uct Specific Configuration Layout— e s
Param Settings
Span to PC Port™® Enabled =
EiBVPNERRFHNIPREEBE X

—EEFREER , FIPEFEEBAnyConnect it AN IDERE , EE T MERVPNEE, BERAR
, (B FERR TR — LR ERE.

HCUCMAEITHENE N , AR EXCATETE. A-ERR (KALRE, EE. BN

) ASHEEHERERE. BEMAZ@EEMEVPNEEFNASAEFER  BEMREEARSE
BmEE AL EBENER ; IREEAFORE. RENTIRAAL) , RREBRTES
AT

System = CallRouting ~ Media Resources =  Advanced Features - | Device - | Application

Phone Configuration CT1 Route Point

" Gatekeeper
5 Delet . copyll &3 Reset Apply Confi
LE i x = r‘ £F *ﬂ £ Rply Config Gateway
| Ly >Iatus: Heaay
| Phone

M : BEIPEFRVRRIRKE , ©EER/AZDHCPA R ZWRIPHEN, EEIPEFR
CUCMIZEWHEE , FEM G AN TFTPARSS. BECUCMER —ETFTP[ARSS.

ERERTEREFNEEE  FRIAEFETVERRED ERRE T TFTPRAMRRMIPAILL ; B
, A EFAADHCP AR AR AVIRIR150N F B EEFE LW TFTP, AILUEIBAnyConnectE &AL
TFTPEI AR =R,



MRIPEFEMRARDHCPRIREHZWTFTPREIREY , Bt RNIERE | B LER A TFTPRIRES
BIERBEDHCPARSSEHITFTPAREIPH, U TRENRAMAERBHETFTPARSS -

1. BB ZSettings > Network Configuration > IPv4 Configuration,
2. BT TAlternate TFTP (gATFTP ) 4 #IE,

3. REFEMN "Yes (B ) 1 BMBEAHMTFTPAMRSS ; BRI, FR 'E. B&, NRBHEEHE
, R #ER SRR A,

4. RBFTFEHE,

5. ETFTP Server 1’#2E T ER{ERATFTPE RS,

, BREBIMTER -

I Status Messages

CI5co Cisco Unified IP Phone CP-7962G ( SEP8CB64F576113 )

Device Logs
11:09:29 Trust List Updated

11:09:29 SEPSCB64F576113.cnf.xml.sgn
11:09:37 Trust List Updated
11:09:38 SEPSCB64F576113.cnf.xml.sgn

Console Logs
Core Dumps
Status Messages

Debug Display

11:11:24 Trust List Updated
11:11:24 SEPSCB64F576113.cnf.xml.sgn
08:21:45 Trust List Updated
08:21:45 SEPSCB64F576113.cnf.xml.sgn
08:22:02 Trust List Updated
08:22:02 SEPSCB64F576113.cnf.xml.sgn

MRBREFEERTFTPRRIBEIREREN , B RBITFTPEREER



Status Messages

Cisco Unified IP Phone CP-7962G ( SEPSCB64F578B2C)

11:51:10 Trust List Update Failed

11:51:10 TFTP Error : SEPSCB64F578B2C.cnf.xml.sgn
11:53:09 Trust List Update Failed

11:54:10 Trust List Update Failed

11:54:10 TFTP Timeout : SEPSCB64F578B2C.cnf.xml.sgn
11:54:31 TFTP Timeout : SEPSCB64F578B2C.cnf.xml.sgn
11:55:18 Trust List Update Failed

11:55:39 TFTP Timeout : SEPSCB64F378B2C.cnf.xml.sgn
11:58:00 Trust List Update Failed

11:58:00 TFTP Error : SEPSCB64F578B2C.cnf.xml.sgn

MFTASA SSLE®

MR EMAnyConnect VPNEFF R EWREIEE , EASASSLEERSBH , AIFEESMBIPER
HEZTE  LEOSESFEBAFNSSLES ; B NEVPNEREIEHZS.

MREEHREATASANRCAREMTIRESNES Y AFEE BT HEREERRE —HERS
(CA) , AIEREHRCUCMFMEE , RATCHRIFETE, BR , IREERATHHEE , ALBRER
ZFHY ; BRI, ASANIPER < HHVMEETTE , 3 B EFTEERER.

1. EASALBFTEE,
BIEE - BRAGEMAEF , S HASA 8. FAASDMBET W LZESSIBE, BVEBNELE
, WHEMFERAZIFTEVPN IPEFE 28 , T EE MAssl trustpoint <name> outside s % F& F
LHFRE,



http://www.cisco.com/en/US/products/ps6120/products_configuration_example09186a00809fcf91.shtml
http://www.cisco.com/en/US/products/ps6120/products_configuration_example09186a00809fcf91.shtml

2. EHFREE.

3. ¥ EEERPhone-VPN-TrustE EEACUCM,
BYEE - )X ECSCuh19734F AMEICN LEREKBEER — VPNEEFNERS

4. BfEICUCMAHVPNRBREEE K AREAFES. BE  CAWESRRE  AISIIHMNESU
K5 RIEFRASARHIE S

5. it BREARIPERE. BEZApply Config > Reset > Restart , LA{EEiBVPNEE & #H#Y
AREBE X ATIPERE, BAPMBIPEFRHEBVPNER , X B M EIRRRER)E
TFTP{RIARES o

6. EATFTPREMREBEENRERR , LEFIPEFCHITEEANRERER.

7. EASAF FERFTHISSLIEER , Y HBRERE.

FIEE : MMRASASSLEECIBH , WHIPEFEE X EIBAnyConnecti®E4R ; B LUSEHR (W
HIIASAR E/MZE ) HEADIPET. FEEIPEFTINTFTPRES L HIPH | EIPESE
A HRERRERA. FALHRTFTPRAKRS[TEGERER ; §lI0 , FASALEBITEER IS
REEEMRRIBTFTPRRES.


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuh19734
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