EREAP-TTLSE.LEEMER & B 1 ERFE

H &

2 HTISE RADIUSENEE B 5
HERRN
ERERE

ZHNAM B 5

A EN B E R £ F FimNAMACisco ISE L FAEAP-TTLS(EAP-MSCHAPV2)E & E iS5
RESHHRE.
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&K

BRESCERBUNEBREATEE
- BBE BRI 5% (ISE)

o BEMEHERMAREDTEENAM)
- EAPIIE

BRA T
AXFHEARRIBI T B ANBEERRA
- BB BRI 5| (ISE) 3.4 kR

« £RACisco IOS® XEEX B AR #16.12.01KICO3003 i ER
- Windows 10 ProfR#x22H2 , ;9 19045.3930

ANFHEFRRBEREEREREANKEERNEY. XPEAINMEREETREHER (AR

) BVIERERE B, MRIEHVMREREET |, FERERBEMESTRERNTE,

A B Fh =

> 2\
E <<:'>| ISE

—u
Windows PC Cisco Switch ISE
with (802.1x authenticator) (Authentication Server)

Secure Client NAM

AXIE
1A

FE1E 0 . TEMEZESecure Client NAM ( FEERFHRIEESS )

5881, Bi{ECisco Software Download, EERIESHT , WAL EFiK5.

I B E R BIE AR AR5.1.11.388, REREBEAFEHBL EZHITH.
ETHEEL  ZIX THENLLEFF iKAIHEZ(Windows).

Active Directory
(Identity Store)


https://software.cisco.com/download/home

Cisco Secure Client Pre-Deployment Package (Windows) - 22-Aug-2025 129.05 MB
includes individual MSI files

@

cisco-secure-client-win-5.1.11.388-predeploy-k9.zip

Advisories [

Mt&E : Cisco AnyConnectE2#ER , THERRNERB THRULH LA,

SR THIHBEE  R—T "Setupa



Profiles File folder 8/14/2025 4:55 PM

Setup File folder 8/14/2025 4:56 PM
ﬂ‘ cisco-secure-client-win-2.9.0-thou... Windows Installer Package 10,172KB No 11,204KB  10% 8/14/2025 4:04 PM
ﬂ cisco-secure-client-win-5.1.11.388-... Windows Installer Package 19886 KB No 22,535KB  12% 8/14/2025 4:47 PM
ﬂ cisco-secure-client-win-5.1.11.388-... Windows Installer Package 5404KB No 6956KB 23% 8/14/2025 4:48 PM
ﬂ cisco-secure-client-win-5.1.11.388-.. Windows Installer Package 3470KB No 4738KBE 27T% 8/14/2025 4:31 PM
ﬂ cisco-secure-client-win-5.1.11.388-... Windows Installer Package 5289KB No T136KB 26% 8/14/2025 4:28 PM
ﬂ cisco-secure-client-win-5.1.11.388-... Windows Installer Package 22159KB Neo 24112KB 9% 8/14/2025 4:42 PM
ﬂ cisco-secure-client-win-3.1.11.388-... Windows Installer Package 3245TKB No J4035KB 5% 8/14/2025 4:27 PM
ﬂ cisco-secure-client-win-3.1.11.388-... Windows Installer Package 2080KB No 3082KB 33% 8/14/2025 4:49 PM
ﬁ cisco-secure-client-win-5.1,11.388-... Windows Installer Package 3955KE Mo 5287TKB 26% B/14/2025 4:39 PM
ﬂ‘ cisco-secure-client-win-3.1.11.214..  Windows Installer Package 26,383KB  No 31,876KB  18% 8/14/2025 4:04 PM
[ Setup Application 375KB No 1,01TKB 63% 8/14/2025 4:32 PM
[ setup HTML Application 5KB No 23KB 82% 8/14/2025 4:09 PM

BREZipHE

S$ER3. K% Core & AnyConnect VPN, Network Access Manager2i & Diagnostics and Reporting T
S48,



Select the Cisco Secure Client 5.1.11.388 modules you wish
to mnstall:

Core & AnyConnect VPN
Start Before Login
Network Access Manager
Secure Firewall Posture
Network Visibility Module
Umbrella

m ISE Posture

m ThousandEves

m Zero Tist Access

m Select All

m Diagnostic And Reporting Tool

m Lock Down Component Services

ZLEFRRERR
B—T "REMERA. -
SR ZERFRENRE, Z—TOKEEHHBEE.




Cisco Secure Client Install Selector X

You must reboot your system for the installed changes to take effect.

o |

BEEFHB B RS
F28y . TRHARRZLEFFHNAMEBERFESR

SR, A EREZEEFHREREN THRE LRI EERRER, LEERGIMEMS5.1.11.388R%E

o

Profile Editor (Windows) 22-Aug-2025 14.76 MB v\

tools-cisco-secure-client-win-5.1.11.388- profileeditor-k9.msi
Advisories [

A SRR
TR L EEEERFEES.
SRR BITMSIER.



#¥ Cisco Secure Client Profile Editor Setup x

Welcome to the Cisco Secure
Client Profile Editor Setup
Wizard

The Setup Wizard will install Csco Secure Chent Profie Editor
on your computer, Chck Next” to continue or "Cancel” to
exit the Setup Wizard,

EEERRERZERRA

S ER3 £ A Typical setupiZIE I ZFENAM Profile Editor,



‘ﬂ Cisco Secure Clhent Profile Editor Setup b4

Choose Setup Type
Choose the setup type that best suits your needs

Typical
most users.

Custom

-.f

S@ Abyws users to choose which program features wil be nstaled
and where they wil be nstalled, Recommended for advanced
L.

# Complete
ﬁﬂg Al program features will be installed, (Regquires most disk
soace]

Advanced Instaler

< Badck MNext > Cancel

BBEEREERZERER

E3% 9 : AFFNAMISREWindowsREUE 1%

FERERT , EWindows 10, Windows 11FWindows Server 2012 L |, ¥ R & FH L B FRE
HRENAMBREKENREJEFTENEKZE., Hit , BRIEEAXZESE  SREASKZEEN
BB OREBETRIER,

ERANAMIG B EKEIE , FESZFPIRRE L FEAMicrosoft KB 274312718 @2



https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/release/notes/release-notes-cisco-secure-client-5-1.html#ID-1454-000002d1

AR PEREHEEWIndowsEHETREHBENBE. EETER BB LEDE
3

$EB1, EWindowsE S+ , 8 Aregedit , A% L — T Registry Editor,



Alf e Gy LR O W

Best match

rae  Registry Editor

*3a:rn'

Erlated “regedet mrs

wearch the web

B regedit - See more search results 3
L regedit exe >
A regedit windows 11 >
L regedit nun »

o

Fsechit windows 10 ."-'



EARRFIG , PSNET B & Z HAvarshaah.varshaah.locali82., Eit , AR B]/Common
Nameld.localfE B, LR RIERR MRS EEAP-TTLSTREIBBETIESE,

BB AR E R IRBEHR(PSN)EAPE HREREN A AEH,

- fECertificate Trusted Authority & , EM{EZE T A,
ELL R | EFEHTrust any Root Certificate Authority(CA)IRIE ( ZEEEERK L) . ™
TRIIBIFECAESE.,

EALLEE |, WindowsR EREEHRRE — EREAE-ZEANRESARBE-FE (A
EERREE ) FEENBEEEENEFEAPES.

- BR—TT—F#E,



MNetworks
Profile: Untitled

Certificate Trusted Server Rules

T S ———————)

Certficate Feld Match Vale
Common Mame w  endswath w Jocal
Resgror it
Certrficate Trusted Authority

() Trust any Root Certificate Authority (CA) bnstalled on the OF

() Inchade Root Cortifcate Autherity (CA) CorSficabes

NAME EfE RimERTE

5 E86.7£Machine CredentialsZB% , i##2Use Machine Credentials , ## 3% — T Nexto.



Metworks
Profile: Untitled

Belnctungs Ticesnibty
Unprotected Idendity Paktemo Pt B S

Machine Credenbals
() Lise Maching Credeniisls

() Use Stale Credensaly

Feact Gl

NAMEC B 18 SRim 5 28 iR
TRITBERAFSHHEERD .
« FEEAP Methods N iEIEEAP-TTLS,
« fEInner Methods T , i###Use EAP Methods , AZIZIEEAP-MSCHAPV2,

« & "Nextsy (T—% ),



MNetworks
Profile: Untitled

EAP Methods
() EAP DS () EReTLS
() EAP-MECHAPY2 (®) EAR-TTLS
() Eap-GTC () PEAP
() EAPFAST
[_] Extersd user connection beyond log off
EAP-TTLS Settngs
f] Valdate Server Identay
[] Erable Fast Reconnext
Bwir Mo
() e EAP Methads
] Ear#s
A Eap pscrapvz |
() PAP fegacy) (7) MECHAP fegacy)
(0) CHAP (egacy) (T MSCHAPY2 fegacy)
Mt Careel

NAME B 1% iR A & 5 DR
SREAEBREF , RESRFIRMMHEIBFRFR A,

% B89 fE User Credentials¥ , i#1ZUse Single Sign-On Credentials , &% — T Done,



Metworks
Profile: Untitled

User [denbity
Urprodected [densty Patlsmo STy

Profected [denbity Pattern: [ rame]

Umer Credentas
() U Single Sign On Credentisls

() Prompt for Credentisls
Fermembser Forever
Rprrarrdeer e LMoy o | aned O
Fewer Bismsmhey

() U Seate; Crederitials

Passwodd!

[ ooe ]| | coce

NAMBES B 1% 545 48 25 (2 /3 5 B R
EeEly  MEMEEEER

SEB1.3%Z—T TFiles > "Savey »



B} Crico Secure Clent Profile Editor - Network Access Manager

File Help
Mew  mmanage | Networks
Y
Open... or, Py Profile: Untitled
_S.ch... - Metwork
M Mada Type o™
Exit g:d wred Gighal

NAME EfE RiRERRBFREEE

ER2.fEnewConfigFiles & ¥l 3 1§ 8 38 5 77 A configuration.xml,



B videos
= s Local Dk (1)
(=i FrogramData
syt | b . Aopbcaton Dats
Ciscn
IIII ICHROD Teung et
Fiatvdrk Rooess lLarde
Desktop l riewi o g des
A
= -
Dacumenss
This: PaC

.i'i e e conSouratsn, sl
Tr— Fies of type: | o Files

RERRBEE

SBTE S - AR EEEAAA

C9300-1#sh run aaa
|
aaa authentication dotlx default group Tabgroup
aaa authorization network default group Tabgroup
aaa accounting dotlx default start-stop group labgroup
aaa accounting update newinfo periodic 2880
|
!
!
|
aaa server radius dynamic-author
client 10.76.112.135 server-key cisco
!
!
radius server Tlabserver
address ipv4 10.76.112.135 auth-port 1812 acct-port 1813
key cisco
!
|
aaa group server radius Tabgroup

server name labserver
1

-] E:g,




|
|

!

aaa new-model

aaa session-id common
|

|

C9300-1(config)#dotlx system-auth-control

= A,

Mt&EE : dot1x system-auth-control@s & T & H RFEshow running-confighii i , (B E E&X s
TR MRAB02.1X,

A802. IXE BN :



C9300-1(config)#do sh run int gigl/0/44
Building configuration...

Current configuration : 242 bytes

|
interface GigabitEthernetl/0/44
switchport access vlan 96
switchport mode access
device-tracking

authentication
authentication
authentication
authentication
authentication

order dotlx mab
priority dotlx mab
port-control auto
host-mode multi-auth
periodic

mab
dotlx pae authenticator
end

$F8% 4 : ISEEE
S E81.1EISE LBl B 3Tk,
B & % Administration > Network Resources > Network Devices , #A#%1%& — TAdd.

FE M BR8N A SR B AP 3t

Administration / Metwork Resources

= lub |dentity Services Engine

J| Bookmarks Network Devices Network Device Groups Network Device Profiles External RADIUS Servers More

[}
Dashboard I Netwark Devices
51 EAP-TTLS-lab
_ fau
1 Context Visibility SetstiCevics Network Devices
Wor i

Devies Security Settings
"\ Operations
Name EAP-TTLS-lab
l Policy

Description
4. Administration

i Work Centers

IP Address . " IF 10.127.196.56 | 32 &

BB EEISE

WARADIUSHAER  HemAEXBRE LEENHLAERAER,



il Identity Services Engine Administration / Network Resources

J|  Bookmarks Metwork Devices Network Device Groups Metwork Device Profiles External RADIUS Servers More

8% Dpashboard e B -~ RADIUS Authentication Settings

1 Default Device

> Context Visibliity R RADIUS UDP Settings
9. Operations Protocal RADIUS
' Policy Shared Secret Show
4 Administration [CJ use Second Shared Secret (0
Al Work Centers Second Shared
Secret Shaw
7! Interactive Features CoA Port 1700 Set To Default
RADIUS# i #7&ISE
SB2.BE S BRF,
- BRIEES>FHEE>SHRFY,
« B—TAJALBRAFHEGRE,
« fXAuthentication Search List Tt & & 4R
Iy 1 E&AF TTLS
Identity Source Sequence
Identity Source Sequence
= — EAP_TTLS
Dsuer -
~ Cartificate Based Authentication
| = A e B T e e L L.\:"" FeEdla |:"I:l o

< duthentication Search Ligt

A sit ol identity Souroes that will be SOOEssEd W SEgusncd untl first suthanboation Ul DeEds

Aivallabio =olering

A&l AL Join Poids v shah-ad

2= 2 Inlirngl UHgrs



ISE& 3R 5
SRR EEREE,

EfnFlPolicy > Policy Sets , AR B FAIRILE, BRHEEAWired_802.1x=R
Wireless_802.1x, ¥i#Allowed Protocols , i#1ZEDefault Network Access:

POHCY Sets Reset Policyset Hitcounts

Status Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits Actions View

| Wired_g02.1%

L] EAP-TTLS orR letwork 0 {Ej} >

Wireless_802.1X
EAP-TTLSRBEER TE

AdotIxEY FMHRERE  URESRIPEINFGFF5.

v Authentication Policy(2)

+) Status Rule Name Conditions Use Hits
@
Wired_802.1X
() Dot1x OR 0
[F wireless_802.1x > Options
(-] Default [i]
> Options

EAP-TTLSE B FE R BE

HRBRERE BRI E=/EFRENRA, F—EARGREFEHEAP-TTLSREREN &4, =1
FRHFEBREEAP-MSCHAPV2 R B RERZBEAPE %, E=ERHBER BADMAE,



“ Authorization Policy(3)

(¥) Status Rule Name

@

@  user Authentication  AND 4

e
5]
]
o Machine
H AND
- ° Authentication
a

Dot xiZfE K g

BRRE

Conditions

MNetwoark Access-EapTunnel
EQUALS EAP-TTLS

Network
Access-EapAuthentication
EQUALS EAP-MSCHAPWZ

wvarshaah=-ad-ExternalGroups
EQUALS
varshaah.local /Bulltin/Users

Network Access-EapTunnel
EQUALS EAP-TTLS

Network
Access-EapAuthentication
EQUALS EAP-MSCHAPv2

varshaah-ad-ExternalGroups
EQUALS
warshaah.local/Users/Domain
Computers

Results

Profiles

A A E R E Windows 10E [ , b AT LAGHEEREZE A,

fis & BRFE

Time Status Detalls Repeat .. Identity
wr Idontity

Sep 73, ... [ & [

Sep 23, .. a a

BNEs BREE L B 175 E

host/DESKTOP-05CE4R3

host/DESKTOP-QSCE4P3

Endpoint ID

Endpoint ID

B4:96:91:26:E9;

B4:96:91:26E9:AB

Endpoint Profile

Endpeint Profile

Intel-Device

Intel=Device

ERERBREAZIPCH , SBRERESORE.

Security Groups

HEHTRwindowsEAEE |

Authentication Policy Authorization Policy

Authentication Policy Autharization Policy
EAP-TTLS »>> Dotix EAP-TTLS >> Machine Authentication

EAP=TTLS »» Dotlx EAP-TTLS »» Machine Authentication

Hits Actions

Authorization Profiles

Authorizatien Profiles

PermitAccess

ParmitAccess



Cisco Secure Client | EAP-TTLS

Please enter your username and password for the

network: EAP-TTLS
Username: labuser
Password: St
Show Password

[ o< ]| conce

EAESHRERIE



MiEE . LRI {E A Active DirectoryE & BRIFE T ERE. IE , B JUEERISES
BIUAMEAELFERELRTEEA,

HaABRLRIBRER  KinBBERES ORI ERIER.



9 Cisco Secure Client — X

ﬁ AnyConnect VPN:

p Ready to connect.
<

[ASA (IPsec) IPv4

Network:
Connected (10.127.196.57)

@

EAP-TTLS W -

— e —_—— e e e e

ﬁ ||IF||I|I
CixCD
2ELEEAP-TTLS

5 Reset Repeat Counts (T Export To Filter &

Time Status Details Repea... Identity Endpoint ID Endpoint Profile Authentication Policy Authorization Policy Authorization Profiles
X i Identity Endpoint 10 Endpoint Profile Authentication Policy Authorization Policy Autharization Profiles
Sep 23, ... . a o labuser B4:96:01:26:ED:AB Intel-Device EAP-TTLS s> Dotlx EAP-TTLS »» User Authentication PermitAccess
Sep 73, .. ] a labuser B4:96:91:26:ER:0B Intel=Devics EAP-TTLS »> Dotlx EAP=TTLS == Usar Authantication PermitAccess
== £ 5
BNBS B S A& S 10 BRE

2 #1SE RADIUSEN B B 5%
AERETHARBRIIETEK S HREMERE S HREBAVRADIUSEIRBEHEE .

HeRE R

i

11001 Received RADIUS Access-Request 11017 RADIUS created anew session ... ... 11507 Extracted EAP-Response/Identity 12983
Prepared EAP-Request proposing EAP-TTL Swith challenge.... ... 12978 Extracted EAP-Response containing EAP-TTL S challenge-
response and accepting EAP-TTL S as negotiated 12800 Extracted first TLS record; TL S handshake started 12805 Extracted TLS ClientHello
message 12806 Prepared TL S ServerHello message 12807 Prepared TL S Certificate message 12808 Prepared TL S ServerK eyExchange message
12810 Prepared TL S ServerDone message ... ... 12803 Extracted TL S ChangeCipherSpec message 12804 Extracted TL S Finished message
12801 Prepared TL S ChangeCipherSpec message 12802 Prepared TL'S Finished message 12816 TL S handshake succeeded ... ... 11806



Prepared EAP-Request for inner method proposing EAP-M SCHAP with challenge 12985 Prepared EA P-Request with another EAP-TTLS
challenge 11006 Returned RADIUS Access-Challenge 11001 Received RADIUS Access-Request ... ... 12971 Extracted EAP-Response
containing EAP-TTLS challenge-response 11808 Extracted EAP-Response containing EAP-M SCHAP challenge-response for inner
method and accepting EAP-M SCHAP as negotiated ... ... 24431 Authenticating machine against Active Directory - varshaah-ad 24325
Resolving identity - host/DESK TOP-QSCE4P3 ... ... 24343 RPC Logon reguest succeeded - DESK TOP-QSCE4P3$@varshaah.local 24470

M achine authentication against Active Directory is successful - var shaah-ad 22037 Authentication Passed ... ... 12971 Extracted EAP-
Response containing EAP-TTLS challenge-response 11810 Extracted EAP-Response for inner method containing M SCHAP challenge-response
11814 Inner EAP-M SCHAP authentication succeeded 11519 Prepared EAP-Success for inner EAP method 12975 EAP-TTL S authentication
succeeded ... ... 15036 Evaluating Authorization Policy 24209 Looking up Endpoint in Internal Endpoints IDStore - host/DESK TOP-QSCE4P3
24211 Found Endpoint in Internal Endpoints IDStore 15048 Queried PIP - Network Access.Device P Address 15048 Queried PIP - Network
Access.EapTunnel 15016 Selected Authorization Profile - PermitAccess... ... 11002 Returned RADIUS Access-Accept

EREBmE

11001 Received RADIUS Access-Request 11017 RADIUS created a new session ... ... 11507 Extracted EAP-Response/ldentity 12983
Prepared EAP-Request proposing EAP-TTL Swith challenge.... ... 12978 Extracted EAP-Response containing EAP-TTL S challenge-
response and accepting EAP-TTL S as negotiated 12800 Extracted first TLS record; TL S handshake started 12805 Extracted TLS ClientHello
message 12806 Prepared TL S ServerHello message 12807 Prepared TL S Certificate message 12808 Prepared TL S ServerK eyExchange message
12810 Prepared TLS ServerDone message ... ... 12812 Extracted TL S ClientK eyExchange message 12803 Extracted TL S ChangeCipherSpec
message 12804 Extracted TL S Finished message 12801 Prepared TL S ChangeCipherSpec message 12802 Prepared TL S Finished message
12816 TL S handshake succeeded ... ... 11806 Prepared EAP-Request for inner method proposing EAP-M SCHAP with challenge 12985
Prepared EAP-Request with another EAP-TTLS challenge 11006 Returned RADIUS Access-Challenge 11001 Received RADIUS Access-
Request ... ... 12971 Extracted EAP-Response containing EAP-TTLS challenge-response 11808 Extracted EAP-Response containing EAP-
MSCHAP challenge-response for inner method and accepting EAP-M SCHAP as negotiated ... ... 24430 Authenticating user against Active
Directory - varshaah-ad 24325 Resolving identity - labuser@varshaah.locdl ... ... 24343 RPC Logon request succeeded - |abuser@varshaah.local
24402 User authentication against Active Directory succeeded - var shaah-ad 22037 Authentication Passed ... ... 12971 Extracted EAP-
Response containing EAP-TTLS challenge-response 11810 Extracted EAP-Response for inner method containing M SCHAP challenge-response
11814 Inner EAP-M SCHAP authentication succeeded 11519 Prepared EAP-Success for inner EAP method 12975 EAP-TTL S authentication
succeeded ... ... 15036 Evaluating Authorization Policy 24209 Looking up Endpoint in Internal Endpoints IDStore - labuser 24211 Found
Endpoint in Internal Endpoints IDStore 15048 Queried PIP - Network Access.Device |P Address 15048 Queried PIP - Network
Access.EapTunnel 15016 Selected Authorization Profile - PermitAccess.... ... 11002 Returned RADIUS Access-A ccept

NAMBH ( RAEREMABERAFREH 2R ) IEREER , HPABoER Eﬁl@éﬂ’g A LA 2B
o AEBHIHFARIT , LUERNAMEVRRERNEESR, ELREAFK , SELEAREZTE
ﬁ’\‘%ﬂ B &5 B AR AR EB 0

HERRRE

2160: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.696 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11812][comp=SAE]:

FFinEIR B AR X MBHVEAP-TTLSE RS , WRMBEAP-TTLSEFE., ERBME ORMFERBEN

80



E%EO

2171: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.696 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11812][comp=SAE]: EA
2172: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.696 +0900: %csc_nam-6-INFO_MSG: %[tid=11812] [comp=SAE]: CER
2173: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.696 +0900: %csc_nam-6-INFO_MSG: %[tid=11812] [comp=SAE]: CER

B FinftISE# K Server Hello , If 5 45 5% & {7l iR 8% 7 & (CN=varshaah.varshaah.local)e E& Fim

MEER TP RIE S ARG LUEITRRE

2222: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.696 +0900:
2223: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.696 +0900:

EXIIEBREMMRSEES , ftMTK T TLSRRERE M,

2563: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.789 +0900:
2564 : DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.789 +0900:
2565: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.789 +0900:

%csc_nam-6-INFO_MSG: %[tid=11768]: Validating th
%csc_nam-6-INFO_MSG: %[tid=11768]: Server certif

%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:

%[tid=11768]: Network EAP-
%[tid=11812] [comp=SAE]: NE
%[tid=11768]: Network EAP-

EFm#ZLCERSMRENAR. MTEHEMERAEL , ¥ ERMREERSERS
USER_T_NOT_DISCONNECTED , R REMBRE T UEERE.

2609:
2610:
2611:
2612:
2613:
2614:
2615:

DESKTOP-QSCE4P3:
DESKTOP-QSCE4P3:
DESKTOP-QSCE4P3:
DESKTOP-QSCE4P3:
DESKTOP-QSCE4P3:
DESKTOP-QSCE4P3:
DESKTOP-QSCE4P3:

Sep
Sep
Sep
Sep
Sep
Sep
Sep

25
25
25
25
25
25
25

2025
2025
2025
2025
2025
2025
2025

13:
13:
13:
13:
13:
13:
13:

01:
01:
01:
01:
01:
01:
01:

44,
44,
44,
44,
44,
44,
44,

821
821
821
821
821
821
821

+0900:
+0900:
+0900:
+0900:
+0900:
+0900:
+0900:

%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:

%[tid=11768]: Network EAP-
%[tid=11824] [comp=SAE]: NE
%[tid=11768]: Network EAP-
%[tid=11824] [comp=SAE]: NE
%[tid=11768]: Network EAP-
%[tid=11824] [comp=SAE]: NE
%[tid=11768]: Network EAP-

T EF#, Eauthenticated, NAM AccessStateMachine i #: SACCESS_AUTHENTICATED, i&

B fEE I TEA S B Y BB ST A R AT

EREBmE

100: DESKTOP-QSCE4P3: Sep 25 2025 14:01:26.669 +0900: %csc_nam-7-DEBUG_MSG: %[tid=9664]: Network EAP-TT

NAME FimBFBEAP-TTLSEFBRE,



195: DESKTOP-QSCE4P3: Sep 25 2025 15:09:11.780 +0900:
198: DESKTOP-QSCE4P3: Sep 25 2025 15:09:11.780 +0900:

%csc_nam-7-DEBUG_MSG: %[tid=3252]: Binding adapte
%csc_nam-7-DEBUG_MSG: %[tid=3252]: Network EAP-TT

NAMAS I N E R B ZIEAP-TTLSHB K I 1 AACCESS_ATTACHED#REE , BN EH X HHT

ETEHRE,

204: DESKTOP-QSCE4P3: Sep 25 2025 15:09:11.780 +0900:
247: DESKTOP-QSCE4P3: Sep 25 2025 15:09:11.780 +0900:

%csc_nam-7-DEBUG_MSG: %[tid=3252]: Network EAP-TT
%csc_nam-7-DEBUG_MSG: %[tid=3680] [comp=SAE]: STAT

®802.1XxHu s , B IHMATTACHEDE#Z|CONNECTING,

291: DESKTOP-QSCE4P3: Sep 25 2025 13:15:36.388 +0900:

B FIBEXEAPOL-Start LA 53 5 0 B F B TR,

331: DESKTOP-QSCE4P3: Sep 25 2025 13:15:36.435 +0900:
332: DESKTOP-QSCE4P3: Sep 25 2025 13:15:36.435 +0900:
340: DESKTOP-QSCE4P3: Sep 25 2025 13:15:36.435 +0900:

RIBUFERFD , EFRERERNBEDETER,

402: DESKTOP-QSCE4P3: Sep 25 2025 13:15:36.685 +0900:
422: DESKTOP-QSCE4P3: Sep 25 2025 13:15:36.685 +0900:
460: DESKTOP-QSCE4P3: Sep 25 2025 13:15:36.685 +0900:

NAMEE SN ERIER . FEERIERT , B8 Aanonymous
) o

488: DESKTOP-QSCE4P3: Sep 25 2025 13:15:36.497 +0900:
489: DESKTOP-QSCE4P3: Sep 25 2025 13:15:36.497 +0900:
490: DESKTOP-QSCE4P3: Sep 25 2025 13:15:36.497 +0900:
491: DESKTOP-QSCE4P3: Sep 25 2025 13:15:36.497 +0900:

FFin M@ RIFHEEEREAP-TTLSEANET *.

%csc_nam-7-DEBUG_MSG: %[tid=6644] [comp=SAE]: 8021

%csc_nam-7-DEBUG_MSG: %[tid=6644] [comp=SAE]: PORT
%csc_nam-7-DEBUG_MSG: %[tid=6644][comp=SAE]: 8021
%csc_nam-7-DEBUG_MSG: %[tid=6644][comp=SAE]: EAP

%csc_nam-7-DEBUG_MSG: %[tid=9580]: EAP-CB: creden
%csc_nam-7-DEBUG_MSG: %[tid=6088]: EAP: processin
%csc_nam-7-DEBUG_MSG: %[tid=6088]: EAP: credentia

RARMARERAESOHRE (MAREMK

%csc_nam-6-INFO_MSG: %[tid=6088]: EAP: EAP sugges
%csc_nam-6-INFO_MSG: %[tid=6088]: EAP: EAP reques
%csc_nam-7-DEBUG_MSG: %[tid=6088]: EAP: EAP metho
%csc_nam-7-DEBUG_MSG: %[tid=6088]: EAP: credentia



660: DESKTOP-QSCE4P3: Sep 25 2025 14:01:27.185 +0900: %csc_nam-7-DEBUG_MSG:
661: DESKTOP-QSCE4P3: Sep 25 2025 14:01:27.185 +0900: %csc_nam-7-DEBUG_MSG:

Z FinEiXClient Hellod Y Server Hello , EHhGIEISERE,

706:
717:
718:
719:
726:

DESKTOP-QSCE4P3:
DESKTOP-QSCE4P3:
DESKTOP-QSCE4P3:
DESKTOP-QSCE4P3:
DESKTOP-QSCE4P3:

Sep 25
Sep 25
Sep 25
Sep 25
Sep 25

2025
2025
2025
2025
2025

13:04
13:04
13:04
13:04
13:04

131.967
131.967
131.967
:31.983
:31.983

+0900:
+0900:
+0900:
+0900:
+0900:

%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:

%[tid=8296] [comp=SAE]: EAP
%[tid=8296] [comp=SAE]: EAP

%[tid=11932] [comp=SAE]: 802
%[tid=11932] [comp=SAE]: EAP

%csc_nam-6-INFO_MSG: %[tid=11932] [comp=SAE]: CERT
%csc_nam-6-INFO_MSG: %[tid=11932] [comp=SAE]: CERT

%csc_nam-7-DEBUG_MSG:

%[tid=11932] [comp=SAE]: EAP

BETRFRERE, EFHEMCN varshaah.varshaah.local , {2 CREBELEHIFFE, BFERE
X509 SFE=E,

729: DESKTOP-QSCE4P3: Sep 25 2025 13:04:31.983 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11932] [comp=SAE]: EAP
730: DESKTOP-QSCE4P3: Sep 25 2025 13:04:31.983 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11916] [comp=SAE]: EAP

1110: DESKTOP-QSCE4P3: Sep 25 2025 13:04:42.044 +0900: %csc_nam-7-DEBUG_MSG:
1111: DESKTOP-QSCE4P3: Sep 25 2025 13:04:42.044 +0900: %csc_nam-7-DEBUG_MSG:

BRBEEREMN. NAMBREBRRLERZREFN S DNBIRIETAS S DBE.

1527:
1528:
1573:
1574:
1575:

DESKTOP-QSCE4P3:
DESKTOP-QSCE4P3:
DESKTOP-QSCE4P3:
DESKTOP-QSCE4P3:
DESKTOP-QSCE4P3:

Sep 25 2025 13:04:42.169
Sep 25 2025 13:04:42.169
Sep 25 2025 13:04:42.184
Sep 25 2025 13:04:42.184
Sep 25 2025 13:04:42.184

+0900:
+0900:
+0900:
+0900:
+0900:

TLSEF /K. RECEUARRKETRINZT2RBE,

1616: DESKTOP-QSCE4P3: Sep 25 2025 14:01:46.262
1620: DESKTOP-QSCE4P3: Sep 25 2025 14:01:46.262
1689: DESKTOP-QSCE4P3: Sep 25 2025 14:01:46.277

ZRESMD (ERAESRE ) HISEEENES,

1708: DESKTOP-QSCE4P3: Sep 25 2025 14:01:46.277
1738: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.758
1741: DESKTOP-QSCE4P3: Sep 25 2025 13:04:42.200

+0900:
+0900:
+0900:

+0900:
+0900:
+0900:

%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:

%csc_nam-6-INFO_MSG:

%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:

%csc_nam-7-DEBUG_MSG:

%csc_nam-6-INFO_MSG:

%csc_nam-7-DEBUG_MSG:

%[ti1d=9644]: Auth[EAP-TTLS
%[ti1d=9644]: Auth[EAP-TTLS

%[tid=11916] [comp=SAE]: EA
%[tid=11916] [comp=SAE]: EA
%[tid=11932] [comp=SAE]: EA
%[tid=11932] [comp=SAE]: EA
%[tid=11932] [comp=SAE]: EA

%[tid=9664]: Protected iden
%[tid=9664]: Auth[EAP-TTLS
%[tid=9664]: Auth[EAP-TTLS

%[tid=9456] [comp=SAE]: EAP
%[tid=11768]: Protected pas
%[t1d=9644]: Auth[EAP-TTLS



ISEFERZHE. NAMIETLSERENEXZRENZE,

1851: DESKTOP-QSCE4P3: Sep 25 2025 13:04:42.262 +0900: %csc_nam-7-DEBUG_MSG: %[ti1d=9644]: Auth[EAP-TTLS
1852: DESKTOP-QSCE4P3: Sep 25 2025 13:04:42.262 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11932][comp=SAE]: ST.
1853: DESKTOP-QSCE4P3: Sep 25 2025 13:04:42.262 +0900: %csc_nam-7-DEBUG_MSG: %[ti1d=9644]: Auth[EAP-TTLS
1854: DESKTOP-QSCE4P3: Sep 25 2025 13:04:42.262 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11932][comp=SAE]: ST.
1855: DESKTOP-QSCE4P3: Sep 25 2025 13:04:42.262 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11932][comp=SAE]: ST.

ISEER =31, EIXEAP-SuccessHINAME# BAUTHENTICATED, It , FHRESHEBRECTHK
, W B AREFinahB#EE.

Al 3

EHRREBRISEMR MBS BRENBRSBEESRNAMBEER , XEARME=EB 4t KEBFE
: REEFPIRm(NAM), BRHSEMA#EE,

L& E M EwW(NAM) B 5
1. BRUT SR ANAMEE B 5550 8%
2. ELEE. NRABREEERTER , FERE T Fin+iEITNetwork Repair,
3. AR B MIRE T B (DART)KEDARTHE .

/LA1§+IE;EEE3|WU
EISELMAELRAFNBERENRINEHKED !

- EITERAAA

s nsf
* nsf-session

R AE S

EXRFH

request platform software trace rotate all

set platform software trace smd switch active RO radius debug
set platform software trace smd switch active RO aaa debug

set platform software trace smd switch active RO dotlx-all debug
set platform software trace smd switch active RO eap-all debug
debug radius all


https://www.cisco.com/c/zh_tw/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html#toc-hId--1588749281
https://www.cisco.com/c/zh_tw/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html#toc-hId--902319264
https://www.cisco.com/c/zh_tw/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html#toc-hId--1981776291

BHRAEE (NRER)

set platform software trace smd switch active RO epm-all debug
set platform software trace smd switch active RO pre-all debug

:
2
3

show version

show debugging

show running-config aaa

show authentication session interface gix/x details

show dotlx interface gix/x

show aaa servers

show platform software trace message smd switch active RO

HRBREN  EAEFDRERK

EFAEWATEENERE  ZT2EFHRREARMBNERAZRBGTIER : "EAP-TTLS. JHE.

ER LNERIAEERERAENNEAEABERERERN.

Cisco Secure Client | EAP-TTLS

Password was incorrect for the network: EAP-TTLS

X

Username: |

Password:

Show Password

[_ox ]

Cancel



=

THERAINEEER
NESABRBEMAAAR , R EFHSERUTHE ; 85 TEAP-TTLS, MBS HRBHE
. BER. NEMEMATE  BEEEEME.

Cisco Secure Client X
An authentication error occurred for network EAP-TTLS .

Please try again. If the issue persists, contact your
administrator.

OK

ERESNREBE

ERERR , FRENAMAB.

1. IERE

EEAERATERNERR , NAMBFSERECRAUTRENEE -

3775: DESKTOP-QSCE4P3: Oct 02 2025 15:29:39.921 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11300] [comp=SAE]:
3776: DESKTOP-QSCE4P3: Oct 02 2025 15:29:39.921 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11300] [comp=SAE]:
3777: DESKTOP-QSCE4P3: Oct 02 2025 15:29:39.922 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11300] [comp=SAE]:

T£Cisco ISEENF HiEH , HENSZSHETA -
Event 5400 Authentication failed

) 24408 User authentication against Active Directory failed since
Failure Reason
user has entered the wrong password
Check the user password credentials. If the RADIUS request is
Resolution using PAP for authentication, also check the Shared Secret
configured for the Network Device

User authentication against Active Directory failed since user

Root cause
has entered the wrong password

B ERE



11001 Received RADIUS Access-Request 11017 RADIUS created anew session ... ... 11507 Extracted EAP-Response/ldentity 10 12983
Prepared EAP-Request proposing EAP-TTL Swith challenge.... ... 12978 Extracted EAP-Response containing EAP-TTL S challenge-
response and accepting EAP-TTL S as negotiated 12800 Extracted first TLS record; TLS handshake started ... ... 12810 Prepared TLS
ServerDone message ... ... 12812 Extracted TL S ClientK eyExchange message 12803 Extracted TLS ChangeCipherSpec message ... ... 12816
TL S handshake succeeded ... ... 11806 Prepared EAP-Request for inner method proposing EAP-M SCHAP with challenge 0 12985
Prepared EAP-Request with another EAP-TTLS challenge 11006 Returned RADIUS Access-Challenge 0 11001 Received RADIUS Access-
Request ... ... 12971 Extracted EAP-Response containing EAP-TTLS challenge-response 0 11808 Extracted EAP-Response containing EAP-
MSCHAP challenge-response for inner method and accepting EAP-M SCHAP as negotiated ... ... 15013 Selected Identity Source -
varshaah-ad 0 24430 Authenticating user against Active Directory - varshaah-ad 0 24325 Resolving identity - labuser@varshaah.local 4 24313
Search for matching accounts at join point - varshaah.local 0 24319 Single matching account found in forest - varshaah.local 0 24323 Identity
resolution detected single matching account 0 24344 RPC L ogon request failed - STATUS WRONG_PASSWORD,
ERROR_INVALID_PASSWORD, labuser @var shaah.local 20 24408 User authentication against Active Directory failed since user has
entered the wrong password - varshaah-ad 1 ... ... 11823 EAP-MSCHAP authentication attempt failed ... ... 11815 Inner EAP-MSCHAP
authentication failed O ... ... 12976 EAP-TTLS authentication failed O ... ... 11003 Returned RADIUS Access-Reject

2 fERERBTIEE
EERAEGATEENERESBE  NAMBREESRRELA THHNEE -

3788: DESKTOP-QSCE4P3: Oct 02 2025 15:29:39.923 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11300] [comp=SAE]: EA
3789: DESKTOP-QSCE4P3: Oct 02 2025 15:29:39.923 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11300]: EAP-CB: EAP

f£Cisco ISEENEFAFEH , HENSEHETS .

Event 5400 Authentication failed
Failure Reason 22056 Subject not found in the applicable identity store(s)

Check whether the subject is present in any one of the chosen
identity stores. Note that some identity stores may have been

Resolution
skipped due to identity resoultion settings or if they do not
support the current authentication protocol.
Root cause Subject not found in the applicable identity store(s).
EREERBTER

11001 Received RADIUS Access-Request 11017 RADIUS created a new session ... ... 11507 Extracted EAP-Response/ldentity 12983
Prepared EAP-Request proposing EAP-TTL Swith challenge.... ... 12978 Extracted EAP-Response containing EAP-TTL S challenge-
response and accepting EAP-TTL S as negotiated 12800 Extracted first TLS record; TLS handshake started ... ... 12810 Prepared TLS
ServerDone message .. ... 12812 Extracted TL S ClientK eyExchange message 12803 Extracted TL S ChangeCipherSpec message ... ... 12816
TL S handshake succeeded ... ... 11806 Prepared EAP-Request for inner method proposing EAP-M SCHAP with challenge 12985
Prepared EAP-Request with another EAP-TTLS challenge 11006 Returned RADIUS Access-Challenge 11001 Received RADIUS Access-
Request ... ... 12971 Extracted EAP-Response containing EAP-TTLS challenge-response 11808 Extracted EAP-Response containing EAP-



M SCHAP challenge-response for inner method and accepting EAP-M SCHAP as negotiated ... ... 15013 Selected I dentity Source -
All_AD_Join_Points 24430 Authenticating user against Active Directory - varshaah-ad 24325 Resolving identity - user@varshaah.local 24313
Search for matching accounts at join point - varshaah.locdl ... ... 24352 | dentity resolution failed - ERROR_NO_SUCH_USER 24412 User not
found in Active Directory - varshaah-ad ... ... 15013 Selected Identity Source - Internal Users 24210 Looking up User in Internal Users
IDStore - user 24216 The user isnot found in the internal usersidentity store... ... 22056 Subject not found in the applicable identity store(s)
22058 The advanced option that is configured for an unknown user is used 22061 The 'Reject’ advanced option is configured in case of afailed
authentication request 11823 EAP-M SCHAP authentication attempt failed ... ... 11815 Inner EAP-M SCHAP authentication failed
12976 EAP-TTLS authentication failed O ... ... 11504 Prepared EAP-Failure 1 11003 Returned RADIUS Access-Reject

& IR
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B REERID 63395 ISE 3.0% iR &5 E#T R B % X T EIREST D17
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https://tools.cisco.com/bugsearch/bug/CSCvv63395
https://tools.cisco.com/bugsearch/bug/CSCvv63395
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