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https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/214809-cisco-maintained-exclusion-list-changes.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215261-analyze-amp-diagnostic-bundle-for-high-c.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215261-analyze-amp-diagnostic-bundle-for-high-c.html
https://docs.microsoft.com/en-us/windows/win32/shell/csidl
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Path w | C\Users\luivelaz\Desktop\CCC _ps1
ERAF UHERR
Wildcard » | C\Users\"\Desktop\CCC ps1
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File Extension w | .psl
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Process w Path | C:\Path\to\executable exe

File Scan SHA

Apply to child processes
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¥ UMONTERO-Y36YQ.cisco.com prevented unexpecied access to Isass.exe by TestAMPprotect.oxe e (k|2 m System Process Protection  2020-03-09 21:03:11 UTC

M Fingerprint (SHA-256) ¥ 2252

Connector Info File Name T isass exe
Comments File Path CAWIndows)\System32|isass axe
File: Size 56.73 KB
Reason Process module is not clean and not signed
Parent Fingerprint (SHA-256) T 13c7b460.. fd3b160d
[Parent Filename TestAMPprotect exe
Parent File Size (bytes) 1608704
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Process v Path | Path\to\the\executable.exe w
System Process SHA
You can provide path and/or SHA-256. If you specify both a path and SHA-256 then both conditions must

be met for the process to be excluded.

Apply to child processes

Process ~ Path
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System Process SHA | SHA-256 of the file (From the Parent Filename field)

not a valid SHA-256

You can provide path and/or SHA-256. If you specify both a path and SHA-256 then both conditions must

be met for the process to be excluded.

Apply to child processes
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¥ UMONTERO-Y36YQ.cisco.com detected rewrite.axe 25 W32 MAPRansomware.rewrite Medium | =l 0 Malicious Activity Quarant.. 2020-03-09 22:32:52 UTC
Malicious Activity Fingerprint (SHA-256) T 9967155a.. 20564820
Prodection Aflected Files Count 5
Connector Info C-\Users\umontero\ Deskiop| Test files\AMPAE-8120-SPP-MAP-EXPREV-test_files\Map\rewrite_datal 1 tet new
Comments ClUsersiumontenc) Deskiop) Test NiesLAMPAE-8120-SPP-MAP-EXPREV-test_files\Map\rewrite_data\0.bi.new
Affected Files Clilsers\umonterc Desktop|Test files\AMPAE-8120-5PP-MAP-EXPREV-test_files\Map/rewrite_datald tet. new

ClUsersiumontenc) Deskiop) Test Mles\AMPAE=8120-SPP=MAP-EXPREV=test_fles\Map\rewrite_data\2 b new
C\Usersiumontenc) Desktop) Test files\AMPJAE-8120-5PP-MAP-EXPREV-test_files\Map\rewrite_datah3 bt new

Fibe N T rawrite. exe

File Path C\Users\umontero\ Deskiop| Test files\AMPAE-8120-5PP-MAP-EXPREV-test_files\Mapirewrite exe
File Size 4.37 MB

Parent Fingerprint (SHA=256) T 99671558, 20560820

Parent Filename T rewrite.exe
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Process W Path | Path\to\the\executable.exe

Malicious Activity SHA

Apply to child processes
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¥ Testing.machinel.amp.com prevenied an exploit in CUDL.LOS. exe

Fingerprint {SHA-256) Yab6b87b8.. 3e70e087
Cor c\program files (x86 ¢

onnector Lietails Attacked Module adol
Comments Application CUDL.LOS exe
Base Address 7 C 70000
File Name Y CUDL LOS exe
File Path C:AUsers\mabat\AppData\Local\Apps\2.0\E978
File Size
Parent Fingerprint (SHA-258) T
Parent Filename dfsvec. exe
Parent File Size 2427 KB
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Executable v‘ Name | CUDL.LOS. exe

Exploit Prevention

3 Add Multiple Exclusions ‘
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Testing.machine2.amp cciccid Scheduled Task Containing Suspicious Target Tactics Medium [2¥] BBy ThreatDetection

uled task was created. This particular & 5tands out because shomcut nk) or a VB = le ( vba or vbs)
3 Descnption
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| Process ~ Path ' Path/fto/the/executable/executable exe

i ]
Behavioral Protection SHA

You can provide path and/or SHA-256. If you specify both a path and SHA-256 then both conditions must
be met for the process to be excluded.

O Apply to child processes

l + Add Exclusion ‘ [ Add Multiple Exclusions...
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https://docs.amp.cisco.com/en/SecureEndpoint/Secure%20Endpoint%20User%20Guide.pdf
https://video.cisco.com/detail/videos/latest-videos/video/6038277786001/create-exclusions-in-cisco-amp-for-endpoints?autoStart=true
https://video.cisco.com/detail/videos/latest-videos/video/6038277786001/create-exclusions-in-cisco-amp-for-endpoints?autoStart=true
https://video.cisco.com/detail/videos/latest-videos/video/6038277786001/create-exclusions-in-cisco-amp-for-endpoints?autoStart=true
https://www.cisco.com/c/zh_tw/support/index.html
https://www.cisco.com/c/zh_tw/support/index.html
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