FEHASDMEIEASA L BIFirePOWERE #H
H %

wmas
AT
Hig
/% EBASDMEREIASAR )1 A 1R 1E
E15-1F A EREIASDMELR
2% - ASDME# IR ASAFL & M FirePOWERE 4H Pt it

3%- ASDM FirePOWERE 48 ) i 3

425- ASDM# ZEFirePOWERZ E T
15D
ARXENHBASDME B UNMHE HEELZ S KB ASAMETZEEH FHFirePOWERE B E 1B
BEREA

ASA EZEWFirePOWEREMHAIZEBUT AR 2 —#HTEE :

o

+ FirepowerBEH/\(FMC) -ERERNEBMRA R,
- BEELSEEEERASDM) -ERH LEBHRAAR,

DBARF
=R

AR AASDMEEHASAEE :

<#root>

ASAS5525(config)#

interface G gabitEthernet0/0
ASA5525(config-if)#

namei f | NSI DE

ASA5525(config-if)#



security-level 100
ASA5525(config-if)#

i p address 192. 168. 75. 23 255. 255. 255. 0
ASA5525(config-if)#

no shut down

ASA5525(config)#
ASA5525(config)#

http server enable

ASA5525(config)#

http 192.168.75.0 255. 255. 255. 0 I NSI DE

ASA5525(config)#

asdm i nage di sk0:/asdm 762150. bi n

ASA5525(config)#
ASA5525(config)#

aaa aut hentication http consol e LOCAL

ASA5525(config)#

usernane cisco password cisco

BEASA/SFREH 2 EMWERY , BEEEFIFrePOWEREE,
A, HEEASA ERAF3DES/AESEFAIEE :

<#root>
ASA5525#
show version | in 3DES

Encrypti on- 3DES- AES

Enabl ed

perpetual

HBRASDME Fim R HFIET X ER Java JRERZA,
RATH

Microsoft Windows 7 3 #
IEITASAIRAS9.6(2.3)BIASA5525-X
ASDMRZA7.6.2.150
FirePOWEREX B8 1£%06.1.0-330


https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#pgfId-137099

ANHHEARBBBEERETREANEEMEL. XPEAZNAMBERERREREKR (HK
) BVAERESRERE . MREHBEEET , FRACREEMES ITRERNEE,

s
ASAE = EREHAE -

- asa_dataplane - AR E R BRASAE BB R EE @ EIFirePOWERE B 151,
- asa_mgmt_plane - /o 3FFirePOWERE B /T H E2 A& B
- cplane -2 #|FENE , AREASARIFirePOWEREHE 2 B E%ikeepalive,

B R ATNEPRRE

<tfroot>
ASA5525#

capture CAP interface ?

asa_dataplane Capture packets on dataplane interface
asa_mgmt_plane Capture packets on managementplane interface
cplane Capture packets on controlplane interface

ARERAT

Management0/0

asa mgmt_plana

FirePOWER
module mgmt IP

FirePOWER

software module

asa_dataplane sl :H_ cplane
[ |
L

G0/0 G0/2
— I ——

£ /i & EBASDMEFREIASARF Y & B R 1E



AERERILAE

ASDM Launcher

192.168.75.x G0/2

OUTSIDE

Management0/0

EEAEREIASANASDMESRE @ SRLELUTSEH
F15 -5 ERMEASDMERR
FEREETEARHTTPEIEMASA IPHhit , M ARE , REBEEASARELR :

() Cisco ASDM-IDM Launcherv1.7(0) =] @

S, Cisco ASDM-IDM Launcher 222l

Device IP Address [Name: 192, 168.75.23 ;|
Lisarmame: ciscn
Password: TILlL

[ Remember the username of the spedfied device on this computer

|| Run in Demo Mode

Lok ][ Coee

4

3% &

&R BB IASDMAASAZ BHISSLEZE :

Source Destinaticn Protocol Length Data Info
192.168.75.22 192.168.75.23 TLSV1. 2 252 Client Hello




ARERAT

ASDM Launcher 199 168.76 ASA
. : X -
G0/0 G0/2
_ﬂlg_;msms 1=l oUTSIDE
22 1 23 LP.123]

Management0/0

525- ASDMEIRASAK & MFirePOWERE R P ith 11F

FEASA L Adebug http 25585 % , ABERASDMEREIASARERAHITHMERE

<tfroot>
ASA5525#

debug http 255

HTTP: processing ASDM request [/admin/exec/

show+nodul e

] with cookie-based authentication

HTTP: processing GET URL '/admin/exec/show+module' from host 192.168.75.22

HTTP: processing ASDM request [/admin/exec/show+cluster+interface-mode] with cookie-based authenticatio
HTTP: processing GET URL '/admin/exec/show+cluster+interface-mode' from host 192.168.75.22

HTTP: processing ASDM request [/admin/exec/show+cluster+info] with cookie-based authentication

HTTP: processing GET URL '/admin/exec/show+cluster+info' from host 192.168.75.22

HTTP: processing ASDM request [/admin/exec/s

how+nodul e+sfr+detail s

] with cookie-based authentication
HTTP: processing GET URL '/admin/exec/show+module+sfr+details' from host 192.168.75.22

« show module - ASDMZ$IHASAEAE,
+ show module sfr details - ASDME % FEHEFMET , BHEFirePOWERE Pk,

ELEERABTANRPCEIASA PRy — R 5ISSLELR !



Source
192.168.75. 22

194,168, 7%. 22
192.168.7%.22
192.168. 75. 22
194,168, 75. 22
192.168.75.22
192.168. 75. 22
194,168, 75. 22
192.168.75.22
192.168. 75. 22
192.168. 75. 22
192.168.7%.22
192.168. 75. 22
192.168. 75. 22
192.168.7%.22
192.168. 75. 22

Destination

192.168.75.23
192,168, 75.23
192.168.75.23
192.168.75.23
192,168, 75.23
192.168.75.23
192.168.75.23
192.168,75.23
192.168.75.23
192.168.75.23
192.168.75.23
192.168.75.23
192.168.75.123
192.168.75.23
192.168,.75.123
192.168.75.23

Protoocd

TLSw1.2
TLS¥1. 2
TLEw1.2
TLSw1. 2
TLS¥1. 2
TLEw1.2
TLSw1. 2
TLS¥1. 2
TLEw1.2
TLS¥1.2
TLSwl. 2
TLEw1.2
TLSw]. 2
TLSwl. 2
TLEw1.2
TLSw]. 2

56325 - ASDMRBEN EZFirePOWERR #H #Y @ FA

HRAASDMANEFirePOWEREEIPH# it , At & mEHRESSLEE

Length

Crata
252
284
2B4
284
284
284
284
284
284
284
284
284
252
264
220
284

Infa

Client Hello
client Hello
Client Hella
Client Hello
client Hello
Client Hella
Client Hello
client Hello
Client Hella
Client Hello
cldent Hello
Client Hella
Client Hello
cldent Hello
Client Hella
Client Hello |

Usermame:

[E) Cisco ASDM Launcher
&L, Cisco ASDM-IDM Launcher

Device TP Address [ Name: |192.1658.75.23

BT )]

| ey

Close

== =)

17%

T
CISCO

=]

| | e | Y

EERABTRARASDMEHEIFirePOWERE E IPith 31t FISSLEAR

Source
192.168.75.22
192.168.75.22

Destination

192.168.75.123
192.168.75.123

Protocol
TLSV1. 2
TLSV1. 2

Length

Data
252
220

Info
Client Hello
Client Hello




ARERINT

ASDM Launcher ASA
192.168.75.x

ASDM¥fFirePOWERETE M ER R , ¥ B AMFirePOWERZEZEBHEEN , IHERTSEYE .

‘] Cisco ASDM Launcher ol = || == |

=L Cisco ASDM-IDM Launcher il

Authenticating FirePOWER. login |  HEELR

Device IP Address [ Mame: [192. 165.75.23 J
Username: asco

Password: TI11

Security Warning @

Do you want to Continue?
The connection to this website is untrusted.

Click to see the FirePOWER
Certificate information

Mote: The certificate is no cannot be used to verify the identity of this website,

More Information

Continue Cancel

$4%- ASDM#E ZEFirePOWEREE 15

S EERIIE , ASDM{EFirePOWERE EMZRIBE IR .



% Cisco ASDM-IDM Launcher

Retreving FraPOWER Menu Items

Device [P Address [ MName: |192. 168.75.23

Fassword: :IIIII

llIlllIll
CISCO

[™] Run in Demo Mode

WA RB N THIFR

@ Home ﬁi Configuration - Maonitoring | Q Deploy - oﬂeﬁ'esh |° Back o Forward

Help ‘

@

I

=

a

[a]

E General | License

E Host Mame: ASA5525
ASA Version: 9.6(2)3 Device Uptime: 15d 0h 52m 28s
ASDM Version: 7.6(2)150 Device Type:  ASA 5525
Firewall Mode: Routed Context Mode: Single
Environment Status: % 0K Total Flash: 8192 MB

Interface IP AddressMask
INSIDE 192.168.75.23/24
IMSIDES 192.168.79.23/24
INSIDES 192.168.76.23/24
MGEMT no ip address

OUTSIDE 10.48.66.,247/23
Select an interface to view input and output Kbps

TR ZEASA FirePOWEREL B E1F :



(8 e o conpaaten (] oy | (oo = Q¥ metesn | sk () v | P v

DeviceSetup & P Configuration > Device Setup > Startup Wizard

-+ 5+ Routing
Dhviom Plarmee (Praddrenind
[;] €} System Teme

£
g [ [l Interface Settngs
A Chok the Launch Starfup 'Wizand ™ bution o siart the wizarnd.

Startup Wizard

Thae: Chiatd ASTR Siarhas Witard asdsis you i Geting your
Cison Adaptive Seourity Applancs configured and running. Use
ihes wizard to oreate a basic configuration that enforces
pecurity pobces in your netwerk,

The: Startup Wizard can be nun ot any Bme amd will b= nitakzed
with walues from the asrent running configurabon,

5E R TR AR

WMRASDMEE = FFirePOWERE Pt 1t 3 7 SSLRRE , BIEH AL TFirePOWERZEEIH :

& Home {E' Configuration Monitoring ‘ Q Save G Refresh ‘ 0 Back @

@ e — —

I ’_/DENEEDambﬂard | R, Firewall Dashboard ASA FirePOWER Status
El

BHRADASA FirePOWEREL B H :



File View Took Wizards Window Help

E‘]mk-%wm]@m Esman-_-ﬁm ﬂhﬂ: ﬁ}mwﬁ ‘?nﬂp
DeviceSetup & ¢ Configuration > Device Setup > Startup Wizard
[ o e |

i+l Interface Settngs
[ +3% Roulng Chck the “Laundh Startup Wizard” buthon to start the wizard.

Device Hame Fassword
(=) System Time

lﬂ |ﬂ Dervice Lisk

Startup Wizard

The Ciscs ASDE Startup Wirard assists you in getiing your
Cisco AdapSve Security Applance configured and running, Lse
this wizard to oreate a basc configurabon that enforces
ety polces in your nebwork,

The Skarfup Wirard can be romn &t any Sme ared will be inftialized
with values from the curment nunning configuration.

B 1
BARASAEENECHH , 3 EERIIZN EHY KRRV R ERIVLANS

<#root>
ASA5525#
show interface ip brief | include Interface| Managenent 0/ 0

Interface IP-Address 0OK? Method Status Protocol
Management0/0 unassigned YES unset

up up

o Jinkad 3739

« EXTEIERERIVLAN,
- FRERERERR. REXMBERBERE (RE/ZT/FMA) ).

EReE 2



H{RFirePOWEREH BT ¥R, BREIN BIEEEST :

<{froot>

ASA5525#

show nodul e sfr details

Getting details from the Service Module, please wait...

Card Type:

Model:

Hardware version:
Serial Number:
Firmware version:
Software version:

MAC Address Range:

App. name:
App. Status:
App. Status Desc:

App. version:

Data Pl ane St at us:

Console session:

St at us:

DC addr:
Mgmt IP addr:

Mgmt Network mask:

Mgmt Gateway:
Mgmt web ports:
Mgmt TLS enabled:

<tfroot>

A5525#

FirePOWER Services Software Module
ASA5525

N/A

FCH1719]54R

N/A

6.1.0-330

6c41.6aal.2bf2 to 6c4l.6aal.2bf2
ASA FirePOWER

Up

Nor mal Operation

6.1.0-330
Up

Ready

Up

No DC Configured
192.168.75.123
255.255.255.0
192.168.75.23
443

true

session sfr consol e

Opening console session with module sfr.
Connected to module sfr. Escape character sequence is 'CTRL-AX'.
>

show versi on

———————————————————— [ FP5525-3 J-----———cmmmmmmo -
Model : ASA5525 (72) Version 6.1.0 (Build 330)
UuID : 71fdlbed4-7641-11e6-87e4-d6caB846264e3

Rules update version

VDB version

: 2016-03-28-001-vrt
: 270



EERN SRR
. #8show module sfr log console@r TR B H | LABRAREEER S M EE,
BREE 3

{# Aping Mtracert/traceroute Z M SR EASDME#FFirePOWEREEEE P2 N EAELR

C:Userssciscodping 192.168.75.123

Pinging 192.168.75.123 with 32 bhytes of data:

Reply from 192.168.75.123: hytes=32 time=3ms TTL=64
Heply from 122.168.75.123: bhytes=32 time<im=z TTL=64
Reply from 192.168.75.123: hytes=32 time<ims TTL=64
Reply from 122.168.75.123: hytes=32 time<imz TTL=64

Ping statistics for 122.168.75.123:
Fackets: Sent = 4. Received = 4, Lost = 8 <(Bx loss>.
Approximate round trip times in milli—seconds:
Minimum = Bms,. Maximum = 3ms,. Average = Bms
C:slsepssciscortracert 192_.168.75.123
Tracing route to 192.168.75.123 over a maximum of 38 hops
1 <1 ms <1 ms £1 ms 192.168.75.123

Trace complete.

= e d 27130

- BMERTEHWER,
- BERETFLIEHEILERENES,

WMERASDME#MFirePOWERE EIPH#b itV /AR — 3B MR |, SR EASDME # L 49 it 1k FEAT
HEARP)EX :

C:sxUsepssciscorarp —a

Interface: 1922_.168.75.22 —— Bxb
Internet Address Physical Address Type
1?72 .168.75.23 bec—41-6a—al-2bh—f9 dynamic

192.168.75.123 bc—41-ba—al-2b—f2 dynamic
192.168.75.255 3 e o e i e i e static
224.8.8_22 A1-88-5e—-HAB-AA-16 static
224.8.8.252 A1-88-5e—-BA8-B8—1fc static
239 .255.255.258 A1-88-5e-"-ff-fa static

=t Jiopad 2213



- MBREARPIKE |, S5EAWiresharkB@ZEARPEH . BRERTHMACH I FFE,
- MRBARPIKE , BEEARTERE,

Bas 5

EIBASDMERRFEASDME B A HE | LIiR T#EEFirePOWEREAZ B R S FEE EEMN
TCP&H. BELEET

ASDME#MASAZ BN TCP=IXEF.
TEASDME#MASAZ BEEISSLEZE.,
ASDME#MFirePOWEREAE EE IPH#b it 2 MHITCP=IXEF,
FEASDME#MFirePOWERR AR E I Pt it 2 M Y SSLERIE.

=t Jiobad 2213

« MRTCPZREBEF A , FHRAEMHLTCPERMINBRIRZETHBRENKE.
« MRSSLEAM , FREBEFREEFHUTHHAMTIMNEE (ARFBERRESHIIRE
HIER) .

Bas 6

EMEHEFirePOWEREE 2 IR E |, 5Easa_mgmt_plane N H LA HE, EHES |, &ALl
g3

- REASDMEMMARPER ( EHIT42) .
« FirePOWERZEWARPIES: ( EXE43) .
« ASDME#MFirePOWEREE 2B TCP=IREF ( EXlE44-46 ) -

ASAL525# capture FP_MGMT interface asa_mgmt_plane
ASABL525# show capture FP_MGMT |i 192.168.75.123

42: 20:27:28.532076 arp who-has 192.168.75.123 tell 192.168.75.22

43: 20:27:28.532153 arp reply 192.168.75.123 is-at 6¢:41:6aal:2b:f2

44: 20:27:28.532473 192.168.75.22.48391 > 192.168.75.123.443: S 2861923942:2861923942(0) win 8192 <mss 1260,nop,wscale
2,nop,nop,sackOK >

45: 20:27:28.532549 192.168.75.123.443 > 192.168.75.22.48391: S 1324352332:1324352332(0) ack 2861923943 win 14600 <mss
1460,nop,nop,sackOK ,nop,wscale 7>

46: 20:27:28.532839 192.168.75.22.48391 > 192.168.75.123.443: . ack 1324352333 win 16695

REERET PR
EAERFESHHIMEE.
ERsE 7

ERBASDME R EFT I EMRBIRER15, METE— MG EZ —REEBASDMETEIRE & Adebug http 25585 :



<#root>
ASA5525#
debug http 255

debug http enabled at Tevel 255.

HTTP: processing ASDM request [/admin/asdm_banner] with cookie-based authentication (aware_webvpn_conf.
HTTP: check admin session. Cookie index [2][c8a06c50]

HTTP: Admin session cookie [A27614B@20480@78CF@58989AACB80CE5159544A1B3EE62661F99D475DC]

HTTP: Admin session idle-timeout reset

HTTP: admin session verified = [1]

HTTP: username = [userl],

privilege = [14]

SRR R R BEAZ

o WRFUREEFTES, AERAERARIS15HERE,

BRisH 8

MR EASDM = # M FirePOWERE #H 2 B 77 7E FirePOWERE 2 | Pith it B #B S th 1t BEH(NAT) , BIEEISENATed | Pt

"L} Canmot connect to the ASA FirePOWER madule, (=5

Cannot connect 1o the ASA FirePCWER module. Check that it 8 comectly confiqured and on the netwodk,
It's slco possable that the management address i being translated by NAT.
Please venfy the I address/Hostname and port.

[P Address
192 158,75, 123

| ok Cancel |

-

EEE ey 2

o FRUR ( ASA/SFRAFSIGEM ) MIETHERE .

BRsE 9

HRFirePOWEREHARBAFMCER , RAEERERT , RPASDM A FirePOWERE £ :

<#froot>

ASAS5525#



session sfr consol e

Opening console session with module sfr.

Connected to module
>

show nanagers

Managed | ocal |l y.

sfr. Escape character sequence is 'CTRL-AX'.

52 —{8 7 5% Eshow module sfr detailsii$ :

<ffroot>

ASAS5525#

show nodul e sfr details

Getting details from the Service Module, please wait...

Card Type:

Model:

Hardware version:
Serial Number:
Firmware version:
Software version:
MAC Address Range:
App. name:

App. Status:

App. Status Desc:
App. version:

Data Plane Status:
Console session:
Status:

DC addr: No DC Confi

Mgmt IP addr:

Mgmt Network mask:
Mgmt Gateway:

Mgmt web ports:
Mgmt TLS enabled:

RERARERELEAR

- HWRKEBEEES

o

BREE 10

FirePOWER Services Software Module
ASA5525

N/A

FCH1719]54R

N/A

6.1.0-330

6c41.6aal.2bf2 to 6c4l.6aal.2bf2
ASA FirePOWER

Up

Normal Operation

6.1.0-330

Up

Ready

Up

gured

192.168.75.123
255.255.255.0
192.168.75.23
443

true

mBEwireshakii® , BERASDMEFinfERA ERMPTLSIRA ( Hla0TLSVL.2 ) ELR.

&, AERELAECHEMZREE  RETHERASOMBHETERE,

# 2 MFirepower EE RO B IEE



https://www.cisco.com/c/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-v64/device_management_basics.html#ID-2242-00000786
https://www.cisco.com/c/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-v64/device_management_basics.html#ID-2242-00000786

RRAOREREHEAR

. HARBWIB/MSSLIRE,
- EEERHMBIEESR.

. RHEMEREIRER.

E&SE 11
TECisco ASAHH B M ISR PR FASA/ASDMBME R B H B,

RERAIREREHERR

o  fERAHEBSHASDMERE,

ERsE 12
FECisco ASA B 15 m P B P FirePOWERZ BEHEASDM IR A 2 B HE R

BERAIREREREAR

o«  fERAMEBSHASDMERE,

A

+  Cisco ASA FirePOWERAESRHRE A PIF 1l

+  EfgFirePOWERBRFEHIA SAZI E IR AR B 1EET6.1.0hR

* ASA5506-X, ASA5506H-X. ASA5506W-X, ASA5508-XFIASA5516-X 5.4.189ASA FirePOWER#E
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https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
http://www.cisco.com/c/en/us/td/docs/security/asa/quick_start/sfr/firepower-qsg.html
http://www.cisco.com/c/en/us/td/docs/security/asa/quick_start/sfr/firepower-qsg.html
http://www.cisco.com/c/en/us/td/docs/security/firepower/610/asa-fp-services/asa-with-firepower-services-local-management-configuration-guide-v610.html
http://www.cisco.com/c/en/us/td/docs/security/firepower/610/asa-fp-services/asa-with-firepower-services-local-management-configuration-guide-v610.html
http://www.cisco.com/c/en/us/td/docs/security/firepower/610/asa-fp-services/asa-with-firepower-services-local-management-configuration-guide-v610.html
http://www.cisco.com/c/en/us/td/docs/security/firepower/610/asa-fp-services/asa-with-firepower-services-local-management-configuration-guide-v610.html
http://www.cisco.com/c/en/us/td/docs/security/firepower/610/asa-fp-services/asa-with-firepower-services-local-management-configuration-guide-v610.html
http://www.cisco.com/c/en/us/td/docs/security/firesight/541/firepower-module-user-guide/asa-firepower-module-user-guide-v541.html
http://www.cisco.com/c/en/us/td/docs/security/firesight/541/firepower-module-user-guide/asa-firepower-module-user-guide-v541.html
http://www.cisco.com/c/en/us/td/docs/security/firesight/541/firepower-module-user-guide/asa-firepower-module-user-guide-v541.html
http://www.cisco.com/c/en/us/td/docs/security/firesight/541/firepower-module-user-guide/asa-firepower-module-user-guide-v541.html
http://www.cisco.com/c/en/us/td/docs/security/firesight/541/firepower-module-user-guide/asa-firepower-module-user-guide-v541.html
http://www.cisco.com/c/en/us/td/docs/security/firesight/541/firepower-module-user-guide/asa-firepower-module-user-guide-v541.html
http://www.cisco.com/c/en/us/td/docs/security/firesight/541/firepower-module-user-guide/asa-firepower-module-user-guide-v541.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
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