@%VPN%E%W%BJ’TE%FEASDMH@ASAEE
N

B &

o}
=

A
=5
R T

B

axX iE

18 B Bl 2=
BB VPNB&iE 55 B ASDM/SSH
B

BEHEHE

bad i3z

9 a4 =51

tHERE A

bl

AERNBAEAMERRFERE LT EEASA)M X EE ELANEILAN VPNRZE, Cisco
Adaptive Security Device Manager(ASDM)i&i8 . #ix L AN EERIKASALIEST , WHER
MR MASDMREHETINZ ., ASDMEERBESRNEETLE , EEEWEFEAGUIERE, EEME
BASABE A, EBAREEHASA ABCLIEE ER AR,

D E R
BR

BRESRERHELT EE !

=pe-
[ani]
ok

il

208

. IPsecinz®
. Cisco ASDM

BRE - BRAEREANERER RS Cisco ASA 5500 R FIE B TR ISP BN ER,

BE: FBBIPEL(IPSec)NZF N CiscoX E , UEHRBEAKIPsecinz,

RAxH
A FHEARBIFAT B FE R
. Cisco ASARS A & &R BE R A59.x,


/content/en/us/td/docs/security/asa/hw/maintenance/guide/asa_hw/overview.html
/content/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/16439-IPSECpart8.html

- ASA-1F1ASA-2 2 Cisco ASAPRs A f&5520

. ASA 2 FIASDMERZ7.2(1)

e . ERMRREREWMAASDMNEREZBNRRN , ARRETTECAELE, MR
BIERE TRAER , S AXBRBIESASDMERR, 10232 5 R A AR , R ERERBNR

HixE #MEZE , REE—TOKLLEE.

ANHPHNEARBRBBEERETRREANEENEL, I':P{Eﬁﬂﬂ’]ﬁﬁﬁ%z EIEERkR (R
) ARG RRED izu%,u\ﬂﬁ%%%IEEﬂEFH , TR R IE E RIS T I REE B &,

RUE

158 A AN B P B9 B FL SR ER E AN A8 3R R AR B9 Zh BE

A% W=

nSA-2
196.51.100.2

T @ 192.168.10.1,24 I

[T —

: L1 1 | —
u. 1]

a7

ASA-1 Internet
250432
I 172148.123.1/23 @ -7 Y ctoud
— amman —
' el VPH Tunnel
17218.124.102/24  Inside Outside

Lo

T REASA-1 EERREE

ASA-1

ASA Version 9.1 (5)

!

hostname ASA-1

!

interface GigabitEthernet0/0
nameif outside
security-level 0

ip address 203.0.113.2 255.255.255.0
!

interface GigabitEthernet0/1
nameif inside

security-level 100

ip address 172.18.124.1 255.255.255.0
!

!--- Traffic matching ACL 101 is punted to VPN
!--- Encrypt/Decrypt traffic matching ACL 101

Outside Inside 192.168.10,102 /29

access-list 101 extended permit ip 172.18.124.0 255.255.255.0 192.168.10.0

255.255.255.0



!--- Do not use NAT
!--- on traffic matching below Identity NAT

object network obj_192.168.10.0
subnet 192.168.10.0 255.255.255.0

object network obj_172.18.124.0
subnet 172.18.124.0 255.255.255.0

nat (inside,outside) source static obj_172.18.124.0 obj_172.18.124.0 destination
static obj_192.168.10.0 obj_192.168.10.0 no-proxy-arp route-lookup

!--- Configures a default route towards the gateway router.

route outside 0.0.0.0 0.0.0.0 203.0.113.252 1

!--- Point the configuration to the appropriate version of ASDM in flash
asdm image asdm-722.bin

!--- Enable the HTTP server required to run ASDM.

http server enable

!--- This is the interface name and IP address of the host or
!--- network that initiates the HTTP connection.

http 172.18.124.102 255.255.255.255 inside

!I--- Implicitly permit any packet that came from an IPsec
!--- tunnel and bypass the checking of an associated access-group
!--- command statement for IPsec connections.

sysopt connection permit-vpn

!--- Specify IPsec (phase 2) transform set.
!--- Specify IPsec (phase 2) attributes.

crypto ipsec ikevl transform-set vpn esp-3des esp-md5-hmac
crypto ipsec security-association pmtu-aging infinite
crypto map vpn 10 match address 101

crypto map vpn 10 set peer 198.51.100.2

crypto map vpn 10 set ikevl transform-set vpn

crypto map vpn interface outside

!--- Specify ISAKMP (phase 1) attributes.

crypto ikevl enable outside
crypto ikevl policy 10
authentication pre-share
encryption 3des

hash sha

group 2

lifetime 86400

!--- Specify tunnel-group ipsec attributes.

tunnel-group 198.51.100.2 type ipsec-121
tunnel-group 198.51.100.2 ipsec-attributes
ikevl pre-shared-key cisco

LT REASA2LERNEE :



ASA-2

ASA Version 9.1 (5)

hostname ASA-2

interface GigabitEthernet0/0

namei

f outside

security-level 0
ip address 198.51.100.2 255.255.255.0

interface GigabitEthernet0/1

namei

f inside

security-level 100
ip address 192.168.10.1 255.255.255.0

| Qp——

.

| Qp——

.

acces
255.2

| Qp——
.

| Qp——

.

Traffic matching ACL 101 is punted to VPN
Encrypt/Decrypt traffic matching ACL 101

s-1list 101 extended permit ip 192.168.10.0 255.255.255.0 172.18.124.0
55.255.0

Do not use NAT
on traffic matching below Identity NAT

object network obj_192.168.10.0
subnet 192.168.10.0 255.255.255.0

object network obj_172.18.124.0
subnet 172.18.124.0 255.255.255.0

nat (
stati

| Qp——
.

inside, outside) source static obj_192.168.10.0 obj_192.168.10.0 destination
c obj_172.18.124.0 0obj_172.18.124.0 no-proxy-arp route-lookup

Configures a default route towards the gateway router.

route outside 0.0.0.0 0.0.0.0 198.51.100.252 1

| Qp——

.

asdm

Point the configuration to the appropriate version of ASDM in flash

image asdm-722.bin

Enable the HTTP server required to run ASDM.

server enable

This is the interface name and IP address of the host or
network that initiates the HTTP connection.

192.168.10.102 255.255.255.255 inside

Add an aditional 'http' configuration to allow the remote subnet
to access ASDM over the VPN tunnel

172.18.124.0 255.255.255.0 outside
Implicitly permit any packet that came from an IPsec

tunnel and bypass the checking of an associated access-group
command statement for IPsec connections.

sysopt connection permit-vpn



!--- Specify IPsec (phase 2) transform set.
!--- Specify IPsec (phase 2) attributes.

crypto ipsec ikevl transform-set vpn esp-3des esp-md5-hmac
crypto ipsec security-association pmtu-aging infinite
crypto map vpn 10 match address 101

crypto map vpn 10 set peer 203.0.113.2

crypto map vpn 10 set ikevl transform-set vpn

crypto map vpn interface outside

!--- Specify ISAKMP (phase 1) attributes.

crypto ikevl enable outside
crypto ikevl policy 10
authentication pre-share
encryption 3des

hash sha

group 2

lifetime 86400

!--- Specify tunnel-group ipsec attributes.

tunnel-group 203.0.113.2 type ipsec-121
tunnel-group 203.0.113.2 ipsec-attributes
ikevl pre-shared-key cisco

EiBVPNB2ERS EASDM/SSH

7 T HRASA-1REBEBIBASA- 2R REBN EFHRBASDM , X EFALERFMIRN TS, vt REE
BARA—ENTE. EASA-2 L , £ FAmanagement-access inside &5 &L & management-access:

management-access

R

FERHNEFATARREEERET ERERE.

B¥&E : Cisco CLI Analyzer (B EFMEFFER ) XEEL show R, £ Cisco CLI
Analyzer #1% show {E & HH 5 7.

ERANU T TREENRE

- By Ashow crypto isakmp sa/show isakmp safr S ARFE F1IRREBEBE,
- B Ashow crypto ipsec salA BB E2R R =R B IEHE,

BORE

VPN BB ATIASAZ |, BT EEASDM PC(172.18.124.102) F1IASA-2(192.168.10.1) K A EB A
E2 B 22 TVPNERE. LB ASDM PCAES#S5 Mhtips/192.168.10.1 , I BiBVPNES
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AW R

i Ashow crypto isakmp safn 5 A% #2198.51.100.2%1203.0.113.2 2 B F R HEE :

ASA-2 (config)# show crypto isakmp sa
IKEvl SAs:

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 IKE Peer: 203.0.113.2
Type : L2L Role : initiator
Rekey : no State : MM_ACTIVE

#i A show crypto ipsec sa @i LA@4R7£192.168.10.0 255.255.255.0f11722 BEEREMNEE.
18.124.0 255.255.255.0:

ASA-2 (config)# show crypto ipsec sa
interface: outside
Crypto map tag: vpn, seq num: 10, local addr: 198.51.100.2

access-1list 101 extended permit ip 192.168.10.0 255.255.255.0
172.18.124.0 255.255.255.0

local ident (addr/mask/prot/port): (192.168.10.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (172.18.124.0/255.255.255.0/0/0)
current_peer: 203.0.113.2

#pkts encaps: 5, #pkts encrypt: 5, #pkts digest: 5

#pkts decaps: 5, #pkts decrypt: 5, #pkts verify: 5

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 5, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: 0

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0

#send errors: 0, #recv errors: 0

local crypto endpt.: 198.51.100.2/0, remote crypto endpt.: 203.0.113.2/0
path mtu 1500, ipsec overhead 58(36), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: DDE6AD22

current inbound spi : 92425FE5

inbound esp sas:
spi: 0x92425FE5 (2453823461)
transform: esp-3des esp-md5-hmac no compression


/content/en/us/support/docs/security/adaptive-security-device-manager/116403-configure-asdm-00.html

in use settings ={L2L, Tunnel, IKEvl, }

slot: 0, conn_id: 28672, crypto-map: vpn

sa timing: remaining key lifetime (kB/sec): (4373999/28658)
IV size: 8 bytes

replay detection support: Y

Anti replay bitmap:

0x00000000 0x0000003F

outbound esp sas:

spi: OxDDE6AD22 (3722882338)

transform: esp-3des esp-md5-hmac no compression

in use settings ={L2L, Tunnel, IKEvl, }

slot: 0, conn_id: 28672, crypto-map: vpn

sa timing: remaining key lifetime (kB/sec): (4373999/28658)
IV size: 8 bytes

replay detection support: Y

Anti replay bitmap:

0x00000000 0x00000001

HERER
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