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AXHHNEARBRBREERERBEANKENREL. XHEAZNMERERRCER (R
) BVIERERE B, MRIEHVMREREET |, FERERBEMESTRERNTZE,

HREA

ASAEFAACLRIEERBRWAFNERWKIER, AREAT , KBEZEERNEEHIBRERZS
BRNENRESEIEE K MEBERZEERNEEHIBREZSERMTEARER RFFER.
AT R AERACLEE,

EFENATRANERT , EASAHNRHRA (82RERRA ) # , ASABREACL , REBIRT
BCRINATRAIBUHERE R . H83REBMAT , ASAEREACLZEILHZRERT, EERE

, BHRAASA 8RR EBIRA , RIBTHNERIPHI ( MARERBHNIPHEYL ) RAFNIEBRE
o ACLH—1E=k 2 E5h = #%& B (ACE)fE K.

B E
R 1. BRAceld & FFEH B AL R DMZ# H Y Webfa FR 28

URARNEERSWEREREFIRAEFBEDMZN EHERAENMEEMARRR , ZARIFETCPE
80443 L {H5E,

26  10.105.30.0/24
Client
OUTSIDE

R

172.30.0.0/24

A0

Server

Web{al IRESHY B BRIP#1iF £172.30.0.10, BEE—¥ —NATHRAIEEA RfFinternetEAEFEREE
#H91IP#1E10.105.130.27 55 B Web R RES . EAEMAE Toutsides FTHEIPH#E#E10.105.130.26{ A E
— RN EERIPH U B EFENATHR AR | FERERT , ASATE Toutsides STHELH
10.105.130.27#1T proxy-arp:

obj ect network web-server



nat (dnez, outside) static 10.105.130.27
B & LLACELAE St FFInternet L BV EARIP#b 1EE AR B TCPIE80M443 LB Web A ARZR. EALETTE
#EACLS BL4a SR -

access-list QUT-IN extended pernmit tcp any host 172.30.0.10 eq ww
access-list QUT-IN extended pernmit tcp any host 172.30.0.10 eq https
access-group QUT-IN in interface outside

RE

£ IS LM AE T Packet Tracerin ©. BHEE EHYE A /M H outside
i#%E : TCP

RIPHbIE : FERRAEES L BRIP4t

IRIPIE : (R ER BRHE

BRZIPH 3 - Web R AR 2K S RIP 31 (10.105.130.27)

B #Y i 38 : 80T443

ci scoasa# packet-tracer input outside tcp 10.0.50.50 1234 10.105. 130. 27 443

I--- NAT untranslate from 10. 105. 130. 27/ 443 to 172. 30. 0. 10/ 443

Phase: 1

Type: UN- NAT

Subtype: static

Resul t: ALLOW

Config:

obj ect network web-server

nat (dne, outside) static 10.105.130. 27

Addi tional |nfornation:

NAT divert to egress interface dne

Untransl ate 10. 105.130. 27/ 443 to 172.30.0.10/ 443

1--- The configured ACL is permtting this packet to 172.30.0.10 on TCP port 443

Phase: 2

Type: ACCESS- LI ST

Subt ype: | og

Resul t: ALLOW

Config:

access-group QUT-IN in interface outside

access-list OUT-IN extended permt tcp any host 172.30.0.10 eq https
Addi tional |nfornation:

l--- Final result shows allow fromthe outside interface to the dnz interface

Resul t:

input-interface: outside
i nput -status: up
input-line-status: up
output-interface: dne
out put-status: up



out put-1line-status: up
Action: allow

R4 2. B EAcell 2 BF £ HFQDNES EWeb{rl IR &S

AFFIPH4EA10.10.10.2 B A7 A EE M8 (LAN) F B & F i 35 Bfacebook.com,

AR Ex
.ll £ 10.10.10.2/24 05.30.0/2 .. -
Chen Sarvar

HRFEASA L [EFEREDNS{ k=R

ci scoasa# show run dns

dns domai n-1 ookup out si de
dns server-group Defaul t DNS
name- server 10.0.2.2

name- server 10.0.8.8

AR E R, FQODNEHRMNACER B A R FIPH#iE 2510.10.10.209 & F i 35 B facebook.com,

obj ect network obj-10.10.10.2
host 10. 10.10.2

obj ect network obj-facebook. com
fgdn facebook.com

access-list INQUT extended permt ip object obj-10.10.10.2 object obj-facebook.com
access-group INQUT in interface inside

R

show dns#Y & i #8 -RFQDN facebook.comf B f# AT IP 1 it

ci scoasa# show dns

Host Fl ags Age Type Address(es)
facebook.com (tenp, OK) 0 I P 10.0.228.35

SREFERRETAFQDNE R |, ERERETAYIPHIL .

ci scoasa# show access-list I N OUT

access-list INOUT; 2 elenents; nane hash: 0Ox1b5ff 18e

access-list INQUT line 1 extended permt ip object obj-10.10.10.2 object obj-facebook.com
(hitcnt=1) 0x22075b2a

access-list INQUT line 1 extended permt ip host 10.10.10.2 fqdn facebook.com (resolved)
Oxf ea095d7

access-list INQUT line 1 extended permt ip host 10.10.10.2 host 10.0.228.35 (facebook.com)
(hitcnt=1) 0x22075b2a

£8 3. K EAce AL FHEE — XAV IS E Kyl AR5 B85



LANREYE Fim{E R FF B8RP F12:00F T F2:0085 B 1Pt £10.0.20. 209 8 ¥

AR Ex
r—
-| 2 10.10.10.2/24 1 26 10, 105,30,0024 =
} 1 INSIDE OUTSIDE
——
Chent Sarver

HBREASALEERERE :

ci scoasa# show run cl ock
clock tinmezone IST 5 30

AAENFEREREREHEEER

time-range BREAK_TI ME
periodic daily 12:00 to 14:00

Bl B LA B RFMACE |, LLAFFLANAF B EMRIPH 4 {E1E B ABREAK_TIMER B M ¥ K b
B EFEBRARAREAY

obj ect network obj-website
host 10.0.20. 20

access-list INOUT extended pernit ip any object obj-website tine-range BREAK TI ME
access-group INQUT in interface inside

R

EASALWRERENHEHEHRANKEE  KESEHREREDMRE:

ci scoasa# show cl ock
12: 03:41.987 I ST Mon Cct 4 2021

ci scoasa# show ti ne-range BREAK TI ME

time-range entry: BREAK Tl ME (active)
periodic daily 12:00 to 14:00
used in: IP ACL entry

ci scoasa# show access-1ist |INQUT

access-list INQUT; 1 elenents; nane hash: O0x1b5ff18e

access-list INQUT line 1 extended permt ip any object obj-website tine-range BREAK Tl ME
(hitent=12) 0x5a66¢8f9

access-list INQUT line 1 extended permt ip any host 10.0.20.20 tine-range BREAK TI ME
(hitcnt=12) 0x5a66¢8f9

EASALNBEE TREHEEAR ANEEE , SESEHRMACERERIEEBRE



ci scoasa# show cl ock
14:15:44. 409 | ST Mon Cct 4 2021

ci scoasa# show tine-range BREAK Tl ME

time-range entry: BREAK_TI ME (inactive)
periodic daily 12:00 to 14:00
used in: IP ACL entry

ci scoasa# show access-1ist I N QUT

access-list INNQUT; 1 elenments; nane hash: Ox1b5ff 18e

access-list INQUT line 1 extended permt ip any object obj-website tine-range BREAK Tl ME
(hitcnt=0) (inactive) 0x5a66c8f9

access-list INQUT line 1 extended permt ip any host 10.0.20.20 tine-range BREAK Tl ME
(hitcnt=0) (inactive) 0x5a66c¢c8f9

R P 4.5 EAce LA BE L ¥ 1 B B HL B T (Bpdu) £ EAM K T EIBASA

ATHILERBBESTP)HRIRE , ERIE R TBPDUELUERE R EIBASA, EMEIEBPDU , &
EEH BEtherTypeiR BILEE T,

AR =

BPDL

— >

INSIDE

OUTSIDE

Switch Switch

FiiEEtherType ACLEABE IEBPDUTE A ¥E 5 [EEIBASAK "AEP. N, MMTAAR :

access-1ist block-bpdu ethertype deny dsap bpdu
access-1ist block-bpdu ethertype permt any
access-group bl ock-bpdu in interface inside

B

BESEBEFN TP TTEARFEBPDUR B HASAM LE :

ci scoasa# show access-1ist bl ock-bpdu

access-1ist block-bpdu; 2 elenments

access-1ist block-bpdu ethertype deny dsap bpdu(hitcount=14)
access-1ist block-bpdu ethertype permt any (hitcount=48)

£H 5. AT RBERERERBIN T HZMEB

Ecfd B



-®_ P 10.105.30.0/24
OUTSIDE

10 172.16.20.0/24 R
_ TEST

20.0.0.0/24

__ _w SPOKE

10.0.0.0/24

ARERT , #HER2RAN N HcEBBNRESHAEL, EAFEARFZEMBINNTEZ
ERVERR :RJLH‘F/;..,;J_)WH BEE—E (ZE%EE )  FESEMEEEN T EAsame-
security-trafficii o

o TRERNAAFEAHRZ2RBINFRTEEE

sanme-security-traffic permt inter-interface

AT S G BRI e3P E — T E PR M2 AW EA

sane-security-traffic pernmt intra-interface

HREANEERRER —NMTHEHBHEENVPNRE |, IhEFEER. fla , mREE—EH O
EE%?‘”“VPN&%% HehltASAR L | EIBVPNBR RSB | AT E— R NEE — EEsR
B, RELEIEASA , Rk ER TS —BESH.

R

1 R Fi same-security-traffic permit inter-interfaceds © , Packet Tracerf9#i HHA& &R , R
TrAREERNSRR , B—RLEFNNTFTRNEZ2MEBN TR REHHEL



!--- The interfaces named 'test' and 'outside' have the same security level of 0

ci scoasa# show nanei f
Interface Nanme Security

G gabit Et hernet 0/ 0 inside 100
G gabit Et hernet0/1 dnz 50
GigabitEthernet0/2 test 0
GigabitEthernet0/5 outside 0
Managerment 0/ 0 ngnt O

1--- Traffic between different interfaces of same security level is blocked by an implicit rule

ci scoasa# packet-tracer input test tcp 172.16.20.10 1234 10.0.8.8 443 detail ed

Phase: 2

Type: ACCESS- LI ST

Subt ype:

Result: DROP

Confi g:

Implicit Rule

Addi tional |nfornation:

Forward Fl ow based | ookup yields rule:

in id=0x7f9960a2ff90, priority=110, domai n=permit, deny=true
hi ts=0, user_data=0x0, cs_i d=0x0, flags=0x3000, protocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none
input _ifc=test, output_ifc=any

Resul t:

input-interface: test

i nput -status: up

input-line-status: up

output-interface: outside

out put-status: up

out put-1line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule, Drop-location: frame
0x00005638dfd7da57 flow (NA)/NA

!--- After running the command 'same-security-traffic permit inter-interface’

ci scoasa# show runni ng-config same-security-traffic
same-security-traffic permt inter-interface

!--- Traffic between different interfaces of same security level is allowed
ci scoasa# packet-tracer input test tcp 172.16.20.10 1234 10.0.8.8 443 detail ed

Phase: 3

Type: ACCESS- LI ST

Subt ype:

Result: ALLOW

Confi g:

Implicit Rule

Addi tional |nfornation:

Forward Fl ow based | ookup yields rule:

in id=0x7f9960a352d0, priority=2, dommi n=pernit, deny=fal se
hits=2, user_data=0x0, cs_i d=0x0, flags=0x3000, protocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none



input _ifc=test, output_ifc=any

Resul t:

input-interface: test

i nput -status: up
input-line-status: up
output-interface: outside
out put -status: up

out put-1line-status: up
Action: allow

N & 7~ { F§ same-security-traffic permit intra-interface@i+ , Packet TracerfVia H 28R , HRALL
TAARHERNRR , SANSHE - EAREREFEL

!--- Traffic in and out of the same interface is blocked by an implicit rule
ci scoasa# packet-tracer input outside tcp 10.0.0.10 1234 10.1.0.10 443 detail ed

Phase: 3

Type: ACCESS- LI ST

Subt ype:

Result: DROP

Config:

Implicit Rule

Addi tional |nfornation:

Forward Fl ow based | ookup yields rule:

in id=0x7f9960a32f 30, priority=111, domai n=permit, deny=true
hi ts=0, user_data=0x0, cs_i d=0x0, fl ags=0x4000, protocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none
i nput _i f c=out si de, out put _i f c=out si de

Resul t:

input-interface: outside

i nput -status: up

input-line-status: up

output-interface: outside

out put-status: up

out put-1line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule, Drop-location: frame
0x00005638dfd7da57 flow (NA)/NA

!--- After running the command 'same-security-traffic permit intra-interface’

ci scoasa# show runni ng-config same-security-traffic
same-security-traffic permt intra-interface

!--- Traffic in and out of the same interface is allowed

Phase: 3

Type: ACCESS- LI ST

Subt ype:

Result: ALLOW

Confi g:

Implicit Rule

Addi tional |Information:

Forward Fl ow based | ookup yields rule:

in id=0x7f99609291c0, priority=3, dommin=pernit, deny=fal se
hits=1, user_data=0x0, cs_i d=0x0, flags=0x4000, protocol =0



src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none
i nput _i f c=out si de, out put _i f c=out si de

Resul t:

input-interface: outside
i nput -status: up
input-line-status: up
output-interface: outside
out put-status: up

out put-1line-status: up
Action: allow

55| 6. EAce A RFI DI MBEN R I

control-planeEAE FIEE R B AACLEF RO EENRE, B MAcontrol-planei®IEFE A E RS
RIRAIMEL , AREEBEEFRE(HRhttp, sshitelnetEm S ER)WHBRFBRINEEIEFES
o Hit EDEEEUEﬁACLHHEEJEE?@ , B ABERFREATNEEREE A,

BESRFERAUTE , TEN-AEERAURBRERBESHdeny, MR , EAEEERFHBHRAUTT
B ERE SRR B RERAUETHME. E , EAUERICMPRRAZFIZZENICMPRE

o

MR =

10.65.63.155

;@— g:26_ 10105130 0/24 E
=S==a= OUTSIDE
——

Client

{§ F control-planefd & =B EACLEAFE 1R BIP#1E10.65.63.155 B B #y it BASAK "4\E, S E
IPith 3t Y A U5 TRE

access-1ist control -plane-test extended deny ip host 10.65.63.155 any
access-group control -plane-test in interface outside control-plane

R

BEFIVEETNGHNEE , BEACLEHERE -

ci scoasa# show access-1ist control-plane-test

access-list control-plane-test; 1 elenents; name hash: Ox6ff5e700

access-list control-plane-test line 1 extended deny ip host 10.65.63.155 any (hitcnt=4)
Oxedad4c6f

R BFHEERIRE®E Nidentityy NHAILHWEE :

Dec 27 2021 13:19: 44: %ASA-4-106023: Deny tcp src outside: 10. 65. 63. 155/ 54108 dst
identity: 10. 105. 130. 26/ 8000 by access-group "control-plane-test" [Oxedad4c6f, 0xO0]



Dec 27 2021 13:19:45: %ASA-4-106023: Deny tcp src outside: 10. 65. 63. 155/ 54108 dst
identity:10.105. 130. 26/ 8000 by access-group "control -pl ane-test" [Oxedad4c6f, 0xO0]
Dec 27 2021 13:19:46: %ASA-4-106023: Deny tcp src outside: 10. 65. 63. 155/ 54108 dst
identity:10.105. 130. 26/ 8000 by access-group "control -pl ane-test" [Oxedad4c6f, 0xO0]
Dec 27 2021 13:19:47: %ASA-4-106023: Deny tcp src outside: 10. 65. 63. 155/ 54108 dst
identity:10.105. 130. 26/ 8000 by access-group "control -pl ane-test" [Oxedad4c6f, 0xO0]

AR

logEa#& = T FE ACE B2 F 1R #8158 5 8 9 B BHE (1 Faccess-groupin = FEF FYACL) T BL B 5% € A 5550
SIBIE, MR ATHEMSIEWIogia#T , RIEFERREI(6)FERRMEMR ( 300% ) AMARKH
6 HE106100, MRFEW AlogBIRT , AIRKERIEBNERTERTARRKBFEE 106023,
HFRIETE -

. level — TRAOM7Z B BRE MR E. TAERELRG6 (EAM ) . WREIUFEBHACERLLRE , Bl
iR B ERARITER ; REERSEERHEET L —&E
. interval secs — RF AFEEZENRERR (AR ABEN ) , #£1F1600, FEFREA300, Lt
Bt AERARKEEEZRETEFRIREPMERIEE BRAY B RE
. disable — Z A FT B ACE H 55 #.
. default — B H B B 5552106023, WEREHET I ElogiRIEEE,
SyslogiH £106023:

Message:

Y%ASA- 4- 106023: Deny protocol src [interface _nane :source_address /source_port ] [([idfw_ user

| FRDN_string ], sg_info )] dst interface_nane :dest_address /dest_port [([idfw user |FQDN_string
], sg_info )] [type {string }, code {code }] by access_group acl_|ID [ 0x8ed66b60, Oxf8852875]

R ER:

ERRIPEREMACLIER, BIEARAACLEAA RGRE , tSERUTAL, Pt 2EER Pt
, MARBENATERNE, MREKRIICENIPHL  BSEREHERESDEFANMFQDNEHA
o REPFABASATHENET (H\EAE ) AFQDN (MR FEAEZBITH ). WREFHEHR
HFQDNA A , Al 2B A BASAS RN B ENIET,

gl

Dec 27 2021 14:58:25: %ASA-4-106023: Deny tcp src outside: 10. 65. 63. 155/ 56166 dst
i nsi de: 10. 5. 0. 30/ 8000 by access-group "OUT-1N' [0x902a8ee8, 0x0]
Dec 27 2021 14:58:26: %ASA-4-106023: Deny tcp src outside: 10. 65. 63. 155/ 56166 dst
i nsi de: 10. 5. 0. 30/ 8000 by access-group "OUT-1N' [0x902a8ee8, 0x0]
Dec 27 2021 14:58:27: %ASA-4-106023: Deny tcp src outside: 10. 65. 63. 155/ 56166 dst
i nsi de: 10. 5. 0. 30/ 8000 by access-group "OUT-1N' [0x902a8ee8, 0x0]

Syslog’i4 £.106100:

Message:

Y%ASA- 6- 106100: access-list acl _ID {permtted | denied | est-allowed} protocol interface_name
/source_address (source_port ) (idfw user , sg info ) interface name /dest_address (dest_port )
(idfw_user , sg_info ) hit-cnt number ({first hit | number -second interval}) hash codes

FREE:
FIHAABRE RS RERAR LN, EERANEFLLEE106023% | HEEEIEEN



BERE , TeEah it RS TERERE .

ESREBEITERogs| 8 , HRFRSERNTIER S KMEASAY HHRBERN , HItAH
AJLASER OB ID, Bl , MREZ 2 ABASALIE —EACKER S ( ZERSHERKRP T
FHETCPER ) 22 B5 X BASAT MU BUKB106100 , S REERGRAT ; B , BRAELE
iR, ZERCERBRERESR,

RREHR T HEE

- f0FF |BIER | est-allowed — ELEEIFEACLEAHFERIEEERN S, MRZABEAAHRE
, AIZERSHACLIER , BAFAREERIMNESE (Hlln , AFAIEFEREHBInternet , 3
BESBEEWACLIEANEREERNT ).
. protocol - TCP, UDP. ICMPZIP#E.
- interface_name — EREHRNWRREZEN N EEHE, XEVLANSTH,
. source_address — EERSRAVRIPHEsL, Pt RERRIPHi M2 EBENATERNE,
. dest_address — & AT B 2P, IPHbut RERRIPH#sE , A RBEENATERNE,
. source_port — ECERAYIRIE ( TCPEUDP ) » {RAICMP , RIREFIEC ENimIFEAFASRE

. idfw user — ERESMERAERR , L& ESecure Firewall ASATT LA ZNIP# st I E A & B
BRI RERRBAFHESE,

. sg_info — B2 BH A FEASAT UK B IPiitt N Z 2 A EBRHEIRAAFNZSEER, 22
HEBKEZSEEE —EET (WNRTAH) .

. dest_port — BiC#7A B1EE ( TCPEUDP ) » HRICMP , BRIbEFIEC BHRTES
ICMPFAEATS , kRIS EARELASEE, HRAHEBIS , 1HRikA0, BEICMPEERBIME

B | 552 B URL:http://www.iana.org/assignments/icmp-parameters/icmp-parameters.xmls
. hit- cnt number — LLACLIRE ERENRERBRBA AT NIEB L RENAE . EX£H AR
ASABILTRERE—EEER , BEA1.
- first hit — AR EKE —BE B
- number - second interval — Rt PRI REFE. £ Aaccess-listis T MintervaliZ 18 5% E It
EERE.
- BEERTE — R AYRIBACEMMARF AACEFI M EMERE, BEER I
ACEME. EETELMZENRT , 558 Ashow-access listin &
g4l

Dec 27 2021 15:09:58: %ASA-6-106100: access-list OUT-IN permitted tcp

out si de/ 10. 65. 63. 155(56261) -> inside/10.5.0.30(8000) hit-cnt 1 first hit [Oxa26bllfb,
0x00000000]

Dec 27 2021 15:10: 15: %ASA-6-106100: access-list OUT-IN permitted tcp

out si de/ 10. 65. 63. 155(56266) -> inside/10.5.0.30(8000) hit-cnt 1 first hit [Oxa26bllfb,
0x00000000]

Dec 27 2021 15:10:55: %ASA-6-106100: access-list OUT-IN permitted tcp

out si de/ 10. 65. 63. 155(56270) -> inside/10.5.0.30(8000) hit-cnt 1 first hit [Oxa26bllfb,
0x00000000]

SRR R

B Bl ls B A A L AR Ry SRR SR SR E A


http://www.iana.org/assignments/icmp-parameters/icmp-parameters.xml
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