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3.1.¥MWindows , BfnZE "#EHHEMR, PHEREE, E—TEREHRTEZEMChange Plan
Settings , A% #EPut the computer to sleeptl#tBNever, #—T MSave Changes. o

32HMMAC , FEMERKERE>HEER. 4E "Prevent the Computer from Reading
Automatically when the display is off ( B REEARARPH L EKBEIIRER ) o ZEE , REAH T
Turn Display Off after ( /BB R R BRI R2T ) 1 #E| "Never (7T ) 1 o
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https://software.cisco.com/download/home/286306503/type

“"Firepower_Migration_Tool_v2.5
-6263.command” is a script app
downloaded from the Internet.
Are you sure you want to open it?

software.cisco.com

Open

Show Web Page

Cancel

4.1 HRAMAC — FEAterminal L BT A TH T :




CAROLDSO-M-WGYT:~ caroldso$ cd Downloads/

CAROLDSO-M-WGYT :Downloads caroldso$ chmod 750 Firepower_Migration_Tool_v2.5-6263
.command

CAROLDSO-M-WGYT :Downloads caroldso$ ./Firepower_Migration_Tool_v2.5-6263.command

[75653] PyInstaller Bootloader 3.x

[75653] LOADER: executable is /Users/caroldso/Downloads/Firepower_Migration_Tool
_v2.5-6263.command

[75653] LOADER: homepath is /Users/caroldso/Downloads

[75653] LOADER: _MEIPASS2 is NULL

[75653] LOADER: archivename is /Users/caroldso/Downloads/Firepower_Migration_Too
1 v2.5-6263.command

[75653] LOADER: Cookie found at offset @x219AE@8

[75653] LOADER: Extracting binaries

[75653] LOADER: Executing self as child

127.0.0.1 - — [23/Nov/2021 14:49:47] "GET /inline.318b5@c57b4eba3d437b.bundle.js
HTTP/1.1" 208 -

127.0.0.1 - — [23/Nov/2021 14:49:47] "GET /cui-font.880241c@aa87aa899céba.woff2 H
TTP/1.1" 280 -

2021-11-23 14:49:47,999 [INFO | cco_login] > "EULA check for an user"
127.8.0.1 - — [23/Nov/2021 14:49:48] "GET /assets/cisco.svg HTTP/1.1" 200 -
2021-11-23 14:49:48,013 [ | 1>

127.0.0.1 - - [23/Nov/2021 14:49:48] "GET /api/eula_check HTTP/1.1" 200 -
127.0.0.1 - - [23/Nov/2021 14:49:48] "GET /assets/icons/login.png HTTP/1.1" 200
127.0.0.1 - - [23/Nov/2021 14:49:48] "GET /assets/images/1.png HTTP/1.1" 200 -
127.0.0.1 - - [23/Nov/2021 14:49:48] "GET /assets/images/3.png HTTP/1.1" 200 -
127.0.0.1 - - [23/Nov/2021 14:49:48] "GET /assets/images/2.png HTTP/1.1" 200 -

i??.@.ﬂ.l - — [23/Nov/2021 14:49:48] "GET /favicon.ico HTTP/1.1" 280 -

4.2. ¥ Windows — &R T FirepowerZB#% L& , LI{E1EGoogle ChromeBIBERF M EIZ T E,

5EZFARE , MTEA® :



“« 2 O O @ localhost8888/¥/eula

clsco Firepower Migration Tool

EMD USER LICENSE AGREEMENT

This is an agreemant batween You and Cisco Systems, Inc. or its affiliates (“Cisco™) and govemns your Use of Cisco Softwarne.
“¥ou™ and “Your® means the individual or legal entity Bcensing the Software under this EULA. "Use” or "Using” means to
download, install, activate, access or otharwise usa the Software. “Software™ means the Cisco computer programs and any
Upgrades made avadable to You by an Approved Source and licensad to You by Cisco. "Documentation” is the Cisco user or
technical manuals, fraining materials, spacifications or othes docemantation applicable to the Softwane and made available fo
You by an Approved Sowce, “Approved Source” means (i) Cisco or (i) the Cisco authorized reseller, distributor or Systems
integrator from whom you acquired the Software. "Entithement” means the license doetail; including hoenss meltrc, duration, and
quantity provided in a product 1D (PID) published on Cisco’s price list, claim certificate or righl 1o use nolification. “Upgrades”
means all updales, upgrades, bug fixes, emor comections., enhancements and other modilications 1o the Soltware and backup
copies thereod. This agreemaent, any supplemental license lerms and any specic product tarms al

www cisco com/go/soltwareterms (collectively, the "EUILA") gowern Your Use of the Software.

1. Acceptance of Terms. By Using the Softwarae, You agree lo be bound by the terms of the EULA. If you ane entering info this
EULA on bohall of an antity, you represant that you have autharity to bind that antity. I you do not have such authority or you do
nod agree 1o the terms of the EULA, neither you nor the entity may Use the Softeare and it may be returned 1o the Approved
Sowrce for a rafund within thirty (30) days of the date you acquired the Software or Cisco produect. Your nght to return and
rafund applies only if you ans the original end user licenses of the Software

2. License. Subject io payment of the applicable fees and compliancs with this EULA, Cisco grants You a mibed, non-exclusiea
and pon-transferable oenss 1o Usa ﬂl'-_}é(‘:f cide vergions of the Softvaare and 1ha Docwmantalion E-L'HM]' for Your inbstmal
I'.'IFIIEI"BHI'.'II‘IE- and in accordance with the Enbtlement and tha Documantalkon ':-IE-EI:I RCEnses You thae I"Igl'H 1o Usa I'.'II"I|:'I thie
Cnfhuara Y acmsing fem an Sanemssd Soaecs | inkase ronirans bo snnlicable law Yo ansonot leansed G oo e Srfhaan nn

bl | have read the content of the ELULA and SEULA and agrod to terms histed

6.7EFirepowerZB TEMNBE AEME L , #&— T A Cisco Connection Online(CCO)EFZE A , L&
FEAEE A REE AZ|Cisco.comiEF,

N 5B BB ACIsco.comlES | SECisco.comBEATE LY. BERANTFEZEEEA
- FHEZE — adminfI1 31 — Admin123,



Redirecting

You will be redirected to the Cisco login Please
login with your CCO credentials.

Do it later ( Continue )

7TEEREREE, EFEFR , ©RCisco ASA(8.4+).



& - C 1 @ localhost:8888/#/home

clsco Firepower Migration Tool

Select Source Configuration ©

Source Firewall Vendor

ISelect Source A

Cisco ASA (8.4+)

Check Point (r75-r77)
Check Point (r80)

Palo Alto Networks (6.1+)
Fortinet (5.0+)

Cisco ASA (9.2.2+) with FPS

8. MR EREEIASARELR | H#EManual Upload, &I , BAILIRASARZBTERE , WAAE
BIPHIZAFMEN. EURHF K ERTFELE,

& > C 0t @ localhost:8888/#/home *n

"c','gé";' Firepower Migration Tool

Extract Cisco ASA (8.4+) Information ©
Extraction Methods
Manual Upload Connact to ASA
. File format is cfy or 't . Enter tha management IP address and connect using  admin
cradantials
. For Mulli-context upload a show tech
For Singlé-conlex! upkoid show munning, . 1P format should be: <IP:Port=,
iy Do not upioad hand coded contfigurations. ASA P Address/Hostname

' Y
[\ Upload )
v




N NEREFIXE  URHRLEE, BREEITUAMITEE, (BEERER
, B E R iR, )

Blocked X
Please upload .txt or .cfg files
only

® © - ASAConfig.cfg

asa# show running-config
: Saved

: Serial Number: FLM22160652
: Hardware: FPR4K-SM-12, 56533 MB RAM, CPU Xeon E5 series 2200 MHz, 1 CPU (24 cores)

ASA Version 9.12(2)

!

hostname asa

enable password s#kik pbkdf2
|

license smart

feature tier standard
names
no mac-address auto

P e p— T~ BRI

I interface Ethernetl/1
no nameif
no security-level
no ip address
I
interface Ethernetl/2
nameif Inside
cts manual
security-level @
no ip address
I
interface Ethernetl/3
nameif Outside
cts manual
security-level @

no ip address
ol

0.LERERR , RS E , RURE , WTEMT



il Firepower Migration Tool

L
Extract Cisco ASA (8 .4+) Information ©

| Extraction Methods

Souree: Cisco ASA (B4+)
8 )
Manual Upload:  AS&Tanfio oy 1t
| Contaxt Salection > .
Soloctod Contuxt:  Single Cortext Mode
| Parsed Summary ~
Callect Hibcounts: Mo, Hitcount imfarmation is anly avaiable when connecied o a le ASA.

20 B8

Areess Control List Lines

Hehwors Otsecls

8 4
Logical Interfoces

Siadc Rowiea etwork Acdreas Transdod on

o Pro-evgrntion report will e avalatie alar selecting Ta lrgets

14

Pt Cisjects

1

Bie-to-Site VPH Tunnels

clsco

10. B AEBASAEEEREIWFMC IPAMEABE, BERATKRIELFEFMC IP,

Firepower Migration Tool

Select Target ©

Cigco ASA [B.4+)
Connact 1o FMC V |
FMC 1P Address Hostname
101068210
o -
(" connect )
Choose FTD >
>nlmct Features \"
Rule Conversion Process Config




FMC LOGIN

IP Address/Hostname

10.106.52.10

Username

Password

11.E#RFMC#E , E TS EFTDEE R,



clsco Firepower Migration Tool

Select Target ©

Connect e FMC

FMC IP Address! Hostnama

10.106.52.10

[E) svovvorveces o

ng deiails

Source: Cisco ASA (8.44)

12, B EHITASAREBBFIMFTD,

(8) Sakct FTD Device

| Proceed |
. /

FTD (10.106.52.20} - ViMdane (Malive)

gured the targel FTD device s the same as in the uploadad #

Procead wihaut FTD

N B EmmEFTDEE | FANE. BENELELEVPNREESETHER.

cisce  Firepower Migration Tool

Select Target @

| Connect i FMC

Choose FTD

FMC IP Addreia/ Hostmme: 10106 52 10

@ Inie 5 and 3
- -
[ Promed )
. -
Salecl Feallines

@ Proceed wihout FT0

13.ZEFEEBNYRE , ITEMR

| Select Fealures

Device Configuration

Interfacas

B Foutes

B st0-10-5ite VPN Tunnais
Palcy Based (Crypta Map)

Reoute Based (VT1)

P B}
| Proceed )

SBhared Configuration
Accees Coniral
[ | Populsts destingtion security zones
— Migrate tunralad res as Profiber
B war
Wetwork Ofjects
Foxt Qlypacts

Time based

Optimization
B Migrale Only Referenced Objects

| otioct Greup Sesrch (1)

Inline Grouping

B csmiasom




14 2ERMESR  LIRBEER K FERKEREFTIDEERBANESR.

parsing eroes bund, Refar 1o the pre-migration repon Tor mors dalals

Please downloed the Pre-Mgration report or & deteiled summary of the parsed consgurstion. | Dowrload Repart )
Astass Ganlrol List Lines Naitwiork Objects Port Chjects
Logical interfaces Static Routes Hetwark Address Translation Siw-1o-Sie VPN Tunnels

15.32 — T Download Report ( &8I HE ) , MREBRIRE , W TEH®



“ - @ v @ File | JUsersjcaroldso/Downloads/pre_migration_report_asa_2021-11-23_09-41-15.html

a e

clsco Pre-Migration Report

Note: Review all contents of this pre-migr aried rules will not be migrated completely, which can potentially alier your original configuration, restrict some traffic, or permit unwanied traffic. We reco

by Firepower Threat Delense aller the conliguration is successfully migrated

1. Overall Summary:

A summary of the suppoerted ASA configuration elements that can be successfully migrated 1o Firepower Threat Defense.

Collection Method Manual

ASA Configuration Name ASAConfig efp.x
ASA Version 9.12(2)

ASA Hostname asia

ASA Device Model FPR4K-5M-12, 56533 MB RAM, CPU Xeon E5 series 2200 MHz, 1| CPU (24 cores)
Hit Count Feature No

IP SLA Monitor 0

Total Extended ACEs 13

ACEs Migratable 13

Site to Site VPN Tunnels 1

Logical Interfaces 2

Network Objects and Groups 98

Service Objects and Groups 30

Static Routes 9

NAT Rules 4

16. RIFFEEAASAT HHREIFTDNE , W TEFR :

Refresh

ASA Interface Name FTD Interface Name
] Select Interface
Ethemeti/? GigabitEthernet0/0 A
GigabitEthernetd/1 |
Ethemet1/3 + GigabitEthernet0/2 E

17 K Z2EBIEMNAEE S EEFTDN M,



Source: Cisco ASA [R4+

Target FTD: FTO

171 MRFMCERY Z2EFHMNNEA , ITUARBREZEZECM .

FMC Security Zones

v Select Security Zone v

inside

172 MREEREYLZEEFHNNAEME , BFEZ—TAIISZ&IG, MTFEFT :



Add SZ & IG

Security Zones (SZ) Interface Groups (I1G)

. Max 48 characters for Interface Group name. Allowed special characters
are _.-+

Interface Groups Type Actions

Inside ROUTED ° °

0-00f0

Close

17.3. 581 , &A SUEEFE A Auto-Createi® 18 |, BB 2 Bl L& BASA logical interface_sz
ASA logical interface_igiy Z £ B/ HE#H.



Auto-Create

Auto-create maps ASA interfaces to existing FTD security zones and interface groups in FMC that
have the same name. If no match is found, the Migration Tool creates a new FTD security zone and
interface group with the same name in FMC.

Select the objects that you want to map to ASA interfaces

e

Security Zones D Interface Groups

o=

cisco Firepower Migration Tool

Map Security Zones and Interface Groups ©

{ addszaic ) ( AuoCreate )
- - A -

ASA Logical Interface Name FTD Interface FMC Security Zones FMC Interface Groups

Ireslde GigabltEthamati nside w Inskda_ip (AN w

Dulside GigahilEthermatlVz cutside W Dulside_iy (A} W

18.BEYMIAMBUNEEFTDER, BRI LET , MTEMF :



'é'l's'é'o" Firepower Migration Tool 9006
L Source: Cissa ASA
Optimize, Review and Validate Configuration © Target FT0: FT0
Acoos Conrol  MAT  Metwork Objects  Porl Objects  Inlerfacen. Roules VPR Objects  Sila-to-Sibe VPN Tunnats
D 1 - Ay i e — e R
- . . e " Y o
o 3 any Y ANY - .
o ' aner oEEE—— aa—— .
O w5 - ANY T O .
D v awe —
o 1 D e . :
D ARY i LB !
o o n 0 - o :
o any Ay et e '
D ’ o an L B
o o ar ihi RN T
bl e codumn heghligried in PN Ll e in<Sile VPN Tunneds tab to vaboabe and pros wath mag ral

19. MR EBREBAMAA , TUURZEBRE , M TEMT. FUTEH , TUEREERN
IPSEREHIFTDINEE,

ACP BEERIll i-
Select all 13 entries Selected: 13 /13 ()
MIGRATION ACTIONS
Do not migrate
RULE ACTIONS | —
1 Outside_access_in_#1
File Policy
2 Outside_access_in_#2
) ) IPS Policy
3 Outside_access_in_#3
4 Outside_access_in_#4 Log
5 Outside_access_in_#5 Rule Action
6 Outside_access_in_#6 outside any

N mBEFMCHEFERERR  NEEATH  OTEFT. HRIPSEMERERERK



N BEReEm.

File Policy

Select File Policy *

eicar

None

Cancel

AUERATRRAN BREE, FLHER  TUEEFMC LR B/ SyslogflRREE .



Log

D Log at the beginning of connection
D Log at the end of connection

Send connection events to:

| Event Viewer

| Syslog

Cancel

ot
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https://tools.cisco.com/bugsearch/bug/CSCwa56374
https://tools.cisco.com/bugsearch/bug/CSCvz88730
https://tools.cisco.com/bugsearch/bug/CSCvx21986
https://tools.cisco.com/bugsearch/bug/CSCvy63003
https://tools.cisco.com/bugsearch/bug/CSCvx08199
/content/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-Migration-Tool.html
/content/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-Migration-Tool.html
/content/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-Migration-Tool.html
https://www.cisco.com/c/zh_tw/support/index.html
https://www.cisco.com/c/zh_tw/support/index.html
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