BREEIASATIFEANATHE B EHIOSIEHEEZ
BN B REIPsecH B R H

B &

)
BB
&%
AT
185

=3

S

:ml.l.
il
¥
3I_III

ks
lal

G
e
&

Eid

N Ispe |
[ani]
gk

fii

2 (il F
5 o ¢

Z 2 BABA(SA)

ASAZEHE — showH ¢
RiRIOSEE HER — showds &
SREEHEAR

ASA — s
RIGIOSEE MR — A
tHEAE A

bl

AIERE T ERENAA B EERZ S EE(ASA) UEZ R BIOSH M 251 B R&IPseciE AR Y R i EL
%o

DB R

R
HERLERE 2w , FRARASANE HREEE ARE I IPsechEiE BB ELR.

ANERELCERELHANENEANELDE TP |, I BET SpingiEinVPNEK E K 1P it

BRAxH
AXHHNERRBIRATREMEERA
. R Cisco |OSEX B iR 24<15.2(4)M3#Y Cisco 2900#% FH 25

- BRHEREZ SR ERERAE9.4(1)
ANHFHEARBBBEERETRREANEEMEL. XPEAZNAMBERERREHER (HEKR



) BVERERE B, MREHVMREREEER |, FRACCHRBIMES TRERNEE,

"5
A2R AR R ESNRRE S BE X EANNERA.

HRER

WMRALEMER10.1.1 3 B BREE | Einks HESSHTHEE I EIR(NAT), #10.1.1.xFIASAR
FHERBEE10.22xRETBNRNATIER, EERE(10.1.1.X)ERE KR HFNEREEFRR
MEER(10.2.2 X)WASAR LK , IPsech3 B8 SR, BRHERALABIEEASARERR |, (BASAEERK
B BB AR AV IE AR

I Bl B fEASARE # E2iR i VPN R FH 85 2 1 B &EIPsec LANZILAN(L2L)B&IE, 1A S HinternetfR
BREUEBREERENS LGP, BREEHEREEA G EDHCP)RMHEILEEH , UIERREEED
REOBIPAU, E& , EXHTEZER RO EHERIPHL,

FASAL | AILBEFHNATURARBBEREN RETEHER, EIRAF , MREMR

10.2.2. 0485 L WHI10.1.1.048%% , BIEAEBNATAZ10.1.1. o%ﬂﬂ%m;uﬁua A4 HE
AARNEIPHUL, EIEHES L | route-mapFlaccess- Ilstnp ﬂﬁﬁmjbntFTﬁFﬁNATﬂuﬁ']O 1.1.048
Eﬁﬂﬁio B2, R A E ATt 5 ( Bltninternet ) B , W& IEIB R ith ut B (PAT)E #: & /2B
N HEIP# 3k,

T
s
&0
:
B
Z
>

MigE : BEANATHIEEAEA | T

m
ZF

LT REASALFIENERENRT RERE TEBPATEBREE , KR Finternethy i & & 18

PATE7T

obj ect network LOCAL

subnet 10.2.2.0 255.255.255.0
obj ect network REMOTE

subnet 10.1.1.0 255.255.255.0

nat (inside,outside) source static LOCAL LOCAL destination static REMOTE REMOTE

obj ect network LOCAL
nat (inside, outside) dynamc interface
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Dynamic L2L IPsec Tunnel

10.1.1..x /24

LU
ARG EAUTRE :
B8R

Rout er #show runni ng- confi g

Current configuration : 1354 bytes

!

version 15.2

service tinestanps debug datetime nsec
service tinestanps |og datetime nsec
no service password-encryption

!

host nane Rout er

!

boot - start - mar ker

boot - end- mar ker

!

!

no aaa new- nodel

!

resource policy

!

ip cef

1--- Configuration for IKE policies.

1--- Enables the IKE policy configuration (config-isaknm)
1--- comuand node, where you can specify the paraneters that
1--- are used during an | KE negoti ation.

crypto isaknp policy 1
encryption aes 256

hash sha

aut henti cation pre-share
group 2

1--- Specifies the preshared key "cisco0l123" which shoul d
1--- be identical at both peers. This is a globa
1--- configuration node comrand.

crypto i saknp key ciscol23 address 192.168.1.2

192.168.1.x /24

10.2.2.x 124




l--- Configuration for |Psec policies.

l--- Enables the crypto transform configurati on node

1--- where you can specify the transformsets that are used
l--- during an | Psec negotiation.

crypto i psec transform set nyset esp-aes 256 esp-sha-hmac

l--- Indicates that IKE is used to establish
l--- the I Psec Security Association for protecting the
l--- traffic specified by this crypto map entry.

crypto map nmymap 10 i psec-isakmp

l--- Sets the | P address of the renpte end

set peer 192.168.1.2

l--- Configures |Psec to use the transformset
l--- "nyset" defined earlier in this configuration

set transformset nmyset

1--- Specifies the interesting traffic to be encrypted.

mat ch address 101

nterface FastEthernet0/0

--- The interface dynamically learns its | P address
--- fromthe service provider.

i p address DHCP

ip virtual -reassenbly
hal f - dupl ex

-- Configures the interface to use the
--- crypto map "nymap" for |Psec.

crypto nmap nymap

nterface FastEthernetl/0
no i p address

shut down

dupl ex auto

speed auto

nterface Serial2/0



i p address 10.1.1.2 255.255.255.0
i p nat inside

ip virtual -reassenbly

no fair-queue

nterface Serial2/1
no i p address
shut down

nterface Serial2/2
no i p address
shut down

nterface Serial2/3
no i p address

shut down
1

ip http server

no ip http secure-server

|

iproute 0.0.0.0 0.0.0.0 FastEthernet0/0
|

ip nat inside source route-nmap nonat interface FastEthernet0/0 overl oad
!

l--- This crypto ACL 101 -permt identifies the
l--- matching traffic flows to be protected via encryption.

access-list 101 permit ip 10.1.1.0 0.0.0.255 10.2.2.0 0.0.0.255

1--- This ACL 110 identifies the traffic flows using route map and
1--- are PATed via outside interface (Ethernet0/0).

access-list 110 deny ip 10.1.1.0 0.0.0.255 10.2.2.0 0.0.0. 255
access-list 110 permt ip 10.1.1.0 0.0.0.255 any

route-map nonat permt 10
match i p address 110

!

!

control - pl ane

!

|

line con O
line aux O
line vty 0 4
!

!

end

ASA

ASA#show runni ng-config
ASA Version 9.4(1)
1

host name ASA



enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

nanmes
|

1--- Configure the outside and inside interfaces.

interface G gabitEthernet0/0

namei f outsi de

security-level 0O

i p address 192.168. 1.2 255.255.255.0

interface G gabitEthernet0/1
namnei f inside

security-level 100

i p address 10.2.2.1 255.255.255.0

l--- Qutput is suppressed

passwd 2KFhbNI dI . 2KYQU encrypt ed
ftp node passive

1--- Manual NAT prevents NAT for networks specified in the statenent - nonat.
1--- The bject NAT 1 command specifies PAT using
I--- the outside interface for all other traffic.

obj ect network LOCAL

subnet 10.2.2.0 255.255.255.0
obj ect network REMOTE

subnet 10.1.1.0 255.255.255.0

pager lines 24

ntu outside 1500

ntu inside 1500

no failover

no asdm hi story enabl e
arp tineout 14400

1--- Manual NAT prevents NAT for networks specified in the statenent - nonat.
1--- The bject NAT 1 command specifies PAT using
l--- the outside interface for all other traffic.

nat (inside,outside) source static LOCAL LOCAL destination static REMOTE REMOTE
|

obj ect network LOCAL

nat (inside,outside) dynanmic interface

route outside 0.0.0.0 0.0.0.0 192.168.1.1 1

ti meout xlate 3:00:00

ti meout conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02

ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
ti meout uauth 0:05:00 absol ute



no snnp-server | ocation
no snnp-server contact
snnp- server enabl e traps snnp authentication Iinkup |inkdown col dstart

1--- PHASE 2 CONFI GURATION ---!
1--- The encryption types for Phase 2 are defined here

crypto i psec ikevl transformset mnmyset esp-aes-256 esp-sha-hnmac

1--- Defines a dynanic crypto map with
1--- the specified encryption settings.

crypto dynamic-map cisco 1 set ikevl transformset myset

l--- Binds the dynamic map to the | Psec/| SAKMP process.

crypto map dyn-map 10 ipsec-isaknp dynam c cisco

1--- Specifies the interface to be used with
l--- the settings defined in this configuration.

crypto map dyn-map interface outside

1--- PHASE 1 CONFI GURATI ON - - -

1--- This configuration uses isaknmp policy 10.
l--- The configuration conmands here define the Phase
1--- 1 policy paraneters that are used

crypto i kevl enabl e outside
crypto i saknmp policy 10

aut hentication pre-share
encrypti on aes-256

hash sha

group 2

lifetine 86400

1--- The security appliance provides the default tunnel groups
l--- for Lan to Lan access (DefaultL2LG oup) and configure the preshared key
1--- (ciscol23) to authenticate the renote router.

tunnel - group Defaul t L2LG oup i psec-attributes
pre-shared-key ciscol23

tel net tinmeout 5

ssh timeout 5

consol e timeout O

!

cl ass-map inspection_default

mat ch defaul t-inspection-traffic

!

!

policy-map type inspect dns preset_dns_map
par anet er s



nmessage-| engt h maxi mum 512

pol
c
i

i cy-map gl obal _policy
ass inspection_default
nspect dns preset_dns_map

inspect ftp

i nspect h323 h225
i nspect h323 ras
i nspect net bi os

i nspect rsh
inspect rtsp

nspect skinny

i nspect esntp
i nspect sql net
i nspect sunrpc
inspect tftp

i nspect sip

i nspect xdntp

servi ce-policy global _policy global

pronpt host nane cont ext

Crypt ochecksum 6ed4a7bce392a439d0al6e86743e2663
end

ﬁ%ﬁéum@m

HEASARIFFAIHERT , ERANUTH T :

- clear crypto ipsec sa — fiBREEHY IPsec SA. BE#EFcrypto AlIEM
- clear crypto isakmp sa — HBRSEEIVIKE SA. EBSEFcrypto AiEM,

B

ERAXEHAR , BEENEERE EEER.

Cisco CLI Analyzer (ZHEFMEFFEH ) TERE LY show 5. £ Cisco CLI Analyzer #2148

show 3E= 8L Y 2547,

ASAZ£%KE — showis &

- show crypto isakmp sa — B R¥ &8 EWABE EFIIKE SA.

ASA#show crypto isakmp sa

Active SAI 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 | KE Peer: 172.16.1.3
Type ©L2L Rol e : responder
Rekey > no State : MMLACTI VE

- show crypto ipsec sa — B R¥E 8 F T B E#IIPsec SA.

ASA#tshow crypto ipsec sa
interface: outside
Crypto map tag: cisco, seq num 1, local addr: 192.168.1.2

local ident (addr/mask/prot/port): (10.2.2.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
current_peer: 172.16.1.3


http://cway.cisco.com/go/sa/
//tools.cisco.com/RPF/register/register.do

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4

#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 4, #pkts conp failed: 0, #pkts deconp failed: O
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0O
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needing reassenbly: 0
#send errors: 0, #recv errors: O

local crypto endpt.: 192.168.1.2, remote crypto endpt.: 172.16.1.3

path mu 1500, ipsec overhead 58, nedia mu 1500
current outbound spi: 28C8ClBD

i nbound esp sas
spi: 0x33785672 (863524466)
transform esp-3des esp-nd5-hmac
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 6, crypto-map: cisco
sa timng: remaining key lifetime (kB/sec): (4274999/3564)
IV size: 8 bytes
replay detection support: Y
out bound esp sas:
spi: 0x28C8C1lBD (684245437)
transform esp-3des esp-nd5-hmac
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 6, crypto-map: cisco
sa timng: remaining key lifetime (kB/sec): (4274999/3562)
IV size: 8 bytes
replay detection support: Y

WIRIOSEE H 8% — showm &

- show crypto isakmp sa — B R¥ &8 EWABE EHIIKE SA.

Rout er #show crypto isakmp sa

dst src state conn-id slot status
192.168.1.2 172.16.1.3 QM_IDLE 1 0 ACTIVE

- show crypto ipsec sa — B REER LT E EHIIPsec SA,
Rout er #show crypto ipsec sa
interface: Ethernet0/0
Crypto map tag: pix, local addr 172.16.1.3

protected vrf: (none)
local ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.2.2.0/255.255.255.0/0/0)
current_peer 192.168.1.2 port 500
PERM T, flags={origin_is_acl,}
#ipkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4
#ipkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not conpressed: 0, #pkts conpr. failed: O
#pkts not deconpressed: 0, #pkts deconpress failed: 0O
#send errors 62, #recv errors 0O

local crypto endpt.: 172.16.1.3, remote crypto endpt.: 192.168.1.2
path mtu 1500, ip ntu 1500, ip ntu idb Ethernet0/0
current outbound spi: 0x33785672(863524466)

i nbound esp sas:
spi: 0x28C8C1BD(684245437)
transform esp-3des esp-md5-hnac ,



in use settings ={Tunnel, }

conn id: 2002, flow.id: SW2, crypto map: pix

sa timng: remaining key lifetime (k/sec): (4431817/3288)
IV size: 8 bytes

repl ay detection support: Y

Status: ACTI VE

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:
spi: 0x33785672(863524466)
transform esp-3des esp-md5-hnac |
in use settings ={Tunnel, }
conn id: 2001, flow.id: SW1, crypto map: piXx
sa timng: remaining key lifetime (k/sec): (4431817/3286)
IV size: 8 bytes
repl ay detection support: Y
Status: ACTI VE

out bound ah sas:

out bound pcp sas:

RER: AR

RER B EFA TR R ARRET AR,

Cisco CLI Analyzer (ZHEFMEEFEH ) TEXE L show EH. £ Cisco CLI Analyzer %48
show I8 H K 247,

¥

\

Mgt : FHdebugis S 2l , FEA S B ERBDebugiE S MIPL M RHIBNEEEN — B
fR A {F FldebugiE$ .

- BEEZSEE — FEE Hdebug crypto ipsec 7 — B R E 2R RV IPsect# ™. debug crypto
isakmp 7 — BERZE 1 PE ER BV ISAKMP 1 o

. IBIGIOSEE 2§ — P& Hdebug crypto ipsec — BN 2M ERMYIPsect# ™. debug crypto
isakmp — 5 1B ER RV ISAKMP1# 7.,

ASA — BB L

ASA#debug crypto isakmp 7

Jan 01 21:42:13 [IKEv1]: IP = 172.16.1.3, |KE_DECODE RECEl VED Messa

ge (nmsgid=0) with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + VENDOR (
13) + NONE (0) total length : 144

Jan 01 21:42:13 [IKEvl DEBUG: I P = 172.16.1.3, processing SA payl oad

Jan 01 21:42:13 [IKEvl DEBUG : I P = 172.16.1.3, GCakley proposal is acceptable

Jan 01 21:42:13 [IKEvl DEBUG : I P = 172.16.1.3, processing VID payl oad

Jan 01 21:42:13 [IKEvl DEBUG : I P = 172.16.1.3, processing VID payl oad

Jan 01 21:42:13 [IKEvl DEBUG : I P = 172.16.1.3, Received NAT-Traversal ver 03 VID
Jan 01 21:42:13 [IKEvl DEBUG : I P = 172.16.1.3, processing VID payl oad

Jan 01 21:42:13 [IKEvl DEBUG : I P = 172.16.1.3, Received NAT-Traversal ver 02 VID
Jan 01 21:42:13 [IKEvl DEBUG : I P = 172.16.1.3, processing | KE SA payl oad

Jan 01 21:42:13 [IKEvl DEBUG : IP = 172.16.1.3, |IKE SA Proposal # 1, Transform#

1 acceptable Matches global IKE entry # 3


http://cway.cisco.com/go/sa/
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/en/US/tech/tk583/tk372/technologies_tech_note09186a00800949c5.shtml
//www.cisco.com/en/US/tech/tk583/tk372/technologies_tech_note09186a00800949c5.shtml

Jan 01 21:42:13 [IKEvl DEBUG: | P
Jan 01 21:42:13 [IKEvl DEBUG: | P
ext ended capabilities payl oad
Jan 01 21:42:13 [IKEvl]: IP = 172.16.1.3, | KE_DECODE SENDI NG Message (nsgi d=0) w
ith payloads : HDR + SA (1) + VENDOR (13) + NONE (0) total length : 108
Jan 01 21:42:13 [IKEvl]: IP = 172.16.1.3, |KE _DECODE RECEI VED Message (nsgi d=0)
with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (
13) + VENDOR (13) + NONE (0) total length : 256

172.16. 1.3, constructing | SAKMP SA payl oad
172.16. 1.3, constructing Fragnentation VID +

Jan 01 21:42:13 [IKEvl DEBUG: I P = 172.16.1.3, processing ke payl oad

Jan 01 21:42:13 [IKEvl DEBUG : I P = 172.16.1.3, processing | SA KE payl oad

Jan 01 21:42:13 [IKEvl DEBUG: I P = 172.16.1.3, processing nonce payl oad

Jan 01 21:42:13 [IKEvl DEBUG : I P = 172.16.1.3, processing VID payl oad

Jan 01 21:42:13 [IKEvl DEBUG : IP = 172.16.1.3, Received Cisco Unity client VID
Jan 01 21:42:13 [IKEvl DEBUG : I P = 172.16.1.3, processing VID payl oad

Jan 01 21:42:13 [IKEvl DEBUG: |IP = 172.16.1.3, Received DPD VID

Jan 01 21:42:13 [IKEvl DEBUG : I P = 172.16.1.3, processing VID payl oad

Jan 01 21:42:13 [IKEvl DEBUG : I P = 172.16.1.3, Processing | 0S/ Pl X Vendor |D pay
load (version: 1.0.0, capabilities: 0000077f)

Jan 01 21:42:13 [IKEvl DEBUG : I P = 172.16.1.3, processing VID payl oad

Jan 01 21:42:13 [IKEvl DEBUG: I P = 172.16.1.3, Received xauth V6 VID

Jan 01 21:42:13 [IKEvl DEBUG: I P = 172.16.1.3, constructing ke payl oad

Jan 01 21:42:13 [IKEvl DEBUG : I P = 172.16.1.3, constructing nonce payl oad

Jan 01 21:42:13 [IKEvl DEBUG: I P = 172.16.1.3, constructing G sco Unity VID payl oad
Jan 01 21:42:13 [IKEvl DEBUG: I P = 172.16.1.3, constructing xauth V6 VID payl oad
Jan 01 21:42:13 [IKEvl DEBUG: IP = 172.16.1.3, Send I10S VID

Jan 01 21:42:13 [IKEvl DEBUG : I P = 172.16.1.3, Constructing ASA spoofing |1 CS Ve

ndor | D payload (version: 1.0.0, capabilities: 20000001)

Jan 01 21:42:13 [IKEvl DEBUG: I P = 172.16.1.3, constructing VID payl oad

Jan 01 21:42:13 [IKEvl DEBUG : IP = 172.16.1.3, Send Altiga/C sco

VPN3000/ G scoASA GW VI D

Jan 01 21:42:13 [IKEv1l]: IP = 172.16.1.3, Connection |anded on tunnel _group

Def aul t L2LG oup

Jan 01 21:42:13 [IKEvl DEBUG : G oup = DefaultL2LG oup, IP = 172.16.1.3, Generat
ing keys for Responder...

Jan 01 21:42:13 [IKEvl]: IP = 172.16.1.3, | KE_DECODE SENDI NG Message (msgi d=0) w
ith payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (1
3) + VENDOR (13) + NONE (0) total length : 256

Jan 01 21:42:13 [IKEvl]: IP = 172.16.1.3, |KE _DECODE RECEI VED Message (nsgi d=0)
with payloads : HDR + ID (5) + HASH (8) + NOTIFY (11) + NONE (0) total length :88
Jan 01 21:42:13 [IKEvl DEBUG : G oup = DefaultlL2LG oup, IP = 172.16.1. 3,
processing | D payl oad

Jan 01 21:42:13 [IKEvl DEBUG : G oup = DefaultlL2LG oup, IP = 172.16.1. 3,
processi ng hash payl oad

Jan 01 21:42:13 [IKEvl DEBUG : G oup = DefaultlL2LG oup, IP = 172.16.1. 3,
Conputing hash for | SAKMP

Jan 01 21:42:13 [IKEvl DEBUG : G oup = DefaultlL2LG oup, IP = 172.16.1. 3,

processing notify payl oad

Jan 01 21:42:13 [IKEv1l]: IP = 172.16.1.3, Connection |anded on tunnel _group
Def aul t L2LG oup

Jan 01 21:42:13 [IKEvl]: Goup = DefaultL2LG oup, IP = 172.16.1.3, Freeing

previously allocated nmenory for authorization-dn-attributes

Jan 01 21:42:13 [IKEvl DEBUG : G oup = DefaultlL2LG oup, IP = 172.16.1. 3,

constructing | D payl oad

Jan 01 21:42:13 [IKEvl DEBUG : G oup = DefaultlL2LG oup, IP = 172.16.1. 3,

constructing hash payl oad

Jan 01 21:42:13 [IKEvl DEBUG : G oup = DefaultlL2LG oup, IP = 172.16.1. 3,

Conputing hash for | SAKMP

Jan 01 21:42:13 [IKEvl DEBUG : I P = 172.16.1.3, Constructing | CS keep ali
payl oad: proposal =32767/ 32767 sec.

Jan 01 21:42:13 [IKEvl DEBUG : G oup = DefaultlL2LG oup, IP = 172.16.1. 3,

constructing dpd vid payl oad

Jan 01 21:42:13 [IKEv1]: IP = 172.16.1.3, | KE_DECODE SENDI NG Message (nsgi d=0)
with payloads : HDR + ID (5) + HASH (8) + | OS KEEPALI VE (128) + VENDOR (13) +
NONE (0) total length : 92

ve



Jan 01 21:42:13 [IKEvl]: Goup = Defaul tL2LG oup, |IP = 172.16.1.3, PHASE 1 COMPLETED
Jan 01 21:42:13 [IKEv1l]: IP = 172.16.1.3, Keep-alive type for this connection: DPD
Jan 01 21:42:13 [IKEvl DEBUG : G oup = DefaultL2LG oup, IP = 172.16.1.3, Starting

P1 rekey tinmer: 82080 seconds.

Jan 01 21:42:13 [IKEvl]: IP = 172.16.1.3, |KE DECODE RECElI VED Message (nsgi d=4bc
07a70) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) +
NONE (0) total length : 164

Jan 01 21:42:13 [IKEvl DEBUG : G oup = DefaultlL2LG oup, IP = 172.16.1. 3,
processi ng hash payl oad

Jan 01 21:42:13 [IKEvl DEBUG : G oup = DefaultlL2LG oup, IP = 172.16.1. 3,
processi ng SA payl oad

Jan 01 21:42:13 [IKEvl DEBUG : G oup = DefaultlL2LG oup, IP = 172.16.1. 3,
processi ng nonce payl oad

Jan 01 21:42:13 [IKEvl DEBUG : G oup = DefaultlL2LG oup, IP = 172.16.1. 3,

processing | D payl oad
Jan 01 21:42:13 [IKEvl]: Goup = DefaultL2LG oup, IP = 172.16.1. 3,
Received renmpote | P Proxy Subnet data in | D Payl oad:
Address 10.1.1.0, NMask 255.255.255.0, Protocol 0O, Port O
Jan 01 21:42:13 [IKEvl DEBUG : G oup = DefaultlL2LG oup, IP = 172.16.1. 3,
processing | D payl oad
Jan 01 21:42:13 [IKEvl]: Goup = DefaultL2LG oup, IP = 172.16.1. 3,
Recei ved | ocal I P Proxy Subnet data in |ID Payl oad:
Address 10.2.2.0, NMask 255.255.255.0, Protocol 0O, Port O
Jan 01 21:42:13 [IKEvl]: Goup = DefaultL2LG oup, IP = 172.16.1. 3,
QM | sRekeyedol d sa not found by addr
Jan 01 21:42:13 [IKEvl]: Goup = DefaultL2LG oup, IP = 172.16.1. 3,
| KE Renpte Peer configured for crypto map: cisco
Jan 01 21:42:13 [IKEvl DEBUG : G oup = Defaul t L2LG oup, |IP
processi ng | PSec SA payl oad
Jan 01 21:42:13 [IKEvl DEBUG : G oup = DefaultlL2LG oup, IP = 172.16.1.3, IPSec S
A Proposal # 1, Transform# 1 acceptable WMatches global IPSec SA entry # 1
Jan 01 21:42:13 [IKEvl]: Goup = DefaultL2LG oup, IP = 172.16.1.3, IKE
requesting SPI!
Jan 01 21:42:13 [IKEvl DEBUG : G oup = DefaultlL2LG oup, IP = 172.16.1. 3,
I KE got SPI from key engi ne: SPI = Oxc3fe4f b0
Jan 01 21:42:13 [IKEvl DEBUG : G oup = DefaultlL2LG oup, IP = 172.16.1. 3,
oakl eyconst ucti ng qui ck node
Jan 01 21:42:13 [IKEvl DEBUG : G oup = Defaul t L2LG oup, |IP
constructing bl ank hash payl oad
Jan 01 21:42:13 [IKEvl DEBUG : G oup = DefaultlL2LG oup, IP = 172.16.1. 3,
constructing | PSec SA payl oad
Jan 01 21:42:13 [IKEvl DEBUG : G oup = DefaultlL2LG oup, IP = 172.16.1. 3,
constructing | PSec nonce payl oad
Jan 01 21:42:13 [IKEvl DEBUG : G oup = Defaul t L2LG oup, |IP
constructing proxy ID
Jan 01 21:42:13 [IKEvl DEBUG : G oup = DefaultlL2LG oup, IP = 172.16.1. 3,
Transmitting Proxy |d:

Remote subnet: 10.1.1.0 Mask 255.255.255.0 Protocol 0 Port 0

Local subnet: 10.2.2.0 mask 255.255.255.0 Protocol 0 Port 0
Jan 01 21:42:13 [IKEvl DEBUG : G oup = DefaultlL2LG oup, IP = 172.16.1. 3,
constructing gm hash payl oad
Jan 01 21:42:13 [IKEv1]: IP = 172.16.1.3, | KE_DECODE SENDI NG Message (nsgi d=4bcO
7a70) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + 1D (5 + N
ONE (0) total length : 164
Jan 01 21:42:13 [IKEv1]: IP = 172.16.1.3, | KE_DECODE RECEI VED Message (nsgi d=4bc
07a70) with payloads : HDR + HASH (8) + NONE (0) total length : 48
Jan 01 21:42:13 [IKEvl DEBUG : G oup = DefaultlL2LG oup, IP = 172.16.1. 3,
processi ng hash payl oad

172.16. 1. 3,

172.16. 1. 3,

172.16. 1. 3,

Jan 01 21:42:13 [IKEvl DEBUG : G oup = DefaultlL2LG oup, IP = 172.16.1. 3,
|l oading all |PSEC SAs

Jan 01 21:42:13 [IKEvl DEBUG : G oup = DefaultlL2LG oup, IP = 172.16.1. 3,
Generating Quick Mbde Key!

Jan 01 21:42:13 [IKEvl DEBUG : G oup = DefaultlL2LG oup, IP = 172.16.1. 3,

Generating Quick Mbde Key!



Jan 01 21:42:13 [IKEvl]: Goup = DefaultL2LG oup, IP = 172.

16. 1.3, Security nego

tiation conplete for LAN-to-LAN G oup (DefaultL2LG oup) Responder,

| nbound SPI = 0xc3f e4f b0, Qutbound SPI = 0x9acle72c

Jan 01 21:42:13 [IKEvl DEBUG : G oup = Defaul t L2LG oup, |IP
| KE got a KEY_ADD nmsg for SA: SPI = Ox9acle72c

Jan 01 21:42:13 [IKEvl DEBUG : G oup = Defaul t L2LG oup, |IP
Pitcher: received KEY_UPDATE, spi Oxc3fe4fb0

Jan 01 21:42:13 [IKEvl DEBUG : G oup = Defaul t L2LG oup, |IP
Starting P2 rekey tiner: 3420 seconds.

Jan 01 21:42:13 [IKEvl]: Goup = DefaultL2LG oup, IP = 172.
ETED (nsgi d=4bc07a70)

pi xfirewal | #debug crypto ipsec 7
pixfirewal | # | PSEC. New enbryonic SA created @ 0x028B6EEO,
SCB: 0x028B6E50,
Direction: inbound
SPI : 0x97550AC8
Session | D: 0x00000009
VPI F num : 0x00000001
Tunnel type: |2]
Pr ot ocol :esp
Lifetinme . 240 seconds
| PSEC. New enbryoni c SA created @ 0x028B75ES,
SCB: 0x028B7528,
Direction: outbound
SPI . OxBB857E226
Session | D: 0x00000009
VPI F num : 0x00000001
Tunnel type: |2]
Pr ot ocol :esp
Lifetinme . 240 seconds
| PSEC. Conpl et ed host OBSA update, SPI 0xB857E226
| PSEC. Creating outbound VPN context, SPI 0OxB857E226
Fl ags: 0x00000005
SA . 0x028B75E8
SPI  : 0xB857E226
MIU : 1500 bytes
VCI D : 0x00000000
Peer : 0x00000000
SCB : 0x028B7528
Channel : 0x01693F28
| PSEC. Conpl et ed out bound VPN context, SPI 0xB857E226
VPN handl e: 0x0002524C
| PSEC. New out bound encrypt rule, SPI O0xB857E226
Src addr: 10.2.2.0
Src mask: 255.255.255.0
Dst addr: 10.1.1.0
Dst nmask: 255.255.255.0

Src ports
Upper: O
Lower: O
(04] : ignore

Dst ports
Upper: O
Lower: O
(04] : ignore

Protocol: O
Use protocol: false
SPI : 0x00000000
Use SPI: false
| PSEC. Conpl et ed out bound encrypt rule, SPI 0xB857E226
Rul e 1 D: 0x028A9988
| PSEC. New out bound permit rule, SPI 0xB857E226

172.16. 1. 3,

172.16. 1. 3,

172.16. 1. 3,

16.1.3, PHASE 2 COMPL



addr :
mask:
addr :
mask:
Src ports
Upper :
Lower :
(04] i gnore
Dst ports
Upper :
Lower :
(04] i gnore
Protocol: 50
Use protocol: true
SPI: 0xB857E226
Use SPI: true
| PSEC. Conpl et ed out bound permit
Rul e 1 D: 0x028B5D90
| PSEC. Conpl et ed host | BSA updat e,
| PSEC. Creating inbound VPN context,
Fl ags: 0x00000006
SA . 0x028B6EEO
SPI 0x97550AC8
MU : O bytes
VCI D : 0x00000000
Peer 0x0002524C
SCB : 0x028B6E50
Channel : 0x01693F28
| PSEC. Conpl et ed i nbound VPN cont ext,
VPN handl e: 0x0002B344
| PSEC. Updating out bound VPN context 0x0002524C, SP
Fl ags: 0x00000005
SA . 0x028B75E8
SPI 0xB857E226
MIU : 1500 bytes
VCI D : 0x00000000
Peer 0x0002B344
SCB : 0x028B7528
Channel : 0x01693F28
| PSEC. Conpl et ed out bound VPN cont ext,
VPN handl e: 0x0002524C
| PSEC. Conpl et ed out bound inner rule,
Rul e 1 D: 0x028A9988
| PSEC. Conpl et ed out bound outer SPD rul e,
Rul e 1 D: 0x028B5D90
| PSEC. New i nbound tunne
Src addr: 10.1.1.0
Src mask: 255.255.255.0
Dst addr: 10.2.2.0
Dst nmask: 255.255.255.0
Src ports
Upper :
Lower :

192.168.1.2
255. 255. 255. 255
172.16.1.3
255. 255. 255. 255

0
0

0
0

rule, SPI 0xB857E226
SPI 0x97550AC8

SPI 0x97550AC8

SPI 0x97550AC8

SPI 0xB857E226

SPI 0xB857E226
SPI
SPI

flow rule, 0x97550AC8

0
0

0xB857E226

0xB857E226

(o))
Dst

(o))

Pr ot ocol
Use protocol
0x00000000
Use SPI
| PSEC. Conpl et ed i nbound tunne

SPI :

i gnore

ports
Upper :
Lower :

0
0
i gnore
0

fal se

fal se

flowrule, SPI 0x97550AC8

Rul e I D: Ox027FF7F8



| PSEC. New i nbound decrypt

| PSEC. Conpl et ed i nbound decrypt

| PSEC. New i nbound permit

| PSEC. Conpl et ed i nbound perm t

rule, SPI 0x97550AC8
Src
Src

Dst

addr: 172.16.1.3
mask: 255.255. 255. 255
addr: 192.168.1.2
Dst mask: 255.255. 255. 255
Src ports
Upper :
Lower :
(04] i gnore
Dst ports
Upper :
Lower :
(04] i gnore
Prot ocol : 50
Use protocol: true
SPI: 0x97550AC8
Use SPI: true

0
0

0
0

rule, SP
Rul e 1 D: 0x028BB318

rul e, SPI 0x97550AC8
Src
Src

Dst

addr: 172.16.1.3
mask: 255.255. 255. 255
addr: 192.168.1.2
Dst mask: 255.255. 255. 255
Src ports
Upper :
Lower :
(04] i gnore
Dst ports
Upper :
Lower :
(04] i gnore
Prot ocol : 50
Use protocol: true
SPI: 0x97550AC8
Use SPI: true

0
0

0
0

rul e, SP

Rul e I D: 0x028A7460

BIRIOSH 88 — MM

0x97550AC8

0x97550AC8

Rout er #debug crypto isakmp
*Dec 31 01:18:51.830: | SAKMP: received ke message (1/1)
*Dec 31 01:18:51.830: | SAKMP: (0:0: NNA:0): SA request profile is (NULL)
*Dec 31 01:18:51.830: | SAKMP: Created a peer struct for 192.168.1.2, peer port 500
*Dec 31 01:18:51.830: | SAKMP: New peer created peer = 0x64DC2CB4 peer_handle = 0
x80000022
*Dec 31 01:18:51.834: | SAKMP: Locking peer struct 0x64DC2CB4, |KE refcount 1 for
i saknmp_initiator
*Dec 31 01:18:51.834: | SAKMP: |ocal port 500, renpte port 500
*Dec 31 01:18:51.834: | SAKMP: set new node 0 to QV I DLE
*Dec 31 01:18:51.834: insert sa successfully sa = 640D2660
*Dec 31 01:18:51.834: | SAKMP: (0: 0: N A:0): Can not start Aggressive node
trying Main node
*Dec 31 01:18:51.834: | SAKMP: (0: 0: N A:0): found peer pre-shared key
mat chi ng 192. 168. 1. 2
*Dec 31 01:18:51.838: | SAKMP: (0: 0: N A:0): constructed NAT-T vendor-07 ID
*Dec 31 01:18:51.838: | SAKMP: (0: 0: N A:0): constructed NAT-T vendor-03 ID
*Dec 31 01:18:51.838: | SAKMP: (0: 0: N A:0): constructed NAT-T vendor-02 ID
*Dec 31 01:18:51.838: | SAKWP: (0:0: N A 0):Input = | KE_MESG FROM | PSEC, | KE_SA REQ MV
*Dec 31 01:18:51.838: |SAKMP: (0:0:NA0):Ad State = | KE_ READY New State = | KE_ | _MVL
*Dec 31 01:18:51.838: | SAKMP: (0: 0: NV A:0): beginning Main Mode exchange



*Dec 31 01:18:51.842: | SAKMP: (0: 0: N A:0): sending packet to 192.168.1.2 ny_port

500 peer_port 500 (1) MVL.NO_STATE

*Dec 31 01:18:51.846: | SAKWMP (0:0): received packet from 192.168.1.2 dport 500 s

port 500 dobal (1) MM NO STATE

*Dec 31 01:18:51.850: | SAKMP: (0: 0: N A:0): I nput = | KE_ MESG FROM PEER, | KE_MMV EXCH

*Dec 31 01:18:51.850: | SAKMP: (0:0: N A:0):dd State = IKE_I_MML New State = IKE_| _Mw

*Dec 31 01:18:51.850: | SAKMP: (0: 0: N A:0): processing SA payl oad. nessage ID =0
*Dec 31 01:18:51.850: | SAKMP: (0:0: N A:0): processing vendor id payl oad

*Dec 31 01:18:51.850: | SAKMP: (0:0: N A:0): vendor | D seens Unity/DPD but

maj or 194 mi smat ch

*Dec 31 01:18:51.850: | SAKMP: (0: 0: N A: 0) : found peer pre-shared key

matching 192.168.1.2

*Dec 31 01:18:51.854: | SAKMP: (0:0: NNA:0): local preshared key found

*Dec 31 01:18:51.854: | SAKMP : Scanning profiles for xauth ...

*Dec 31 01:18:51.854: | SAKMP: (0: 0: N A: 0) : Checking | SAKMP transform 1

against priority 1 policy

*Dec 31 01:18:51.854: | SAKMVP: encrypti on 3DES- CBC

*Dec 31 01:18:51.854: | SAKWP: hash MD5

*Dec 31 01:18:51.854: | SAKMP: default group 2

*Dec 31 01:18:51.854: | SAKMP: aut h pre-share

*Dec 31 01:18:51.854: | SAKMP: life type in seconds

*Dec 31 01:18:51.854: | SAKMP: life duration (VPI) of 0Ox0 Ox1 0x51 0x80

*Dec 31 01:18:51.858: | SAKMP: (0: 0: NV A:0):atts are acceptable. Next payload is O

*Dec 31 01:18:51.998: | SAKMP: (0:1: SW1): processing vendor id payl oad

*Dec 31 01:18:51.998: | SAKMP: (0:1: SW1): vendor |ID seens Unity/DPD but

maj or 194 mi smat ch

*Dec 31 01:18:51.998: | SAKMP: (0:1: SW1):Input = | KE_MESG | NTERNAL,

| KE_PROCESS_MAI N_MODE

*Dec 31 01:18:51.998: |SAKMP: (0:1:SW1):AOd State = IKE_I_MW New State = | KE_| _MW2
*Dec 31 01:18:52.002: | SAKMP: (0:1:SW1): sending packet to 192.168.1.2 my_port 5

00 peer_port 500 (1) MV _SA SETUP

*Dec 31 01:18:52.006: | SAKMP: (0:1: SW1):Input = | KE_MESG | NTERNAL,

IKE PROCESS_COMPLETE

*Dec 31 01:18:52.006: |SAKMP: (0:1:SW1):Ad State = IKE_|_MW New State = | KE_| _M\B
*Dec 31 01:18:52.066: | SAKMP (0:134217729): received packet from 192.168.1.2 dpo

rt 500 sport 500 d obal (1) MM SA SETUP

*Dec 31 01:18:52.066: |SAKMP: (0:1: SW1):Input = | KE MESG FROM PEER, | KE_MM EXCH

*Dec 31 01:18:52.066: |SAKMP: (0:1:SW1):Ad State = IKE_I_MVB New State = | KE_| _MV
*Dec 31 01:18:52.070: | SAKMP: (0:1: SW1): processing KE payl oad. nmessage ID = 0

*Dec 31 01:18:52.246: | SAKMP: (0:1: SW1): processing NONCE payl oad. message | D =0
*Dec 31 01:18:52.246: | SAKMP: (0:1: SW1):found peer pre-shared key matching 192. 168. 1. 2
*Dec 31 01:18:52.250: | SAKMP: (0:1: SW1): SKEYID state generated

*Dec 31 01:18:52.250: | SAKMP: (0:1: SW1): processing vendor id payl oad

*Dec 31 01:18:52.250: | SAKMP: (0:1:SW1): vendor IDis Unity

*Dec 31 01:18:52.250: | SAKMP: (0:1: SW1): processing vendor id payl oad

*Dec 31 01:18:52.250: | SAKMP: (0:1: SW1): vendor |ID seens Unity/DPD but

maj or 227 m smatch

AN
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*Dec 31 01:18:52.250: | SAKMP: (0:1:SW1): vendor IDis XAUTH

*Dec 31 01:18:52.250: | SAKMP: (0:1: SW1): processing vendor id payl oad

*Dec 31 01:18:52.254: | SAKMP: (0:1: SW1): speaking to another |GCS box!

*Dec 31 01:18:52.254: | SAKMP: (0:1: SW1): processing vendor id payl oad

*Dec 31 01:18:52.254: | SAKMP: (0: 1: SW 1): vendor ID seens Unity/DPD but hash m smatch
*Dec 31 01:18:52.254: | SAKMP: (0: 1: SW1): I nput = | KE_MESG | NTERNAL,

| KE_PROCESS_MAI N_MODE
*Dec 31 01:18:52.254: |SAKWP: (0:1:SW1):dd State = IKE_I_MW New State = | KE_| _MW
*Dec 31 01:18:52.262: | SAKMP: (0:1:SW1):Send initial contact
*Dec 31 01:18:52.262: | SAKMP: (0:1:SW1):SA is doing pre-shared key
authentication using id type ID_IPV4_ADDR
*Dec 31 01:18:52.266: | SAKWP (0:134217729): |D payl oad
next - payl oad : 8
type 1
addr ess : 172.16.1.3
pr ot ocol : 17



port

I ength
*Dec 31 01:18:52.
*Dec 31 01:18:52.
00 peer_port 500
*Dec 31 01:18:52.
*Dec 31 01:18:52.
*Dec 31 01:18:52.
rt 500 sport 500

266:
266:
(1)

270:
270:
342:

500
12
| SAKMP: (0: 1: SW1): Tot al
| SAKMP: (0: 1: SW1):
MM_KEY_EXCH
I SAKMP: (0: 1: SW1):Input =
| SAKMP: (0:1: SW1):dd State =
| SAKMP (0:134217729):

payl oad

Global (I) MM_KEY EXCH

| KE_VESG _| NTERNAL,
IKE_I _MV4 New State =
received packet from 192.168.1.2 dpo

length: 12

sendi ng packet to 192.168.1.2 ny_port 5

| KE_| _MVb

*Dec 31 01:18:52.342: | SAKMP: (0:1: SW1): processing |ID payl oad. nmessage ID =0
*Dec 31 01:18:52.342: | SAKMP (0:134217729): |D payl oad
next - payl oad : 8
type 1
addr ess 192.168.1.2
pr ot ocol 17
port 500
I ength : 12
*Dec 31 01:18:52.342: | SAKMP: (0:1: SW1):: peer matches *none* of the profiles
*Dec 31 01:18:52.346: | SAKMP: (0:1: SW1): processing HASH payl oad. nessage ID =0
*Dec 31 01:18:52.346: | SAKMP: recei ved payl oad type 17
*Dec 31 01:18:52.346: | SAKMP: (0:1: SW1): processing vendor id payl oad
*Dec 31 01:18:52.346: | SAKMP: (0:1: SW1): vendor IDis DPD
*Dec 31 01:18:52.346: | SAKMP: (0:1: SW1): SA authentication status: authenticated
*Dec 31 01:18:52.346: | SAKMP: (0:1: SW1): SA has been authenticated with 192.168.1.2
*Dec 31 01:18:52.346: |SAKMP: Trying to insert a peer 172.16.1.3/192.168. 1. 2/500
/, and inserted successfully 64DC2CB4.
*Dec 31 01:18:52.346: | SAKMP: (0:1: SW1):Input = | KE MESG FROM PEER, | KE_MM EXCH
*Dec 31 01:18:52.350: | SAKMP: (0:1:SW1):Add State = IKE_I_MWw New State =
| KE_I _MVb
*Dec 31 01:18:52.350: | SAKMP: (0:1: SW1):Input = | KE_MESG | NTERNAL,
| KE_PROCESS_MAI N_MODE
*Dec 31 01:18:52.350: | SAKWP: (0:1:SW1):dd State = IKE_I_MW New State = | KE_| _MVb
*Dec 31 01:18:52.354: | SAKMP: (0:1: SW1):Input = | KE_MESG | NTERNAL,
| KE_PROCESS_COWPLETE
*Dec 31 01:18:52.354: | SAKMP: (0:1:SW1):Ad State = IKE_|_MWw New State =
| KE_P1_COVPLETE
*Dec 31 01:18:52.358: | SAKMP: (0: 1: SW 1): begi nning Qui ck Mode exchange, M 1D
of 1270905456
*Dec 31 01:18:52.362: | SAKMP: (0:1: SW1): sending packet to 192.168.1.2 my_port 5
00 peer_port 500 (1) QVL.IDLE
*Dec 31 01:18:52.362: | SAKMP: (0: 1: SW1): Node 1270905456, |nput =
| KE_MESG | NTERNAL, |KE_INT_QM
*Dec 31 01:18:52.362: |SAKWP: (0:1:SW1):dd State = | KE_QM READY
New State = | KE_QM | _QML
*Dec 31 01:18:52.362: | SAKMP: (0:1: SW1):Input = | KE_MESG | NTERNAL,
| KE_PHASE1_COWPLETE
*Dec 31 01:18:52.366: |SAKWMP: (0:1:SW1):dd State = | KE_P1_COWPLETE

New State = IKE_P1l_COMPLETE

*Dec 31 01:18:52.374:

| SAKMP (0:134217729):

recei ved packet from 192.168.1.2 dpo

| KE_PROCESS_COVPLETE

rt 500 sport 500 d obal

(I') oM _IDLE

| SAKMP: (0: 1: SW1):

| SAKMP: (0: 1: SW1):

processi ng HASH payl oad.

processi ng SA payl oad.

| SAKMP: (0: 1: SW 1) : Checki ng | PSec proposal 1

*Dec 31 01:18:52.378:

message | D = 1270905456

*Dec 31 01:18:52.378:

message | D = 1270905456

*Dec 31 01:18:52.378:

*Dec 31 01:18:52.378: | SAKWP:
*Dec 31 01:18:52.378: | SAKWP:
*Dec 31 01:18:52.378: | SAKWP:
*Dec 31 01:18:52.378: | SAKWP:
*Dec 31 01:18:52.378: | SAKWP:
*Dec 31 01:18:52.378: | SAKWP:
*Dec 31 01:18:52.378: | SAKWP:
*Dec 31 01:18:52.382: | SAKWP:

transform 1,

ESP_3DES

attributes in transform

SA life type in seconds

SA life duration (basic) of 3600
SAlife type in kil obytes
SA life duration (VPl) of
encaps is 1 (Tunnel)

aut henticator i s HVAC MD5

0x0 Ox46 0x50 0xO0



*Dec 31 01:18:52.382: |SAKMP: (0:1:SW1):atts are acceptable.

*Dec 31 01:18:52.382: | SAKMP: (0:1: SW1): processing NONCE payl oad.
message | D =1270905456

*Dec 31 01:18:52.382: | SAKMP: (0:1: SW1): processing | D payl oad.
message | D = 1270905456

*Dec 31 01:18:52.382: | SAKMP: (0:1: SW1): processing | D payl oad.
message | D = 1270905456

*Dec 31 01:18:52.386: | SAKMP: Locking peer struct 0x64DC2CB4,

| PSEC refcount 1 for for stuff_ke

*Dec 31 01:18:52.390: | SAKMP: (0:1:SW1): Creating |PSec SAs

*Dec 31 01:18:52.390: i nbound SA from 192.168.1.2 to 172.16.1.3 (f/i) O
/0
(proxy 10.2.2.0 to 10.1.1.0)
*Dec 31 01:18:52.390: has spi O0x9AClE72C and conn_id O and flags 2
*Dec 31 01:18:52.390: lifetinme of 3600 seconds
*Dec 31 01:18:52.390: lifetime of 4608000 kil obytes
*Dec 31 01:18:52.390: has client flags 0x0
*Dec 31 01:18:52.390: out bound SA from 172.16.1.3 to 192.168.1.2 (f/i) O
/0
(proxy 10.1.1.0 to 10.2.2.0)
*Dec 31 01:18:52.394: has spi -1006743632 and conn_id 0 and flags A
*Dec 31 01:18:52.394: lifetinme of 3600 seconds
*Dec 31 01:18:52.394: lifetime of 4608000 kil obytes
*Dec 31 01:18:52.394: has client flags 0x0

*Dec 31 01:18:52.394: | SAKMP: (0:1:SW1): sending packet to 192.168.1.2 my_port 5

00 peer_port 500 (1) QVL.IDLE

*Dec 31 01:18:52.398: | SAKMP: (0:1: SW1):deleting node 1270905456 error

FALSE reason "No Error"

*Dec 31 01:18:52.398: | SAKMP: (0: 1: SW1): Node 1270905456, |nput =

| KE_MESG_FROM PEER, | KE_QM EXCH

*Dec 31 01:18:52.398: | SAKMP: (0:1:SW1):dd State = | KEEQM | _QML

New State = | KE_QM PHASE2_COWPLETE

*Dec 31 01:18:52.402: | SAKMP: Locking peer struct 0x64DC2CB4, | PSEC

refcount 2 for fromcreate_transforns

*Dec 31 01:18:52.402: | SAKMP: Unl ocking | PSEC struct 0x64DC2CB4 from

create_transforms, count 1

*Dec 31 01:19:06.130: | SAKMP (0:134217729): received packet from 192.168.1.2 dpo

rt 500 sport 500 dobal (1) QV.IDLE

*Dec 31 01:19:06.130: |SAKMP: set new node 372376968 to QW I DLE

*Dec 31 01:19:06.130: | SAKMP: (0:1: SW1): processing HASH payl oad.

message | D = 372376968

*Dec 31 01:19:06.134: | SAKMP: (0:1: SW1): processing NOTl FY DPDY R_U THERE protocol 1
spi 0, nmessage | D = 372376968, sa = 640D2660

*Dec 31 01:19:06.134: | SAKMP: (0:1: SW 1):deleting node 372376968 error

FALSE reason "Informational (in) state 1"

*Dec 31 01:19:06.134: | SAKMP: (0:1: SW1):Input = | KE_ MESG FROM PEER,

| KE_I NFO_NOTI FY

*Dec 31 01:19:06.134: |SAKWP: (0:1:SW1):Ad State = | KE_P1_COWPLETE

New State = | KE_P1_COWPLETE

*Dec 31 01:19:06.134: | SAKMP: (0:1: SW1): DPDR_ U THERE recei ved from

peer 192.168. 1.2, sequence Ox7E805468

*Dec 31 01:19:06.138: | SAKMP: set new node 2096423279 to QVL.I DLE

*Dec 31 01:19:06.138: | SAKMP: (0:1: SW1): Sendi ng NOTI FY DPDY R_U THERE ACK protocol 1
spi 1689358936, nessage | D = 2096423279

*Dec 31 01:19:06.138: | SAKMP: (0:1:SW1): seq. no Ox7E805468

*Dec 31 01:19:06.138: | SAKMP: (0:1: SW1): sending packet to 192.168.1.2 my_port 5

00 peer_port 500 (1) QVL.IDLE

*Dec 31 01:19:06.142: | SAKMP: (0:1: SW 1): purgi ng node 2096423279

*Dec 31 01:19:06.142: | SAKMP: (0:1: SW1):Input = | KE_ MESG FROM PEER,

IKE MESG_KEEP_ALIVE

*Dec 31 01:19:06.142: |SAKWP: (0:1:SW1):Ad State = | KE_P1_COWPLETE

New State = | KE_P1_COWPLETE



Rout er #debug crypto ipsec
*Dec 31 01:29:05.402: |PSEC(sa_request): ,
(key eng. nmsg.) OUTBOUND | ocal = 172.16.1.3, renpte= 192.168.1.2
| ocal _proxy= 10.1.1.0/255. 255. 255.0/0/0 (type=4),
renot e_proxy= 10. 2. 2. 0/ 255. 255. 255.0/0/ 0 (type=4),
protocol = ESP, transfornm= esp-3des esp-nd5-hmac (Tunnel),
|'i fedur= 3600s and 4608000kb
spi = 0xB857E226(3092767270), conn_id= 0, keysize= 0, flags= 0x400A
*Dec 31 01:29:05.774: |PSEC(validate_proposal _request): proposal part #1
(key eng. nsg.) INBOUND | ocal = 172.16.1.3, renote= 192.168.1.2
| ocal _proxy= 10.1.1.0/255. 255. 255. 0/0/0 (type=4),
renot e_proxy= 10. 2. 2. 0/ 255. 255. 255.0/0/ 0 (type=4),
protocol = ESP, transforn= esp-3des esp-nd5-hmac (Tunnel),
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2
*Dec 31 01:29:05.778: Crypto mapdb : proxy_match

src addr : 10.1.1.0
dst addr :10.2.2.0
pr ot ocol 0
src port 0
dst port 0

*Dec 31 01:29:05.782: | PSEC(key_engine): got a queue event with 2 kei nessages
*Dec 31 01:29:05.782: IPSEC(initialize_sas):
(key eng. nsg.) INBOUND | ocal = 172.16.1.3, renote= 192.168.1.2
| ocal _proxy= 10.1.1.0/255. 255. 255. 0/0/0 (type=4),
renot e_proxy= 10. 2. 2. 0/ 255. 255. 255.0/0/ 0 (type=4),
protocol = ESP, transfornm= esp-3des esp-nd5-hmac (Tunnel),
|'i fedur= 3600s and 4608000kb
spi = 0xB857E226(3092767270), conn_id= 0, keysize= 0, flags= 0x2
*Dec 31 01:29:05.786: IPSEC(initialize_sas):
(key eng. nmsg.) OUTBOUND | ocal = 172.16.1.3, renmpte= 192.168.1.2
| ocal _proxy= 10.1.1.0/255. 255. 255. 0/0/0 (type=4),
renot e_proxy= 10. 2. 2. 0/ 255. 255. 255.0/ 0/ 0 (type=4),
protocol = ESP, transforn= esp-3des esp-nd5-hmac (Tunnel),
|'i fedur= 3600s and 4608000kb
spi = 0x97550AC8(2538932936), conn_id= 0, keysize= 0, flags= OxA
*Dec 31 01:29:05.786: Crypto mapdb : proxy match

src addr : 10.1.1.0
dst addr : 10.2.2.0
protocol : 0
src port : 0
dst port : 0

*Dec 31 01:29:05.786: | PSEC(crypto_ipsec_sa_find_ident_head): reconnecting with

t he same proxies and 192.168. 1.2

*Dec 31 01:29:05.786: IPSec: Flow switching Allocated flow for sibling 80000006

*Dec 31 01:29:05.786: |IPSEC(policy_db_add_ident): src 10.1.1.0, dest 10.2.2.0, d
est_port O

*Dec 31 01:29:05.790: |IPSEC(create_sa): sa created
(sa) sa_dest= 172.16.1.3, sa_proto= 50,
sa_spi = 0xB857E226(3092767270),
sa_trans= esp-3des esp-nd5-hmac , sa_conn_i d= 2001
*Dec 31 01:29:05.790: |IPSEC(create_sa): sa created
(sa) sa_dest= 192.168.1.2, sa_proto= 50,
sa_spi = 0x97550AC8(2538932936),
sa_trans= esp-3des esp-nd5-hmac , sa_conn_i d= 2002

P
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