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- Microsoft Windows Server

- Linux/OpenSSL

BRA T
A X PN ETRRIBA T R E AR -

. Cisco Adaptive Security Appliance®X 888 .4k & & & AR A&
. ¥ #Cisco AnyConnectZ £ 1781t £ F & s f¥ Microsoft Windows 7 , hxZ4<3.1
- Microsoft Server 2012 R2
. fEFOpenSSL 1.0.0jx E & kA HY Linux
AXHHEFARRBREEREREANEEMEY., XHPFEAINFERZEBRREER (B R
) WARRER SN, WMRENBBEREER , FRAZEBRBITMIESUTRENNFE,

B EASSEHTSERERES) TENASHERNSSNEEET.

il B

EEimERARRFHEVPN, LLE5R A LLZCisco VPN Client(IPSec). Cisco AnyConnect Secure
Mobility(SSL/Internet Key Exchange Version 2 [IKEV2])5iWebVPN ( FiF ) . BT & A , EFIRIR
MEBNBEUREASAXHBEENFRAEGR/ BN, BEFHHSBBOCSPHIRIFETRE.
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ASA

VPN Client Openss| CA

Windows
2012 R2
(CA+OCSP)

BOCSPHIASAK RS

ASAFELE ASSLEAR . FAERELEMEMAANyConnecti#{TE A, ASAERABEZREFMIGE
(SCEP)RFERFE :

crypto ca trustpoint WN2012
revocation-check ocsp
enrol I ment url http://10.147.25.80:80/certsrv/nscep/ nscep. dl

crypto ca certificate map MAP 10
subj ect - nanme co admi ni strator

BYREHRLUEREFELBEBEEHadministrator ( FES KNS ) WAMEERE., EEER
EEBEEBARA

webvpn

enabl e outsi de

anyconnect image di sk0:/anyconnect-w n-3. 1. 02040- k9. pkg 1
anyconnect enabl e

tunnel - group-1ist enable

certificate-group-map MAP 10 RA

VPNEEZFERIIZRE (AIRBRINIE ). CEERFTHERNEAEERE (F0RE
aaa ) EHERAERE

usernane ci sco password XXXXXXX
ip local pool POOL 192.168.11.100-192.168.11.105 nmask 255.255.255.0

aaa aut hentication LOCAL
aaa aut horization LOCAL



group-policy M internal
group-policy MY attributes
vpn-tunnel -protocol ikevl ikev2 |2tp-ipsec ssl-client ssl-clientless

tunnel -group RA type renpte-access

tunnel -group RA general -attributes
addr ess- pool POCL
defaul t - group-policy My
authorization-required

tunnel - group RA webvpn-attri butes
authentication aaa certificate
group-alias RA enable

Microsoft Windows 2012 CA

X - BEEIBCLIELEASANGEMER , 582 EiCisco ASA 5500 R FIfE ACLIAY Bl E5 R
8.4718.6 : FiE /AR UEITLE L EEFTHERE,

BRI R &

LT BRENE T W BMicrosoftA fRBSEL B A & R -

1. BE FServer Manager > Manage > Add Roles and Features. Microsoftf@lfRESEZELT A
BR% :

HERBUBEFIRERANESHEEBEWebEMiR LERERX , OCSPEEXREA MK R
BT , LSASAKERAMNSCEPEAREN MRFE , 7 UHEF RN WebRH,
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] DESTINATION SERVER
Role Services WIN-35QVHO3PQE3 lab.com

Credentials Select Role Services to configure

Setup Type Certification Authaority
[ Certification Autharity Web Enrollment
CA Type B
[v] Online Responder
Private Key [[] Metwark Device Enrcliment Service
Cryptography [[] Certificate Enrollment Web Service
CA Name [ Certificate Enroliment Pelicy Web Service
validity Period
Certificate Database
authentication Type for C...
Confirmation

Maore about AD CS Server Roles

2.
3.
4. IBIRERF , FRRACSHBERENTE RATLSHEREANOCSPERET :

Select features

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description

— - “a|  Online Responder Tools includes the
4[] Role Administration Tools (12 of 28 installed) | Online Respander Management

b [W] AD DS and AD LDS Tools (4 of 5 installed) snap-in.

b [] Hyper-V Management Took

b [M] Remate Desktop Services Toals (1 of 2 instz

b

F

Server Selection
Server Roles

ADC5

Role Services [ Windows Server Update Sendces Tools

Confirmation [ Active Directory Certificate Services Tools
Certification Autharity Management Tai:
On
[#] Active Directory Rights Management Servid |
[¥] DHCP Server Tools (Installed)
[« DMNS Server Tools (Installed)
[[] Fax Server Tools
b [] File Senvices Tools
IE MNetwork Policy and Access Services Tools [F 5

[<] L] I [2]

I-:Prem” Mext = |




OCSPHICAR B4R

OCSPHREFERAEBEESYOCSPEEHITHER ., L HAEMicrosoftf@REF LERIEHEFS , YAXES
¥5

- BEREM®AE= OCSPER
. OCSPE R EmE
EEWFEELUMIEOCSPREMIIR. ASATEHOCSPIRBESHMEOCSPRBIEMHNTE,

1. BCALMREMNIEENR., BfZICA > Certificate Template > Manage , i#1#0OCSP Response
Signing , AR ERER, BEFTELNERNEY , ABRIZR—TSecurityBEH, FFAIEHERA
FHMEERFEREAXERNIZS , ARTEEERNT IR, EATAP  ERRER —FH
EETHOCSPIRIE(TEST-CISCO\DC) , 3t BOCSPRREEE B B)FEMAT Al #2

] Certificate Templates Console -8 %
File Action  View Help
« | m D= Hm
[ 3 Cetificate Templates |:I:|C.1'-:-:t-c“ Template Display Marfie e
| Adrrinestratar Pl'opeﬂies of New Tefﬂplate
& Authenticated Session E L i
T Basic EFS | Subsect Name Seever | lesanos Regusmants ctions L4
— Compalibity | Gerersl | Recuest Handing | Cryplograchy | Key Atesistion o
ol = -
— CAExchange Superseded Templates Ed¢ensions Sacarity e Slgm“ -
2 CEP Encryption = \ctions L]
= Code Signing (Eoup oF LSer names:
E Carmputer ."i.l‘ Fughenlicated Lses
#| Capy of OCSP Response Signing &, Admiristrator
i..: Cross Certification Authority l' DL (TEST-LISCOMDLE)

:'ﬂ‘ Diomain Adming (TEST-CIS00MDomain Adming)
i{ Efempase Adming (TEST-CIS00 Enlepdss Admns)

| Directory Email Replication

.:‘] Darmein Controller

& Darnain Controller Authentication
5 EFS Rmcovery Agent

Z Enrallrnent Agent

— Add Remeve
2 Enrgllerent Agent (Cormputer)
| Exchange Enrgllment Agent (Ciffling Pamissions for DO Alaw Dery
Z Exchange Signature Only Bl Coriad n [
= Exchange User Rend 7 O
& IPSec Wrte ] :
& IPSec (Cfline request) Ervad 2 :
| Kerberos Authentication Eutoenrol W O
__=-'] Key Recovery Aigent
Hocse Respance Sagning
.:!R#Sandl-'ﬁ‘i:ntl For spacial parmissions: or advanced ssttings, dick |
& Root Certification Authorty Advenced . i
= Router (Odfline reguest)
= Senartcard Logan
'
2 Senartcard User oK == | [ |

& Subordinate Certification Autharity
& Trust List Signing T —
L4 m » (* m »

AR AT H bR E B A BARR E R TR (H

2. B #EiR, BEZECA > Certificate Template > New > Certificate Template to Issue , A#%i2
BEEEER



) certsrv - [Certification Authority (Local)\test-cisco-DC-CA\Certificate Templates) | = |9 X |
File Action View Help
e x| G

L7 Certification Authority (L
4 j test-cisco-DC-CA
) Revoked Centifical|  Select one Certficate Template to enable on this Carfication Authorty.
7 lssued Certificated|  Note: ¥ a cestfficate template that was recently created does not appear on this list, you may need to wad unti

Piia || information about this template has been replcated to all domain controllers,
7 Pending Request Al of the cedificate templates in the organization may nol be avaiable to your CA.

] Failed Requests For more information, see Certificate Template Congepts.

| Certificate Templd

Hame intended Purpose
B Authenticated Session Chert Authentication
T CA Exchange Private Key Archival
5] Code Signing Cade Signing

2 Copy 2 of OCSP Response Signing OCSP Signing

5 Copy of OCSP Response Signing  OCSP Signing

B Cross Catfication Authorty <Al

5 Ervoliment Agent Cenfficale Request Agent
5 Envoliment Agent (Computer) Certficate Request Agent
5 Exchange Signature Oy Secure Emai

B Exchangs User Secure Emal

T 1PSar IP maririty IKF intarmadines

OCSPHRIsE &
ATRIBRES AR 7 a0 A B B B B 3 SR EL E OCSP:
1. BE F Server Manager > Tools.

2 BEZRARE > MNTHRER  UEMENEE



s

File

Action View Help

U Y

ocsp - [Online Responder: DC.test-cisco.com\Revocation Configuration]

'EE'] Online Responder: DC test-cisco.co
i Revocation Configuration
F @ Array Configuration

7 DCtest-cisco.com

Mame Signing Certificate Selec...  Enrollment Teny

There are no items to show in this view.

Getting started with addi...
MName the Revocation Co...

Select CA Certificate Loca...

Choose CA Certificate
Select Signing Certificate

Revocation Provider

Choose CA Certificate

Add Revocation Configuration L2l x |

In order to check the status of a certificate, a revocation cenfiguration for the Online
Responder must identify the CA that issued the certificate.

You can identify this CA by selecting a CA certificate published in Active Directory or
by locating a CA computer.

®) Browse CA certificates published in Active Directory

Salect a certification authority (CA) you want to use.

CA Computer
P test-gisco-DC-CA DC. test-cison. com

OCSPRILAfE AR B3 CA., £EROCSPRIBHIESE.,

3. EAEEMRHECA , WEF MBI ER, BBEFMES



€ ocsp - [Online Responder. DC test-cisco.com]
File Action Wiew Help

= =
€5 Online Responder: DCtest-ciscocd | i i
rﬁ Revocation Configuration e Online RESPDI‘IdEI’ EDI’IﬁgI.II'EtIDI‘I
E -? Array Configuration . -_ﬂ Use this smap-in to configure and manage one or more certificate revocation responders.

Add Revocation Configuration |L-

~#  Select Signing Certificate

Getting started with addi... Revocation information is signed before it is sent to a client. The Cnline Responder can

MName the Revocation Co select a signing certificate automatically, or you can manually select a signing
certificate for each Online Responder,

® Automatically select a signing certificate
[ Auto-Enrcll for an OCSP signing certificate

Select CA Certificate Loca...

Choose CA Certificate

P ——
Sthect Signing Cestificate Certification awthority: lDC.DEt-ciscn.cnm‘-.,tst-ciscu-[:'[-fﬂ

Certificate Template: | Copy 2 of OCSP Response Signing v

Revocation Prowvider

() Manually select a signing certificate

Mote: You will need to specify a signing certificate for each member in the
Online Responder Array.

() Use the CA certificate for the revocation configuration

[:E < Previous | | [ Finish Cancel

4. HEBECHEM , BEERBATHE/EE !

Revocation Configuration Status “

The 5Status pane identifies Online Respender configurations that are working properly or that may
need administrator attention. To get more information, select the Array members,

Mote: You may need to click Refresh if recent configuration changes or other administrative actions
are not represented here,

For mare information, see Verifying that a revocation configuration is functioning properly,

@ RevocationConfiguration Working




Revocation Configuration Status

& Signing Cerfficate: Ok

Wiew Signing Cerificate
Revocation Provider Status:

Type: Microsoft CRL-based revocation status provider
The revocation provider is successfully using the cument configuration

5. BB ZCA > Issued Certificates , LB H BRFME

A :

[ ;ﬁ] Certfication .ﬂuulhqn‘r}- {Lecal)

= General | Detals |
d g best-cisop-DC-CA ' = | S il

Ll
File Action View Help
e 2 o= H a Certificate

fi | Certificate Template Inform,..

15| 0CsP Mo Revacaton Chedking
[ ] Bustharity Mey Identifier

Thirsday, Oetober 24, 2013 6...

] Revoked Cfr.t'rfica‘tes chow: |<als - |
. lssued Certificates
Pending Requests [ e Yalux
| Failed Requests [ vaid to
_ Certificate Templates [ T.‘Ni'h‘ﬂ O, best-cison. com
|- P by RSA (2043 Bits)

Template=1.3.6,1.4.1, 311, 21...
0CS Signing (1.3.6, 1.5.5, 7.3

[1]Apbcation Certificate Pobic...

0500

KeylD=3f 63 b2 b 61900, |w

0CSP Sgring (1.3.6.1.5.5.7.3.9)

late
e (..
riafil...
CEP...
fues,..
fues...
ues,..
fues...

Serial Mumber

240000000206
2400000003485,
2400000004571....
240000000573, ..
240000000535,
240000000708k,
2400000008242,
240000000984,

2400000002951,
2400000000048, ..
240000000cblc...
240000000d2Fe...
. 240000000e80d...
240000001 221¢...

certsry - [Certification Authority (Local\test-cisco-DC-Callssued Certificates)

Certificate Effective Daty

1010/ 2013 T:25 AM
101072013 T:33 AM
10/10/2013 7233 AM
1071072013 11:54 AM
1010/ 2013 11:47 PM
1051172013 12:06 AM
1071172003 1212 AM
1071052003 1,27 B
10/ 10/2013 1:27 PM
101072013 1:28 PM
10/10/2013 1:30 P
1010/ 2013 1:31 PM
10110,/ 2013 2:06 PM
10/ 10/2013 651 P

OCSPRR ¥ 8 R

OCSPHIMicrosoftBEAFSRFC 5019 B AR SR E

IR AR b EIRREH E (OCSP)EL BE =

(ERE{LARAMIRFEC 2560 X.509 Internet/ @ E i 57 iR B EAREER F — OCSP),

ASAEOCSPEARFC 2560, iEMERFCHIEEIZ —RRFC 50197 #ZASABENEEF K,

AT LA @ #IMicrosoft OCSPRRIE#EZELEHEMNFER , UFEAETRNEEENERETOE., S
F|Revocation Configuration > RevocationConfiguration1 > Edit Properties , #3112 1F:218 LA A

NONCERE 5z .



http://www.rfc-editor.org/rfc/rfc5019.txt
http://www.rfc-editor.org/rfc/rfc2560.txt

File Action View Help

o 7=

f) Revecation Configuration
2 EP Aray Configuration
3 DC test-cisco.com

*_i.-J Online Responden D(.test-ciscu.l:{- [ Mame

&7 RevocationConfiguration

Properties for Revocation Configuration: Remcatl'unl‘.'-,-

[ Local CRL | Revocation Provider | Sgning |

The salacted hash algorthm is usad by the Onlne Respondars to sign
Maspongas siard Lo Chents

Hash algorthm: [ gyag .

[+ Dir ot proenpd for credentials for cryptographic operations
Futomatically use renewed signing cedificales

[+ Enabla NONCE axtension suppoet

] Use amy valid OCSP signing cartificate

COrline Responder erifiers
All respanses vl include the following Online Respandar idertifier:

(#) Ky hash of the signing cerficate
() Subgact of the signing cartficate

0K || Coea |[ Hep

Signing Certificate Selec...
Automaticalby enrolled

Enrcliment Template
Copy 2 of OCSP Response 5

OCSPRRIFIRE AT EM.

H#IRCiscoN EZERM , B R TLAEASA L Z Anonces:

BSNS- ASA5510- 3(confi g-ca-trust poi nt)# ocsp disable-nonce

OCSP#EHICARL

BiE , XREHEECA , MEEMBEEBENIESPSFOCSPRAMKRER. REZFER , ASAER
Z BRI URLLUERZIOCSPRI AR 2R

1. BARXCA LA AR =R A B EEE T 52

2. #i— FExtensions B, BERMOCSPRBNEREATIHANEE ; EATHIS | LHE
Ahttp://10.61.208.243/ocsp. AAIATRRERA L T M{EIER .

BREECHBIFENAARETIEER LEBSREHEOCSPREH




A C test-cisco-DC-CA Properties _

File  Acti Vi Hel
e on i b Enrolment Agents I Auditing I Recovery Agents I Security
s A E 4= Genesl | PolicyModue | Exit Module
L Certification Authority (Local) =nsiens | ST I i T -
4 g test-cisco-DC-CA Select extension:
| Revoked Certificates |;'-‘«.|_rth|:||'i’r:.r Information Access (ALA) (¥

| Issued Certificates

__|

| Pending Requests Specify locations fram which users can obtain the cedificate for this CA.

Failed Requests

Certificate Ternplates C:Windows system 32 Cert Sne\Cert Ennollh < ServerDNSMName=_<CaMName
|dap ./ CN==CATruncated Mame= CH=AlA.CN=Public Key Services,CN=5
http://<ServerDMNSMName/Cert Enroll/<ServerDMSMName:_<CaMame»<Ce
file://<ServerDN SName =/Cert Enroll / <ServerDNSMame> <CaMame»<Ced

oo/ /10,61 208 243 /0csp

% < ]

__|

¥

| Add.. || Remove |

Include in the AlA extension of issued cerfficates
Include in the online cefficate status protocol (OCSP) extension

EWRAMARZNIENE —EEOOCSPREH ERER.

OpenSSL

AR - BAFEIBCLIEE ASAE’JEHHEEH,nsﬂBﬁCscoASA5500%%@%&%@3 bi-1c]
8.4%18.6 : BiBHIBARESLLEITE L EBEFHERE,

1t #BIFRER B R E OpenSSLAMRER. ANEMEMMBOCSPEEMCAER B EN E N,
LUTIBRME T AL OCSPREE :

1. OCSPEEREAFEUTSIH :

[ OCSPresponder ]

basi cConstrai nts = CA: FALSE

keyUsage = nonRepudi ation, digital Signature, keyEnci phernent
ext endedKeyUsage = OCSPSi gni ng

2. EAEREFTEUTEIR

[ UserCerts ]
aut horityl nfoAccess = OCSP; URI : http://10. 61. 208. 243

3. REFEHCALERILESR,


//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/ref_extserver.html
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4. BREIOCSPfAIMR=S :

openssl ocsp -index our CAnebPage/i ndex.txt -port 80 -rsigner
ocspresponder.crt -rkey ocspresponder.key -CA cacert.crt -text -out
| og. t xt

5. AIRATRBIRE

openssl ocsp -CAfile cacert.crt -issuer cacert.crt -cert exanple-cert.crt
-url http://10.61.208.243 -resp_text

B %L R EOpenSSLA L K 2,

EBEASA—#k , OpenSSLEZEOCSP&EE ; A LA — noncef — no_noncefB3E HInonce.

BEHEZEOCSPIRIIASA

ASATLAEEOCSP URL, BIfFEFinEEEE0CSP URL , EthEHMASALMNEEEE :

crypto ca trustpoint WN2012

revocati on-check ocsp

enrol | ment url http://10.61.209.83:80/certsrv/ nmscep/ nscep. dl
ocsp url http://10.10.10.10/ocsp

AR EZOCSPRIRSE U, kT RIICEETERRBRIFEEEENMERE , £
OPENSSLIEFZE8 B OCSPES , M Ahttp:/11.11.11.11/ocspI URL Ei% 55

crypto ca trustpoint WN2012

revocati on-check ocsp

enrol | ment url http://10.61.209.83:80/certsrv/ nscep/ nscep. dl
match certificate MAP override ocsp trustpoint OPENSSL 10 url
http://11.11.11.11/0csp

crypto ca certificate map MAP 10
subj ect - nanme co admi ni strator

RAME#HOCSP URLWIERF A :

1. £ A match certificateds 5 5% EHIOCSP{A iR &5
2. ¥ Hocsp urlis iR EMOCSP{IIRER
3. EFmEMAIABM A EOCSP{ RS

R AHFRFECAEBROCSPHIASA

OCSPEET U HRHMCAZEE ., EEEERT , KA MFE Amatch certificateds & F BEEASALEFEATR
B EEEETOCSPHEEME,

crypto ca trustpoint WIN2012

revocati on-check ocsp

enrol | ment url http://10.61.209.83:80/certsrv/ nmscep/ nscep. dl
match certificate MAP override ocsp trustpoint OPENSSL 10 url
http://11.11.11.11/0csp


http://www.openssl.org/docs/apps/ocsp.html

crypto ca certificate map MAP 10
subj ect - name co admi ni strator

crypto ca trustpoint OPENSSL
enrol | nent term nal
revocati on-check none

ELRBIH  ASAHIEEEENERESBNMEREMEAOCSP URLER., ASAIBRIRS —
{B{E 2 BOPENSSLERBOCSPRAES B E. (5% BB MEWIN2012EEETRE,

HAROCSPEELEERR "OCSPERBEMRE., BRE , FIANERFIBEOPENSSLEERETT
OCSPEe , i A ERFEES.

FERIEAT , EASAEEREEAERER , BESMBEEHN. OCSPERLRENBRETE.
ASAEEBERINEREBENELY ( FE 25 BWIN2012 ) o

Kt , 24784 Fmatch certificate®s & 2REHIASAE A TR EEHHITOCSPEERF ( FELL A
i AOPENSSL ) »

RIRE —ECEAEER (ABIPAWIN2012 ) BEEHEERS , RREEAROCSPEESBE
R FRER IS E R

R match certificatein TP R IBHSEETH , MSRBEFSHEIEMRENETHEEFEOCSPE
E ( EARTRHIHREBWIN2012) -

crypto ca trustpoint WIN2012

revocati on-check ocsp

enrol | ment url http://10.61.209.83:80/certsrv/ mscep/ nscep. dl

match certificate MAP override ocsp 10 url http://11.11.11.11/ocsp

i
EREHAS , ERANEERE ERE,

&F:Output Interpreter Tool(EH EFME F) X EHE Lshowdr . A Output Interpreter T &
Biishowis T8N 247,

ASA — EiBSCEPEE &
UTRXRA LA ASCEPREERE :
1 ERARBHRCARENF NS HRBBRE :

debug crypto ca
debug crypto ca nessages
debug crypto ca transaction

BSNS- ASA5510- 3(config-ca-crl)# crypto ca authenticate WN2012
Crypto CA thread wakes up

CRYPTO _PKl: Sending CA Certificate Request:


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

GET /certsrv/ nscep/ mscep. dl |/ pkiclient.exe?operati on=CGet CACert &ressage=
W N2012 HTTP/ 1.0
Host: 10.61.209. 83

CRYPTO PKI: http connection opened

INFO Certificate has the following attributes:
Fi ngerprint: 27ddale5 eled3f4c e3a2c3da 6d1689c2
Do you accept this certificate? [yes/no]:

% Pl ease answer 'yes' or 'no'.
Do you accept this certificate? [yes/no]:
yes

Trustpoint CA certificate accepted.
2. BEFERTEE | ASAZEE— X4 SCEPEE , X B REESITHIE
(http://IP/certsrv/mscep_admin)EHY :

- x 192.168.10. 100/ Cermsngmscef

Metwark Davice Enmilmant Sanics

Heswork Device Enrgliment Senace allows wou to obtain cerificatas for routers or ather netwerk devices using the Simple Certificate Errslment Protocal (SCER)
To complate carbficata enrallmeant Tor your network devica youwll nesd the fallewang infarrmation

The thumioprint (hash value) for the CA cerificats is: 2TDDAJES E1ED3F4C E3AZCIDA BD16B9C2

The snrolimant challenge password is

This passwoerd can be usad anly once and will axpirg wilhin G0 menulss.

Each enrallment requires a new challznge password. You can refresh this web page to obtain 8 new challenge password

Faor rmore infarmation see Lising Matwork Device Enrollment Sendce

3. FEHAZBBEASALEREE

BSNS- ASA5510- 3(confi g)# crypto ca enroll WIN2012

%

% Start certificate enroll nment

% Create a chall enge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the

configuration.
Pl ease nake a note of it.

PaSSV\Drd EE R R I S I

Re_ent er passv\ord kkkkhkkkkhkkhkhkhkkkkk%x

% The fully-qualified domain nane in the certificate will be:

BSNS- ASA5510- 3. t est - ci sco. com

% | ncl ude the device serial nunber in the subject name? [yes/no]: yes
% The serial nunber in the certificate will be: JMX1014K16Y

Request certificate from CA? [yes/no]: yes
% Certificate request sent to Certificate Authority
BSNS- ASA5510- 3(confi g) #

CRYPTO PKl: Sending CA Certificate Request:

GET /certsrv/ nscep/ nscep. dl |/ pkiclient.exe?operati on=Get CACer t &ressage=
W N2012 HTTP/ 1.0

Host: 10.61.209.83



CRYPTO PKI: http connection opened

CRYPTO_PKI: Found a subject match - inserting the followi ng cert record
into certlList

RBEER  ERTHIWE.

4. R CANMASARE S :

BSNS- ASA5510- 3(confi g) # show crypto ca certificates
Certificate
Status: Avail able
Certificate Serial Nunber: 240000001cbf 2f c89f 44f e819700000000001c
Certificate Usage: Ceneral Purpose
Public Key Type: RSA (1024 bits)
Signature Algorithm SHAL with RSA Encryption
| ssuer Nane:
ch=t est - ci sco- DC- CA
dc=test-cisco
dc=com
Subj ect Nane:
hostname=BSNS-ASA5510-3.test-cisco.com
seri al Nunber =JMX1014K16Y
CRL Distribution Points:
[1] Idap:///CN=test-cisco-DC CA CN=DC, CN=CDP,
CN=Publ i c%20Key%20Ser vi ces, CN=Ser vi ces, CN=Confi gurati on,
DC=t est - ci sco, DC=conf’certi fi cat eRevocati onLi st ?base?obj ect Cl ass=
cRLDi stri buti onPoi nt
Validity Date:
start date: 11:02:36 CEST Cct 13 2013
end date: 11:02:36 CEST Cct 13 2015
Associ ated Trustpoints: WN2012

CA Certificate
Status: Available
Certificate Serial Nunmber: 3d4c0881b04c799f 483f 4bbe91dc98ae
Certificate Usage: Signature
Public Key Type: RSA (2048 bits)
Signature Algorithm SHAL with RSA Encryption
| ssuer Nane:
cn=test-cisco-DC-CA
dc=test-cisco
dc=com
Subj ect Nane:
ch=t est - ci sco- DC- CA
dc=test-cisco
dc=com
Validity Date:
start date: 07:23:03 CEST Cct 10 2013
end date: 07:33:03 CEST Cct 10 2018
Associ ated Trustpoints: WN2012

ASATHERAZHBERERE., BIFASAEESTE "AIAFHOCSP URL, ERE , ASA CLItER
SHERT. BRIEEERID CSCui44335, TASA ENH Certificate x509 extensions displayed ( B
FRASA ST EXS00ERE ) 1 FARILIERINEE,

AnyConnect — EiB @ B E R &
UTRERRBEmMEFHAER LEEAWebBERZRINEEE :


https://tools.cisco.com/bugsearch/bug/CSCui44335

1. BB EFERAnyConnectFAERE., EEFWPCL , £AWebZIBEREFCA | tbit
Ahttp://IPlcertsrv:

- C' [ 192.168.10.100/certsrv/

Microsoft Active Dwrectory Certificate Seraces — test-cisco-DC-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you cal
depending upon the type of cerificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation i

For more information about Active Directory Cerificate Senvices, see Active Directory Cerdificate Senices Documentation.
Select a task:
Request a cerificate
View the status of a pending cerificate request
1] ifi in,_or

2. FRERETURTFEWebBIBEREF , RARE L EIMicrosoftf@FH , AnyConnecti§E 2
ZEE. FRcertmgr.mscEABWBINFESE -

E certmgr - [Certificates - Current Usel\Personal\Certificates)
File Action View Help

oo 20 §GIXE =B

pe

Certificate ==

| General | Detais | Certification Path

GV Certificates - Current User |[ ssued 1o
+ = P.!mgm:f, ] Administrater Shaow: i{-ﬁl} v:l
& Tn :: Rm:{“é e Caltest-cisco-DC-CA :
MuUsLeE: (o] (< ICALHE N
- Fiedd Value =
| Enterprise Trust
3 Intzrr’:md'rate Certification Au @'_'lm e EACIRL Dftbsation Pk Dietr=:
B Authority Information Access  [1]Authority Info Access: Acc...
| Active Directory User Object gw bﬁc:L Temgiate Name L:H
B Trusted Publishers [ty |Enhanced Key Usage Encrypting File System (1.3.6....
1 Untrusted Certificates Foy | subject Alternative Mame Other Name:Principal Mame=A... |
| Third-Party Root Certificatior {11/ sMIME Capabiities [1]SMIME Capabiity: Object I...
*| Trusted Pecple i |mey usage Digital Signature, Key Encpher...
| Other People 7] T e st it i
_| Certificate Enrollment Reque: o
2 URL =idap: mtest-gocn-DC-CA, CHeALA, CH=Pubbc %% -
| Smat Card Trusted Roots 20Key % 205ervices, CNmServices, CN wConfiguration, DC mtest

isco, DC =comcACer tificate ?base objectClass scertificationAuthority
[2] Authority Info Access

Access Method=0n4ne Certificate Status Protocol
{L3.6.1.5.5.7.48.1)

Alternative Name

11t

AnyConnectiB AT LAFEREE , REH ERMAnyConnectEi B &R

#OCSPHASA VPNIE R EH R B R

LUTIBRENE T M {amEOCSPEE !

1. EEHERE  ASAHEFEREZRENOCSP, WE , OCSPHEEREEFERTRIES
, B RBBOCSPHE :




debug crypto ca
debug crypto ca nessages
debug crypto ca transaction

Y%ASA- 6- 725001: Starting SSL handshake with client outside:

10. 61. 209. 83/ 51262 for TLSvl sessi on.

YASA- 7- 717025: Validating certificate chain containing 1 certificate(s).
YASA- 7- 717029: Identified client certificate within certificate chain.
serial nunber: 240000001B2AD208B12811687400000000001B, subject nane:
cn=Adm ni strator, cn=Users, dc=t est - ci sco, dc=com

Found a suitable trustpoint WIN2012 to validate certificate.

YASA- 7- 717035: OCSP status is being checked for certificate. seri al
nunber: 240000001B2AD208B12811687400000000001B, subj ect nane:

cn=Adm ni strator, cn=Users, dc=t est-ci sco, dc=com

Y%ASA- 6- 302013: Built outbound TCP connection 1283 for outside:
10.61.209.83/80 (10.61.209.83/80) to identity: 10.48.67.229/35751

(10. 48. 67. 229/ 35751)

%ASA- 6- 717033: CSP response received.

%ASA- 7- 717034: No-check extension found in certificate. OCSP check
bypassed.

Y%ASA- 6- 717028: Certificate chain was successfully validated with
revocation status check.

AERER , BB THoEWE,
2. RimERAERAEAERRE

'Y Cisco AnyConnect | 10.48.67.229

Lsername: cisco

FPassword:

[ oK ] | Cancel

@' Cisco AnyConnect Secure Mobility Client

Contacting 10.43.67. 229,
10.48.67. 229 Connect

3. VPNEXEREER D EETHK :



%ASA- 7- 717036: Looking for a tunnel group match based on certificate naps
for peer certificate with serial nunber:
240000001B2AD208B12811687400000000001B, subject name: cn=Admi ni strator,
cn=Users, dc=t est-ci sco, dc=com i ssuer_nane: cn=test-cisco-DC CA

dc=t est - ci sco, dc=com

Y%ASA- 7- 717038: Tunnel group match found. Tunnel Group: RA, Peer
certificate: serial nunber: 240000001B2AD208B12811687400000000001B,

subj ect nane: cn=Adm ni strator, cn=Users, dc=test-ci sco, dc=com

i ssuer _nane: cn=test-cisco-DC CA, dc=test-cisco, dc=com

%ASA- 6- 113012: AAA user authentication Successful : local database :

user = cisco

%ASA- 6- 113009: AAA retrieved default group policy (My) for user = cisco
%ASA- 6- 113039: Group <My> User <cisco> |IP <10.61.209. 83> AnyConnect parent
session started.

. BECET

BSNS- ASA5510- 3(confi g)# show vpn-sessiondb detail anyconnect

Sessi on Type: AnyConnect Detail ed

Username : cisco I ndex ;4
Assigned IP : 192.168.11.100 Public IP : 10. 61. 209. 83
Pr ot ocol . AnyConnect - Parent SSL- Tunnel DTLS- Tunnel

Li cense . AnyConnect Premi um

Encryption . AnyConnect-Parent: (1l)none SSL-Tunnel: (1)RC4
DTLS- Tunnel : (1) AES128

Hashi ng . AnyConnect-Parent: (1l)none SSL-Tunnel: (1)SHAL
DTLS- Tunnel : (1) SHAL

Byt es Tx . 10540 Byt es Rx . 32236
Pkts Tx . 8 Pkts Rx . 209

Pkts Tx Drop : O Pkts Rx Drop : O

Goup Policy : MW Tunnel Group : RA

Login Tinme : 11:30:31 CEST Sun Cct 13 2013

Dur ati on : 0Oh: 01m 05s

Inactivity : 0h: 00m 00s

NAC Resul t : Unknown

VLAN Mapping : NA VLAN . none

AnyConnect - Parent Tunnels: 1
SSL- Tunnel Tunnels: 1
DTLS- Tunnel Tunnels: 1

AnyConnect - Par ent :

Tunnel ID 4.1

Public IP : 10. 61. 209. 83

Encryption . none Hashi ng . none

TCP Src Port : 51401 TCP Dst Port : 443

Aut h Mode : Certificate and userPassword

Idle Tine Qut: 30 M nutes Idle TO Left : 29 M nutes
Cient CS : W ndows

Client Type : AnyConnect

Client Ver . Cisco AnyConnect VPN Agent for Wndows 3.1.02040
Bytes Tx . 5270 Bytes Rx . 788

Pkts Tx 4 Pkts Rx 1

Pkts Tx Drop : O Pkts Rx Drop : O
SSL- Tunnel :

Tunnel ID 1 4.2

Assigned IP : 192.168.11.100 Public IP : 10. 61. 209. 83



2400000019F341BA75BD25E91A000000000019,
cn=Users, dc=t est - ci sco, dc=com

Encryption RC4 Hashi ng SHA1
Encapsul ation: TLSv1.0 TCP Src Port 51406
TCP Dst Port 443 Auth Mode : Certificate and
userPassword
Idle Tine Qut: 30 M nutes Idle TO Left 29 M nutes
Cient CS W ndows
Client Type SSL VPN d i ent
Client Ver Ci sco AnyConnect VPN Agent for W ndows 3.1.02040
Bytes Tx 5270 Bytes Rx 1995
Pkts Tx 4 Pkts Rx ;10
Pkts Tx Drop : O Pkts Rx Drop : O
DTLS- Tunnel :
Tunnel D 4.3
Assigned IP 192.168. 11. 100 Public IP 10. 61. 209. 83
Encryption AES128 Hashi ng SHA1
Encapsul ati on: DTLSv1.0 UDP Src Port 58053
UDP Dst Port 443 Auth Mode : Certificate and
userPassword
Idle Tine Qut: 30 M nutes Idle TO Left 29 M nutes
Cient CS W ndows
Client Type DTLS VPN d i ent
Client Ver Ci sco AnyConnect VPN Agent for W ndows 3.1.02040
Bytes Tx 0 Bytes Rx 29664
Pkts Tx 0 Pkts Rx 201
Pkts Tx Drop : O Pkts Rx Drop : O
A AR TOCSPRE |
CRYPTO_PKl : starting OCSP revocation
CRYPTO PKI: Attenpting to find OCSP override for peer cert: serial nunber:

subj ect nanme: cn=Adm ni strator,

i ssuer _nane: cn=test-ci sco- DC- CA,

dc=t est - ci sco, dc=com

CRYPTO _PKl: No OCSP overrides found. <-- no OCSP url in the ASA config
CRYPTO PKI: http connection opened

CRYPTO_PKl : oCSP response received successfully.

CRYPTO PKI: OCSP found in-band certificate: serial nunber:
240000001221CFA239477CE1C0000000000012, subject nane:

cn=DC. t est-ci sco. com

dc=com
CRYPTO _PKI :
CRYPTO _PKI :
sequence.

Found response for

CRYPTO _PKI :
CRYPTO _PKI :
dc=com

CERT- C
CERT- C

CRYPTO_PKI :

Validating OCSP response using trusted CA cert:
3D4C0881B04C799F483F4BBE91DCO8AE,
dc=t est - ci sco, dc=com

W ocsputil.c(538)
W ocsputil.c(538)

Val i dati ng OCSP responder certificate:
240000001221CFA239477CE1C0000000000012,
cn=DC. t est-ci sco. com

i ssuer_nane: cn=test-ci sco-DC- CA dc=test-cisco,

OCSP responder | D byKeyHash
OCSP response contains 1 cert singl eResponses responseDat a

request certificate!

Verifying OCSP response with 1 certs in the responder chain

serial nunber:
subj ect name: cn=test-cisco-DC CA,

i ssuer_nane: cn=test-ci sco-DC- CA dc=test-cisco,

Error #708h

Error #708h

serial nunber:
subj ect nane:

i ssuer_nane: cn=test-ci sco-DC- CA dc=test-cisco,

dc=com signature alg: SHAl/ RSA

CRYPTO_PKI :
CRYPTO_PKI :

veri f yResponseSi g: 3191
OCSP responder cert has a NoCheck extension



CRYPTO_PKl : Responder cert status is not revoked <-- do not verify
responder cert

CRYPTO_PKI : response signed by the CA

CRYPTO_PKI: Storage context released by thread Crypto CA

CRYPTO_PKI : transaction GetOCSP completed
CRYPTO PKI: Process next cert, wvalid cert. <-- client certificate
validated correctly

6. TERTWERD , EROCSPERMEMAOCSPEE, EFE TS EMicrosoft OCSP LA
K IEfEEEZ — noncelEE :

No. | Source | Destination | F'rntucu[l Length| Info
24 10.48.67.229 10.61.208.243 0CSP 545 Request
3110.61.208.243 10.48.67.229 0CSP 700 Response

d|

» Hypertext Transfer Protocol
= Online Certificate Status Protocol
= responseBytes
ResponseType Id: 1.3.6.1.5.5.7.48.1.1 (id-pkix-ocsp-basic)
= BasicOCSPResponse
~ tbsResponseData
b responderID: byKey (2)
producedAt: 2013-10-12 14:48:27 (UTC)
b responses: 1 item
= responseExtensions: 1 item
= Extension
Id: 1.3.6.1.5.5.7.48.1.2 (id-pkix.48.1.2)
» BER: Dissector for 0ID:1.3.6.1.5.5.7.48.1.2 not implemented.
b signatureAlgorithm (shaWithRSAEncryption)
Padding: ©
signature: 353fc461732dc47bld167ebace677a087765b48edb3b284c. . .
P certs: 1 item

BB EOCSPRMASA VPNEEEH
MBEHREEEZEOCSPEMASAFMRARBLRESE , BELER

CRYPTO_PKl : Processing map MAP sequence 10...
CRYPTO_PKI: Match of subject-nane field to map PASSED. Peer cert field: =
cn=Adm ni strator, cn=Users, dc=test-ci sco, dc=com nap rul e: subject-nanme

co adm nistrator.
CRYPTO_PKl : Peer cert has been authorized by map: MAP sequence: 10.
CRYPTO_PKl : Found OCSP override match. Override URL: http://11.11.11.11/ocsp,
Override trustpoint: OPENSSL

EFHOCSP URLEBER , ARERA :

CRYPTO PKI: No OCSP override via cert maps found. Override was found in
trustpoint: W N2012, URL found: http://10.10.10.10/ocsp.



RABOCSPHE M AT JIASA VPNR IR

LUTFIBRENT R T i Ea = & M HE SR mEa iR &

1. REEEFPHEE .
il certsrv - [Certification Authority (Local)\test-cisco-DC-CA\lssued
File Action View Help
e 7 4=
__ﬂj Certification Authority (Local) Request ID Requester Name Binary Certificate Certif
4 g test-cisco-DC-CA 6 TEST-CISCO\Ad...  ----- BEGIN CERTI... IPSed
_| Revoked Certificates =7 TEST-CISCOMVAd...  —---- BEGIN CERTI... IPSec
_ SEeileciizis 8 TEST-CISCOVAd.., - BEGIN CERTL.. IPSec
| Pending Requests o TEST-CISCOVA.., == BEGIN CERTI... User
| Failed Requests 110 TEST-CISCO\Ad...  ----- BEGIN CERTI... User
| Certificate Templates || =), TEST-CISCO\Ad... - BEGIN CERTI... User
12 TEST-CISCO\Ad...  ----- BEGIN CERTI... User
=13 TEST-CISCO\Ad...  ----- BEGIN CERTI... User
4 TEST-CISCO\Ad...  ----- BEGIN CERTI... IPSeq
s TEST-CISCO\DCS  ----- BEGIN CERTI.. Copy
e TEST-CISCO\Ad...  ----- BEGIN CERTI... IPSed
520 TEST-CISCO\Ad...  ----- BEGIN CERTI... IPSed
21 TEST-CISCO\Ad...  ----- BEGIN CERTI... User
Sl L I BEGIN CERTI... User
Open
—HJ e —m--- BEGIM CFRTI Llser
A All Tasks [ View Attributes/Extensions...
% B Refrech Export Binary Data...
I}_Zji Help Fevoke Certificate
]
s TEST-CISCO\Ad...  ----- BEGIN CERTI... IPSeq
< m
Contains actions that can be performed on the item.

2. BRER -



o certsrv - [Certification Authority (Local)\test-cisco-DC-CA\Revoked Certificates) L= 1 2 [Nl
| File Action View Help
e ez

il Certification Authority (Local) Request|ID  Revocation Date  Effective Revocation Date  Revocation Reason  Requester
4 g test-cisco-DC-CA | Bl 27 1041372013 12:21...  10/13/2013 1221 PM Unspecified TEST-CISC
" Revoked Certificates 1
7 lssued Cer| Al Tasks » Publish
7] Pending R/ T
| Failed Req
[l Certificate Refresh
Export List...

Properties
Help

View ¢

3. [1i8] 5 BB 1712 th 7] LA F Power ShellF certutil CLIB AR R :

c:\certutil -crl
CertUtil: -CRL conmand conpl eted succesfully.

4. ERERERERK  FEBRRRREIER

Cisco AnyConnect

:- l*:-. Certificate Validation Failure

OK

@Ciscuﬁmy[‘ﬂnned Secure Mobility Client =R R

Mo valid certificates available for authentication.

10.498.67. 229 Connect

5. AnyConnect BFFREETEERFT R

[2013-10-13 12:49:53] Contacting 10.48.67.229.
[2013-10-13 12:49:54] No valid certificates available for authentication.
[2013-10-13 12:49:55] Certificate Validation Failure



6. ASABEREREC BH

CRYPTO_PKl : starting OCSP revocation

CRYPTO_PKI: OCSP response received successfully.

CRYPTO PKI: OCSP found in-band certificate: serial nunber:
240000001221CFA239477CE1C0000000000012, subject nane:

cn=DC. test-ci sco.com issuer_nane: cn=test-cisco-DC CA dc=test-cisco,
dc=com

CRYPTO_PKI : OCSP responder| D byKeyHash

CRYPTO_PKI: OCSP response contains 1 cert singleResponses responseData
sequence.

Found response for request certificate!
CRYPTO PKI: Verifying OCSP response with 1 certs in the responder chain

CRYPTO_PKI: Validating OCSP response using trusted CA cert: serial nunber:

3D4C0881B04C799F483F4BBE91DCO8AE, subj ect name: cn=test-ci sco- DC CA,
dc=t est - ci sco,dc=com issuer_nane: cn=test-cisco-DC CA dc=test-cisco,
dc=com

CRYPTO _PKI : verifyResponseSi g: 3191

CRYPTO_PKI: OCSP responder cert has a NoCheck extension
CRYPTO_PKI : Responder cert status is not revoked
CRYPTO_PKI : response signed by the CA

CRYPTO_PKI: Storage context released by thread Crypto CA

CRYPTO_PKI : transaction GetOCSP completed

CRYPTO_PKI: Recei ved OCSP response: Cct 13 2013 12:48: 03: %ASA- 3-717027:
Certificate chain failed validation. Generic error occurred, serial
number: 240000001B2AD208B12811687400000000001B, subj ect nane:

cn=Adm ni strator, cn=Users, dc=t est-ci sco, dc=com

CRYPTO_PKI : Bl ocki ng chain call back called for OCSP response (trustpoint:
W N2012, status: 1)

CRYPTO_PKI : Destroyi ng OCSP data handl e Oxae255ac0

CRYPTO_PKI: OCSP polling for trustpoint WN2012 succeeded. Certificate
status is REVOKED.

CRYPTO_PKI : Process next cert in chain entered with status: 13.
CRYPTO_PKI : Process next cert, Cert revoked: 13

7. HEMEEETREWOCSPEE , BBFEMER SRS



No. |Source Destination Protocol| Length| Info

24 10.48.67.229 10.61.209.83 0CSP 544 Request
31 10.61.209.83 10.48.67.229 0CSP 721 Response
<
» Hypertext Transfer Protocol
< Online Certificate Status Protocol
responseStatus: successful (0)
v responseBytes
ResponseType Id: 1.3.6.1.5.5.7.48.1.1 (id-pkix-ocsp-basic)
< BasicOCSPResponse
v tbsResponseData
b responderID: byKey (2)
producedAt: 2013-10-13 10:47:02 (UTC)
= responses: 1 item
= SingleResponse
b certID
thisUpdate: 2013-10-13 10:17:51 (UTC)
nextUpdate: 2013-10-14 22:37:51 (UTC)
b singleExtensions: 1 item
b responseExtensions: 1 item
b signatureAlgorithm (shaWithRSAEncryption)

RER: AR

REFRBEF TR R ARRET R,

OCSP{rl B 28 B A
ASATEOCSP1A ik AR BARA R 5 :

CRYPTO_PKl : unable to find a valid OCSP server.
CRYPTO PKl: OCSP revocation check has failed. sStatus: 1800.

oIt AR EITR R,

KEFRES

ROCSPafRER LRV ERI KB R RASA LRV ( TSR BINER ) |, RIOCSPRIARERME
ERERENEIE , ASAEREXEE .

CRYPTO PKI: OCSP response status - unauthorized

EASAWEIRE RREEHOCSPEER: , tha kMo



A EWEHBNonces

MR [ ARES EBInonces T2 X ( 3 RMicrosoft Windows 2012 R2KIFEERERE ) , RIEIRE RE
RENEE

No. |Source Destination Protocol | Length | Info

56 10.48.67.229 10.61.208.243 0CSP 545 Request
59 10.61.208.243 10.48.67.229 0CSP 337 Response

4

b Frame 59: 337 bytes on wire (2696 bits), 337 bytes captured (2696 bits)

b Ethernet II, Src: Cisco 2a:c4:a3 (08:06:f6:2a:c4:a3), Dst: Cisco b8:6b:25 (080:17:5
b Internet Protocol Version 4, Src: 10.61.208.243 (10.61.208.243), Dst: 10.48.67.229
v Transmission Control Protocol, Src Port: http (80), Dst Port: 14489 (14489), Seq:

+ Hypertext Transfer Protocol

“ Online Certificate Status Protocol
responseStatus: unauthorized (6)

IS7 {1 Bt 38 & {3 R F=

SCEP/OCSPFERH BB E R HRNInternet & AR 7(11IS7) LN S B N EMER ., BREE
TERRA :

———

m ¥ » DC » Sites » Default WebSite » ocsp »

File View Help

Q- k|2 18 === ? Authentication
&y Start Page :
i ﬂg DC (TEST-CISCOVAdrministra | o %: NoGrouping =
L} Application Pocls Name Status Response Type
4- @) Sites Anonymous Authentication Enabled
p @ Default Web Site ASP.NET Imperscnation Dizabled
b -® ADPolicyProvider_ Basic Authentication Disabled HTTP 401 Challenge
b -1 aspnet_client Digest Authentication Disabled HTTP 401 Challenge
b . CentEnroll Farms Authentication Disabled HTTP 302 Login/Redirect
b P CentSrv Windows Authentication Disabled HTTP 401 Challenge
[ :“ DomainHRA
b P HCAP
b # NenDomainHRA
P ocsp

BT



- Microsoft TechNet: Online ResponderZ 8. &l B M EIERRIEE
- Microsoft TechNet : ElECAA X MOCSPEERE

. Cisco ASAR DS 8E

- i X WEH - Cisco Systems



http://technet.microsoft.com/en-us/library/cc732526.aspx
//www.cisco.com/en/US/docs/security/asa/command-reference/cmdref.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH
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