BEHEERZEEEASA)DHCPH#E

DHCPHES KL E

&
A S ASEE E B A T BB B Cisco ASA EHIDHCPH | 3 R (T E A,
AR

BREFHEEHEDHCP) T RAEAN R LR EMDHCPAERRE FIn B R IERIITE N HAVHE
H2F R HBDHCPRIBRER.

AT BR&IEE A A E AADHCPH#E L

- MFERA TDHCPRIBRBRZNAE | AIBARA FRHE,
- BUAERERIZ2RE  YATRBBHEMTRAERRHFEEFR,
- BRSBEREX , TRESERBREANNE LBADHCPH A EDHCP F # [ AR 85 .

DHCPH R HEEAM X BEXNT A TH. EREALABEANZEREE LTI BT IHE
(ARP)REBEB. FIEEMREFTEFIUEHBEACL).,. ATEZAEXATAFEREZEREETT
DHCPHERFNEE , B AR EMEACL:



« —{BACL , EAFRAZTNERINEBADHCPEFER,
« —{BAACL , ERFRMAKRSZME S —EHEETES,

CiscoR2 #EBAASA CLIFICisco |0S® CLIKYE A A5,
BRA TTAF
ANFHEABRRBATRENERRAE

+ ASA 5500-xR I Z £ % ERA.XxTHE 5 RA
« Cisco 1800& 5 28

ANHHEARBBBEERETREANEEMEL. XPEAZNAMBERERREREKR (HER
) BVAERESRERE) . MREHBEEET , FRACREEMES TREXRNEE,

BREMN

DHCPHEREMIRMEBE BB , HFE FRBIENIPH UL, FAEXMEE. DNS{H RSt ut A
Windows Internet& B RIG(WINS)#bit, ¥ , DHCPEF IR R EELEESIH., A TEREULENR
, eMEgEIAEERER. EDHCPARIEIFEINLFERK , DHCPRIRSSREXENEN. HRNE
EEEERNME , DHCPE Fin M ARSI S EMNNRE —FHBF. BRERT , FEIBEE ( MEH
BHPAME ) BETEEHEELERERER.

EXHER—FRPEHADHCPE FIHFMDHCPEAIRB[B AT EERS BN, EEBRERT , B UEH
DHCPH#, ££%#E FHMDHCPHEREWEIZRE AN E L EMADHCPERK , EA8ZES
ERINNBNELENIEEDHCPRAIRE 2 —, EDHCPRBERBEFitl K T4 RBES¥HOE
EE R, Ft , DHCPH#ENRELAEDHCPARSMNEE T X EDHCPEFIRMAE,

HARE

W EFRARAEEADHCPHENRIERHNDHCPER AR

DHCP
Server

=f

Client

Discover G




ASAERBELER LA AHHE/DHCPHMEME

Relayed

m Discovered
DHCP
Client I m Server

Relayed
=]
Request Request
Acknowledge
Relay-Reply

FEASAREBASNER T L fE A E B 2B D RERDHCP i

RN EREERNAR , RAASARERERE XS BRI
1. ERREIDHCPERR | SR R#3 M B Z 31 255.255.255.255 - UDPHE6785% & 2
(DHCPDISCOVER),

Frame 1: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits)
Ethernet II, Src: Vmware_84:39:6a (00:50:56:84:39:6a), Dst: Broadcast Tf: )

User Datagram Protocol, Src Port: bootpc (68), Dst Port: bootps (&7)
Bootstrap Protocol

Message type: Boot Reguest (1)

Hardware type: Ethernet

Hardware address length: &

Hops: 0

[Transaction ID: 0x79dbf3a7| Transcation id should be same for Discover, Offer, Request and Ack [DORA)

seconds elapsed: 0

SrcIP: Mo ip on dient
Dst: L3 Broadcast

B
[£ Internet Protocol Version 4, Src: 0.0.0.0 (0.0.0.0), Dst: 255.255.255.255 [255 255 255 255)|
=
=

+ Bootp flags: 0x0000 (Unicast)
Client IP address: 0.0.0.0 {0.0.0.0)
your {client) IP address: 0.0.0.0 (0.0.0.0)
Mext server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 0.0.0.0 (0.0.0.0)

Client MAC address: Vmware_B84:39:6a (00:50:56:84:39:6a)
client hardware address padding: 00000000000000000000
Server host name not given

Boot file name not given

Magic cookie: DHCP

option: (t=53,1=1) DHCP Message Type = DHCP Discover | DHCP Discover sent by dient
y option: (t=116,1=1) DHCP auto-Configuration = autoConfigure
Joption: (t=61,1=7) Client identifier

coption: (T=12,1=14) HosT Name =

option: (t=60,1=8) vendor class identifier = "MSFT 5.07
option: (t=55,1=11) Parameter RequesT List

End option

Padding

FEEXEH ?



N 2 mEVPNESBERIPHE | B E AP 2 BiBdhcp-network-scope i S 1E
group-policy N E &I 25 — @7 APk,

2.8B% ,ASAREEER K BEHRTHEEATEDHCPH#E H Riteg8DHCPDISCOVERHE
BEAERENIHEZIDHCPRAIRENIPE , ZRREHE B[RSV EIP. EAGS |, ©
BEAENEIPHU, B IPIHRBEMPERIEB AR -

o Frame 1: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bi1ts
@ Ethernet II, Src: Cisco 6C:b8:c7 (5B:8d:00:6c:bB:c7), Dst: Cisco_dd:48:cB (00:19:eF:dd:48:C8)
8 Internet Protocol version 4, Src: 1098.51.100.1 (198.51.100.1), Dst: 108.51.100.2 (19E.31.100.2])|
; :zz;sgrggg;ﬂtzzg‘%ocu'l. Src Fort: bootps (67), Dst Fort: bootps {ﬁ?;rc:.ﬂ?zumdeIph“_ngtheﬁwer
Message Type: BOOT Request (1) Osts DREE server
Hardware type: Ethernet
Hardware address length: &
Hops: 1
Transaction ID: O0x79dbf3a7
seconds elapsed: O
[ Bootp flags: Ox0000 (Unicast)

Tient IFr address: 0.0.0.0 (0.0.0.0)
vour (client) IP address: 0.0.0.0 {(0.0.0.0)
Next server IP address: 0.0.0.0 (0.0.0.0) Relay apent/IP of ASA interface facing the clients, where relay is

Relay agent IP address: 192.0.2.1 (192.0.2.1) | enabled
Client MAC address: Vmware_84:39:6a (00:50:56:84:30:6a)
Client hardware address padding: 00000000000000000000
Server host name not given
oot file name not given
Magic cookie: DHCP
| optiom: (T=53,1=1) DHCP Message Type = DHCP D1scnver|
# option: (t=116,1=1) DHCF Auto-Configuration = autoConfigure
@ option: (t=61,1=7) Client identifier
[E option: (L=12,7=14) HosST Wame =
F option: (t=60,7=8) vendor class identifier = "M5FT 5.0"
@ Option: {(t=5%,1=11) Parameter Request List
End option
radding

N 2 HRCiscofSI8ID CSCu0899247 3| AM B RS , lR#%9.1(5.7), 9.3(1)REFR
RPWASAT LUK ERE R 2ERIDHCPRIRSEMIPER , 2RI RERA T
dhcprelayfy & Fifi(giaddr), EEBERT , AR AT EHIPH# UL,

3. AR ASDHCPOFFEREE/EAERE R T EASA , B M AEDHCPDISCOVER -
UDPiE67H R ENHENRIEIP, EAHID | ©RAIPN HE(giaddr)IPHELE | EZNE LA
Tdhcprelay, FEFEHEIBEMEFTH HEIP:


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo89924

Frame 2: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits)

Ethernet IT, Src: Cisco_dd:48:c8 (00:19:e7:dd:48:c8), Dst: Cisco_6c:bB:c7 (58:8d:09:6c:b8:c7)
Internet Protocol Wersion 4, Src: 198.51.100.2 (198.51.100.2), Dst: 192.0.2.1 (19210.2.1ﬂ
User Datagram Protocol, Src Port: bootps (67), Dst Port: bootps (67)

BOOTSTrap Protocal

Message type: Boot Reply (2}
Hardware type: Ethernet

Hardware address length: &

Hops: O

Transaction ID: 0x79dbf3a7

seconds elapsed: 0

sootp flags: 0x0000 (unicast)
Client IP address: 0.0.0.0 (0.0.0.0)
your (clienmt) IP address: 192.0.2.4 (192.0.2.4)| offered P
MexT server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 192.0.2.1 (192.0.2.1)
cTient MAC address: vmware_84:39:6a (00:50:56:84:39:6a)
Client hardware address padding: 00000000000000000000
server host name not giwven

oot file mame not giwven

Magic cookie: DHCP

e E

Sre: DHCP server
Dst: Relay agent IP

[E3

= option: (T=53,1=1) DHCP Message Type = DHCP offer OHCR offer
® option: (t=54,1-4) DHCP Server Identifier = 198.51.100.2 | pHCP server IP
# option: (t=51,1=4) IP Address Lease Time = 1 day Lease

® option: (t=58,1=4) Renewal Time value = 12 hours
F option: (t=59,1=4) Rehinding Time value = 21 hours

E option: (t=1,1=4) Subnet Mask = 255.255.255.0 Subnet mask info
& option: (t=6,1=8) Domain Name Serwver )
= option: (t=15,1=9) Domain Mame = "cisco.com” Domain name
End option
radding

4. ASAK L E B aEXE IR T — UDPIE6S, ii= , ENAMEANNEE , IPEESA
&% .



Ethernet II,

Frame 2: 348 bytes on wire (2784 bits),

348 bytes captured (2784 bits)
src: Cisco_6C:b8:c6 (58:8d:09:6cC:b8:cC6), DST: vmware 84:39:6a (00:50:56:84:39:63)

Internet Protocol version 4, src: 192.0.2.1 (192.0.2.1), Dst: 192.0.2.4 (192.0.2.4)

O BEE®E =

User Datagram Protocol, Src Port: bootps (67), Dst Port: bootpc (6E)
BOOTSTrap Protocol

Message type: Boot Reply (2)

Hardware type:

Ethernet

Hardware address length: @

Hops: O

Transaction ID: Ox7odbf3ar

seconds elapsed: O
# Bootp flags:

0x0000 {unicast)

Client IP address:
vour {client) IP address: 192.0.2.4 (192.0.2.4)| oOffered P
Mext server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 192.0.2.1 (192.0.2.1) AsA interface IP

0.0.0.0 (0.0.0.00

Cliant Mac addreass:

&rc: ASA interface /Relay agent IP
Dst: Offered IP

vmware_B4:39:6a (00:50:56:84:39:6a)
Client hardware address padding: 00000000000000000000

Server host name not giwven
goot file name not
Magic cookie: DHCP

aiven

DHCP Offer

Lease

Subnet mask info

Domain name
Default Gateway for cient

¢ option: {T=53,7=1) DHCP Message Type = DHCP Offer
® option: {(t=54,7=4) DHCP Server Identifier = 198.51.100.2| DHCP server P
M option: (t=51,1=4) IP Address Lease Time = 1 day
= option: (T=58,T=4) Renewal Time value = 12 hours
F option: (t=59,7=4) Rebinding Time value = 21 hours
@ option: {(t=1,1=4) Subnet Mask = 255.255.255.0
# oprtion: {T=6,1=8) Domain MName Server
@ option: {t=15%,1=9) Domain Name = “cisco.com”
@ option: {t=3,1=4) Router = 192.0.2.1

end option

radding

5. iEIDHCPOFFER}

B , H*DHCPREQUESTH!

SR REEZRRESR.

B Frame 3: 366 bytes on wire (2928 bits), 366 bytes captured (2928 bits)

@ Ethernet II,

sSrc: Vmware_B4:39:6a (00:50:56:84:39:6a), Dst: Broadcast (ff:ff:ff:ff:ff:f)

@ Internet Protocol version 4, src: 0.0.0.0 (0.0.0.0), Dst: 255.255.255.255 (255.255.255.255M

User Datagram Protocol,

E Bootstrap Protocol

Message type:
Hardware type:

Boot Request (1)
Ethernet

Hardware address length: &

Hops:

Transaction ID: Ox79dbf3ay

seconds elapsed: 0O
eootp flags:

F

00000 funicast)

Client IP address: 0
your {client) IP address: 0.0.
Next server IF address: 0.0.0.
rRelay agent IF address: 0.0.0.0

0.0.0.0 (0.0.0.0)
0.0 (0.0.0.0)
n{uuu
(0.0.

0.
0
0.0)

Client MAC address:

Src Port: bootpc (6B, DSt Port: bootps (67)

Src: 0.000.0 as dient hasn't
accepted the IP yet
Dst: L3 broadcast

Vmware_84:39:6a (00:50:56:84:39:6a)

Client hardware address padding: 00000000000000000000
server host name not given
oot File name not given

Magic cookie: DHCP
H option: (Tt=53,71=1) DHCP Message Type = DHCP Request DHCP request
H option: (t=61,1=7) Client didentifier
v option: (t=50,1=4) Reguested IP address = 192.0.2.4 Requested IP
v option: (t=54,1=4) DHCP Server Identifier = 198.51.100.2| DHCP server IP
v option: (t=12,1=14) Host Name = Hostname
v option: (t=81,1=18) client Fully qualified Domain Mame
© option: (t=60,1=8) vendor class identifier = "MSFT 5.0"
# option: (t=55,1=11) Parameter Request List

End Option



6. ASAKDHCPREQUEST{EE Z|DHCP Al AR 25 -

0 #H = B

Bootstrap Protocol

Message Type: BooT Request (1)
Hardware type: Ethernet
Hardware address length: &
Hops: 1

Transaction ID: O0x79dbf3a7
seconds elapsed: 0

Bootp flags: 0x0000 (unicast)

Client IP address: 0.0.0.0 {0.0.0.0)

your (client) IP address: 0.0.0.0 (0.0.0.0)
NexT server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 192.0.2.1 (192.0.2.1)

Client MAC address: vVmware_B4:39:0a (00:50:50:84:39:6a)
Client hardware address padding: 00000000000000000000
server host name not given

Boot file name not given

Magic cookie: DHCP

# Option: (t=53,1=1) DHCP Message Type = DHCP Request

m option: (t=-61,1-7) Client identifier

# option: (r=30,1=4) rRequested IP address = 192.0.2.4

[ option: (t=54,1=4) DHCP Server Identifier = 198.51.100.2
® option: (f=12,1=14) HosT Name =

= option: (T=81,1=18) client Fully qualified pomain name

[ Option: (t=60,1=8) vendor class identifier = "MSFT 5.0"
@ option: (t=55,1=-11) Parameter Request List

end option

Frame 3: 366 bytes on wire (2928 bits), 366 bytes captured (2928 bits)

Ethernet IT, Src: Cisco 6c:bB:c? (58:8d:09:6c:b8:c7), Dst: Cisco_dd:48:c8 (00:19:e7:dd:48:c8)
Internet Protocol Version 4, Src: 198.51.100.1 (198.51.100.1), DsT: 198.51.100.2 (198.51.100.2)
user Datagram Protocol, src Port: bootps (67), Dst Port: bootps (G7)

Src: ASA outside interface
Dst: DHCP server

DHCP request

Requested IP
DHCP server IP
Hostname

7. fAARERUEIDHCPREQUEST# , §/&IADHCPACK AR EMIP,



Frame 4: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits)
Ethernet II, Src: Cisco_dd:48:c8 (00:19:e7:dd:48:c8), Dst: Cisco_6c:b8:c7 (58:8d:09:6¢c:b8:c7)
Internet Protocol version 4, Src: 198.51.100.2 (198.51.100.2), Dst: 192.0.2.1 (19210.2p1ﬂ
User Datagram Protocol, Src Port: bootps (67), Dst Port: bootps (67)
BOOLSTrap Protoc al

Message type: Boot Reply (2}

Hardware type: Ethernet

Hardware address length: &

Hops: O

Transaction ID: Ox79dbf3ar

seconds elapsed: O
# Bootp flags: 0x0000 (unicast)
Klient IP address: 0.0.0.0 (0.0.0.0) Current IP on client
vour (client) IP address: 192.0.2.4 (192.0.2.4)| IPoffered to dient
Next server IP address: 0.0.0.0 (0.0.0.0)
relay agent IP address: 182.0.2.1 (192.0.2.1)
Client MaC address: vmware_B4:39:6a (00:50:56:84:39:6a)
Client hardware address padding: 00000000000000000000
server host name not given
goort Tile name not given
Magic cockie: DHCP

5rc: DHCP server
Dst: Relay agent IP

0 BffE B

4 option: (t=533,71=1) DHCP Message Type = DHCP ACK DHCP Ack
3 option: {(t=54,1=4) DHCP Server Identifier = 198.51.100, 2| DHCFserver P
@ option: {(t=51,1=4) IP address Lease Time = 1 day Lease
# option: (T=538,T1=4) Renewal Time value = 12 hours
@ option: (t=59,1=4) Rebinding Time value = 21 hours
7 option: (t=1,1=4) subnet mask = 255.255.255.0 e
3 option: (t=6,1=8) Domain Name Serwver I
. . s " omaln name
@ EEE1§;;1£E=15.1=9) Domain Name = "C15C0.com Default gateway for cient
Fadding

8. ASA#DHCPACK#tDHCPIBREFEEARIE , T TR B,

4 Frame 4: 348 bytes on wire (2784 bits), 348 bytes captured (2784 bits)
+ Ethernet II, Src: Cisco_6c:b8:c6 (58:8d:09:6c:b8:cC6), DsT: Vmware 84:39:6a (00:50:56:84:39:6a)
[# Internet Protocel version 4, src: 192.0.2.1 (192.0.2.1), Dst: 192.0.2.4 (192.0.2.4)]|
3 User Datagram Protocol, Src Port: bootps (67), Dst Port: bootpc (68)
= BOOTSTrap Protocaol
Message type: Boot Reply (2)
Hardware Type: Ethernet
Hardware address length: &
Hops: O
Transaction ID: Ox79dbf3ar
Seconds elapsed: O
+ Bootp flags: 0x0000 {unicast)
lient IP address: 0.0.0.0 (0.0.0.0) Current IP an dient
vour (client) IP address: 192.0.2.4 (192.0.2.4)| IPofferd to dient
Mext server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 192.0.2.1 (192.0.2.1)
Client mac address: vmware_B4:39:6a (00:50:36:84:39:6a)
Client hardware address padding: 00000000000000000000
server host name not given
Boot Tile nmame not given
Magic cookie: DHCP

sre: Relay agent IPFASA int
Dst: IP offered to dient

F option: (t=53,1=1) DHCP Message Type = DHCP ACK DHCP Ack

® option: (t=54,1=4) DHCP Server Identifier = 198.51.100.2| DHCP server P

= option: (t=51,71=4) 1P address Lease Time = 1 day Lease

@ Option: (t=58,1=4) Renewal Time value = 12 hours

= gprion: (t=59,T1=4) Rebinding Time value = 21 hours

m option: (t=1,1=4) subnet Mask = 255.255.255.0 Subnet mask info

= option: (t=6,1=8) Domain Name Sarwver i

® option: (t=1%,1=9) Domain Mame = "cisco.com” Domain name )

® option: (t=3,1=-4) Router = 192.0.2.1 Default gateway for client
end option

Padding



DHCPHEEKMN AL MRAK B

iE R E % FIDHCPMRIARAR T E 198.51.100.269 DHCP#

(1]
St

DHCPRA: relay binding created for client 0050.5684.396a.DHCPD:
setting giaddr to 192.0.2.1.

dhcpd_forward_request: request from 0050.5684.396a forwarded to 198.51.100.2.
DHCPD/RA: Punt 198.51.100.2/17152 --> 192.0.2.1/17152 to CP

DHCPRA: Received a BOOTREPLY from interface 2

DHCPRA: relay binding found for client 0050.5684.396a.

DHCPRA: Adding rule to allow client to respond using offered address 192.0.2.4

EDHCPAIMRER R EIEER , R RESHHEHEIIMACH L 50050.5684.396aIDHCPE F i
, BAS Rt E R B O AN HE.

DHCPRA: forwarding reply to client 0050.5684.396a.

DHCPRA: relay binding found for client 0050.5684.396a.

DHCPD: setting giaddr to 192.0.2.1.

dhcpd_forward_request: request from 0050.5684.396a forwarded to 198.51.100.2.
DHCPD/RA: Punt 198.51.100.2/17152 --> 192.0.2.1/17152 to CP

DHCPRA: Received a BOOTREPLY from interface 2

DHCPRA: relay binding found for client 0050.5684.396a.

DHCPRA: exchange complete - relay binding deleted for client 0050.5684.396a.
DHCPD: returned relay binding 192.0.2.1/0050.5684.396a to address pool.
dhcpd_destroy_binding() removing NP rule for client 192.0.2.1

DHCPRA: forwarding reply to client 0050.5684.396a.

R ARPHBETRERNER

%ASA-7-609001: Built local-host inside:0.0.0.0
%ASA-7-609001: Built local-host identity:255.255.255.255
%ASA-6-302015: Built inbound UDP connection 13 for inside:
0.0.0.0/68 (0.0.0.0/68) to identity:255.255.255.255/67 (255.255.255.255/67)
%ASA-7-609001: Built local-host identity:198.51.100.1
%ASA-7-609001: Built local-host outside:198.51.100.2
%ASA-6-302015: Built outbound UDP connection 14 for outside:
198.51.100.2/67 (198.51.100.2/67) to identity:198.51.100.1/67 (198.51.100.1/67)

%ASA-7-609001: Built local-host inside:192.0.2.4
%ASA-6-302020: Built outbound ICMP connection for
faddr 192.0.2.4/0 gaddr 198.51.100.2/1 Taddr 198.51.100.2/1
%ASA-7-609001: Built local-host identity:192.0.2.1
%ASA-6-302015: Built inbound UDP connection 16 for outside:
198.51.100.2/67 (198.51.100.2/67) to identity:192.0.2.1/67 (192.0.2.1/67)
%ASA-6-302015: Built outbound UDP connection 17 for inside:
192.0.2.4/68 (192.0.2.4/68) to identity:192.0.2.1/67 (192.0.2.1/67)
%ASA-6-302021: Teardown ICMP connection for
faddr 192.0.2.4/0 gaddr 198.51.100.2/1 Taddr 198.51.100.2/1



T

AX E
AERHEARRERERPIIRYBENEAR,
e % B &

B XX ERUTREERE

2.1

192.0.2.0/24

DHCP Relay

FERSEANTRE :

- FERACLI##TDHCPH#E &
- DHCPH#RKEE
- DHCP{afR=SE B

EACLIE{TDHCPH &R E

dhcprelay server 198.51.100.2 outside
dhcprelay enable inside

dhcprelay setroute inside

dhcprelay timeout 60

DHCPH#E KK BB

show run

!

hostname ASA

names

!

interface Ethernet0/0
nameif inside
security-level 0

A
- 2

15851 100.0/24

DHCP Server



ip addr
|

interfac

ess 192.0.2.1 255.255.255.0

e Ethernet0/1

nameif outside
security-level 100

ip addr
!
interfac
no name
no secu
no ip a
!
interfac
no name
no secu
no ip a
!
interfac
shutdow
no name
no secu

ess 198.51.100.1 255.255.255.0

e Ethernet0/2
if

rity-level
ddress

e Ethernet0/3
if

rity-level
ddress

e Management0/0
n

if

rity-level

no ip address

|

ftp mode
no pager
Togging

Togging

Togging

mtu insi
mtu outs
no failo
icmp unr
no asdm

arp time
timeout

timeout

timeout

timeout

timeout

timeout

timeout

timeout

dynamic-
http ser
http 0.0
no snmp-
no snmp-
crypto i
crypto i
telnet t
ssh time
console

passive

enable

buffer-size 40960

buffered debugging

de 1500

ide 1500

ver

eachable rate-limit 1 burst-size 1

history enable

out 14400

xlate 0:30:00

pat-xlate 0:00:30

conn 3:00:00 half-closed 0:30:00 udp 0:15:00 icmp 0:00:02
sunrpc 0:10:00 h323 0:05:00 h225 0:30:00 mgcp 0:05:00 mgcp-pat 0:05:00
sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
sip-provisional-media 0:02:00 uauth 0:05:00 absolute
tcp-proxy-reassembly 0:01:00

floating-conn 0:00:00

access-policy-record DfTtAccessPolicy

ver enable

.0.0 0.0.0.0 1inside

server location

server contact

psec security-association 1ifetime seconds 28800

psec security-association lifetime kiTlobytes 4608000
imeout 5

out 5

timeout 0

dhcprelay server 198.51.100.2 Outside
dhcprelay enable inside
dhcprelay setroute inside

//Defini
//Enable

ng DHCP server IP and interface//
s DHCP relay on inside/client facing interface//

//Sets ASA 1inside as DG for clients in DHCP reply packets//

dhcprelay timeout 60



threat-detection basic-threat

threat-detection statistics access-Tist

no threat-detection statistics tcp-intercept

webvpn

|

!

prompt hostname context

no call-home reporting anonymous

call-home

profile CiscoTAC-1
no active
destination address http https://tools.cisco.com/its/service/oddce/services/DDCEService
destination address email callhome@cisco.com
destination transport-method http
subscribe-to-alert-group diagnostic
subscribe-to-alert-group environment
subscribe-to-alert-group inventory periodic monthly
subscribe-to-alert-group configuration periodic monthly
subscribe-to-alert-group telemetry periodic daily

Cryptochecksum:7ae5f655ffe399c8a88b61ch13425972

: end

DHCPfAARRELE

show run
Building configuration...

Current configuration : 1911 bytes

!

! Last configuration change at 18:36:05 UTC Tue May 28 2013
version 15.1

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption

!

hostname Router

!

boot-start-marker

boot-end-marker

!

!

Tlogging buffered 4096

!

no aaa new-model

!

crypto pki token default removal timeout O

!

!

dotll sysTog

ip source-route

!

ip dhcp excluded-address 192.0.2.1 192.0.2.2
ip dhcp excluded-address 192.0.2.10 192.0.2.254

//IP addresses exluded from DHCP scope//
|

ip dhcp pool pooll



import all network 192.0.2.0 255.255.255.0
dns-server 192.0.2.10 192.0.2.11 domain-name cisco.com

//DHCP pool configuration and various parameters//
!

!

!

ip cef

no ipv6 cef

1

multilink bundle-name authenticated
!

1

1

Ticense udi pid CISCO1811W-AG-A/K9 sn FCTxxxx
!

!

!

interface DotllRadio0

no ip address

shutdown

speed basic-1.0 basic-2.0 basic-5.5 6.0 9.0 basic-11.0 12.0 18.0 24.0 36.0 48.0 54.0
station-role root

!

interface DotllRadiol

no ip address

shutdown

speed basic-6.0 9.0 basic-12.0 18.0 basic-24.0 36.0 48.0 54.0
station-role root

!

interface FastEthernetO

ip address 198.51.100.2 255.255.255.0
dupTlex auto

speed auto

!

interface FastEthernetl

no ip address

dupTlex auto

speed auto

!

interface FastEthernet2

no ip address

!

interface FastEthernet3

no ip address

!
interface FastEthernet4

no ip address

!
interface FastEthernet5

no ip address

!
interface FastEthernet6

no ip address

1
interface FastEthernet?

no ip address

!
interface FastEthernet8

no ip address

|

interface FastEthernet9



no ip address

!

interface Vlanl

no ip address

!

interface Asyncl

no ip address
encapsulation slip

!

ip forward-protocol nd
no ip http server

no ip http secure-server
!

!

ip route 192.0.2.0 255.255.255.0 198.51.100.1

//Static route to ensure replies are routed to relay agent IP//
|

|

!

control-plane

|

!

Tine con 0O

Tine 1

modem InOut

stopbits 1

speed 115200
flowcontrol hardware
Tine aux 0

Tine vty 0 4

Togin

transport input all

|

end

£ A Z{EIDHCP R IRESKHYDHCP H #&

RZ A LUER10EDHCPfIRER. E& FinffiiDHCP DiscoverER 2l , ZERTKERIIME
DHCP A 25

AT 2#EH -

dhcprelay server 198.51.100.2 outside
dhcprelay server 198.51.100.3 outside
dhcprelay server 198.51.100.4 outside
dhcprelay enable inside

dhcprelay setroute inside

A% EDHCPAMRE® T A

LT RERZ EDHCPR AR 2R Ry — LR A



DHCP: Received a BOOTREQUEST from interface 2 (size = 300)

DHCPRA: relay binding found for client 000c.291c.34b5.

DHCPRA: setting giaddr to 192.0.2.1.

dhcpd_forward_request: request from 000c.291c.34b5 forwarded to 198.51.100.2.
dhcpd_forward_request: request from 000c.291c.34b5 forwarded to 198.51.100.3.
dhcpd_forward_request: request from 000c.291c.34b5 forwarded to 198.51.100.4.

£ Al Z{EDHCP R RS

LAF 26 A 2 {BDHCP{a AR 25 B 1Y 3 L R AN 2

ASA# show cap out

3 packets captured

1: 18:48:41.211628 192.0.2.1.67 > 198.51.100.2.67: udp 300
2: 18:48:41.211689 192.0.2.1.67 > 198.51.100.3.67: udp 300
3: 18:48:41.211704 192.0.2.1.67 > 198.51.100.4.67: udp 300

B

FRAKAEAS , BRENAERREEEE,
EmREEDHCPH IR MAETER , FBEASA CLILE Ashow dhcprelay statisticsii T :

k=] )]
K

ASA# show dhcprelay statistics

DHCP UDP Unreachable Errors: 1
DHCP Other UDP Errors: 0

Packets Relayed
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE
DHCPINFORM

(NN N =

BOOTREPLY
DHCPOFFER
DHCPACK
DHCPNAK

(=2 i e}

It HIR MBS EDHCPEE R B EFA |, fl20DHCPDISCOVER, DHCP REQUEST, DHCP
OFER. DHCP RELEASEFDHCP ACK,



« FARASA CLI_EBdhcprelaysik &8
» show ip dhcp server statistics on router CLI

5E SRR
AR AR ARG EE T RGIR,

Router#show ip dhcp server statistics

Memory usage 56637
Address pools
Database agents
Automatic bindings
Manual bindings
Expired bindings
Malformed messages
Secure arp entries

[eNeNele R el

Message Received
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE
DHCPINFORM

O OO RrEFrOo

Message Sent
BOOTREPLY 0
DHCPOFFER 1
DHCPACK 1
DHCPNAK 0

ASA# show dhcprelay state

Context Configured as DHCP Relay

Interface inside, Configured for DHCP RELAY SERVER
Interface outside, Configured for DHCP RELAY

BRI LAERA L T debugiE® -

debug dhcprelay packet
debug dhcprelay event
- HEEX
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N S /8 debug S 2B, HHSBEAR Debug ESWESET,
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https://www.cisco.com/c/zh_tw/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
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https://www.cisco.com/c/zh_tw/support/index.html?referring_site=bodynav
https://www.cisco.com/c/zh_tw/support/index.html?referring_site=bodynav
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