ff HEAP-PEAP 1A #tWindows & F i it EASA
IKEV2iB ¥ 55 &

AnyConnectZ £ BB E PRI EEE

ISE
SR MEASARTIEFISE E W ERREEE
TR AR MBEEPEVEAERR.
ASA

Windows 7

TBR1.RECAESE.

S EBR2 FEVPNELR,

L

Windows & F i

L84S

ASA R EAE

HOBER

3 3z13:

HEIE A

T

AXERETENEEERZSEBASARRI2RESMANEE RS , AFFRIKVPNIHBER
PR M IIMBE(KEV) FEZEETERE B P RFT I EEAP) S ERE. EALFFAtbMicrosoft
Windows 7&Fifs ( AR EMEMERZEMNIKEV2 ) BIBIKEV2HEAP & 7B FEEZFIASA,

DEGRHF

;R



BRIERERBUUTEE

- EARVPNFIKEV2

- BB, BENIRAAA)FRADIUS A1
. ASA VPNE & &&Eh

- B BRI RIS 5|12 (ISE)E B R

BRA T
X RN ETRBIRA T RN ERARA -

- Microsoft Windows 7
. Cisco ASAEX 9.3 2R X B S hix 4~
. Cisco ISERRAS1.2 % & S x4

HFRER

AnyConnectZ £ BBIF Fin T EEH

A#Windows IKEV2E Fin A X EIF 7 P&E ( Windows 7& Fin %82 F{CONF REPLYB
) , EikMicrosoft® FimMt — A RER RKIE PR EFTERE (/OREEES ). NREERERS
PRIE KB , FEfE FAnyConnect,

AnyConnect T X BIEAAAfIBRES LR IEMBE(VEAPTT % ( PEAP, BHEZS )., MRFEKIL
AAAfIARES LW EAPEEE , BITTLAfE FMicrosoft® F i o

ggll

E

HE  EASSEHTA(EHREERES EM TERADHEANSENESER.

Ehat B


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

ISE 1.3 (10.62.897.21)

e
e .
{ |
. S
{ Internet )
S '|
'-\.% .II
—
Wb LaE L Outside: 10,62.71.177
g IP Address assgined by
ASA VPN:
ASAv.example.com 192.168.1.10

Windows 7
MNative lkev2
client

ASAELEAFRHESETENREB (FFPREEGEEFEE ). Windows 7EFIREEAEH
EAP(EAP-PEAP) 1T & 3 BA %,

ASAZ EREFIHKRIEIKEV2EE VPN, ISEXEREFIHK IEEAPEENAAAMRES.
EAPERIBHETEEFIRMASA(KEV2) 2 BREMIKE_AUTHER EH | REREEASAISEZ
B MBI RENRADIUSERAH,

B

B AMicrosoft?® & B & B (CA) BASAERE S, EWWindows 7AEEFinEINEEERR

- EREBRERAEKV)EREXSEMARBSOBE (EXTOIFRER TER "Webfa AR5
) [}

- Subject-Name BB E%& Fin AR ERN T2 REEH B (FQDN)(EA R A
ASAv.example.com),

B BMicrosoftE FinEHHE R , 2B HEBRIKEV2 VPNIEFEHFE,

MiRE : Android 4 xE B[R4 , EERIBRFCO125FAEENTEZEREZE. ARANdroiddy

HMEF |, F2E %ANndroid strongSwanZlCisco 10S with EAPFIRSA Authenticationf
IKEV2,



http://technet.microsoft.com/en-us/library/dd941612(v=ws.10).aspx
/content/en/us/support/docs/security/flexvpn/116837-config-strongswan-ios-00.html
/content/en/us/support/docs/security/flexvpn/116837-config-strongswan-ios-00.html

RTEASALERBERRFER , EERAUTEE

hostname ASAv
domain-name example.com

crypto ca trustpoint TP
enrollment terminal

crypto ca authenticate TP
crypto ca enroll TP

ISE

H B RASAFT M BISE L WAERR R

iZ 12 Administration > Network Devices. % ENHASAEHANTELRAZE,

TR EXMBEFFRVERAERR,

iZ#ZAdministration > Identities > Users., {RIBEERZVFEHAEZE.

FRERT |, ISEMAMBEHEMREUEAEAP-PEAP ( ZSRENTERSORBIBHTE ) HKiKHE
THOERRE.

ASA

IKEv1FIKEV2HY iR i 55 5 Bl & 28 2L

aaa-server ISE2 protocol radius
aaa-server ISE2 (inside) host 10.62.97.21
key cisco

group-policy AllProtocols internal
group-policy AllProtocols attributes
vpn-tunnel-protocol ikevl ikev2 ssl-client ssl-clientless

ip local pool POOL 192.168.1.10-192.168.1.20 mask 255.255.255.0

crypto ipsec ikev2 ipsec-proposal ipsec-proposal
protocol esp encryption aes-256 aes-192 aes
protocol esp integrity sha-256 sha-1 md5

crypto dynamic-map DYNMAP 10 set ikev2 ipsec-proposal ipsec-proposal
crypto map MAP 10 ipsec-isakmp dynamic DYNMAP
crypto map MAP interface outside

crypto ikev2 policy 10
encryption 3des
integrity sha
group 2
prf sha
lifetime seconds 86400



B A Windows 7#IKE_AUTHE $2 FhEX IKE-IDEL B3t it |, K itk FE 4 F DefaultRAGroup A& R &
RV IEENRSEH, ASAERARE (At EMRE ) ETEMRER , YHEEFIRFEREAP (2
WEMERE ). I, ASAREEMAREFIREAEAPE BFERUFEHEAP B DL (query-
identity) 1T & &,

tunnel-group DefaultRAGroup general-attributes
address-pool POOL

authentication-server-group ISE
default-group-policy AllProtocols

tunnel-group DefaultRAGroup ipsec-attributes
ikev2 remote-authentication eap query-identity
ikev2 local-authentication certificate TP

5%, FEBAIKEV2EEAERNES,

crypto ikev2 enable outside client-services port 443
crypto ikev2 remote-access trustpoint TP

Windows 7

FB1.RECARE,

A TEEASARENESE , WindowsEFInFEEEHCA, BREZACARSEMEIEREEREE
(MAREAERTRE ) . WindowsE FimfE B F ERFEIKEV2ES,

= EHIEBCA |, FEIZZEMMC > Add or Remove Snap-ins > Certificates.



(AP QN hEmeve 2Nagp

ou can select snap-ins for this console from those avallable on your computer and configure the selected set of snap-ins. For
extansible snap-ns, you can configure which sxtensions are enabled,

Avaiable snapins: Selected snap-ns:
Soapn Vendor - [ Console Root | EdtExtensions... |
=i} ActiveX Control Microsoft Cor... () certficates {Local Computer) [ RS ]
B authorization Manager Microsoft Cor...
GV Certificates Micresoft Cor... 3
;memtm Microsoft Cor... | | | Movelp |
Computer Managem... Microsoft Cor...
2 Device Manager Marosoft Cor... | Il —a= [ Move Do ]
[8] Event viewer Microsoft Cor...
I Folder Microsoft Cor...
Group Policy Object ... Microsoft Cor...
§m$¢umv Monitor Micrasaft Cor...
& 1P Security Pokcy M...  Microsoft Cor...
_I'Ej:m to\Web Address  MicrosoftCor...

Description:
The Certificates snap-n allows you to browse the contents of the cerlificate stores for yourself, a service, or a computer,

ok [ cence |

¥ — T Computer account=;& % i,



This snap-n will always manage certificates for:
i) My user account
(™) Service account

i@ Computer account

Certificates snap-in Send Feedback @

[

(u1]

(]
X

MNead = ] [ Cancel

RCAEAZZEENRE S EEEE,



fﬂ Consolel - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorties\Certificatec]

Smart Card Trusted Roots
Trusted Devices

l i [

MR Windows® FinfEMBASARMNES , AlgHSE

13801: IKE authentication credentials are unacceptable

SR2. B RVPNER,

BERBERNERAPOEEVPNELR

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store i the system area where
certificates are kept.

To continue, cidk Meaxt.

cBack  |[_Mext> | | cancel |

m

#51ZZConnect to a workplace S E 37 VPNE#R,

[ File Action View Favorites Window Help
o= |2@0lc=zBE
7] Console Root Issued To lssued By Expiration Date |
« Cfrl;ﬁcatu I“""'"I CouT) skt | C3) AddTrust Exernal CA Root AddTrust External CA Root 2020-05-30 '
+ | Persona = ; Truct B : Teuct B e :
4 [ Trusted Root Certification Authoritid | af:lh'mm Eybaciust ook g‘:"mm Sabacriiifact ;‘Eg gi’ ;
°| Certificates = A .
B Enterprice Tnist ._ﬂJ Certurmn Trusted Network CA Certum Trusted Network CA 2029-12-31 1
7 Intermediate Certification Authoritie | Certificate Import Wizard =
7] Trusted Publishers
] Untrusted Certificates Welcome to the Certificate Import
» ] Third-Party Root Certification Authg Wizard
» | Trusted People
# | Other People 7 This wizard helps you copy cerlificates, certificate trust
| Homegreup Machine Certificates g m&fﬁiﬁ:‘m revocation ksts from your disk to 2
» ] Certificate Enrollment Requests L )



P 1 . ; : y
Rortrol Pant FE View your basic network information and set up connections

Change adapter settings &I B ‘E 0 See full map

E:‘t;':lg‘; it ADMIN-KOMPUTER Sie¢ 143 Internet
{This computer}

View your active networks Connect or disconnect
Sied 143 Access type Internet
= Public netwark Connections: [0 Polaczenie lokalne

Change your networking settings
@ Setup anew connection or network

Set up a wireless, broadband, dizl-up, ad hoc, or VPN connection; or st up a router of access point,

@ 5 Set Up a Connection or Metwaork

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or disl-up connection to the Internet,

Set wp a new network
cagy_ Configure a new router or access point.

' Connect to a workplace
Get up a dial-up or VPM connection fo your workplace.

_a.ft.l Set up a dial-up connection

Connect to the Internet using a dial-up connection.

[ Net [ Concel |

See also

i#1EUse my Internet connection(VPN),

How do you want to connect?

< Use my Internet connection (VPN)
Connect using a virtual private network (VPM) connection through the Internet.

£ FIASA FQDNEC E#b it . 4RI A AR 2R (DNS) B [EREAEAT



Type the Internet address to connect to

Your network administrator can give you this address,

Internet address: ASAv.example.com

Destination name: IKEvZ connection to ASA|

7] Use a smart card

'&' | Allow other people to use this connection

This option allows anyone with access to this computer to use this connection.

[¥| Don't connect now: just set it up so I can connect later

MRFE , FE "ZRENEAPEME., RETHBREM (WMESERE )



Protected EAP Properties El

When connecting:

V| validate server certificate

Connect to these servers:

Trusted Root Certification Authorities:

|| AddTrust External CA Root -
7] asa.mga.com [J
7] asav

[] Baltimore CyberTrust Root
[F] ca

[[] ca

7] certum Trusted Netwark CA -
1 | L] ; 3

|:} Do not prompt user to authaorize new servers or trusted
certification authorities.

Select Authentication Method:

|Semred password (EAP-MSCHAP v2) hd | | Configure...

Enable Fast Reconnect

|| Enforce Metwork Access Protection

|| Disconnect if server does not present cryptobinding TLV
|| Enable Identity Privacy

[ (04 J | Cancel

E

ERAAHRE , BRELNEERE EEERE,

BWHERRTS(EHEEMEFER)XEX Sshowin . A HER R T ERREshowsn
aef: 0o g

Windows & B i
HiRE  FaARE.


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

‘: Cisco AnyConnect Secure Mobility l: IKEvZ connection to ASA
= Client Connection "":.f-l'ﬁ Disconnected

@ Disabled #> WAN Miniport (IKEv2)

5-_" Connect IKEv2 connection to ASA Il?{"ﬂ

Ilser name: M
Password: [Te change the saved password. click hes/

Domain:

Save this user name and password for the following users:

@ Me only
l@l Anyone who uses this computer

[ Connect ” Cancel || Froperties || Help

BORERINE , KERIKEV2EE.

Connecting to ASA-IKEVZ...

k—-' Registering your computer on the networl...

Cancel

SRECRE,



Internet » MNetwork Connections »

Fename this connection View status of this connection Delete this connection

-

l Cisco AnyConnect Secure Mobility
“=  Client Connection

e ;
wi~ Disabled

L_'. IKEv2 connection to ASA
[ F— = IKEw2 connection to ASA
@z WAN Miniport (IKEv2)

BREEAERREENHNE , RARCARRBEHER,

C:\Users\admin>route print

Interface List

Al . e e IKEv2 connection to ASA
11...08 00 27 d2 cb 54 ...... Karta Intel (R) PRO/1000 MT Desktop Adapter
e e e e e e Software Loopback Interface 1

15...00 00 00 00 00 00 00 e0 Karta Microsoft ISATAP
12...00 00 00 00 00 00 00 e0 Teredo Tunneling Pseudo-Interface
22...00 00 00 00 00 00 00 e0 Karta Microsoft ISATAP #4

Active Routes:

Network Destination Netmask Gateway Interface Metric
0.0.0.0 0.0.0.0 192.168.10.1 192.168.10.68 4491
0.0.0.0 0.0.0.0 On-link 192.168.1.10 11
10.62.71.177 255.255.255.255 192.168.10.1 192.168.10.68 4236
127.0.0.0 255.0.0.0 On-link 127.0.0.1 4531
127.0.0.1 255.255.255.255 On-link 127.0.0.1 4531
127.255.255.255 255.255.255.255 On-link 127.0.0.1 4531
192.168.1.10 255.255.255.255 On-link 192.168.1.10 266
192.168.10.0 255.255.255.0 On-link 192.168.10.68 4491
192.168.10.68 255.255.255.255 On-link 192.168.10.68 4491
192.168.10.255 255.255.255.255 On-link 192.168.10.68 4491
224.0.0.0 240.0.0.0 On-1link 127.0.0.1 4531
224.0.0.0 240.0.0.0 On-1link 192.168.10.68 4493
224.0.0.0 240.0.0.0 On-1link 192.168.1.10 11
255.255.255.255 255.255.255.255 On-1link 127.0.0.1 4531
255.255.255.255 255.255.255.255 On-1link 192.168.10.68 4491
255.255.255.255 255.255.255.255 On-1link 192.168.1.10 266

BOBMEBIIE , ASARE :

ASAv (config)# show vpn-sessiondb detail ra-ikev2-ipsec

Session Type:

Generic Remote-Access IKEv2 IPsec Detailed



Username cisco Index 13
Assigned IP 192.168.1.10 Public IP 10.147.24.166
Protocol IKEv2 IPsecOverNatT
License AnyConnect Premium
Encryption IKEv2: (1)3DES IPsecOverNatT: (1)AES256
Hashing IKEv2: (1)SHAl IPsecOverNatT: (1)SHAl
Bytes Tx 0 Bytes Rx 7775
Pkts Tx 0 Pkts Rx 94
Pkts Tx Drop : 0 Pkts Rx Drop 0
Group Policy : AllProtocols Tunnel Group : DefaultRAGroup
Login Time 17:31:34 UTC Tue Nov 18 2014
Duration O0h:00m:50s
Inactivity 0h:00m:00s
VLAN Mapping N/A VLAN none
Audt Sess ID c0a8010100004000546b8276
Security Grp none
IKEv2 Tunnels: 1
IPsecOverNatT Tunnels: 1
IKEV2:
Tunnel ID 13.1
UDP Src Port 4500 UDP Dst Port 4500
Rem Auth Mode: EAP
Loc Auth Mode: rsaCertificate
Encryption 3DES Hashing SHA1
Rekey Int (T): 86400 Seconds Rekey Left(T): 86351 Seconds
PRF SHA1 D/H Group 2
Filter Name
IPsecOverNatT:
Tunnel ID 13.2
Local Addr : 0.0.0.0/0.0.0.0/0/0
Remote Addr : 192.168.1.10/255.255.255.255/0/0
Encryption AES256 Hashing SHA1
Encapsulation: Tunnel
Rekey Int (T): 28800 Seconds Rekey Left(T): 28750 Seconds
Idle Time Out: 30 Minutes Idle TO Left 29 Minutes
Bytes Tx 0 Bytes Rx 7834
Pkts Tx : Pkts Rx : 95

0
ISEEGRREMATE

.'l.:ﬁ_.\:l N .
Eos - Laautiby Saruicer Englie
i ;

#~ Home

w Endpoir Prodschion Sarsza

:_:T_:.!u.rlhv,mllzr_-mnns

* Raporns

Misceafigured Supplicants

o) )

m Show Lare Sessene 400 Add or Bemoye Columns = 434 Refrash ﬂ Rmset Aepent Courts

i

Opgrapens | =

Misconrfigured Network Devices

RENRBAEERURIET FHRE.

Palicy | = GuestAccess | v

4 Troublashoot

RADIJS Drops
L]

Client Stopped
O

Refrash| Byary 1 mir,

authaorzation Palicy ' Buthorization Profiles | Metwork Device

sXat I J
Tima 2 kbl oot |Repess C. Identity Endpaint 1D
al_~| |
2014-11-18 18:31:3d... i} a 3 cisco 10.14F. 24,166
2014-11-18 17:52:07.., Q Cigie 10,147, 24,166

Al E B RPEAPT %o

Dafauk == Bas < _Authersicated Access PEMEACCHSS AL



Authentication Details

Source Timestamp
Recened Timestamp
Policy Server

Event

Failure Reason
Resolution

Root cause

Username

User Type

Endpoint Id

Endpoint Profile

IP Address
Authentication ldentity Store
Identity Group

Audit Session Id
Authentication Method
Authentication Protocol
Service Type

Network Device
Device Type

Location

NAS IP Address

NAS Port Id

MAS Port Type
Authorization Profile

ASA L FR
REENHRATE -

2014-11-19 08:10:02.819
2014-11-19 08:10:02.821
isel3

5200 Authentication succeeded

cisco
Lser

10.147.24. 166

Internal Users

c0aB010100010000546c4242a
MSCHAPY2

PEAP (EAP-MSCHAPYZ)

Login

ASAY

All Device Types

All Locations

106271177

Yirtual

Fermithccess



ASAv# debug crypto ikev2 protocol 32
<most debugs omitted for clarity..

ASAEIWHIKE_SA INITﬁﬂ@(@%Dlﬁle Hellman(DH)BI IKEV2 2 & M & 8 33 #2):

IKEv2-PROTO-2: Received Packet [From 10.147.24.166:500/To 10.62.71.177:500/VRF 10:£0]
Initiator SPI : 7E5B69A028355701 - Responder SPI : 0000000000000000 Message id: O
IKEv2 IKE_SA_INIT Exchange REQUESTIKEvV2-PROTO-3: Next payload: SA,
version: 2.0 Exchange type: IKE_SA_INIT, flags: INITIATOR Message id: 0, length: 528
Payload contents:

SA Next payload: KE, reserved: 0x0, length: 256

last proposal: 0x2, reserved: 0x0, length: 40

Proposal: 1, Protocol id: IKE, SPI size: 0, #trans: 4 last transform: 0x3,
reserved: 0x0: length: 8

AR FHIKE_SA_INITEME ( BIEIKEV2IEE. DHERSIBAMBERER )

IKEv2-PROTO-2: (30): Generating IKE_SA INIT message

IKEv2-PROTO-2: (30): IKE Proposal: 1, SPI size: 0 (initial negotiation),

Num. transforms: 4

(30) : 3DES(30) : SHAL (30) : SHA96 (30) : DH_GROUP_1024_MODP/Group
2IKEv2-PROTO-5:

Construct Vendor Specific Payload: DELETE-REASONIKEv2-PROTO-5: Construct Vendor
Specific Payload: (CUSTOM)IKEv2-PROTO-5: Construct Notify Payload:
NAT_DETECTION_SOURCE_IPIKEvV2-PROTO-5: Construct Notify Payload:
NAT_DETECTION_DESTINATION_IPIKEv2-PROTO-5: Construct Vendor Specific Payload:
FRAGMENTATION (30) :

IKEv2-PROTO-2: (30): Sending Packet [To 10.147.24.166:500/From
10.62.71.177:500/VRF i0:£0]

BRANERIKE-ID, FEFBR, EBNERE, BFROEENREZZERNETFHAIKE_AUTH:

IKEv2-PROTO-2: (30): Received Packet [From 10.147.24.166:4500/To 10.62.71.177:500/VRF
1i0:£0]

(30): Initiator SPI : 7E5B69A028355701 - Responder SPI : 1B1A94C7A7739855 Message id: 1
(30) : IKEv2 IKE_AUTH Exchange REQUESTIKEv2-PROTO-3: (30): Next payload: ENCR,

version: 2.0 (30): Exchange type: IKE_AUTH, flags: INITIATOR (30): Message id: 1,
length: 948 (30):

REASARNIKE_AUTHEE , BREAPEMFHER ( F—BEREAPRENERTE ) . XEHITE
FEHEE (MRASALRBERNES  ARPAFEHRE ) -

IKEV2-PROTO-2: (30): Generating EAP request
IKEv2-PROTO-2: (30): Sending Packet [To 10.147.24.166:4500/From 10.62.71.177:4500/VRF
i0:£0]

ASAEZIEAPEE(RES , AH : BRh:

(30) : REAL Decrypted packet: (30): Data&colon; 14 bytes

(30) EAP(30) : Next payload: NONE, reserved: 0x0, length: 14
(30) : Code: response: id: 36, length: 10

(30) Type: identity

(30) : EAP data&colon; 5 bytes

%1§#EEAP PEAPH —Eio RIS EERI . &% , ASARZIEAPE I A HEBIGTHERT -

Payload contents:



(30): EAP(30): Next payload: NONE, reserved: 0x0, length: 8

(30) : Code: success: id: 76, length: 4
HESMBRIAT

IKEV2-PROTO-2: (30): Verification of peer's authenctication data PASSED

VPNEEEERET Ko

B

EAPE 5 RBEEASABIANIKE_AUTHE "ARE S RE. +. REHER—EEE
IKE_IDME S

No. | Source Destination Protocol| Length| Info
110.147.2 0.62.71.177 [SAKMP 570 IKE SA INIT
2 ]H.n;.f}. 17 10,147,24, 166 [SAKMP 501 IKE SA INII
3 10.147.24, 166 10.62.71.177 [SAKMP 990 IKE AUTH

4 10.147.24.166 0.62.71.177 [SAKMP 959 IKE AUTH
5 10. 62 ?l 1?? 10.147.24.166 EAP
10.147.24.166 [SAKMP 1514

Length: 1440
b Type Payload: Vendor ID (43) : Unknown Vendor ID
> Type Payload: Identification - Responder (36)
= Type Payload: Certificate (37)
Next payload: Authentication (39)
... .... = Critical Bit: Not Critical
Payload length: 1203
Certificate Encoding: X.509 Certificate - Signature (4)
» Certificate Data (is0.2.840.113549.1.9.2=ASAv.example.com)
b Type Payload: Authentication (39)
= Type Payload: Extensible Authentication (48)
Next payload: NONE / No Next Payload (0)
0... .... = Critical Bit: Not Critical
Payload length: 10
- Extensible Authentication Protocol
Code: Request (1)
Id: 36
Length: 6
Type: Identity (1)
Identity:

FIRERENEAPE R BB REIKE_AUTHR . ARG HR G A(EAP-PEAP)R |, BRI R T
FRE(SSLREE , ZBERZBRANF D BREHMSCHAPV2ERE,



.62, '.-'1 1?? 10, 14?’ 24 1&6 EAP

246 TKE AUTH
Lient Hello

RS EER TR | ISEREFDHK I,

(45 10.62.71.177 !h 147 . 24 r.t EAP 78 Success

= Type Payload: Extensible Authentication (48)
Next paylnad- NONE / No Next Payload (0)
0... .... = Critical Bit: Not Critical
Payload length: 8

- Extensible Authentication Protocol
Code: Success (3)
Id: 101
Length: 4

IKEV2EFEHASATH , RKXEE (KENBESE , MOEMNIPHi ) . BRENREREFRIE
KX BIVPNE Fif.



45 10.62.71.177 J.147.24.166 78 Success

46 10.62.71.177 J.147.24.166 ISAKMP
47 10.147.24.166 10.62.71.177 ISAKMP 26 IKE_AUTH
18 10.147.24.166 p.62.71.177 SAKMP 98 IKE_AUTH

i 5 . R L | R Eersy H 1 HI A2 A | £

b Type Payload: Configuration (47)

> Type Payload: Security Association (33)

v Type Payload: Traffic Selector - Initiator (44) # 1
Next payload: Traffic Selector - Responder (45)
@... .... = Critical Bit: Not Critical
Payload length: 24
Number of Traffic Selector: 1
Traffic Selector Type: TS _IPV4 ADDR_RANGE (7)
Protocol ID: Unused
Selector Length: 16
Start Port: ©
End Port: 65535
Starting Addr: 192.168.1.10 (192.168.1.10)

Ending Addr: 192.168.1.10 (192.168.1.10)

v Type Payload: Traffic Selector - Responder (45) # 1
Next payload: Notify (41)

@... .... = Critical Bit: Not Critical
Payload length: 24

SER: R

B el EE AR AR BRI E T

HERER

. Cisco ASA%JIVPN CLIE BE#E59.3
- BN B HRESIEERFM , RA1.2
- BT BB - Cisco Systems



/content/en/us/td/docs/security/asa/asa93/configuration/vpn/asa-vpn-cli.html
//www.cisco.com/en/US/docs/security/ise/1.2/user_guide/ise_overview.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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