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AREAT , ISEHAMAERBEEABLERRE, F—IRELEBIELFFBR(CSR), BRMANBIER
BE(CA)EBXFR.

$ER2 BE Z Administration > System > Certificates,

e ldentity Services Engine

f summary Endpoints Guests Vulne

Administration

Systam identity Managomant
i""* Deployment Identities
I Licensing Groups
Ceartificates External Identity So
4 Lagging Identity Source Seq
A Maintenance Setltings
Upgrade & Rollback
Hegalth Chacks Feed Servics
? Backup & Restore Profilar

Admin ACCeSS

Settings

£ ER 3. fECertificate Signing Requests T , 3 — T Generate Certificate Signing Request,

5 ER4. SelectTACACS inUsage.



Usage

Certificate(s) will be used for TACACS

Allow Wildcard Cerificales U 0
S5 EECRATACACS+HPSN,

Node(s)
Generate CSR's for these Modes:

Node CSR Friendly Name

ISET ISETHTACACS

S ER6.EAEE EAIEFSubject B,



Subject

Common Name (CN)
SFQDNS

Organizational Unit (OU)
CX

Organization {O)
Cisco

City (L)
Raleigh

State [ST)
MNerth Carolina

Country (C)
us

SR7T EEAEZREB(SAN) THEDNSHEBRIPAILL,

Subgact Alternative Name [SAN]
CNE Name ISEN.lab

IF fucddross 10.228.253,.209

S EB8.3% — T Generate , A& R — T Export,



Successfully generated CSRis) B

Certificate Signing request{s) generated:
f ISE2ZHTACACS

Click Export to download CSR(s) or OK to return to list of C5R(s) screen

' O

B, SO LSRR SREN(CA)EBBH(CR).
FERMTACACS+ARES BRI IBCARE

$ 81,8 8 = Administration > System > Certificates, £ Trusted Certificates T , 3 — R Import,

s ldentity Services Engine Administration / System
] Deployment Licensing Certificates Logging Maintenance Upgrade & Rollback Health Checks Backup & Restore Admin Access Settings
s

Cortific ste Managamaent ;
UL System Coriificates Tru Sted C e rtlf IC ateS , For disaster recavery it Is recommended 10 export and baciup all your trusted cemificales
Admin Certificase Node

« Fostart shaw Intarnal GA coriificates 5

| Trusted Certificatos
] [ Friendly Name ~ Trusted For Serlal Number  Issued To Issued By Valid From Explration Date  Status

OCSP Clhent Profila
Infrastruciure

3 Cartiicats Signing (]  Amazon root CA by 06 6C OF CF .. Amazon Root GA 1 Amazon Root CA 1 Tue, 26 May 2015 Sun_ 17 Jan 2. @ En:
Requests
a i O Claco ECC Rogt CA 2099 GCisco Sarvices 03 Cisgo ECC Root CA  Clsco ECC Root GA  Thu, 4 Apr 2013 Man, 7 Sep 2.. @ End
| Cortificate Periagic Check
Settings y
[  Cisco Licensing Root CA Cisco Services 0 Cisco Licensing R... Cisco Licensing R.. Thu, 30 May 2013 Sun, 20 May 2... @ Ens
Certificate Authority ' B (] Cisco Manutacturing CA SHAZ IEnnf:jr?:Ir:‘:lum 02 Cisco Manulactur... Cisco Rloot CA M2 Mon, 12 Nov 2012 Thu, 12 Nov 2. @ En:
[ Ciseo Root CA 2048 Eripolik SF FB 7B 28 2... Cisco Root GA 20... Cisco Root CA 20... Fri, 14 May 2004  Man, 14 Ma © Dis
- Infrastruciure : o i i A . o g
L] Clsco Root CA 2095 Cisco Services 019A 3358 7. Clsco Root CA 20... Cisco Root CA 20... Tue, 9 Aug 2016 Sun, 9 Aug 20... B End
[  Gisco Reot CA M1 Cisco Services 2602 0E 73 4.. Clsco Roct CAMY  Clsco Roct CAMT  Tue, 18 Mov 2008 Fri, 18 Nov 20... @ En:
Inf
] Cisco Root Ga M2 ["n;‘:;::f;“"’ 01 Cisco Root CA M2 Cisco Root CA M2 Mon, 12 Nov 2012 Thu, 12 Nov Z... B En:

O Claco RXC-R2 Cisco Sarvices m Cisco RXC-R2 Cisco RXC-R2 Wad, 9 .Jul 2014 Sun, § Jul 2034 @ Ene

SR BREHBEEBLENTACACSBREEERR(CSRIWBERBEN(CA)BERNEBE, MR FFE
ISEREST & 135 E BEIRE A,



Import a new Certificate into the Certificate Store
* Certificate File | Examinar.. | ISE SVSLab CA.crt
Friendly Mame

Trusted For: (7)
Trust for authentication within ISE

[ wrust for client authentication and Syslog

[_ Trust for cariificate based admin authentication
[O] Trust for authentication of Cisco Services

C: Trust for Mative IPSec certificate based authentication

[ validate Certificate Extensions

Dascription

m Ganeel

B—TRX, 5% , BELAHREZEEIRET.

Identity Services Enging Administration / System

P Bookmarks Deploymant Licensing Certificates Logaing Maintenance Upgrade & Rallback Health Checks Backup & Restore Admin Access Settings

% Dashboard

Cereificate Munsgement -
1! Context Visibility System Certificanes Trusted CortifiICatos i s iy i e viow o bein i i s Grtam
Agmin Cemifizate Node
A Operations Hontast L Impor 4 show Intamal CA cenificates

Trusted Cartifiestos
i Policy []  Friendly Name - Trusted For Sorlal Number  Issued To Issued By Valid From Expiration Date  Sta
OGP Cilant Profin
e
4. administeation Cenifeuts Sigaing Infrastrscture

fequasts . Glsco Services

CN=5VS LabCA, GUs5VS, O=Cisco, Ls 20CD7402..  5VE LabGA 5V5 LabCa Mon, 28 Apr 7025 Sat, 28 AprZ., |

Work Centers Pariedic Gheck

AW EFBFR(CSR)ERFRIISE
BEBEEEFERCSRE , BTMNEISELZEEEEHRE,

$ 1.8 8 F Administration > System > Certificates, 7ECertificate Signing Requests T , i#1E7 L
—SHESEMTACACS CSR , A% 12— TBind Certificate,

' Identity Services Engine Administration / System

I Deployment Licensing Certificates Logging Maintenance Upgrade & Rollback Health Checks Backup & Restore Admin Access Settings

Certificate Signing Requests

Genarate Cartificate Signing Requasts (CSR)

Tristod Conificates

1 A Centificate Sigeing Requests (CSRE) must be 1 5igand by AN exleimsl BUtharity, CRek * expan” 1o downlanl one of Mare TSRS 55 AL Mey ey b6 31G0oa By AN Sx1ersl sAhaity. AIer B reguest has
OCSP Client Prafie baen signad, <lick * bind” ta bind tha raquast ko tha signod cartificats issusd by that suthority, Once 3 CSR is Bound, [t will be removed fram this list

i Cartificate Signing
Requests o View 4, Export & Delate

Caortiflcate Parlodic Check
Settings | Friendly Name Certificate Subject Koy Length  Portal gro... Timestamp -~ Hest

In

SR2BEEEEENEST , AERUsage/ K FTRITACACSEREL S IR FFZ iR AE,
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] Deployment Licensing Certificates Logging Maintenance Upgrade & Rollback Health Checks Backup & Restore Admin Access Settings
T
Certificate Managament Y Bind CA Signed Certificate
1l System Cartlicatas
* Cartificate File Examinar... | I5E1.lab.crt

Admin Certificate Node
a Rostart

Truated Cenificates

Frigndly Nama

QOSP Client Profite Validato Cartificats Extansions

a Cortificate Signing
Requests

£ | Gartificate Poriodic Gheck

Setings B TACACS: Use certificate for TAGAGS Sorver

Certificate Autharity »

HER3HE—T "Submity . MREKRIEBEEREFTRENES , FE—TYesltl,

A,

Warning

Tha cadificate you are importing or generating matches an existing certificate. (Both
certificates have the same subject.) If you proceed, the existing certificate will be
replaced, and the new certificate will be given the same roles and Portal lag, il
applicable, as the existing certificate

Do you wish to replace the existing cerificate?

-

EEE%EE@?%%%O j@?\ﬁ“’i&%\l LZE%T%%E_%&O

= bl |dentity Services Engine Administration / System

1800

[ ] Deployment Licensing Gertificates Logging Maintenance Upgrade & Rollback Health Checks Backup & Restore Admin Access Settings
-
Certificate Management »
TR [ — System CertifiCates  arommme oo iis reconmiseded io aspor centicats and orivate key pairs of il systam coricatos
Admin Certilicate Node
x ol |- Generate Sulf Signed Cartificate - Impart

Trusted Corilicatas

(] Friandly Nama Used By Portal group tag Issued To Issund By Valid From Expiration Date Status
OCSR Client Profile

3 Contificats Sigaing il
Roguests
CoUS, ST=NC. LeRalsigh. TAGACS ISET I ISEY. b Wed, 10 Sep 2025 Fri, 10 Sop 2027 (-]
| Cenificate Pariodic Check alisca, QUSEVS, GNsl
Sartings SELLHISEY Jabn00a10 Ative
Cortificate Authority ¥

BYFATLS 1.3
ISE 3.4 xHTERABMATLS 1.3, HEFEBHATE.



% B81 EE F Administration > System > Settings.

ahal |dentity Services Engine

J|  Bookmarks Deployment Licensing

. =
8" Dashboard Chent Provisioning

o FIFS Mode
11! Context Visibility

ecurity dettings

'i\ Operations Alarm Sattings

' Palicy
System

2 Administration Deployment
Licensing

A, Work Centers
Certificates

Logging
7 Interactive Help Maintenance
Upgrade & Rollback
Health Checks
Backup & Restore
Admin Access
sattings o

S ER2 1 — T Security Settings , IEHTLS1.3 5K "TLSIRARE. THEREAHR , ARIE—T
Save,
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Security Settings

i

BERTLSIAR , BISERAMMRBREMA BRISERNZE N EEHMAB.
HEISELRAREERE

KEEERH(TACACSH)EISER B LFHRKRAH. EHEPSNEIR LA TACACS+

, BEATULT



B®E

SR, EEEEE>RFE>HE, EPISEHHZENHRM AR , ARE— TEdit,

Licensing Certificates Logging Maintenance Upgrade & Rollback

Pl Bookmarks Deployment

BE Dashboard

Deployment Nodes

! Context Visibility
A Operations
3+ 3 Deployment

U Policy L. PAN Fallover
4. Administration

Work Centers

Hostname Personas

Interactive Help

$ER2 £ GeneralSettings T

Full Syne if full dsabase replication is

sration with the connecied PSH details in case of u

Aoministration, Monitoring, Policy Senvice

Health Checks Backup & Restore Admin Access Sattings
s
needed, you can manually sync & node
requined or Selective Syne if only bulk
grade, node failure,
Selwcred 1 Towsl 1 B
o8
Role(s) Services Mode Status
STANDALONE  SESSION,PROFILER DEVICE ADMIN

. [ TR E i EEEnable Device Admin Service35i2 i Z&REUS 38

§|  Bookmarks Daploymant Licensing Cartificates Logging Maintenance Upgrade & Rollback
oo [

5 Dashboard

1} Context Visibisity oring Node

A, Operations

I Policy

A Administration ~ Policy Service

Al Werk Centers W En; Session Services

o Mode in Nede Group

Interactive Help
Enable Profiling Service

Enabie Theeat Centric MAC Service

B Enable Device Ac

Enable Pagsive identit

SERS. Mg, REEERKREEISELRA,

RBATLS ERMTACACS

FE1EMET R O-KREEE>HIR,

Haalth Chacks Backup & Restora Admin Accoss Sattings



Identity Services Engine Work Centers / @ Administration

J|  Bockmarks Overview Identities User Identity Groups Ext Id Sources Metwork Resources Paolicy Elements Device Admin Policy Sets Reports Settings

B Dashboard

Device Administration Overview

Context Visibility

Duplaymant

4 Operations

1. Prepare 2. Define 3. Go Live & Monitor
I Paliey
3. Administration Authorization Roles Configure Devices Real-time Monitoring
Consider 1he roles your organizati All the devices that will be controlled and au Y View Livelog to manitar network events,
Al Wark Centars Matwork Accens Guest Access Trustsoc wvoo .
Auditing
Examine reports to check a % and authorization is
Prediler Paosturs Dewice Admi Passivelld 23 intended,
Interactive Halp Overview o ninistration,
have a common
Identities gD,

Usar Identity Groups

Ext 14 Sourcas.

1 for yauwr dovice

Metwaork Resources

Poticy Elements
Davics Admin Palicy Sats

it the Prafiles
Ruparts 2 ¢
Sottings Enitity groups.

Settings
Check the o
passworg

ault settings for connections and
el Suit e gani zation,

ER2 3% — T Deployment, EEEZBIBTLSEATACACSHPSNETE,

Work Centers / Device Adminis

] Overview Identities User ldentity Groups Ext |d Sources Network Resources Policy Elements Device Admin Policy Sets Reports Settings
-
= ntrgdduction ; =i i
Device Administration Deployment
i TACACS Livelog
| Dagloymem Activate ISE Nodas for Davice Administration

¥ None
All Policy Service Nodes
{ © Specific Nodes
3 [ ISE Nodes
o B sEtmab
nl
B SEzlab

Only ISE Nodes with Policy Service are displayed.

TACACS Porta *
Port 49

B TACACS Owver TLS Port *
Port 6049

SRR RETEFLIEGC049 , REATLSLWTACACSIEETRIMNTCPE , A& IE— T Save,
BiUEREENAKEER

ISERMEESEAXBEEBRNGBNBAKESH, SBEABRKRPEBREENTE. BIANDE,
SR EMI THEFLO-REEE-MIRER. B-THRBRER , BYEBAI0S XRWAE,



Edit Group

Description

Group Hierarchy
Device Type > All Device Types > |I0S=XR




"N ARERBNAMAMLERISERFNERBERGER, S EECHNERGHEL
ERZTEAM  UEBRETE "REKRE PEANBERERE

S EB2 RMEACisco IOS XREBHIBAMKEE, EMZEITEH /O (Work Centers)>ZEEEE
(Device Administration)>#8% & J& (Network Resources)>#8 % 2 i& (Network Devices), #&—T
AddFTIEFTRY AR &,



Identity Services I Administration / Network Resources

] Metwork Devices HNetwork Device Groups Hetwork Device Profiles External RADIUS Servers RADIUS Server Sequences External MDM pxGrid Direct Conneclors

- | Wetwork Davices
BRC-8201-1

Natwri

1 Detm

Metwork Devices

DBivies Sucudly Satags

Name BRC-8201-1
Description
2
Al
ks TIPS 10,225.253.187 - - S
P Address . T IPC ; &
Device Prafile & Cisco ~
Modal Nams w
Saftware Varsion W

Netwark Device Group

Location All Locations w  Set To Default
PEEC o ~  SetTo Default
Dovice Type 0S-XR ~ 5ot To Defwult

SERIWMAZEN P | WHEREMREE RN LocationMDevice Type(I0S XR), &% , B A
TACACS+over TLS B BB Eo

tity Services Engine Work Centers / Device Adm

)| Bookmarks Overview Identities User ldentity Groups Ext Id Sources Metwork Resources Policy Elements More

8%  Dashboard Metwark Devices
Network Device Groups ) & GRS AU SSHIEn Skt

I Context Visibility

Dafsult Devices [J = TACACS Authentication Settings
‘\ Operations TACACS E . . .
EACSIENImAN Sariers B - TACACS over TLS Authentication Settings
T TACACS Server Sequence
olicy This eonfiguration is mandatory for TACACS over TLS, as the selected fields are used
to verify the client and matehed with the SubjectAltName field in the certificate,
2. Administration including its subtypes.

g Subject Alternative Name (SAN)"
Work Centers
[a]
Additional security can be enforced by validating SAN certificate attributes. Cisco ISE
supports validating the IP address (IPAddress), DNS Name (dNSName), and Directory
Name (directoryName) attributes. The attributes chosen below are evaluated in this
order: IP address, DNS Name, Directory Name, When ANY of attributes match,

£ Interactive Help validation is successful, otherwise, validation fails.

[ 1P Address

The IP address(es) listed within the SAN attribute of the certificate is matched with
the IP address of the network device. Both IPv4 and IPv6 addresses are supported.

Additional SAN attribute details Show

Additional SAN Attributes



2% BERAEERER | WESERALEBESSHEFHRBTCPRE.

BESDE

AEALEEEEERIONREET , TURISEABEAENEAXZENADBEHBIR. HESEHActve
Directory(AD) ( AAZ &R ) -

SB1 ERIEE>FHEESHEF 0 E> Active Directory, R— T HIBLLERFTHWADEIE B,



= il |dentity Services Engine Administration / Identity Management

] Identities Groups External ldentity Sources Identity Source Sequences Settings
—

Active Directory

' Extonal Idontity Sources

: B o

‘Gertificate Authenticat...

Join Polnt Name ~  Active Directory Domaln
| Active Directory
2 LOAR %o dats avallabs
o ODBG
n

RADIUS Token
RSA SecurlD
SAML Id Providers
Sackal Login

REST

SE2 EEMALEZBMADE S , A% ik— T Submit,

= ‘b |dentity Services Engine Work Centers / Device Administration
s ¥ g

] Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements Device Admin Policy Sets Reports Settings
—
s
Connection
1 External Idantity Sources ———
\\ * Join Point Name ava.lab
Cerntificate Authenticat...
[ * Active Directory
Active Directory Do avslab
F | “1 svs.lab
nl
LDAP
1 ODBC
RADIUS Token
RSA SecuriD

1 SAML Id Providers
1 Secial Login

REST

S ER3. HIIZREF , 3 — T Yes,Would you like to Join all ISE Nodes to this Active Directory

Information

Would you like to Join all ISE Modes to this Active Directory Domain?

Yas




SRAWMAEFTADIMAG TN ERE , AEMSISEMAZRIAD, BE MStatus (AR ) 1 UBRBHR
B R,

Join Domain

Pleate specily the crédentials required to Jokn ISE node(s) to the Acthve Difreciory
Droerrican .

* AD User Mame () sdministrator

* Passworg <o

Specily Organizaticnal Unit ()

Fistwore Credentlals ()

Gancal ]

Join Operation Status

Staius Summary; Succossiul

ISE NModoe ~  Mode Status

ISE1.lab @ Comglated

Chnzm




HERS. EfE|Groups B , REMBAJIUEERECAESBEREMENAMAE. WRHIERT

RERBE R EAE,

‘i Identity Services Engine

Administration / Identity Management

I Identities Groups External Identity Sources
!—J
: Connection

il External Identity Sources

=

=] )
» [ Certificate Authenticat...
O

' 3 [ Active Directory
3 5 LDAP

- £ ODBC
Al

9 RADIUS Token

9 RSA SecurlD

[ SAML |d Providers
1 Social Login

£ REST

Select Directory Groups

This dialog is used to select groups from the Directory.

Domain svs.lab

Name
Filter

Device * BBy

Filter

Retrieve Groups... | 2 Groups Retrieved.

[] Name ~

] svs.lab/Users/Device Admin

[]  svs.lab/Users/Device RO

Identity Source Sequences Settings
Allowed Domains PassivelD Groups Attributes
—
Add ~
~ SID
Select Groups From Directory
Add Group
Type
Filter
Group SID Group Type

5-1-5-21-4125682916-2670386087-26956193...

5-1-5-21-4125682916-2670386087-26956193...

GLOBAL

GLOBAL

Advanced Settings

No data available
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) Identities Groups External [dentity Sources Identity Source Sequances Sattings

Groups

A Securl

S ETACACS+ERELE
HTACACS+ELEERHMEICisco OS XREEBE LW EAEAR, FLHEHHPERUTER

* Root System Administrator — ERERETHNHRSRFEAR. EFrcotRiKEESACHNEH
EHMERRT SHNEEDEEE T ERF BT I#,
- BEE — hACERARERERNNEHRENMEERRABFEFIRNFERAE,

EEHEMETACACS+EER : IOSXR_RWHIOSXR RO,
IOS XR_ RW — BB ENTER

TR, BEEEZTEHRLO>HEEE>FRITESHER> TACACSIRERE, B —ETACACSIRERE
, WA H BB BIOSXR_RW,

SR ME W E R I N K AR AIER15,
HER3 MR E L T



= b Jdentity Services Engine Work Centers / Device Administration

cisco

) Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements Device Admin Policy Sets Reports Settings

Conditions TAGAGS Pro IDSXR_RW
A TACACS Profile
N Hetwork Conditions

X Results M
I0SXR_RW
| Allpwed Protocels

TACACS Command Seis
TACACS Profiles Description

Al

Task Attribute View Raw View
—

Common Tasks

Common Task Type Shell w

SE—— 15 w (Salect 0w 15)
Masistiun Privilgge > v (select D10 15)
v
U Access Controd List
v

U austo comenana

O no Escape v (Select true or false)

IOS XR_RO — ERE FEERER

TR, BEETHEPLO-REEE>RATE>HER> TACACSHERE, #E —ETACACSHKER
, WG Hr & BIOSXR_RO,

SRR MEWREFARFFIRMBZAFFAHER,

HER3 PR E L 7o

= . |dentity Services Engine Work Centers / Device Administration
[ ] Overview Identities User Identity Groups Ext Id Sources Metwork Resources Policy Elements Device Admin Policy Sets Reports Settings
n

Conditions 5 > Mow

TACACS Profile

Notwork Conditions

X Narm
Results IS;;R_RO
1 Allowed Protocols
TACACS Command Sets
. | TACACS Profiles Description
Al
Task Attribute View Raw View

Common Tasks

Common Task Type Shell w

~ (select O to 15)

Detault Priviloge

B yiasimam Privilogs 1 v (Select 0 1o 15)

B ETACACS+i S

ERTACACS+mn =5 : L& HIF |, IELRCISCO_IOSXR_RWHICISCO_IOSXR_RO,



CISCOIOS XRRW — BB EMHE

THB1, BEEE T D LSHEEESFRATESER> TACACSHTE, HE—ETACACSHTE
WHEH B BCISCO_IOSXR_RW,

HE¥2 4)i&Permit any command that not listed belowEBREV A ( EAHFEEEABEREMG S
) , AR&IZR—TSave,

= ‘lub Identity Services Engine Work Centers / Device Administration
) Owverview Identities User Identity Groups Ext Id Sourcas MNetwork Resources Policy Elements Device Admin Policy Sets Reports Settings
n TACA S i Set CISCO_MOEXR_RW

Conditions Command Set

Hevwork Conditions

Name

XN GISGO_IOSXR_RW
Results

1 Allowed Pretacels

B | TAGAGS Command Sats

TACACS Profiles

Commands
Permit any cammand that is not listed belaw

Grant Gommand Arguments
No dat o

CISCOIOS XRRO — igEEmHE

$E1, RISEUIBMEITEPLO>EEETES>KETESTER> TACACSHH D E., HIEHH
TACACSTi &I A& H & ACISCO_IOSXR_RO,

HER2 fECommands —&iF |, i —EH T,

S ER3. X GrantBlIM) T LR E FIiZEPermit , REECommandbl & A show; A% % — T check 8T

o

HERATERIER , REIE—T Save,
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) Overview Identities User Identity Groups Ext Id Sources Metwork Resources Policy Elements Device Admin Policy Sets Reports Settings

TACAGS Comma » CISCO_MSXR_RO
Conditions Command Set

Hetwork Conditions
Name

X CISGO_IOSXR_RO
Results
1 Allowed Protacels
3 | TACACS Command Sels Description
TACACS Profiles
Al
Commands

Pormit any command that is not listed below

Grant Command Argumenis

PERMIT show

Gancel “

REXSEEREE

BWRERTRMA HEEE, FHE, FRETURBEELRINSHW UL TACACSRE
FE TR

FSR1IEMEIEHO>-RKEEE-REEERKE., MEMNRBKEIOS XREE, EHRHET , BE
DEVICE:Device Type EQUALS All Device Types#lOS XR, 7EAllowed Protocols T , 1##EDefault
Device Admin,

il |dentity Services Engine Work Centers / Device Administration

| ) Overview Identities User ldentity Groups Ext ld Sources Network Resources Policy Elements Device Admin Policy Sets More
w
Policy Sets Reset Policy Set Hit Counts

sl
q\ + Status  Policy Set Name Description Conditlons Allowed Protocols [ Server Sequence Hits  Actlons View
[ | Q

=S
4 DEVICE-Device T i
EVICE- ype EQUALS All Device ;
= i =] i i
©  10S-XR devices T [ 71 {c?} >

SRR BT fF  AREBLOREELREE,

SRIELFGMRFRE, HRABHRE , BHEAADIEAIDRERE. REBIf Auth fail, If User not
foundHIf Process fail F I FEERIZIE,
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] Overview Identities User Identity Groups Ext |d Sources Metwork Resources Policy Elements Device Admin Policy Sets More

2

- Status  Policy Set Name Description Gonditions Allowed Protocols f Server Sequence  Hits
X Q

' -] 105-XR devices =] DEVICE-Device Type EQUALS All Device Types#lOS-XR tault v Al 73
F ]

w Authentication Policy(1)

nl

Status  Rule Name Conditlons Use Hits Actlons
Q
svs.lab al
*~  Options 2
If Auth fail

] Default 8 {C:)}

If User not found

It Process fail

TR ERBRERE,
1R #ZActive Directory(AD)H B f5E i & fE 2 I IRBEK BE
BHIRER -

« BADEEEBETHNMEAESECISCO_IOSXR ROMHEMIOSXR_ ROAFZEBEREE,
« BAD#EDevice Admin FHIEAE 2B T CISCO_IOSXR_RW < EMIOSXR RW A RE &
ExR,
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| Ovarview ldentities User ldentity Groups Ext Id Sources Metwork Resources Palicy Elements Device Admin Policy Sets Reports Settings

2= Policy Sets— 10S-XR devices Reset Policy Set Hit Gounts
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Status Policy Set Name Description Conditions Allowed Protocols | Server Sequence Hits
-

{ =
F | L] 105-XR devices & DEVICE-Device Type EQUALS All Device TypesRlOS-XR ault vice Admir 77
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> Authentication Policy(1)

» Authorization Policy - Local Exceptions

> Autherization Policy - Global Exceptions

« Autharization Policy(3)

Results
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FoEy — AFEHATLSHTACACS+ELE Cisco I0S XR 1.3



AR BAREGEERAFEEETER,



R BEREERREREYERAAAGORENRELS L, MEEEREERER LI
BEMAFRTACACS , LBGEWHEERE 2.

IR ECIE

SR HREE T B BMAARET(ONS) , I HEXA2RaE5 X AT ERERN A (FQDN) , 5512
ISEfAIAR&&FQDN,

domain vrf mgmt name svs.lab
domain vrf mgmt name-server 10.225.253.247
no domain vrf mgmt lookup disable

RP/0/RPO/CPU0:BRC-8201-1#ping vrf mgmt isel.svs.lab
Type escape sequence to abort.



Sending 5, 100-byte ICMP Echos to 10.225.253.209 timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

SH BRFEE A EANECEARE, BRIFEECCEARE, NRCFHEAERS
BISELMRE R

show crypto ca trustpoint
show crypto ca certificates

(config)# no crypto ca trustpoint <tp-name>
# clear crypto ca certificates <tp-name>

e : BUUAFBEVHORSAZRY , YREHMMEEERT. NMRTFTEVERY , A
ERARERERY, ENTXEEEAEN TERECCERY,



BEfEER
SR RYEKE (&),

<#root>
RP/0/RP0/CPU0:BRC-8201-1(config)#

crypto key generate rsa

4096

RP/0/RP0/CPU0:BRC-8201-1(config)#

crypto ca trustpoint

RP/0/RPO/CPU0:BRC-8201-1(config-trustp)#

rsakeypair

HRR2 BMEER.



R EAEEREENDONSEER ALEN (MREISELRRA ) , BEEBEM,

<tfroot>
RP/0/RP0/CPUO:BRC-8201-1(config)#

crypto ca trustpoint svs

RP/0/RP0/CPU0:BRC-8201-1(config-trustp)#

vrf ngnt

RP/0/RPO/CPU0:BRC-8201-1(config-trustp)#

crl optiona



RP/0/RPO/CPU0:BRC-8201-1(config-trustp)#

subj ect - nane C=US, ST=NC, L=RTP, O=Ci sco, QU=SVS, CN=br c-8201- 1. svs. |l ab

RP/0/RPO/CPU0:BRC-8201-1(config-trustp)#

subj ect-al ternative-nane | P:10. 225. 253. 167, DNS: brc- 8201- 1. svs. | ab

RP/0/RPO/CPU0:BRC-8201-1(config-trustp)#
enrol I nent url termna
RP/0/RPO/CPU0:BRC-8201-1(config-trustp)#

rsakeypair svs-4096

RP/0/RP0/CPU0:BRC-8201-1(config-trustp)#

comm t




M5 - MBELBEEOROUNEAES , LALEEMR 2 M EARNR(). BHIFR
. O=BRRMHAT

SR BBLRRCAREREFER

<#root>
RP/0/RP0/CPU0O:BRC-8201-1#

crypto ca authenticate svs

Enter the base64/PEM encoded certificate/certificates.
Please note: for multiple certificates use only PEM.
End with a blank T1ine or the word "quit" on a line by itself

MIIFTDCCA3ygAwIBAgIIIM10AsTaN/UwDQYJIKoZIhvcNAQELBQAwajELMAKGALUE
BhMCVVMxFzAVBgNVBAgTDk5vcnRoIENhcm9saW5hMRAWDgYDVQQHEwWdSYWx 1aWdo
MQ4wDAYDVQQKEwVDaXNjbzEMMAOGALUECXMDU1ZTMRIWEAYDVQQDEW1TVIMgTGF1
QOEwHhcNMjUWNDI4MTcwNTAWWhcNMzUWNDI4MT cwNTAwWjBgMQswCQYDVQQGEwWIV
UzEXMBUGALUECBMOTm9ydGggQ2Fyb2xpbmExXEDAOBgNVBACTB1IhbGVpZ2gxDjAM
BgNVBAOTBUNpc2NvMQwwCgYDVQQLEWNTVTMxEjAQBgNVBAMTCVNWUYBMYWIDQTCC
AiIwDQYJKoZIhvcNAQEBBQADggIPADCCAgoCggIBAIvZUOyn2vIn6gKbx3M7vaRq
2YjwZ1zSH6EKEVXnITy+kksiFD33GyHQepk7vfp4NFU50tQ4HC7t/AO0vIgrDa3Qw
VwvV4MBbJIhFM3s0] /ejgDYcMZhIAaPy0Zo5WLboOkXEiKjPLatkXojB8FVrhLF30
jMBSqwa4/WTniy5S+7s4FFxsCf20COWfBAsnrsOtatIThmcnx+VLIP7MRm8fOw4m
mutNo7IhbJSrgAFXmj1bBjMmgspObULo/wxMHdThtPBf11HRHTKNIo3qy04UADL2
WpoGhgT/FaxxBo2UBcnYVaP+3jjREONYT973MCbVAAXxtNVU6GbEBROZ+LWniACzupm
+gh23SL43uW5A31iSw/BuU1lE9p7B0e80oDNKU6gXT0ojKyLP/gC7j8AeP031 r+KZui8
b8X41iYn/67SbzZFhwxn3chkW4JYhQ4AImW1An2Q1+DMoZL7zRtSqQ39g9ZqRIMzQN
gJ+kQXe7QtT/ubmlMrtjE3gAEVPL334rTIxy9hpKZIkB861t2ZA3IX8CLsbhCal3sA
z1XCoONX+6alekmXuAOI+t3c1sNbN2AtFi4cJovTAO1xh60I4QnK+MNQKpTjt/E4
ydHT0rrurXsZummj9QBnkX4pqY7cDLHhdMKpbjDwg7jVL1783nTcOwYptQEPi 5sw
8399EMgKVOARTIiVUa/qT1AgMBAAG]PjASMAWGALUdEWQFMAMBATSWEQYJYIZIAYb4
QgEBBAQDAgAHMBkGCWCGSAGG+EIBDQQMFgpTVIMgTGFi IENBMAOGCSqGSIb3DQEB
CwUAA4ICAQAIT3080L2L67j/7Kk9VdcouuaBsN902pNEk3KXeZ8ykarNoxa87sFYr
AwXIwfAtk8uEHfnWulQcZ3LKkEIMIrHVCZuKsYd3D6qojo54HTpxRLgo50K0dGay i
1SEKSSX9qyfLFINHR2ISVqIU6jLsy86X7q7RmIPMS7XfHzuddFNI4YDOXRX67X+v
0+ja6zTQqjo6T1qlhmrSkyFbYf/ZTpe4d10zJsZjNsNOr8bF9n0A/7gNZLp3Z3cpU
PUOKdbiSVRgnPw3e8TfITVmAzcx8COI2SrYFMSUazo1VBVDy+xRKxyAtMbneGz6n
YdykCimThCKoKwp/pWpYBEqQIEOf5ay1PKURO/8aj/B7alulapXkmnj5qPeGhNOpB
Q9rl4reov4dso2EspkXS7CrH9yGfpIlyTprokzlUvZBZ8v10I17YZmjFmem+5rT6Gnk
eU/1X7nV61SYG5W5K+I8uaKuyBHOMn7Amy3DYL5c5GIBgxpSZERbLXV+Q1tIgRU8
899z1P0dsS/i6Lo7ypYX0eB9HgVDCkzQsLXQuHG] /2WsgPgdRcjkvnyURk4Ix+Ib
xDrmo7e0XPpSW4172a6K18CR3U2Cr4wsuvndPEq/qd2NRSBWTfFOXE/AJHQG7STT
HaXLU9r2Ko6030ecu8ysGTwL1It/9T1/FObOxZRugWcplrVoTgDGuA==

----- END CERTIFICATE-----

quit

Serial Number : AB:CD:87:FD:41:12:C3:FE:FD:87:D5
Subject:

CN=SVS LabCA,0U=SVS,0=Cisco,L=Raleigh,ST=North Carolina,C=US
Issued By :

CN=SVS LabCA,0U=SVS,0=Cisco,L=Raleigh,ST=North Carolina,C=US



Validity Start : 17:05:00 UTC Mon Apr 28 2025

Validity End : 17:05:00 UTC Sat Apr 28 2035
RP/0/RPO/CPUO:May 9 14:52:20.961 UTC: pki_cmd[66362]: %SECURITY-PKI-6-LOG_INFO_DETAIL : Fingerprint: 2A

SHA1 Fingerprint:
OEB181E95A3ED7803BC5A8059A854A95C83AC737
Do you accept this certificate? [yes/no]:

yes

RP/0/RPO/CPUO:May 9 14:52:23.437 UTC: cepki[153]: %SECURITY-CEPKI-6-INFO : certificate database updated

Mzt : MREERBCARK , AIZEEABCANFCARE, FHEIREFCA, KHER
CAMMERT S,

R4 EERELEEFR(CSR),

<#froot>



RP/0/RPO/CPUO:BRC-8201-1#

crypto ca enroll svs

Fri May 9 14:52:44.030 UTC

% Start certificate enrollment ...

% Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.

% For security reasons your password will not be saved in the configuration.
% Please make a note of it.

Passwor d:

Re-ent er Password:

% The subject name in the certificate will include: C=US,ST=NC,L=RTP,0=Cisco,0U=SVS,CN=10.225.253.167
% The subject name in the certificate will include: BRC-8201-1.svs.lab
% Include the router serial number in the subject name? [yes/no]:

yes

% The serial number in the certificate will be: 4090843b
% Include an IP address in the subject name? [yes/no]:

yes

Enter IP Address[]

10. 225. 253. 167

Fingerprint: 36354532 38324335 43434136 42333545
Display Certificate Request to terminal? [yes/no]:

yes

Certificate Request follows:

MIIDQTCCAikCAQAwcjELMAKGATUEBhMCVVMxCzAJBgNVBAgMAK5DMQwwCgYDVQQH
DANSVFAxDjAMBgNVBAoMBUNpc2NvMQwwCgYDVQQLDANTV1MxFzAVBgNVBAMMD j Ew
LjIyNS4yNTMuMTY3MREwDwWYDVQQFEwgOMDkwODQzYjCCASIwDQYJKoZIhvcNAQEB
BQADggEPADCCAQoCggEBALwWXx9w4DNTtr10DH910ZxPVEDARWNOt4WrPEjaQc1ZUA
6ax6Cxq/0311QiUf2+eQv+4rKZgAZ1xDhiaiMGqETNOOLKpwmtx10IgXL7UYMHHWF
9VRII52zomkWA8a63Wx66UkExaXoeXaf5HkLoqDu68X83U7LPvMelsMwvmqg7Rmy?2
DAu30HB/JfYT1QCHMTVFz3M5fBt86xx4t1nxTFU/4TRWMC73UdL5YdKILjMpBT2tN
E3piZ+kL4plc9U4RIBkU8/G4drzFbGvHCIkWkwIOch1X2HgtbVQdCXTAwIDmr209
zd2ZCa5enTbOKHbNXuHj py0Ok8MewKOV2muwxVcQbej8CAWEAAaCBiTAYBgkghkiG
9w0BCQcxCxMIQzFzY28uMTIzMGOGCSqGSIb3DQEIDjFgMF4wDgYDVROPAQH/BAQD
AgWgMCAGA1UdIQEB/wQWMBQGCCsGAQUFBWMBBggrBgEFBQCcDAjAJBgNVHRMEA AA
MB8GA1UdEQQYMBaCDjEwLjIyNS4yNTMuMTY3hwQK4f2nMAOGCSqGSIb3DQEBBQUA
A4IBAQBBX0eWF5ZUz701GFjuQHBBDgYb+3ThFOxbYm9psIWfvluwjkKoL297tGHv
Tux7nMyrDVkSJI81i5BSTdd9FE6AbSFswj1YpO+IxkUM971Ejwg2rj+jABDR7I8SU
06Y06mS9%x2Z3YqImeq8xwIrl9Hi+7tyale6apfTI1jdgVxB+Xyz0OFIMckIO5US3j
T/3aw/115RcXerdrh36oMUHEepUjIx/15u9s1c7elmxACoQE6TI90A+fdg2zYtOME
Z6VAW64cY+YF6iLbYv7c41iz05Zj2NIbUKpeqijkFAKY/1rIxTHypzH/p2ma4zuS
46a+kLXsVHZ716ZMB3WrUzB2ZN0OO



————— END CERTIFICATE REQUEST-----
---End - This Tine not part of the certificate request---
Redisplay enrollment request? [yes/no]:

no

HRE.EACAEEBNES.

<tfroot>
RP/0/RP0O/CPUO:BRC-8201-1#

crypto ca inport svs certificate

Fri May 9 15:00:35.426 UTC

Enter the base64/PEM encoded certificate/certificates.
Please note: for multiple certificates use only PEM.
End with a blank 1ine or the word "quit" on a line by itself

MIIE3zCCAsegAwIBAgIINL1INAUzx14UwDQYJKoZIhvcNAQELBQAwajELMAKGALUE
BhMCVVMxFzAVBgNVBAgTDk5vcnRoIENhcm9saW5hMRAWDgYDVQQHEwdSYWx 1aWdo
MQ4wDAYDVQQKEwVDaXNjbzEMMAoGALUECXMDU1ZTMRIWEAYDVQQDEW1TVIMgTGF1
QOEwHhcNMjUWNTASMTQLNZAWWhcNMj YWNTASMTQINzAwWWjByMQswCQYDVQQGEwIV
UzELMAKGA1UECAwWCTkMxDDAKBgNVBACMA1JUUDEOMAWGALUECgwFQ212zY28xDDAK
BgNVBAsSMAINWUzEXMBUGALUEAWWOMTAuUM; I1LjI1My4xNjcxETAPBgNVBAUTCDQw
OTA4NDNiMIIBIjANBgkghkiG9wOBAQEFAAOCAQSAMIIBCgKCAQEAVDH3DgOdO2uWw
gMf2I5nE+8QMBHA3S3has8SNpByV1QDprHoLGr/QmVCIR/b55C/ 714 spmoBnXEOG] rNEG/gqcu+dn9EnNKKE2WV
oF5370w+uNHoK8Bdt8mgadUT400USqY8ArVOBomO5tzbemreVPmQAZ/IahZ7TgKo
3dGNonTATfFTESM11ujQ811iRKsikDHySnwcCM2ni1CKZrhVq5IB8NK6jKRIZ0eQAX
vMtl

Serial Number : C2:F4:AB:34:02:D2:76:74:65:34:FE:D5

Subject:
serialNumber=4090843b,CN=10.225.253.167,0U=SVS,0=Cisco,L=RTP,ST=NC, C=US
Issued By :

CN=SVS LabCA,0U=SVS,0=Cisco,L=Raleigh,ST=North Carolina,C=US



Validity Start : 14:57:00 UTC Fri May 09 2025
Validity End : 14:57:00 UTC Sat May 09 2026
SHA1 Fingerprint:
21E4DA0B02181D08B6E51FOCC754BCE5B815C792

RERTCAEMKARFIORSE,

<{froot>
RP/0/RPO/CPU0:BRC-8201-1#

show crypto ca trustpoint svs detai

Trustpoint :svs-new

KeyPair Label: the_default

CRL:optional

enrollment: terminal

subject name: C=US,ST=NC,L=RTP,0=Cisco,0U=SVS,CN=brc-8201-1.svs.lab

RP/0/RPO/CPUO:BRC-8201-1#

show crypto ca certificates svs

Wed May 14 14:55:58.173 UTC

Trustpoint I SvS-hew

CA certificate
Serial Number : 20:01:20:1F:B6:9D:C3:FE:43:78:FF:64
Subject:
CN=SVS LabCA,0U=SVS,0=Cisco,L=Raleigh,ST=North Carolina,C=US
Issued By
CN=SVS LabCA,0U=SVS,0=Cisco,L=Raleigh,ST=North Carolina,C=US
Validity Start : 17:05:00 UTC Mon Apr 28 2025
Validity End : 17:05:00 UTC Sat Apr 28 2035
SHA1 Fingerprint:
OEB181E95A3ED7803BC5A8059A854A95C83AC737
Router certificate

Key usage : General Purpose

Status : Available

Serial Number : FD:AC:20:1F:B6:9D:C3:FE:98:43:ED

Subject:
serialNumber=4090843b,CN=brc-8201-1.svs.lab,0U=SVS,0=Cisco,L=RTP,ST=NC, C=US

Issued By

CN=SVS LabCA,0U=SVS,0=Cisco,L=Raleigh,ST=North Carolina,C=US
Validity Start : 19:59:00 UTC Fri May 09 2025
Validity End : 19:59:00 UTC Sat May 09 2026
SHA1 Fingerprint:
AC17E4772D909470F753BDBFA463F2DF522CC2A6
Associated Trustpoint: svs

EATLSE B TACACSHIAAA



AR BBEAXHBENEFHENTEEEN,

HER1. B ETACACS+fAlRER.

tacacs source-interface MgmtEthO/RPO/CPUO/O vrf mgmt
tacacs-server host 10.225.253.209 port 49
key 7 072C705F4D0648574453

aaa group server tacacs+ tacacs?2
server 10.225.253.209
vrf mgmt

HER2 ELEAAALE.

aaa group server tacacs+ tac_tls_sc



vrf mgmt
server-private 10.225.253.209 port 6049
timeout 10
tls
trustpoint svs
I

single-connection

HER2. EEAAA,

aaa accounting exec default start-stop group tac_tls_sc
aaa accounting system default start-stop group tac_tls_sc
aaa accounting network default start-stop group tac_tls_sc
aaa accounting commands default stop-only group tac_tls_sc
aaa authorization exec default group tac_tls_sc local

aaa authorization commands default group tac_tls_sc none
aaa authentication Togin default group tac_tls_sc local



MizE : MERTHAR , MERTACACSHELE F MBREE R

SR BEENRSNENEH.

RP/0/RP0/CPU0:BRC-8201-1#show crypto ca certificates svs-new
Thu Aug 14 15:13:37.465 UTC

Trustpoint : svs-new

CA certificate
Serial Number : 30:A2:10:14:C9:5E:BO:E0:07:CE:0A:24:16:69:90:ED:D1:34:B5:9B

Subject:
CN=Test Drive Sub CA G1,0U=Certification Authorities,0O=Keyfactor Command,C=US

Issued By :
CN=Test Drive Root CA G1,0U=Certification Authorities,O=Keyfactor Command,C=US

Validity Start : 22:13:17 UTC Thu Jun 26 2025
Validity End : 22:13:16 UTC Tue Jun 25 2030

CRL Distribution Point



http://svs.1ab:8080/ejbca/publicweb/cris/search.cgi?iHash=m9uB1QsZDYy6wxomiFWB5GvOAZM

SHA1 Fingerprint:
EA8FB276563B927FCAF0174D9FD1C58F3E8B5FF2
Trusted Certificate Chain
Serial Number : 1F:A6:6E:2E:F8:AB:CE:B4:9C:B8:07:5A:9F:2B:32:02:B4:56:5C:96
Subject:
CN=Test Drive Root CA G1,0U=Certification Authorities,O=Keyfactor Command,C=US
Issued By :
CN=Test Drive Root CA G1,0U=Certification Authorities,O=Keyfactor Command,C=US
Validity Start : 22:13:17 UTC Thu Jun 26 2025
Validity End : 22:13:16 UTC Sun Jun 24 2035
SHA1 Fingerprint:
E225647FF9BDA176D2998D5A3A9770270F37D2A7
Router certificate
Key usage : General Purpose
Status : Available
Serial Number : 7A:13:EB:C0:6A:8D:66:68:09:0B:32:C7:0C:D8:05:BD:81:72:9B:4E
Subject:
CN=brc-8201-1.svs.lab,0U=SVS,0=Cisco,L=RTP,ST=NC, C=US
Issued By :
CN=Test Drive Sub CA G1,0U=Certification Authorities,O=Keyfactor Command,C=US
Validity Start : 16:38:36 UTC Wed Jul 30 2025
Validity End : 16:38:35 UTC Thu Jul 30 2026
CRL Distribution Point

http://svs.1ab:8080/ejbca/publicweb/crls/search.cgi?iHash=X4as2q+6I19Bd4Qg1Qa8glxoH8GY
SHA1 Fingerprint:
B562F3CF507CE7F97893F28BC896794CFF6995C1
Associated Trustpoint: svs-new

SRR MBRBEREEHES.

RP/0/RPO/CPU0:BRC-8201-1#clear crypto ca certificates KF_TP

Thu Aug 14 15:25:26.286 UTC

certificates cleared for trustpoint KF_TP

RP/0/RPO/CPUO:Aug 14 15:25:26.577 UTC: cepki[382]: %SECURITY-CEPKI-6-INFO : certificate database update
RP/0/RPO/CPU0:BRC-8201-1#

RP/0/RPO/CPU0:BRC-8201-1#

RP/0/RP0O/CPU0:BRC-8201-1#show crypto ca certificates KF_TP

Thu Aug 14 15:25:37.270 UTC

RP/0/RPO/CPUO:BRC-8201-1#

SRR RREANEE THLSRATRERRE WEMEER.
TR RERETNEHREBEERM,

RP/0/RP0/CPU0:BRC-8201-1#show crypto ca certificates KF_TP
Thu Aug 14 15:31:28.309 UTC

Trustpoint : KF_TP

CA certificate



Serial Number : 30:A2:10:14:C9:5E:B0:E0:07:CE:0A:24:16:69:90:ED:D1:34:B5:9B
Subject:
CN=Test Drive Sub CA G1,0U=Certification Authorities,O=Keyfactor Command,C=US
Issued By :
CN=Test Drive Root CA G1,0U=Certification Authorities,O=Keyfactor Command,C=US
Validity Start : 22:13:17 UTC Thu Jun 26 2025
Validity End : 22:13:16 UTC Tue Jun 25 2030

CRL Distribution Point

http://svs.1ab:8080/ejbca/publicweb/cris/search.cgi?iHash=m9uB1QsZDYy6wxomiFWB5GvOAZM
SHA1 Fingerprint:
EA8FB276563B927FCAF0174D9FD1C58F3E8B5FF2
Trusted Certificate Chain
Serial Number : 1F:A6:6E:2E:F8:AB:CE:B4:9C:B8:07:5A:9F:2B:32:02:B4:56:5C:96
Subject:
CN=Test Drive Root CA G1,0U=Certification Authorities,O=Keyfactor Command,C=US
Issued By :
CN=Test Drive Root CA G1,0U=Certification Authorities,O=Keyfactor Command,C=US
Validity Start : 22:13:17 UTC Thu Jun 26 2025
Validity End : 22:13:16 UTC Sun Jun 24 2035
SHA1 Fingerprint:
E225647FF9BDA176D2998D5A3A9770270F37D2A7
Router certificate
Key usage : General Purpose
Status : Available
Serial Number : 1F:BO:AE:44:CF:8E:24:62:83:42:2F:34:BF:D0:82:07:DF:E4:49:0B
Subject:
CN=brc-8201-1.svs.lab,0U=SVS,0=Cisco,L=RTP,ST=NC, C=US
Issued By :
CN=Test Drive Sub CA G1,0U=Certification Authorities,0O=Keyfactor Command,C=US
Validity Start : 15:17:29 UTC Thu Aug 14 2025
Validity End : 15:17:28 UTC Fri Aug 14 2026

CRL Distribution Point
http://svs.1ab:8080/ejbca/publicweb/crls/search.cgi?iHash=X4as2q+6I19Bd4Qg1Qa8glxoH8GY
SHA1 Fingerprint:

D3CEOAEB51C5E8009F626A1A9FD633FB9AFA96DE
Associated Trustpoint: KF_TP

i)
RERE.

show crypto ca certificates [detail]
show crypto ca trustpoint detail
show tacacs details

TACACS+5A&E,

debug tacacs tls



#AHATLS

debug ss1 error
debug ss1 events

EEREBEAAAS D ERE < ADAEERERE .

<tfroot>

test aaa group tacacs?2

user has been authenticated

il 30 0
HRBRE (SRMBRECEREBNREER) .

clear crypto ca certificate <trustpoint name>

TACACSEREHME (MELE)

process restart tacacsd
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