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AERENMBOAFERAUNIX EHITHTACACS+ERE BRI HES LA ITRISEERTE . TACACS+IZHRY
hRe R N & #/Y Cisco Secure ACS for Windows = Cisco Secure ACS for UNIXZ%,

Cisco Systems St HI IR TACACS+E B8 21F& , HCisco SystemsTH X &,

BiE ,  CECEBNERPEKRIESS|Z HEE TTACACS+REBHE, i, AIURIFZTAN
TACACS+HR EBHBBMA, BERY TSR ERERTMISENTACACS+REHE,

BRZ2FEEHARESFACS)ITERE RSN EHIARBEMDEEEEE, Cisco Secure

ACS for Windows‘ @& #EMicrosoft Windows T4EUE EETE I ZEMMENME ML E T, Cisco

Secure ACSHRRH 5| Z M #Fa M Cisco Secure ACSEBEFF AT ¥, 552 BCisco Secure ACS
A0ERALE K BEERER. SREERITBEE(ERIMEFS)TTE,

MigE : CFEEEGHBEREESLHIMCCONRFE F REXE B Cisco Secure ACS for Windows 90X & i ik
(ERIEIMEF).

FRERTHEBFHEEREHITCisco IOSRE R A11.3. 31 B35 LR, Cisco IOSEREIRZA
12.0.5. T M 5 £ R Z<f£ A group tacacs+1M T &tacacs+. 7 ilaaa authentication login default
tacacs+ enableZ #5561 B8 '~ Baaa authentication login default group tacacs+ enable.
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B LUEIBE A ftpAS TACACS+ & BB B M £ A F M T # E/pub/tacacs B &% Kftp-

eng.cisco.com,

B E R

B’

RNHERBEBEER,

BRA U

R HFFRABRT RN G EEREMBER R,

]
WMEXHEHSINFRES , FSREREMERES.

LU

AEREARBRER XS PFTRIEEN E A
& : FACommand Lookup Tool(EH EFMEFER)EHEBANEREANGSHEMER,
AERSFEAUTERE

- BRHESEE
. R EHEARIE EMWTACACS+EBERER

B AR A

]
aaa new nodel
aaa authentication |login default tacacs+ enable
aaa aut hentication ppp default if-needed tacacs+
aaa aut horization exec default tacacs+ if-authenticated
aaa aut horization conmands 1 default tacacs+ if-
aut henti cat ed
aaa aut horization commands 15 default tacacs+ if-
aut henti cat ed
aaa authorization network default tacacs+
enabl e password ww
]
chat-script default "" at&f |s0=1&1&r 2&c1&d12&b1e0g2 K
]
interface EthernetO
ip address 10.6.1. 200 255. 255. 255.0
]
! --- Challenge Handshake Authentication Protocol !---
(CHAP/PPP) authentication user. interface Asyncl ip
unnumnber ed Et hernet0 encapsul ati on ppp async node
dedi cated peer default ip address pool async no cdp
enabl e ppp authentication chap ! !--- Password
Authentication Protocol (PAP/PPP) authentication user.
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interface Async2 ip unnunbered Ethernet0 encapsul ation
ppp async node dedi cated peer default ip address poo
async no cdp enable ppp authentication pap ! /---
Authentication user with autocommand PPP. interface
Async3 i p unnunbered Et hernetO encapsul ati on ppp async
nmode interactive peer default ip address pool async no
cdp enable ! ip local pool async 10.6.100.101

10. 6. 100. 103 tacacs-server host 171.68.118. 101 tacacs-
server tineout 10 tacacs-server key cisco ! line 1
session-tineout 20 exec-tineout 120 O autosel ect during-
login script startup default script reset default npdem
Dialin transport input all stopbits 1 rxspeed 115200

t xspeed 115200 flowcontrol hardware ! line 2 session-

ti meout 20 exec-timeout 120 O autosel ect during-1ogin
script startup default script reset default nmodemDialin
transport input all stopbits 1 rxspeed 115200 txspeed
115200 fl owcontrol hardware ! |ine 3 session-timeout 20
exec-tinmeout 120 0 autosel ect during-login autosel ect
ppp script startup default script reset default nmodem
Di al i n aut ocomand ppp transport input all stopbits 1
rxspeed 115200 txspeed 115200 fl owcontrol hardware ! end

SR MARES EWTACACS+EIEE R

! --- Handshake with router !--- AS needs 'tacacs-server
key cisco'. key = "cisc0" !--- User who can Telnet in to
configure. user = admin { default service = permt |ogin
= cleartext "admin" } !--- CHAP/PPP authentication line
1 - !--- password must be cleartext per CHAP
specifications. user = chapuser { chap = cl eartext
"chapuser" service = ppp protocol = ip { default
attribute = pernmit } } !--- PPP/PAP authentication line
2. user = papuser { login = file /etc/passwd service =
ppp protocol = ip { default attribute = permt } } !/---
Authentication user line 3. user = authauto { login =
file /etc/passwd service = ppp protocol = ip { default
attribute = pernit } }

Microsoft Windows R &EE =R

£ A & 1 #1289 Microsoft Windows R RE R
AEREARKRERNXXHFFHTIRINBEN E R,

BIRE
BERA TSR,
XX : PCRETHEREEANERERFERATHETE,

1. i#$EStart > Programs > Accessories > Dial-Up Networking A B B Dial-Up NetworkingtR & .

2.1 TEMR BEDRENEER  REBAERNEE,

3. MABBHMISENEN , REIR— T Configure.

4. #£General PropertiesEH t , BEBBE#ENZSEE , BT ZZEHOnly connect at this
speed... &,

5.7 "BEEREM, BEL , #FAEERY. EFERRBRUMBEELM. EFANEYEE



15 2 Wait for dial tone before dialing#lCancel the call if not connected after 200 seconds.

6. % TE#H, HE L , #—T®#. £Advanced Connection Settings¥ , {£;&{Z£Hardware
Flow Control#1Modulation Type Standard, & "El&E/2EH, BHEEL |, R "HREES, T
WAEN , TEEREARE,

7.8 —T "TOK, , R&EE—T "NextJ

8. W A B ERAVERERE , BIXIE —TNext , AE#E— TFinish,

9. ETHERETRE , B—THEZET , AEEE "W, > "RRSF[RE, .

10. EZEPPP:WINDOWS 95, WINDOWS NT 3.5, Internet , 3 B & A S RIEE,

11. £ Allowed Network Protocols F#&TCP/IP.

12. £ "TCP/IPERRE......a T , BiIZRRESEMNIPHELE, {7PRE]S BMNEBRAMKRSE b ER

UniERE L E AR RERR-TRE,
13. EFEAZERMTERUER HEED ) RELUETRRE  FAEXEES 'FHESHE,
TR WA, ARE-TER.

£ A & 389 Microsoft Windows Z B R

ERAES (ERBEBRSPPPETESNRENERAE ) WEERERE1NERE2NEEMRR |, B
LR ERAISN

- 7 "Configure/Options properties ( Bl E/EEEMY ) - EE ( FE8B6 ) L , #EHBring up
terminal window after dialing.

- EEAERM TZERURR "ERE REETRRIE (LBR13) , FAETHER "#A
EREL M "EEL WAL, EAER—TConnect, EMREIFHEBE , FAEEHENEERH
ETFRACHAEEBIRE. 30RER , £/AFKContinue(F7).

%
BB EARLERNRIERR.
il 329,
BEEER
% HidebugfE © 2 al , FFESHERIDebuglE THEEEH.
. terminal monitor — 58 Rdebugdn i i LA K B 5l i im ME P R R SEERFA R

- debug ppp negotiation — FREPPPR BN FiEEEMPPPERE , HHPifE T PPPIEIE,

. debug ppp packet — B REEMIZWHPPPERE, (LS TERERERNTERE, )

- debug ppp chap — B EREFine R BB S MEE ( ¥A11.2RZE# Cisco IOSE MR
) W&,

. debug aaa authentication — B~ EEE S 3T, REMEIR(AAA)/TACACS+ERREFHNENA

- debug aaa authorization — F "B BAAA/TACACS+EREMNEA.

R IR B8
BHEE : WBEREAERMNTACACS+R EHE @RS,
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tac_plus_executable -C config.file -d 16
tail -f /var/tnp/tac_plus.|og

HHE & A

- TACACS+X I HH
- 10S X #H i) TACACS+
- ANR:FEUREIFIRES

. BB MFEA CiscoSecure 2.x TACACS+
- B Z MEBE #F - Cisco Systems
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