HETACACS+, PAPHICHAPRME REE

b | L

= BPCRTE

Windows 95

Windows NT

Windows 98

Windows 2000

Bt (& 0 38 & = 5l

HbCisco IOSKRAK T
FHE =] — TACACS+HIPAP
HbCisco IOSIRAK T
FHE =] — TACACS+FICHAP
debugis

HEIE A

bl

R AREEHHERALRIECisco I0SCEBER AR 11 28 FHARA.
AR EEHRIEE RS ERB BN E(PAP) S H B R ER BB KT (CHAP) B TACACS+H & B 5

$ERRE, B T Microsoft Windows 95, Windows NT. Windows 98F1Windows 200089 % R PC:%
E, URBERFIMBHERAFARAR R,

HE Y

=R

AXHEEBEBR.

o i bidaa

AXHFRNE TRARERBAERITS.,

ANFHEARBRBBEERETRREANEENEL. XPEAINAMBERERREHER ( HER
) AAREREE ., MREHEREEFER , FRACCHEBIMNES TREKNEE,




=5

MEXHESNFRENR , FS2EEREMIRETED.

B RPCRUE

Windows 95

AR TESER -

1.7 TRERIBEE . BT  BEEREE , AREE TER, > THM. .
2. £ "Server Type. E%J: BIREEEF T "Type of Dial-up Servers T #IRequire

Encrypted PasswordiE. MMRiEFILIE | BIPCEZEZICHAPE D ERFE., MBEXREDIIE , Al
PC#ZPAPECHAP & 13 BR3%

Windows NT

FATTARA T HER

1.7 TERBRAER, BED  EREREE  AREEEES-WE,

2. ﬁESecurityEﬁtE’Jaﬁfi 1N 512 A Accept any authentication including clear texti , Rl

PC##ZPAPZCHAP, SR i#EM Accept only encrypted authenticationi® , BIPCE1#Z¥
CHAP S 3583

Windows 98

FAATEARA T HER

1. TRREE, AETD  BRERERE  AREEMLE,

2.7 TARB[ER BEE L, BE "SHEE) BEPHERE R REHRequire encrypted

passwordfE , BIPCIZZPAP=,CHAP & 5% . 1R i%E~F Require encrypted password4E , Hi
PCEEZCHAPE BT,

Windows 2000

U TEER

1. THERABRRER, 7, BIEBEREE  RRZEWHE,

2. 7£Security B E #YAdvanced > Settings > Allow these protocols[EE # : 415 i# F Unencrypted
password(PAP){E , AIPCI#ZPAP, f13RiEH Challenge Handshake Authentication

Protocol(CHAP)4E , PCA$1R#ERFC 19941 CHAP, #03R%~ Microsoft CHAP(MS-CHAP)4E
, AI#R#ERFC 1994,PC#¥MS-CHAPKR A1 B 7 ¥ CHAP,

[ &l ]

48R — TACACS+FIPAP



http://www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

Current configuration:

1
version 11.2

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
service udp-small-servers
service tcp-small-servers

!
hostname rtpkrb

1

aaa new-model
1

!--- The following four lines of the !--- configuration
are specific to !--- Cisco IOS 11.2 and later, until
11.3.3.T7. !--- See below this configuration !--- for
commands for other Cisco IOS releases. ! aaa

authentication login default tacacs+ local
aaa authentication ppp default if-needed tacacs+ local
aaa authorization exec tacacs+ if-authenticated
aaa authorization network tacacs+ if-authenticated
enable secret 5 $1$pkX.$JdAySRE1SbdbDe7bj0wyt0
enable password ww

!

username john password 0 doe

username cse password 0 csecse

ip host rtpkrb 10.31.1.5

ip domain-name RTP.CISCO.COM

ip name-server 171.68.118.103

!

interface Loopback0

ip address 1.1.1.1 255.255.255.0

!

interface Ethernet0

ip address 10.31.1.5 255.255.0.0

no mop enabled

!

interface Serial0

no ip address

no ip mroute-cache

shutdown

!

interface Seriall

no ip address

shutdown

!

interface Asyncl

ip unnumbered Ethernet0

encapsulation ppp

async mode dedicated

peer default ip address pool async

no cdp enable

ppp authentication pap

1

ip local pool async 15.15.15.15

ip classless

ip route 0.0.0.0 0.0.0.0 10.31.1.1

!

tacacs-server host 171.68.118.101
tacacs-server key cisco

snmp-server community public RW




1

line con 0

line 1
session-timeout 20
exec-timeout 20 0
password ww
autoselect during-login
autoselect ppp
modem InOut
transport input all
stopbits 1

speed 38400
flowcontrol hardware
line 2

modem InOut

speed 38400
flowcontrol hardware
line 3 16

line aux 0

line vty 0 4

password ww
1

end

snmp-server host 171.68.118.100 traps public

HhCisco IOSHEAM S

EE EEFRELESGT,
£33,

Cisco 10S 11.3.3.TF12.0.5.T

EREETMEREEG S , RERIZHECisco IOSAMERAGELTH

aaa authen login default tacacs+ local

aaa authen ppp default if-needed tacacs+ local

aaa authorization exec default tacacs+ if-authenticated

aaa authorization network default tacacs+ if-authenticated

Cisco 10S 12.0.5.TRE®iRA

aaa authen login default group tacacs+ local

aaa authen ppp default if-needed group tacacs+ local

aaa authorization exec default group tacacs+ if-authenticated

aaa authorization network default group tacacs+ if-authenticated

FE 7 6] — TACACS+HIPAP

AR wREFEAHS  AEXARUETRHARPHBEE, HXFERRTREFNAR,

rtpkrb#show debug
General O0S:

TACACS access control debugging is
AAA Authentication debugging is on
AAA Authorization debugging is on

PPP:

PPP authentication debugging is on
PPP protocol negotiation debugging

rtpkrb#

on

is on



3d22h: SLINK-3-UPDOWN: Interface Asyncl, changed state to up
3d22h: Asl PPP: Treating connection as a dedicated line
3d22h: Asl PPP: Phase is ESTABLISHING, Active Open

3d22h: Asl LCP: O CONFREQ [Closed] id 14 len 24

3d22h: Asl LCP: ACCM 0x000A0000 (0x0206000A0000)

3d22h: Asl LCP: AuthProto PAP (0x0304C023)

3d22h: Asl LCP: MagicNumber OxFA5FB7A7 (0x0506F45FB7A7)
3d22h: Asl LCP: PFC (0x0702)

3d22h: Asl LCP: ACFC (0x0802)

!--- PC insists on doing CHAP !--- ("accept encrypted authentication only"), !--- but router 1is
set up for PAP. Asl LCP: I CONFNAK [REQsent] id 27 len 12

Asl LCP: AuthProto 0xC123 (0x0308C12301000001)

Asl PPP: Closing connection because remote won't authenticate

3d22h: Asl LCP: Interface transitioned, discarding packet
3d22h: Asl LCP: I CONFACK [REQsent] id 14 len 24

3d22h: Asl LCP: ACCM 0x000A0000 (0x0206000A0000)

3d22h: Asl LCP: AuthProto PAP (0x0304C023)

3d22h: Asl LCP: MagicNumber OxFA5FB7A7 (0x0506F45FB7A7)
3d22h: Asl LCP: PFC (0x0702)

3d22h: Asl LCP: ACFC (0x0802)

3d22h: Asl LCP: TIMEout: Time 0x14417CC4 State ACKrcvd
3d22h: Asl LCP: O CONFREQ [ACKrcvd] id 15 len 24

3d22h: Asl LCP: ACCM 0x000A0000 (0x0206000A0000)

3d22h: Asl LCP: AuthProto PAP (0x0304C023)

3d22h: Asl LCP: MagicNumber OxFA5FB7A7 (0x0506F45FB7A7)
3d22h: Asl LCP: PFC (0x0702)

3d22h: Asl LCP: ACFC (0x0802)

3d22h: Asl LCP: I CONFACK [REQsent] id 15 len 24

3d22h: Asl LCP: ACCM 0x000A0000 (0x0206000A0000)

3d22h: Asl LCP: AuthProto PAP (0x0304C023)

3d22h: Asl LCP: MagicNumber OxFA5FB7A7 (0x0506F45FB7A7)
3d22h: Asl LCP: PFC (0x0702)

3d22h: Asl LCP: ACFC (0x0802)

3d22h: Asl LCP: I CONFREQ [ACKrcvd] id 0 len 20

3d22h: Asl LCP: ACCM 0x00000000 (0x020600000000)

3d22h: Asl LCP: MagicNumber 0x000030A3 (0x0506000030A3)
3d22h: Asl LCP: PFC (0x0702)

3d22h: Asl LCP: ACFC (0x0802)

3d22h: Asl LCP: O CONFACK [ACKrcvd] id 0 len 20

3d22h: Asl LCP: ACCM 0x00000000 (0x020600000000)

3d22h: Asl LCP: MagicNumber 0x000030A3 (0x0506000030A3)
3d22h: Asl LCP: PFC (0x0702)

3d22h: Asl LCP: ACFC (0x0802)

3d22h: Asl LCP: State is Open

3d22h: Asl PPP: Phase is AUTHENTICATING, by this end
3d22h: Asl PAP: I AUTH-REQ id 4 len 20 from "papuser"
3d22h: Asl PAP: Authenticating peer papuser

3d22h: AAA/AUTHEN: create_user (0x16DACO) user='papuser'
ruser="'"' port='Asyncl' rem_addr='async' authen_type=PAP
service=PPP priv=1

3d22h: AAA/AUTHEN/START (1190231344): port='Asyncl' list='"
action=LOGIN service=PPP

3d22h: AAA/AUTHEN/START (1190231344): using "default" list
3d22h: AAA/AUTHEN (1190231344): status = UNKNOWN

3d22h: AAA/AUTHEN/START (1190231344): Method=TACACS+
3d22h: TAC+: send AUTHEN/START packet ver=193 id=1190231344
3d22h: TAC+: Using default tacacs server list.

3d22h: TAC+: Opening TCP/IP to 171.68.118.101/49 timeout=5

!--- The TAC+ server 1is down, producing an error. !--- Since the user 1s not in the local
database, !--- the failover to local fails. TAC+: TCP/IP open to 171.68.118.101/49 failed --
Connection refused by remote host
AAA/AUTHEN (866823886): status = ERROR



AAA/AUTHEN/START (866823886): Method=LOCAL
AAA/AUTHEN (866823886): status = FAIL

3d22h: TAC+: Opened TCP/IP handle 0x16C1F8 to 171.68.118.101/49
3d22h: TAC+: 171.68.118.101 (1190231344) AUTHEN/START/LOGIN/PAP queued
3d22h: TAC+: (1190231344) AUTHEN/START/LOGIN/PAP processed

!-—- The key in the router does not match that of the server. TAC+: received bad AUTHEN packet:
length = 68, expected 67857

TAC+: Invalid AUTHEN/START packet (check keys)

AAA/AUTHEN (1771887965): status = ERROR

3d22h: TAC+: ver=192 1d=1190231344 received AUTHEN status = GETPASS
3d22h: TAC+: Closing TCP/IP 0x16ClF8 connection to 171.68.118.101/49
3d22h: TAC+: Opening TCP/IP to 171.68.118.101/49 timeout=5

3d22h: TAC+: Opened TCP/IP handle 0x16EF4C to 171.68.118.101/49

3d22h: TAC+: Opened 171.68.118.101 index=1

3d22h: AAA/AUTHEN: create_user (0x16C5EC) user='papuser' ruser="''
port='Asyncl' rem_addr='async' authen_type=PAP service=PPP priv=1
3d22h: TAC+: rev0 inbound pap login for 1d=1190231344 using 1d=3112896669
3d22h: TAC+: 171.68.118.101 (3112896669) AUTHEN/START/LOGIN/PAP queued
3d22h: TAC+: (3112896669) AUTHEN/START/LOGIN/PAP processed

3d22h: TAC+: ver=192 1d=3112896669 received AUTHEN status = GETPASS
3d22h: TAC+: send AUTHEN/CONT packet

3d22h: TAC+: 171.68.118.101 (3112896669) AUTHEN/CONT queued

3d22h: TAC+: (3112896669) AUTHEN/CONT processed

!--- The NT client sends the "DOMAIN\user" !--- and the TAC+ server expects "user". TAC+:
ver=192 id=260507389 received AUTHEN status = FAIL

TAC+: rev0 inbound pap completed for 1139034411 status=FAIL

AAA/AUTHEN: free_user (0x16CDD4) user='CISCO\papuser' ruser='"'

port='Asyncl' rem_addr='async' authen_type=PAP service=PPP priv=1

!--—- The TAC+ server refuses the user !--- because the user is set up for PAP. !--- The user
enters a bad password, !--- or both the username and password are bad. TAC+: ver=192
id=691012958 received AUTHEN status = FAIL

TAC+: rev0 inbound pap completed for 3917384959 status=FAIL

AAA/AUTHEN: free_user (0x15AD58) user='idochap' ruser='"

port='Asyncl' rem_addr='async' authen_type=PAP service=PPP priv=1

3d22h: TAC+: ver=192 1d=3112896669 received AUTHEN status = PASS
3d22h: TAC+: rev0 inbound pap completed for 1190231344 status=PASS
3d22h: AAA/AUTHEN: free_user (0x16C5EC) user='papuser' ruser='"
port='Asyncl' rem_addr='async' authen_type=PAP service=PPP priv=1
3d22h: TAC+: Closing TCP/IP 0x16EFAC connection to 171.68.118.101/49
3d22h: AAA/AUTHEN (1190231344): status = PASS

3d22h: AAA/AUTHOR/LCP Asl: Authorize LCP

3d22h: AAA/AUTHOR/LCP: Asyncl: (1061976769): user='papuser'

3d22h: AAA/AUTHOR/LCP: Asyncl: (1061976769): send AV service=ppp
3d22h: AAA/AUTHOR/LCP: Asyncl: (1061976769): send AV protocol=lcp
3d22h: AAA/AUTHOR/LCP: Asyncl: (1061976769): Method=TACACS+

3d22h: AAA/AUTHOR/TAC+: (1061976769): user=papuser

3d22h: AAA/AUTHOR/TAC+: (1061976769): send AV service=ppp

3d22h: AAA/AUTHOR/TAC+: (1061976769): send AV protocol=lcp

3d22h: TAC+: Opening TCP/IP to 171.68.118.101/49 timeout=5

3d22h: TAC+: Opened TCP/IP handle 0x16C9E0 to 171.68.118.101/49
3d22h: TAC+: Opened 171.68.118.101 index=1

3d22h: TAC+: 171.68.118.101 (1061976769) AUTHOR/START queued
3d22h: TAC+: (1061976769) AUTHOR/START processed

! --- The user passes authentication !--- (the username/password is good) !--- but fails
authorization !--- (the profile is not set up to authorize PPP). TAC+: (1793875816): received
author response status = FAIL

TAC+: Closing TCP/IP 0x17054C connection to 171.68.118.101/49



AAA/AUTHOR (1793875816): Post authorization status = FAIL
AAA/AUTHOR/LCP Asl: Denied

3d22h: TAC+: (1061976769): received author response status = PASS_ADD
3d22h: TAC+: Closing TCP/IP 0x16C9EQO connection to 171.68.118.101/49
3d22h: AAA/AUTHOR (1061976769): Post authorization status = PASS_ADD
3d22h: Asl PAP: O AUTH-ACK id 4 len 5

3d22h: Asl PPP: Phase is UP

3d22h: AAA/AUTHOR/FSM Asl: (0): Can we start IPCP?

3d22h: AAA/AUTHOR/FSM: Asyncl: (3602788894): user='papuser'
3d22h: AAA/AUTHOR/FSM: Asyncl: (3602788894): send AV service=ppp
3d22h: AAA/AUTHOR/FSM: Asyncl: (3602788894): send AV protocol=ip
3d22h: AAA/AUTHOR/FSM: Asyncl: (3602788894): Method=TACACS+
3d22h: AAA/AUTHOR/TAC+: (3602788894): user=papuser

3d22h: AAA/AUTHOR/TAC+: (3602788894): send AV service=ppp

3d22h: AAA/AUTHOR/TAC+: (3602788894): send AV protocol=ip

3d22h: TAC+: Opening TCP/IP to 171.68.118.101/49 timeout=5
3d22h: $LINEPROTO-5-UPDOWN: Line protocol on Interface Asyncl,
changed state to up

3d22h: TAC+: Opened TCP/IP handle 0x17054C to 171.68.118.101/49
3d22h: TAC+: Opened 171.68.118.101 index=1

3d22h: TAC+: 171.68.118.101 (3602788894) AUTHOR/START queued
3d22h: Asl IPCP: I CONFREQ [Closed] id 1 len 34

3d22h: Asl IPCP: Address 0.0.0.0 (0x030600000000)

3d22h: Asl IPCP: PrimaryDNS 0.0.0.0 (0x810600000000)

3d22h: Asl IPCP: PrimaryWINS 0.0.0.0 (0x820600000000)

3d22h: Asl IPCP: SecondaryDNS 0.0.0.0 (0x830600000000)

3d22h: Asl IPCP: SecondaryWINS 0.0.0.0 (0x840600000000)

3d22h: TAC+: (3602788894) AUTHOR/START processed

3d22h: TAC+: (3602788894): received author response status = PASS_ADD
3d22h: TAC+: Closing TCP/IP 0x17054C connection to 171.68.118.101/49
3d22h: AAA/AUTHOR (3602788894): Post authorization status = PASS_ADD
3d22h: AAA/AUTHOR/FSM Asl: We can start IPCP

3d22h: Asl IPCP: O CONFREQ [Closed] id 10 len 10

3d22h: Asl IPCP: Address 10.31.1.5 (0x03060A1F0105)

3d22h: Asl IPCP: I CONFACK [REQsent] id 10 len 10

3d22h: Asl IPCP: Address 10.31.1.5 (0x03060A1F0105)

3d22h: Asl IPCP: I CONFREQ [ACKrcvd] id 1 len 34

3d22h: Asl IPCP: Address 0.0.0.0 (0x030600000000)

3d22h: Asl IPCP: PrimaryDNS 0.0.0.0 (0x810600000000)

3d22h: Asl IPCP: PrimaryWINS 0.0.0.0 (0x820600000000)

3d22h: Asl IPCP: SecondaryDNS 0.0.0.0 (0x830600000000)

3d22h: Asl IPCP: SecondaryWINS 0.0.0.0 (0x840600000000)

3d22h: AAA/AUTHOR/IPCP Asl: Start. Her address 0.0.0.0,

we want 0.0.0.0

3d22h: AAA/AUTHOR/IPCP Asl: Processing AV service=ppp

3d22h: AAA/AUTHOR/IPCP Asl: Processing AV protocol=ip

3d22h: AAA/AUTHOR/IPCP Asl: Authorization succeeded

3d22h: AAA/AUTHOR/IPCP Asl: Done. Her address 0.0.0.0,

we want 0.0.0.0

3d22h: Asl IPCP: Using pool 'async'

3d22h: Asl IPCP: Pool returned 15.15.15.15

3d22h: Asl IPCP: O CONFREJ [ACKrcvd] id 1 len 22

3d22h: Asl IPCP: PrimaryWINS 0.0.0.0 (0x820600000000)

3d22h: Asl IPCP: SecondaryDNS 0.0.0.0 (0x830600000000)

3d22h: Asl IPCP: SecondaryWINS 0.0.0.0 (0x840600000000)

3d22h: Asl IPCP: I CONFREQ [ACKrcvd] id 2 len 16

3d22h: Asl IPCP: Address 0.0.0.0 (0x030600000000)

3d22h: Asl IPCP: PrimaryDNS 0.0.0.0 (0x810600000000)

3d22h: AAA/AUTHOR/IPCP Asl: Start. Her address 0.0.0.0,

we want 15.15.15.15

3d22h: AAA/AUTHOR/IPCP Asl: Processing AV service=ppp

3d22h: AAA/AUTHOR/IPCP Asl: Processing AV protocol=ip

3d22h: AAA/AUTHOR/IPCP Asl: Authorization succeeded



3d22h: AAA/AUTHOR/IPCP Asl: Done. Her address 0.0.0.0,

we want 15.15.15.15

3d22h: Asl IPCP: O CONFNAK [ACKrcvd] id 2 len 16

3d22h: Asl IPCP: Address 15.15.15.15 (0x03060F0FOFOF)
3d22h: Asl IPCP: PrimaryDNS 171.68.118.103 (0x8106AB447667)
3d22h: Asl IPCP: I CONFREQ [ACKrcvd] id 3 len 16

3d22h: Asl IPCP: Address 15.15.15.15 (0x03060F0FOFOF)
3d22h: Asl IPCP: PrimaryDNS 171.68.118.103 (0x8106AB447667)
3d22h: AAA/AUTHOR/IPCP Asl: Start. Her address 15.15.15.15,
we want 15.15.15.15

3d22h: AAA/AUTHOR/IPCP: Asyncl: (3654974050): user='papuser'

3d22h: AAA/AUTHOR/IPCP: Asyncl: (3654974050): send AV service=ppp
3d22h: AAA/AUTHOR/IPCP: Asyncl: (3654974050): send AV protocol=ip
3d22h: AAA/AUTHOR/IPCP: Asyncl: (3654974050): send AV addr*15.15.15.15

3d22h: AAA/AUTHOR/IPCP: Asyncl: (3654974050): Method=TACACS+

3d22h: AAA/AUTHOR/TAC+: (3654974050): user=papuser

3d22h: AAA/AUTHOR/TAC+: (3654974050): send AV service=ppp

3d22h: AAA/AUTHOR/TAC+: (3654974050): send AV protocol=ip

3d22h: AAA/AUTHOR/TAC+: (3654974050): send AV addr*15.15.15.15
3d22h: TAC+: Opening TCP/IP to 171.68.118.101/49 timeout=5

3d22h: TAC+: Opened TCP/IP handle 0x16EF4C to 171.68.118.101/49
3d22h: TAC+: Opened 171.68.118.101 index=1

3d22h: TAC+: 171.68.118.101 (3654974050) AUTHOR/START queued

3d22h: TAC+: (3654974050) AUTHOR/START processed

3d22h: TAC+: (3654974050): received author response status = PASS_ADD
3d22h: TAC+: Closing TCP/IP 0x16EF4AC connection to 171.68.118.101/49
3d22h: AAA/AUTHOR (3654974050): Post authorization status = PASS_ADD
3d22h: AAA/AUTHOR/IPCP Asl: Processing AV service=ppp

3d22h: AAA/AUTHOR/IPCP Asl: Processing AV protocol=ip

3d22h: AAA/AUTHOR/IPCP Asl: Processing AV addr*15.15.15.15

3d22h: AAA/AUTHOR/IPCP Asl: Authorization succeeded

3d22h: AAA/AUTHOR/IPCP Asl: Done. Her address 15.15.15.15,

we want 15.15.15.15

3d22h: Asl IPCP: O CONFACK [ACKrcvd] id 3 len 16

3d22h: Asl IPCP: Address 15.15.15.15 (0x03060F0FOFOF)

3d22h: Asl IPCP: PrimaryDNS 171.68.118.103 (0x8106AB447667)

3d22h: Asl IPCP: State is Open

3d22h: Asl IPCP: Install route to 15.15.15.15

rtpkrb#

Bl — TACACS+FICHAP

Current configuration:

!

version 11.2

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

service udp-small-servers

service tcp-small-servers

!

hostname rtpkrb

!

aaa new-model

!

!--- The following four lines of the configuration !---
are specific to Cisco IOS 11.2 and later, until
11.3.3.7. !--- See below this configuration !--- for
commands for other Cisco IOS releases. ! aaa
authentication login default tacacs+ local

aaa authentication ppp default if-needed tacacs+ local
aaa authorization exec tacacs+ if-authenticated

aaa authorization network tacacs+ if-authenticated
enable secret 5 $1$pkX.$JdAySRE1SbdbDe7bj0wyt0




enable password ww

!

username john password 0 doe
username cse password 0 csecse
ip host rtpkrb 10.31.1.5

ip name-server 171.68.118.103

!

interface Loopback0

ip address 1.1.1.1 255.255.255.0
!

interface Ethernet0

ip address 10.31.1.5 255.255.0.0
no mop enabled

!

interface Serial0

no ip address

no ip mroute-cache

shutdown

!

interface Seriall

no ip address

shutdown

!

interface Asyncl

ip unnumbered EthernetO
encapsulation ppp

async mode dedicated

peer default ip address pool async
no cdp enable

ppp authentication chap

1

ip local pool async 15.15.15.15
ip classless

ip route 0.0.0.0 0.0.0.0 10.31.1.1
!

tacacs-server host 171.68.118.101
tacacs-server key cisco
snmp-server community public RW
snmp-server host 171.68.118.100 traps public
!

line con 0

line 1

session-timeout 20

exec-timeout 20 0

password ww

autoselect during-login
autoselect ppp

modem InOut

transport input all

stopbits 1

speed 38400

flowcontrol hardware

line 2

modem InOut

speed 38400

flowcontrol hardware

line 3 16

line aux 0

line vty 0 4

password ww

1

end
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Cisco 10S 11.3.3.T£12.0.5.T

aaa authen login default tacacs+ local

aaa authen ppp default if-needed tacacs+ local

aaa authorization exec default tacacs+ if-authenticated
aaa authorization network default tacacs+ if-authenticated

Cisco 10S 12.0.5. TR EEiRA

aaa authen login default group tacacs+ local

aaa authen ppp default if-needed group tacacs+ local

aaa authorization exec default group tacacs+ if-authenticated
aaa authorization network default group tacacs+ if-authenticated

#as Rl — TACACS+HICHAP

AR £RFBHP  BEXAREHETHETHEE, EXFEERTREFHNHR.

General 0S:

TACACS access control debugging is on

AAA Authentication debugging is on

AAA Authorization debugging is on

PPP:

PPP authentication debugging is on

PPP protocol negotiation debugging is on

rtpkrb#

3d22h: Asl LCP: I CONFREQ [Closed] id 0 len 20

3d22h: Asl LCP: ACCM 0x00000000 (0x020600000000)

3d22h: Asl LCP: MagicNumber 0x000042C5 (0x0506000042C5)
3d22h: Asl LCP: PFC (0x0702)

3d22h: Asl LCP: ACFC (0x0802)

3d22h: Asl LCP: Lower layer not up, discarding packet
3d22h: $LINK-3-UPDOWN: Interface Asyncl, changed state to up
3d22h: Asl PPP: Treating connection as a dedicated line
3d22h: Asl PPP: Phase is ESTABLISHING, Active Open
3d22h: Asl LCP: O CONFREQ [Closed] id 12 len 25

3d22h: Asl LCP: ACCM 0x000A0000 (0x0206000A0000)

3d22h: Asl LCP: AuthProto CHAP (0x0305C22305)

3d22h: Asl LCP: MagicNumber O0xF45D776F (0x0506F45D776F)
3d22h: Asl LCP: PFC (0x0702)

3d22h: Asl LCP: ACFC (0x0802)

3d22h: Asl LCP: I CONFACK [REQsent] id 12 len 25

3d22h: Asl LCP: ACCM 0x000A0000 (0x0206000A0000)

3d22h: Asl LCP: AuthProto CHAP (0x0305C22305)

3d22h: Asl LCP: MagicNumber O0xF45D776F (0x0506F45D776F)
3d22h: Asl LCP: PFC (0x0702)

3d22h: Asl LCP: ACFC (0x0802)

3d22h: Asl LCP: I CONFREQ [ACKrcvd] id 0 len 20

3d22h: Asl LCP: ACCM 0x00000000 (0x020600000000)

3d22h: Asl LCP: MagicNumber 0x000042C5 (0x0506000042C5)
3d22h: Asl LCP: PFC (0x0702)

3d22h: Asl LCP: ACFC (0x0802)



3d22h: Asl LCP: O CONFACK [ACKrcvd] id 0 len 20

3d22h: Asl LCP: ACCM 0x00000000 (0x020600000000)

3d22h: Asl LCP: MagicNumber 0x000042C5 (0x0506000042C5)
3d22h: Asl LCP: PFC (0x0702)

3d22h: Asl LCP: ACFC (0x0802)

3d22h: Asl LCP: State is Open

3d22h: Asl PPP: Phase is AUTHENTICATING, by this end

3d22h: Asl CHAP: O CHALLENGE id 3 len 27 from "rtpkrb"
3d22h: Asl CHAP: I RESPONSE id 3 len 29 from "chapuser"
3d22h: AAA/AUTHEN: create_user (0x15B394) user='chapuser'
ruser="'"' port='Asyncl' rem addr='async' authen_type=CHAP
service=PPP priv=1

3d22h: AAA/AUTHEN/START (2183639772): port='Asyncl' list='"'
action=LOGIN service=PPP

3d22h: AAA/AUTHEN/START (2183639772): using "default" list
3d22h: AAA/AUTHEN (2183639772): status = UNKNOWN

3d22h: AAA/AUTHEN/START (2183639772): Method=TACACS+

3d22h: TAC+: send AUTHEN/START packet ver=193 id=2183639772
3d22h: TAC+: Using default tacacs server list.

3d22h: TAC+: Opening TCP/IP to 171.68.118.101/49 timeout=5

!--- The TAC+ server 1is down, producing an error. !--- Since the user is not in the local
database, !--- the failover to local fails. TAC+: TCP/IP open to 171.68.118.101/49 failed --
Connection refused by remote host
AAA/AUTHEN (2546660185): status = ERROR
AAA/AUTHEN/START (2546660185): Method=LOCAL
AAA/AUTHEN (2546660185): status = FAIL
Asl CHAP: Unable to validate Response. Username chapuser: Authentication failure

3d22h: TAC+: Opened TCP/IP handle 0x17054C to 171.68.118.101/49
3d22h: TAC+: 171.68.118.101 (2183639772) AUTHEN/START/LOGIN/CHAP gqueued
3d22h: TAC+: (2183639772) AUTHEN/START/LOGIN/CHAP processed

!--- The key in the router does not match that of the server. TAC+: received bad AUTHEN packet:
length = 68, expected 67857

TAC+: Invalid AUTHEN/START packet (check keys)

AAA/AUTHEN (1771887965): status = ERROR

3d22h: TAC+: ver=192 1d=2183639772 received AUTHEN status = GETPASS
3d22h: TAC+: Closing TCP/IP 0x17054C connection to 171.68.118.101/49
3d22h: TAC+: Opening TCP/IP to 171.68.118.101/49 timeout=5

3d22h: TAC+: Opened TCP/IP handle 0x16EF4C to 171.68.118.101/49

3d22h: TAC+: Opened 171.68.118.101 index=1

3d22h: AAA/AUTHEN: create_user (0x170940) user='chapuser' ruser='"
port='Asyncl' rem_addr='async' authen_type=CHAP service=PPP priv=1

3d22h: TAC+: rev0 inbound chap for id=2183639772 using id=166703029
3d22h: TAC+: 171.68.118.101 (166703029) AUTHEN/START/SENDPASS/CHAP queued
3d22h: TAC+: (166703029) AUTHEN/START/SENDPASS/CHAP processed

!-—- The NT client sends the "DOMAIN\user" !--- and the TAC+ server expects "user". TAC+:
ver=192 id=3373385106 received AUTHEN status = FAIL

TAC+: rev0 inbound chap FAIL for id=2082151566

AAA/AUTHEN: free_user (0x170940) user='CISCO\chapuser' ruser='"

port='Asyncl' rem_ addr='async' authen type=CHAP service=PPP priv=1

!--- The TAC+ server refuses the user !--- because the user 1s set up for PAP. !--- The user
enters a bad password, !--- or both the username and password are bad. TAC+: ver=192
1id=1989464562 received AUTHEN status = PASS

TAC+: rev0 inbound chap SENDPASS status=PASS for id=3657266965

TAC+: rev0 inbound chap MD5 compare FAILED

AAA/AUTHEN: free_user (0x170940) user='chapuser' ruser=''

port='Asyncl' rem addr='async' authen_ type=CHAP service=PPP priv=1

TAC+: Closing TCP/IP 0x16EF4C connection to 171.68.118.101/49

AAA/AUTHEN (2082151566): status = FAIL



Asl CHAP: Unable to validate Response. Username papuser: Authentication failure

3d22h: TAC+: ver=192 i1d=166703029 received AUTHEN status = PASS
3d22h: TAC+: rev0 inbound chap SENDPASS status=PASS for 1d=2183639772
3d22h: TAC+: rev0 inbound chap MD5 compare OK

3d22h: AAA/AUTHEN: free_user (0x170940) user='chapuser' ruser="'"
port='Asyncl' rem_addr='async' authen_type=CHAP service=PPP priv=1
3d22h: TAC+: Closing TCP/IP 0x16EFAC connection to 171.68.118.101/49
3d22h: AAA/AUTHEN (2183639772): status = PASS

3d22h: AAA/AUTHOR/LCP Asl: Authorize LCP
3d22h: AAA/AUTHOR/LCP: Asyncl: (683360936
3d22h: AAA/AUTHOR/LCP: Asyncl: (683360936
3d22h: AAA/AUTHOR/LCP: Asyncl: (683360936 send AV protocol=lcp
3d22h: AAA/AUTHOR/LCP: Asyncl: (683360936 Method=TACACS+
3d22h: AAA/AUTHOR/TAC+: (683360936): user=chapuser

3d22h: AAA/AUTHOR/TAC+: (683360936): send AV service=ppp

3d22h: AAA/AUTHOR/TAC+: (683360936): send AV protocol=lcp

3d22h: TAC+: Opening TCP/IP to 171.68.118.101/49 timeout=5
3d22h: TAC+: Opened TCP/IP handle 0x16C1F8 to 171.68.118.101/49
3d22h: TAC+: Opened 171.68.118.101 index=1

3d22h: TAC+: 171.68.118.101 (683360936) AUTHOR/START queued
3d22h: TAC+: (683360936) AUTHOR/START processed

user="'chapuser'
send AV service=ppp

!l --- The user passes authentication !--- (the username/password is good) !--- but fails
authorization !--- (the profile is not set up to authorize PPP). TAC+: (3803447096): received
author response status = FAIL

TAC+: Closing TCP/IP 0x16C2A4 connection to 171.68.118.101/49

AAA/AUTHOR (3803447096): Post authorization status = FAIL

AAA/AUTHOR/LCP Asl: Denied

AAA/AUTHEN: free_user (0x15B2E8) user='noauth' ruser='' port='Asyncl'

rem_addr='async' authen_type=CHAP service=PPP priv=1l

Asl CHAP: O FAILURE id 9 len 24 msg is "Authorization failed"

3d22h: TAC+: (683360936): received author response status = PASS_ADD
3d22h: TAC+: Closing TCP/IP 0x16ClF8 connection to 171.68.118.101/49
3d22h: AAA/AUTHOR (683360936): Post authorization status = PASS_ADD
3d22h: Asl CHAP: O SUCCESS id 3 len 4

3d22h: Asl PPP: Phase is UP

3d22h: AAA/AUTHOR/FSM Asl: (0): Can we start IPCP?

3d22h: AAA/AUTHOR/FSM: Asyncl: (977509495): user='chapuser'

3d22h: AAA/AUTHOR/FSM: Asyncl: (977509495): send AV service=ppp
3d22h: AAA/AUTHOR/FSM: Asyncl: (977509495): send AV protocol=ip
3d22h: AAA/AUTHOR/FSM: Asyncl: (977509495): Method=TACACS+

3d22h: AAA/AUTHOR/TAC+: (977509495): user=chapuser

3d22h: AAA/AUTHOR/TAC+: (977509495): send AV service=ppp

3d22h: AAA/AUTHOR/TAC+: (977509495): send AV protocol=ip

3d22h: TAC+: Opening TCP/IP to 171.68.118.101/49 timeout=5

3d22h: TAC+: Opened TCP/IP handle 0x16EF4C to 171.68.118.101/49
3d22h: TAC+: Opened 171.68.118.101 index=1

3d22h: TAC+: 171.68.118.101 (977509495) AUTHOR/START queued

3d22h: Asl IPCP: I CONFREQ [Closed] id 1 len 34

3d22h: Asl IPCP: Address 0.0.0.0 (0x030600000000)

3d22h: Asl IPCP: PrimaryDNS 0.0.0.0 (0x810600000000)

3d22h: Asl IPCP: PrimaryWINS 0.0.0.0 (0x820600000000)

3d22h: Asl IPCP: SecondaryDNS 0.0.0.0 (0x830600000000)

3d22h: Asl IPCP: SecondaryWINS 0.0.0.0 (0x840600000000)

3d22h: TAC+: (977509495) AUTHOR/START processed

3d22h: TAC+: (977509495): received author response status = PASS_ADD
3d22h: TAC+: Closing TCP/IP 0x16EF4AC connection to 171.68.118.101/49
3d22h: AAA/AUTHOR (977509495): Post authorization status = PASS_ADD
3d22h: AAA/AUTHOR/FSM Asl: We can start IPCP

3d22h: Asl IPCP: O CONFREQ [Closed] id 8 len 10

3d22h: Asl IPCP: Address 10.31.1.5 (0x03060A1F0105)

3d22h: Asl IPCP: I CONFACK [REQsent] id 8 len 10



3d22h: Asl IPCP: Address 10.31.1.5 (0x03060A1F0105)

3d22h: $LINEPROTO-5-UPDOWN: Line protocol on Interface Asyncl,
changed state to up

3d22h: Asl IPCP: I CONFREQ [ACKrcvd] id 1 len 34

3d22h: Asl IPCP: Address 0.0.0.0 (0x030600000000)

3d22h: Asl IPCP: PrimaryDNS 0.0.0.0 (0x810600000000)

3d22h: Asl IPCP: PrimaryWINS 0.0.0.0 (0x820600000000)
3d22h: Asl IPCP: SecondaryDNS 0.0.0.0 (0x830600000000)
3d22h: Asl IPCP: SecondaryWINS 0.0.0.0 (0x840600000000)
3d22h: AAA/AUTHOR/IPCP Asl: Start. Her address 0.0.0.0,

we want 0.0.0.0

3d22h: AAA/AUTHOR/IPCP Asl: Processing AV service=ppp
3d22h: AAA/AUTHOR/IPCP Asl: Processing AV protocol=ip
3d22h: AAA/AUTHOR/IPCP Asl: Authorization succeeded

3d22h: AAA/AUTHOR/IPCP Asl: Done. Her address 0.0.0.0,

we want 0.0.0.0

3d22h: Asl IPCP: Using pool 'async'

3d22h: Asl IPCP: Pool returned 15.15.15.15

3d22h: Asl IPCP: O CONFREJ [ACKrcvd] id 1 len 22

3d22h: Asl IPCP: PrimaryWINS 0.0.0.0 (0x820600000000)
3d22h: Asl IPCP: SecondaryDNS 0.0.0.0 (0x830600000000)
3d22h: Asl IPCP: SecondaryWINS 0.0.0.0 (0x840600000000)
3d22h: Asl IPCP: I CONFREQ [ACKrcvd] id 2 len 16

3d22h: Asl IPCP: Address 0.0.0.0 (0x030600000000)

3d22h: Asl IPCP: PrimaryDNS 0.0.0.0 (0x810600000000)

3d22h: AAA/AUTHOR/IPCP Asl: Start. Her address 0.0.0.0,

we want 15.15.15.15

3d22h: AAA/AUTHOR/IPCP Asl: Processing AV service=ppp
3d22h: AAA/AUTHOR/IPCP Asl: Processing AV protocol=ip
3d22h: AAA/AUTHOR/IPCP Asl: Authorization succeeded

3d22h: AAA/AUTHOR/IPCP Asl: Done. Her address 0.0.0.0,

we want 15.15.15.15

3d22h: Asl IPCP: O CONFNAK [ACKrcvd] id 2 len 16

3d22h: Asl IPCP: Address 15.15.15.15 (0x03060F0FOFOF)
3d22h: Asl IPCP: PrimaryDNS 171.68.118.103 (0x8106AB447667)
3d22h: Asl IPCP: I CONFREQ [ACKrcvd] id 3 len 16

3d22h: Asl IPCP: Address 15.15.15.15 (0x03060F0FOFOF)
3d22h: Asl IPCP: PrimaryDNS 171.68.118.103 (0x8106AB447667)
3d22h: AAA/AUTHOR/IPCP Asl: Start. Her address 15.15.15.15,
we want 15.15.15.15

3d22h: AAA/AUTHOR/IPCP: Asyncl: (3918374858): user='chapuser'

3d22h: AAA/AUTHOR/IPCP: Asyncl: (3918374858): send AV service=ppp
3d22h: AAA/AUTHOR/IPCP: Asyncl: (3918374858): send AV protocol=ip
3d22h: AAA/AUTHOR/IPCP: Asyncl: (3918374858): send AV addr*15.15.15.15

3d22h: AAA/AUTHOR/IPCP: Asyncl: (3918374858): Method=TACACS+

3d22h: AAA/AUTHOR/TAC+: (3918374858): user=chapuser

3d22h: AAA/AUTHOR/TAC+: (3918374858): send AV service=ppp

3d22h: AAA/AUTHOR/TAC+: (3918374858): send AV protocol=ip

3d22h: AAA/AUTHOR/TAC+: (3918374858): send AV addr*15.15.15.15
3d22h: TAC+: Opening TCP/IP to 171.68.118.101/49 timeout=5

3d22h: TAC+: Opened TCP/IP handle 0x16C9E0 to 171.68.118.101/49
3d22h: TAC+: Opened 171.68.118.101 index=1

3d22h: TAC+: 171.68.118.101 (3918374858) AUTHOR/START queued

3d22h: TAC+: (3918374858) AUTHOR/START processed

3d22h: TAC+: (3918374858): received author response status = PASS_ADD
3d22h: TAC+: Closing TCP/IP 0x16C9EQ0 connection to 171.68.118.101/49
3d22h: AAA/AUTHOR (3918374858): Post authorization status = PASS_ADD
3d22h: AAA/AUTHOR/IPCP Asl: Processing AV service=ppp

3d22h: AAA/AUTHOR/IPCP Asl: Processing AV protocol=ip

3d22h: AAA/AUTHOR/IPCP Asl: Processing AV addr*15.15.15.15

3d22h: AAA/AUTHOR/IPCP Asl: Authorization succeeded

3d22h: AAA/AUTHOR/IPCP Asl: Done. Her address 15.15.15.15,

we want 15.15.15.15

3d22h: Asl IPCP: O CONFACK [ACKrcvd] id 3 len 16



3d22h: Asl IPCP: Address 15.15.15.15 (0x03060F0FOFOF)
3d22h: Asl IPCP: PrimaryDNS 171.68.118.103 (0x8106AB447667)
3d22h: Asl IPCP: State is Open

3d22h: Asl IPCP: Install route to 15.15.15.15

rtpkrb#

debugf ¥
1Etdebugin & AR AL R A A A SR & H R A1,
B : ®HHdebugin T2l , 2R EEDebugin THEEE A,

- debug aaa authentication — BT EBAAAS BBV ER.

- debug aaa authorization — # T~ EBAAARENE N

. debug tacacs+ — FEREETACACS+EABEIEF AR E A

- debug ppp negotiation — FREPPPR BN Fi B E&WMPPPERE , HPifm T PPPIEIE,

HEEA

- 10S X #H @ TACACS+
. TACACS+X EHME
- i B # - Cisco Systems



http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
http://www.cisco.com/univercd/cc/td/doc/product/software/index.htm?referring_site=bodynav
http://www.cisco.com/en/US/tech/tk583/tk642/tsd_technology_support_sub-protocol_home.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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