S {8VRF TACACS+MI0S i FEHER

TACACS+RERFRBREERBEAENFHREHE, BRUSHNEESERAVPNEHNE
H(VRFREEHEERE. FERERLT , IOSLHAAAEAEREHAREZIENT, FERNEE
ARV AVRFHE |, M{AERETACACS+I S HHE#E

HE Y
=R
BREBEBRL T LA

- TACACS+
- VRF

£RH T
AXHFFRAE T RN G EE R MER R,

4]
MBXAHEFIGFHBET , FSHBRRTES.

ThEE R

BEE L VRFERE LWEHKMAR. EIOSTEIIREM I HE A VRF S H B HIR R |, SRR
VRFEEHRMHEEHEIRK, BRI, RIS EALEMERAR. ZRBEE—H , UTEHS
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TACACS+ELEAFEAVRFI AR (HFEEEAVHEETR)

version 15.2

service config

service tinestanps debug dateti nme nsec
service tinmestanps |og datetine nsec
no service password-encryption

|

host nane vrfAAA

!

boot - st art - mar ker

boot - end- mar ker

!

aaa new-model

!

aaa group server tacacs+ management
server-private 192.0.2.4 key cisco
server-private 192.0.2.5 key cisco

ip vrf forwarding blue

ip tacacs source-interface GigabitEthernet0/0

aaa authentication login default group management local

aaa authorization exec default group management if-authenticated
aaa accounting exec default start-stop group management

!

aaa session-id comon

1

no ipve cef
|

ip vrf blue
!
no i p domain | ookup
ip cef
!
interface G gabitEthernet0/0
ip vrf forwarding blue
i p address 203.0.113.2 255.255.255.0
dupl ex auto
speed auto
!
interface G gabitEthernet0/1
no i p address
shut down
dupl ex auto
speed auto
!
ip forward-protocol nd
!
no ip http server
no ip http secure-server
!
ip route vrf blue 0.0.0.0 0.0.0.0 203.0.113.1
!
line con O
line aux 0
line vty 0 4
transport input al

BOLLER , RESEHMEEMNTACACS+HARES. NMRESMARETBBEIVRF , (f AL £ B
21 H B TACACS+AARES,
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1. R aaaBE AR T EAEE Wi il TS | SURARTACACS+HT R FRAE.
2. BBV MR | WRREEEETACACSHARBHN®BE, LENTHARERVIREE

vrf AAA#ishow i p route vrf blue

Routi ng Tabl e: bl ue
Codes: L - local, C- connected, S - static, R- RRP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |IA - GOSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS1S, su- 1SI1Ssumary, L1 - IS-ISlevel-1, L2 - IS 1S level-2
ia- IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downl oaded static route, H- NHRP, | - LISP
+ - replicated route, % - next hop override

Gateway of last resort is 203.0.113.1 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 203.0.113.1

203.0.0.0/24 is variably subnetted, 2 subnets, 2 nasks
C 203.0.113.0/24 is directly connected, G gabitEthernet0/0
L 203.0.113.2/32 is directly connected, G gabitEthernet0/0

3. REBaEpingIBTACACS+AIRER ? FEac(E , B EERENRVRF:
vr f AAA#pi ng vrf blue 192.0.2.4
Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 102.0.2.4, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/4 ns

4. BAILAME Fltest aaaf P RFEERR ( REB LB Anew-codei®E |, BIRTERER )
vr f AAA#t est aaa group nanagenment cisco G scol23 new code
Sendi ng password
User successfully authenticated

USER ATTRI BUTES

user nane "ci sco"
repl y- nessage " passwor d:

MREHEEY , MBEETACACSHAREE LR EEBEITT , BFREMA/ACLAFTCPIE4OMRK A
HRIEEEER RIS, MREBIRFLAN , FREEHFNEFHBEMHTACACS+ , BIVRFINEEEH
RESWER,

BHE o
MRUAEFAIERBERREERE , BILAR A aaaftacacsTAR R BB EE, RUATHRRBLE

- debug tacacs
- debug aaa authentication

UTRAFSES , EhARERBTRERRE , SIMETRR :

. BRAOTACACSHERENHE
- R E T Haaatl [ AREE T ERDip vrf forwarding@s &
- VRFEEH KX AR BRI TACACS+AIREFHIIE H

Jul 30 20:23:16.399: TPLUS: Queui ng AAA Aut hentication request O for processing
Jul 30 20:23:16.399: TPLUS: processing authentication start request id 0



Jul 30 20:23:16.399: TPLUS: Authentication start packet created for 0(cisco)
Jul 30 20:23:16.399: TPLUS: Using server 192.0.2.4

Jul 30 20:23:16.399: TPLUS(00000000)/0: Connect Error No route to host

Jul 30 20:23:16.399: TPLUS: Choosing next server 192.0.2.5

Jul 30 20:23:16.399: TPLUS(00000000)/0: Connect Error No route to host

U RAIER -

Jul 30 20:54:29.091: AAA/ AUTHEN LOG N (00000000): Pick nmethod list 'default’

Jul 30 20:54:29.091: TPLUS: Queui ng AAA Aut hentication request 0 for processing
Jul 30 20:54:29.091: TPLUS: processing authentication start request id 0

Jul 30 20:54:29.091: TPLUS: Authentication start packet created for 0(cisco)

Jul 30 20:54:29.091: TPLUS: Using server 192.0.2.4

Jul 30 20:54:29.091: TPLUS(00000000)/0/ NB_WAI T/ 2B2DC1AC: Started 5 sec tinmeout
Jul 30 20:54:29.095: TPLUS(00000000)/0/NB_WAI T: socket event 2

Jul 30 20:54:29.095: TPLUS(00000000)/0/NB WAIT: wote entire 25 bytes request
Jul 30 20:54:29.095: TPLUS(00000000)/0/ READ: socket event 1

Jul 30 20:54:29.095: TPLUS(00000000)/0/ READ: Wul d bl ock while reading

Jul 30 20:54:29.099: TPLUS(00000000)/0/ READ: socket event 1

Jul 30 20:54:29.099: TPLUS(00000000)/0/ READ: read entire 12 header bytes (expect 16 bytes data)
Jul 30 20:54:29.099: TPLUS(00000000)/0/ READ: socket event 1

Jul 30 20:54:29.099: TPLUS(00000000)/0/ READ: read entire 28 bytes response

Jul 30 20:54:29.099: TPLUS(00000000)/0/2B2DCLAC. Processing the reply packet

Jul 30 20:54:29.099: TPLUS: Received authen response status GET_PASSWORD ( 8)

Jul 30 20:54:29.099: TPLUS: Queui ng AAA Authentication request 0 for processing
Jul 30 20:54:29.099: TPLUS: processing authentication continue request id O

Jul 30 20:54:29.099: TPLUS: Authentication continue packet generated for 0

Jul 30 20:54:29.099: TPLUS(00000000)/0/WRI TE/ 2B2DC1AC: Started 5 sec tinmeout

Jul 30 20:54:29.099: TPLUS(00000000)/0/WRI TE: wote entire 25 bytes request

Jul 30 20:54:29.103: TPLUS(00000000)/0/ READ: socket event 1

Jul 30 20:54:29.103: TPLUS(00000000)/0/ READ: read entire 12 header bytes (expect 6 bytes data)
Jul 30 20:54:29.103: TPLUS(00000000)/0/ READ: socket event 1

Jul 30 20:54:29.103: TPLUS(00000000)/0/ READ: read entire 18 bytes response

Jul 30 20:54:29.103: TPLUS(00000000)/0/2B2DCLAC:. Processing the reply packet

Jul 30 20:54:29.103: TPLUS: Received authen response status PASS (2)

ERE

EERNBERKE, EEE8Z RN M ANaaall[ARaE , EFEMHaaafT BRI AKRE. MT=R :

aaa authentication |login default group managenent | ocal
aaa aut horization exec default group managemnent if-authenticated
aaa accounting exec default start-stop group nanagenent

EEEK

aaa authentication login default grout tacacs+ |oca
aaa aut horization exec default group tacacs+ if-authenticated
aaa accounting exec default start-stop group tacacs+

RECEAERNARFEEREEE T,
FEERBERERETESAEAMRIFE T #Eip vrf forwarding U B L EE3R
% Unknown command or conputer nanme, or unable to find conputer address

ERTEFIZDT. WRBEERHEN , FRRIOSHAZESEVRF TACACS+, UTR—&
FREORERAE :



. 12.3(7) A M8
. 12.2(33)SRA1
. 12.2(33)SXI
. 12.2(33)SXH4
. 12.2(54)SG

HHE & R
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