EFMCEEMFTD L |, fEH{E{ISPHEE &
IPSecyh 2 2l uh 2hRgE By IR E &

H &%

SEFTD
S8 1.ESTENHYISPAE

SB 2 FEEFISPAEMVPNEE
S$B 3EHEHEISPAEAIVPNIRE
88 4 FIESI A

EE3 & EE 170 52

N

AERNMEWNAEFMCEENFTDLEAIP SLAEBH I RISPEREREER B IRMELE 2B
BHE,

% : BRITACI#EEIAmanda Nava,
BRI



BRERERAELLT TE -

- BWEEIABRE(VPN)HERERE

- EAFTDRKER

- EAFMCHIEER

- FAEEERSEBASA)TTTIEER

BRA T
RERTNWEFARRBUTRERE

« FMCHR7<6.6.0
« FTDhx#6.6.0
« ASARRZ89.14.1

ANHNWEARRBREEREREANKEMEY. XHEAINTAERESREHER (A R
) BVAERERRED . MRIEHVEEREET | FRARCHEA T AESTRERNTE,
BREMN

RERN BT EFirepowerE B 0\FMC)EE W Firepower B B BHE(FTD) L , 5 AR EEA
i ERRE EMIGE(IP SLA)BKEIHEE , BB EEAKREUER(SP)ERZREERNEZHRNE
HBE, CERETETEMEISPY BEFZEEJ|EMERE | A AVPNREE E B ith ik Eik
(NAT) & BRo

EWRGIF |, VPNRRFTDERILEIASA , EARE—EISPAENVPNEZEE, FTDERFER—8
ISPEERR I VPN, EXISPHEKEME  FTDBIBSLAEESEZEHBIISPHER |, W ITVPN,

—

AxX ;&

8 B (Bl 2%
T RAAE R RO RS A

FTDv

Outsidel R
10.200.1.5
10.10.10.0/24
i
YD e e
=T

Qutside2
10.201.1.5

\'J
A
10.100.1.1
192.168.100.0/24
it

=
b4

REFTD

SR ERTENHYISPAME



1.8 ¥ Z Devices > Device Management > Interfaces , 21T BT Ro

Iéllls.cllo. FII’ED O'\.’I‘.’E'.I' ME‘ n;gen“.er‘.t Center Q, Overview Analysis Policies Devices Objects AMP ntelligence Deploy ‘.0 {+ @ adminr

FTDV =3

Cisco Firepower Threat Defense for VMWare

Device Routing Interfaces Inline Sets DHCP
—
Q, Search by name Sync Device Add Interfaces

Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Diaghostic0/0 diagnostic Physical Vi
[@ GigabitEthemet/0 Qutside Physical Quiside 10.200.1.5/24(Static ”
[ GigabitEtherneto/1 Outside? Physical Outside? 10.201.1.5/24(Static) rd
GigabitEthernet0;2 nside Physical nside 10.10.10.5/24(Static r 4
GigabitEthernstD/3 Physical 7

S 2. EHTISPAEHNVPNIARE

1.EfE|Devices > VPN > Site To Site, 1EAdd VPNF , #&— T Firepower Threat Defense
Device , 2 VPN ZZEHNZNE,

3

N B AXERNEMARERREES2S VPN, ABFTD ES2S VPNREMN B S5HE |
S B https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-
protocols/215470-site-to-site-vpn-configuration-on-ftd-ma.html



https://www.cisco.com/c/zh_tw/support/docs/security-vpn/ipsec-negotiation-ike-protocols/215470-site-to-site-vpn-configuration-on-ftd-ma.html
https://www.cisco.com/c/zh_tw/support/docs/security-vpn/ipsec-negotiation-ike-protocols/215470-site-to-site-vpn-configuration-on-ftd-ma.html

Edit VPN Topology L7

Topology Mame:®
[ MPN_Outside?

Metwork Topology:
[ae TRl Gl Hub and Spoke Full Mesh
IKE Version:* [ | IKEv1 IKEv2
Endpoints IKE IPsec Advanced
|
Mode A:
Device Name VPN Interface Protected Networks
ASAV 10.100.1.1 10.10.20.0_24 P |
Mode B:
Device Name VPN Interface Protected Networks
]

FTDw Outside/10.200.1.5 10.10.10.0_24 ra

@ Ensurs the protected networks are allowed by access control policy of each device.

HER 3 ERWBIISPITEKVPNAE

1.EfE|Devices > VPN > Site To Site, 1£Add VPNF , #&— T Firepower Threat Defense
Device , 3 VPN i#E#ZEOutside24T Ho

) SEE ;. FHAOutside2/ T HRIVPNEL & %4 EEBOutside VPNHHE T2 4EE , BVPNAE KRN



Edit VPN Topology @

Topology Mame: ™
| VPN_Outside2

Metwork Topology:
[zl e+ nsilial Huby and Spoke Full Mesh
IKE Version™* [ | IKEv1 IKEw2
Endpoints IKE IPsec Advanced
|
MNode A
Device Name VPN Interface Protected Networks
ASAy 10.100.1.1 10.10.20.0_24 S .
Mode B:
Device Name VPN Interface Protected Networks
FTDw Outside2/ 1020115 10.10.10.0_24 rd i

@ Ensure the protected networks are allowed by access control policy of each device.

W JA AN E PR R BB VPN £,

I;.II 's'ég' Firepower Mgn_agt?ment Center q Overview Analysis Policies Devices Objects AMP Intelligence Deploy € £+ @ admin~
Add VPN v
Node A Noda B
~ == VPN_Outsidel VAl |
extranst | ASAv [ 10.100.1.1 FTDv J/ Qutside / 10.200.1.5
~ e VPN_Outside2 V|
extranet : ASAv / 10.100.1.1 FTDv / Outside2 / 10.201.1.5
v
SR ABESLAERSS

1. EMEER> SLAEE RS> ESLAEE RS, 1£Add VPN'F , #&— T Firepower Threat Defense
Device , A% B BSLAE RS | T EFR.



- ) fa
¢ IS<II-'.;I Flrepower .\fl_anagem.ent Center Q, Overview Analysis Policies Devices Objects AMP Intelligence Deploy (P I+ @ adminvw

Access List SLA Monitor 0, Filter

Address Pools

SLA monitor defines a connectivity policy to a monitored address and tracks the availability of a route to the address. The SLA Monitor object is used in the Routs

Application Filters Tracking field of an IPv4 Static Route Policy. IPv6 routes do not have the option to use SLA monitor via route tracking.

AS Path
” - Name Value
Cipher Suite List
Community List Security Zone: Outside _
ISP_Outside 1 Monitor ID: 10 S
Distinguished Name Monitor Address: 10.200.1.1

DNS Server Group
File List

FlexConfig
Geolocation
Interface

Key Chain

Network.

PKI

Policy List

Port

Prefix List

RADIUS Server Group
Route Map

Secwity Group Tag
Security Intelligence
Sinkhole

SLA Monitor

Time Range

Time Zone
Tunnel Zone
URL
Variable Set
VLAN Tag
VPN

2. ¥ SLA Monitor ID*##1Z , 5 Outside next-hop IP address.



Edit SLA Monitor Object

Mame: Description:

ISP_Outside1 ‘

Frequency (seconds): | go | {1-604800)

SLA Monitor 1D
10

Threshold 5000 (0-60000)
{milliseconds):

Timeout 5000 (0-604B00000)
{milliseconds):

Data Size (bytes): 28 (0-16384)

Tos: Mumber of Packets:
Lo |

Monitor Address™®:

| 10.200.1.1 |

Available Zones ™

Q, Search Selected Zones/Interfaces

Inside Add Outside

L L

Cutside 2

Cancel

Save




HER 5 EFSLAE 2R BB

1.2 ZDevices > Routing > Static Route, ###Add Route , ¥ {# FRoute tracking## i F FISLA
Monitor&E# ( TBRAFELWN ) BEAT ( £ ) T EHHNREEH,

Edit Static Route Configuration e

B Type @ IPvd () IPVB .
Interface®

N | Outside v | .

wrfa

. (Interface starting with this icon [f§signifies it is available for route leak) .
Available Metwork | Selected Metwork

= |Q Search | | Add | any-ipvd ™

Bk 10.10.10.0 -

. 192.168.100.1 .

192.168.200.0

|Pvd -Benchmark-Tesis

IPwd -Link-Local -
Gateway*

| 10.200.1.1 v |
Metric:

K |

Tunneled: || (Used only for default Route)
Route Tracking:
| ISP_Qutside 1 v

2.B0EOutside2 ( #B) ) NEMTERIEH. MetricEXABREAREH, REFAFEEMHEMAR
MR 6L



Edit Static Route Configuration

Type: ol [Pwd ) IPvE
Interface®

| Outside? - |

(Interface starting with this icon [f§signifies it is available for route leak)

Awailable Network + Selected Network

Q, Search any-ipvd

10.10.10.0
192.168.100.1
192.168.200.0
any-ipvd

|IPvd -Benchmark-Tests
IPv4-Link-Local

Gateway™®
| 10.201.1.1 v |+

Tunneled: [ | (Used only for default Route)
Route Tracking:

| ]+

MAMEFTRE B



IICIIIsIlI:It;I Fire Dﬂwer .Mall"llalgement Center Q. Overview Analysis Policies Devices Objects AMP Intelligence Deploy a" £+ @ adminw

FTDv

Cisco Firepower Threat Defense for VMWare

Device Routing Interfaces Inline Sets DHCP

4 Add Route

Network a Interface Gateway Tunneled Metric Tracked

P4

i any-ipvd Qutsida2 10.201.1.1 false i

Static Route

+ Multicast Routing

biny-ipvd Outside 10.200.1.1 false D ISP_Outside e

S 6.EENATRE

1. BB EDevices > NAT > NAT Policy , AZBIZSHBFTDEEBEN R, EIFAJD RuleFL & F1E
ISP ( OutsideFOutside2 ) BINATHIZN. NATHAIXEME , BEEENEBRA

'¢I|-5Ir:!:|;' F"EDC"_VET N"‘_;U?gen?en- Genter a Overview Analysis Policies Devices Objects AMP nieligence Depley @2 % @ admine
NAT_FTDv Show Wamings m
Enter Description
Policy Assignments (1
Rules
Eilter by Device + Add Rule
o ncki Tran d Pack

I 1 F 4 Suatic Insido Ouwtside & 1010100 By 192.168.100.0 & 10.10.100 By 1921681001 mae-losiup AW I
no-prowy-arp
I 2 FJ Swstic  Inside Cutside? By 10.10.10.0 By 192.168.100.1 B 10.10.10:0 By 102.168.100.1 routerlockup /W I
IS
Auto NAT Rules
NAT Rules After

N orE WRARER MENATRASEERAREEY. 58, RESHEE @R $H
FERBHAEEEER, NRARABAEH  BREEH ( E—@ENATEE ) Outsidesr
EE% 7B, BARoute-lookupf , BB IETEBSLARR SR HEE,

HER 7. BB MBI B E G R

1. EPolicies > Access Control > Select the Access Control Policy, ZE#i8#E A | FEEhH#Add
Rule , #1 N BFTRo

Bt & — R #EInside ElOutside @1 ( Outside1FOutside2 ) B9 A , 2FF#10.10.10.0/24F|



192.168.100/24 I 1B BAR & -

Bt & £ Outside zones ( Outside1F#Outside 2 ) ElIinsidefy 5 — @R Al , LFFH®192.168.100/24F|
10.10.10.0/24M BB R E.,

Firepower Management Center

1tat]e o I Dolicins Objes ME ooy o 2 v
e ¥ & I © admin
ACP-FTDv
D Policy Pre-Deployment
Pre-depioy Device Gonhguration for FTOv
Start device package
Rulés Security Inteligence HTTF Responses Logging Advanced Prefilter Policy: Defaull Prefiter -
¥ Search Rules b Show Rule Conflicts i + Add Categ
s . Dett Zones S| "' AN WLAN Tags Usors Applicati Sase URLs Source SGT  Dosi 56T hetion BRYLLEEW T
w Mandatory - ACE-FTDv [1-2)
& Allow o Su
............ & Allow W
w Default - ACP-FTDw (-)
Default Action cé trol: Bl A

ELIEASA

~ EE  HARBERBR , EIKEV2INZRYIR FREHEHEHEE |, IWIHAEERASAKI14.1HE
BRA L, MREBHASAETHRRERS , FEAIKEVIEARBRASG ., NMEEZHE B
2B Cisco$t 521D CSCud22276,

1. EASAR AN ER T H BB IKEvV2:

Crypto ikev2 enable Outside

2N EREFTD LEERMEE 5| BHYIKEV2R B

crypto ikev2 policy 1
encryption aes-256
integrity sha256

group 14

prf sha256

Tifetime seconds 86400

3.2 st FFikev21h E RYAE SRS

group-policy IKEV2 internal



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCud22276

group-policy IKEV2 attributes
vpn-tunnel-protocol ikev2

4. BEENEFTD IP{zit ( Outside1FOutside2 ) B BEEE, 5| AEXRKIIEEREAHAEE

tunnel-group 10.200.1.5 type ipsec-121

tunnel-group 10.200.1.5 general-attributes
default-group-policy IKEV2

tunnel-group 10.200.1.5 ipsec-attributes

ikev2 remote-authentication pre-shared-key Ciscol23
ikev2 local-authentication pre-shared-key Ciscol23

tunnel-group 10.201.1.5 type ipsec-121

tunnel-group 10.201.1.5 general-attributes
default-group-policy IKEV2

tunnel-group 10.201.1.5 1ipsec-attributes

ikev2 remote-authentication pre-shared-key Ciscol23
ikev2 local-authentication pre-shared-key Ciscol23

5RUEEEMENFENEEE | (FTDF#810.10.10.0/24)(ASA F#8192.168.100.0/24):

Object network FTD-Subnet
Subnet 10.10.10.0 255.255.255.0
Object network ASA-Subnet
Subnet 192.168.100.0 255.255.255.0
access-1ist VPN_1 extended permit ip 192.168.100.0 255.255.255.0 10.10.10.0 255.255.255.0

6.7 7 ikev2 ipsec-proposal A 5| AFTD LI ERERE L -

crypto ipsec ikev2 ipsec-proposal CSM_IP_1
protocol esp encryption aes-256
protocol esp integrity sha-256

7EVEEEEBE -2 MBEMER , YEHEOutside1FMOutside2 FTD IP#bL :

crypto map CSM_Outside_map 1 match address VPN_1

crypto map CSM_Outside_map 1 set peer 10.200.1.5 10.201.1.5
crypto map CSM_Outside_map 1 set ikev2 ipsec-proposal CSM_IP_1
crypto map CSM_Outside_map 1 set reverse-route

crypto map CSM_Outside_map interface Outside



8. I PH Lk By X AENATHINAT SR RFE A

Nat (inside,Outside) 1 source static ASA-Subnet ASA-Subnet destination static FTD-Subnet FTD-Subnet

BRSNS  REENEERSEREE,
FTD

EmaHg | FHshow crypto ikev2 safi HEEVPNARAE,

N sxE  VPNEEAOUtside! HIPHEHE(10.200.1.5) A B 25 it 5 B2 3T 8

firepower# sh crypto ikev2 sa
IKEv2 SAs:
Session-id:24, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
373101057 10.200.1.5/500 10.100.1.1/500
Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/37 sec
Child sa: local selector 10.10.10.0/0 - 10.10.10.255/65535
remote selector 192.168.100.0/0 - 192.168.100.255/65535
ESP spi in/out: 0x829ed58d/0x2051ccc9

B R

FEER R B ROutside 1l T — Bk 1P 3k,

firepower# sh route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of last resort is 10.200.1.1 to network 0.0.0.0



S* 0.0.0.0 0.0.0.0 [1/0] via 10.200.1.1, Outsidel

C 10.10.10.0 255.255.255.0 1is directly connected, Inside

L 10.10.10.5 255.255.255.255 1is directly connected, Inside

C 10.200.1.0 255.255.255.0 1is directly connected, Outsidel

L 10.200.1.5 255.255.255.255 1is directly connected, Outsidel
C 10.201.1.0 255.255.255.0 1is directly connected, Outside2

L 10.201.1.5 255.255.255.255 1is directly connected, Outside2
BR Bt

Wshow track 18 PR , "Reachability is UpJ

firepower# sh track 1
Track 1
Response Time Reporter 10 reachability
Reachability 1is Up <-----
36 changes, Tlast change 00:00:04
Latest operation return code: OK
Latest RTT (millisecs) 1
Tracked by:
STATIC-IP-ROUTING O

NAT

EEREMABREEIBOUtside 1 N EEHENATEERR A,

{# FPacket Tracer input Inside icmp 10.10.1 8 0 192.168.100.10 detailtn S5 FE R ERIREH
NAT#H A,

firepower# packet-tracer input inside icmp 10.10.10.1 8 0 192.168.100.1 det

Phase: 4

Type: UN-NAT

Subtype: static

Result: ALLOW

Config:

nat (Inside,Outsidel) source static 10.10.10.0 10.10.10.0 destination static 192.168.100.1 192.168.100.
Additional Information:

NAT divert to egress interface Outsidel(vrfid:0)

Untranslate 192.168.100.1/0 to 192.168.100.1/0

Phase: 7

Type: NAT

Subtype:

ResuTlt: ALLOW

Config:

nat (Inside,Outsidel) source static 10.10.10.0 10.10.10.0 destination static 192.168.100.1 192.168.100.



Additional Information:
Static translate 10.10.10.1/0 to 10.10.10.1/0
Forward Flow based Tookup yields rule:
in  id=0x2b3e09576290, priority=6, domain=nat, deny=false
hits=19, user_data=0x2b3e0c341370, cs_id=0x0, flags=0x0, protocol=0
src ip/id=10.10.10.0, mask=255.255.255.0, port=0, tag=any
dst ip/id=192.168.100.0, mask=255.255.255.0, port=0, tag=any, dscp=0x0
input_ifc=Inside(vrfid:0), output_ifc=Outsidel(vrfid:0)

Phase: 8
Type: NAT
Subtype: per-session
ResuTlt: ALLOW
Config:
Additional Information:
Forward Flow based Tookup yields rule:
in 1id=0x2b3e0a482330, priority=0, domain=nat-per-session, deny=true
hits=3596, user_data=0x0, cs_id=0x0, reverse, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=any, output_ifc=any

Phase: 12
Type: VPN
Subtype: encrypt
ResuTlt: ALLOW
Config:
Additional Information:
Forward Flow based Tookup yields rule:
out id=0x2b3e0c8d0250, priority=70, domain=encrypt, deny=false
hits=5, user_data=0x16794, cs_id=0x2b3e0b633c60, reverse, flags=0x0, protocol=0
src ip/id=10.10.10.0, mask=255.255.255.0, port=0, tag=any
dst ip/id=192.168.100.0, mask=255.255.255.0, port=0, tag=any, dscp=0x0
input_ifc=any(vrfid:65535), output_ifc=Outsidel

Phase: 13
Type: NAT
Subtype: rpf-check
ResuTlt: ALLOW
Config:
nat (Inside,Outsidel) source static 10.10.10.0 10.10.10.0 destination static 192.168.100.1 192.168.100.
Additional Information:
Forward Flow based Tookup yields rule:
out 1d=0x2b3e095d49a0, priority=6, domain=nat-reverse, deny=false
hits=1, user_data=0x2b3e0c3544f0, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=10.10.10.0, mask=255.255.255.0, port=0, tag=any
dst ip/id=192.168.100.0, mask=255.255.255.0, port=0, tag=any, dscp=0x0
input_ifc=Inside(vrfid:0), output_ifc=Outsidel(vrfid:0)

Phase: 14
Type: VPN
Subtype: ipsec-tunnel-flow
ResuTlt: ALLOW
Config:
Additional Information:
Reverse Flow based Tookup yields rule:
in id=0x2b3e0c8ad890, priority=70, domain=ipsec-tunnel-flow, deny=false
hits=5, user_data=0x192ec, cs_id=0x2b3e0b633c60, reverse, flags=0x0, protocol=0
src ip/i1d=192.168.100.0, mask=255.255.255.0, port=0, tag=any
dst ip/id=10.10.10.0, mask=255.255.255.0, port=0, tag=any, dscp=0x0
input_ifc=0Outsidel(vrfid:0), output_ifc=any



Phase: 15
Type: NAT
Subtype: per-session
ResuTlt: ALLOW
Config:
Additional Information:
Reverse Flow based Tookup yields rule:
in 1id=0x2b3e0a482330, priority=0, domain=nat-per-session, deny=true
hits=3598, user_data=0x0, cs_id=0x0, reverse, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=any, output_ifc=any

Result:

input-interface: Inside(vrfid:0)
input-status: up

input-Tine-status: up
output-interface: Outsidel(vrfid:0)
output-status: up
output-line-status: up

Action: allow

HITHEER
EARTHIF | BFEYREBBEIP SLAEZSRE E F £ AR Outside1#INext hop LEABARFHAITHY .

firepower# sh sla monitor configuration 10
IP SLA Monitor, Infrastructure Engine-II.
Entry number: 10

Owner:

Tag:

Type of operation to perform: echo
Target address: 10.200.1.1

Interface: Outsidel

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

B FR



FEFR B IR 1E F A Outside2fy ™ — BkIPHb sk | AJ3E M ADown,

firepower# sh route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of last resort is 10.201.1.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [2/0] via 10.201.1.1, Outside2

C 10.10.10.0 255.255.255.0 is directly connected, Inside

L 10.10.10.5 255.255.255.255 is directly connected, Inside

C 10.200.1.0 255.255.255.0 is directly connected, Outsidel

L 10.200.1.5 255.255.255.255 is directly connected, Outsidel
C 10.201.1.0 255.255.255.0 is directly connected, Outside2

L 10.201.1.5 255.255.255.255 is directly connected, Outside2
BR Bt

fshow track 18 H PR , LLEFRER "Reachability is Downy o

firepower# sh track 1

Track 1

Response Time Reporter 10 reachability
Reachability is Down <----

37 changes, last change 00:17:02
Latest operation return code: Timeout
Tracked by:

STATIC-IP-ROUTING O

NAT

firepower# packet-tracer input inside icmp 10.10.10.1 8 0 192.168.100.1 det
——————————————— OMITTED OUTPUT ------------————-

Phase: 4
Type: NAT
Subtype:
ResuTlt: ALLOW
Config:
nat (Inside,Outside2) source static 10.10.10.0 10.10.10.0 destination static 192.168.100.1 192.168.100.
Additional Information:
Static translate 10.10.10.1/0 to 10.10.10.1/0
Forward Flow based Tookup yields rule:



in id=0x2b3e0c67d470, priority=6, domain=nat, deny=false
hits=44, user_data=0x2b3e0c3170e0, cs_id=0x0, flags=0x0, protocol=0
src ip/id=10.10.10.0, mask=255.255.255.0, port=0, tag=any
dst ip/id=192.168.100.0, mask=255.255.255.0, port=0, tag=any, dscp=0x0
input_ifc=Inside(vrfid:0), output_ifc=Outside2(vrfid:0)

Phase: 9
Type: VPN
Subtype: encrypt
ResuTlt: ALLOW
Config:
Additional Information:
Forward Flow based Tookup yields rule:
out id=0x2b3e0c67bdb0, priority=70, domain=encrypt, deny=false
hits=1, user_data=0x1d4cfb24, cs_id=0x2b3e0c273db0, reverse, flags=0x0, protocol=0
src ip/id=10.10.10.0, mask=255.255.255.0, port=0, tag=any
dst ip/id=192.168.100.0, mask=255.255.255.0, port=0, tag=any, dscp=0x0
input_ifc=any(vrfid:65535), output_ifc=Outside2

Phase: 10
Type: NAT
Subtype: rpf-check
ResuTlt: ALLOW
Config:
nat (Inside,Outside2) source static 10.10.10.0 10.10.10.0 destination static 192.168.100.1 192.168.100.
Additional Information:
Forward Flow based Tookup yields rule:
out 1d=0x2b3e0c6d5bb0, priority=6, domain=nat-reverse, deny=false
hits=1, user_data=0x2b3e0b81bc00, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=10.10.10.0, mask=255.255.255.0, port=0, tag=any
dst ip/id=192.168.100.0, mask=255.255.255.0, port=0, tag=any, dscp=0x0
input_ifc=Inside(vrfid:0), output_ifc=Outside2(vrfid:0)

Phase: 11
Type: VPN
Subtype: ipsec-tunnel-flow
ResuTlt: ALLOW
Config:
Additional Information:
Reverse Flow based Tookup yields rule:
in 1id=0x2b3e0c8al4f0, priority=70, domain=ipsec-tunnel-flow, deny=false
hits=1, user_data=0x1d4d073c, cs_id=0x2b3e0c273db0, reverse, flags=0x0, protocol=0
src ip/id=192.168.100.0, mask=255.255.255.0, port=0, tag=any
dst ip/id=10.10.10.0, mask=255.255.255.0, port=0, tag=any, dscp=0x0
input_ifc=0Outside2(vrfid:0), output_ifc=any

Phase: 12
Type: NAT
Subtype: per-session
ResuTlt: ALLOW
Config:
Additional Information:
Reverse Flow based Tookup yields rule:
in 1id=0x2b3e0a482330, priority=0, domain=nat-per-session, deny=true
hits=3669, user_data=0x0, cs_id=0x0, reverse, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=any, output_ifc=any



Result:

input-interface: Inside(vrfid:0)
input-status: up

input-Tine-status: up
output-interface: Outside2(vrfid:0)
output-status: up
output-line-status: up

Action: allow
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