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Server |pad Balancing Servers SCEFP Mobile Certificate Pinning

Primary Server Connection Information

ite Pins
Display Name (required) | AnyConnect_Management_Tunnel Primary Protocol | SSL ~ |
FQDN or IP Address User Group ASA gateway :
dperezve.jyoungta-labdomain.cisc| / | AnyConnect_Management_Tunnel Auth Method During IKE Negotiation  |EAP-Ar_
Group URL IKE Identity (I0S gateway only)
dperezve.jyoungta-labdomain.cisco.com/AnyConnect_Management_Tunnel
Backup Servers
Host Address Add
OK Cancel
>
@l Help

BRT AREEE , EBVPNEEREREVEAETE —EXFENEIEE .
. AutomaticCertSelection 8 5% € Atrue,
- AutoReconnect®4 E % E Atrue.
. A BReconnectAfterResumeki & AutoReconnectBehavior,
- AutoUpdate % Ez% E Afalse.
- BlockUntrustedServers 4485 & Atrue.
. A BMachineStorefi & CertificateStore.
. CertificateStoreOverride 24 ZH5% iE Atrue.
- EnableAutomaticServerSelection4 78 7% &E Afalse.
- EnableScripting 2+ 7B 5% & Afalse.
- RetainVPNOnNLogoff % A% E Atrue.
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-8} Preferences (Part 1)
++ Preferences (Fart 2)
% Backup Servers
Certificate Pinning

- Certificate Matching
= Certificate Enrollment
Mobile Policy
&l Server List

REBEEFEIRE (#2589 ) , WHUHIEHDisable Automatic Certificate Selectioni®1&,
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Preferences (Part 1)

Profile: ...nnect -FTD-Lab\.XML Profile\AnyConnect_Management_Tunnel.xml

[ ] use start Before Logon [] user controllable

[] show Pre-Connect Message

Certificate Store

Windows | Machine R

macOs  All e
Certificate Store Override
|:| Auto Connect On Start User Controllable
Minimize On Connect User Controllable
|:| Local Lan Access User Controllable
[ ] pisable Captive Portal Detection User Controllable
Auto Reconnect [] user controllable

Auto Reconnect Behavior D User Controllable

ReconnectAfterResume

Auto Update [] user controllable
RSA Secure ID Integration |:| User Controllable

Automatic b
Windows Logon Enforcement

SingleLocalLogon e
Windows VPN Establishment

AllowRemotelsers

& Help
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{3"3; Preferences (Fart 1) | ppofile: . nnect -FTD-Labl.XML Profile\AnyConnect_Management_Tunnel.xml
.~ Preferences (Part 2) = -
(3§ Backup Servers ~
& Certificate Pinning [] Disable Automatic Certificate Selection [ ] user Controllable
155 Certificate Matching -
: Proxy Settings i
- Certificate Enrollment Xy g Mative M User Controllable
Mobile Policy Public Proxv Server Address:
“mal Server List
Mote: Enter public Proxv Server address and Port here. Example:10.86.125.33:8080
Allow Local Proxy Connections
|:| Enable Optimal Gateway Selection |:| User Controllable
Suspension Time Threshold (hours) 4
Performance Improvement Threshold (%) 20
[ ] Automatic VPN Palicy
Trusted Metwork Policy Disconnect
Untrusted MNetwork Palicy Connect
Trusted DNS Domains
Trusted DNS Servers
Mote: adding all DNS servers in use is recommended with Trusted Network Detection
Trusted Servers @ https://<server=[:<port=]
https:/f add
Delete
W
& Help
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Edit AnyConnect File

MName:* AnyConnect_Management_Tunnel

File Mame:*

File Type:* AnyConnect Management VPN Profile
AnyConnect Client Image
Description: AnyConnect VPN Profile
AnyConnect Management VPN Profile
AMP Enabler Service Profile
Feedback Profile
ISE Posture Profile
NAM Service Profile
Network Visibility Service Profile
Umbrella Roaming Security Profile
Web Security Service Profile

B, BELEAnyConnect VPNELERE R , 5B R E M1 Objects > Object Management , A& ¢
B #HEEFEVPNEIE , A#%1EEAdd AnyConnect FileiZzif.
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Edit AnyConnect File

Name: ™ SSL_AnyConnact.xmil

SSL_AnyConnact.xml

AnyConnect VPN Profile
AnyConnect Client Image
AnmyConnect VPN Profile
AnyConnect Management VPN Profile
AMP Enabler Service Profile
Feedback Profile

ISE Posture Profile

NAM Service Profile

Network Visibility Service: Profile
Urnbrella Roaming Security Profile
Web Security Service Profile

HEREERERMEINBRFE |, A2 5IEE BAnyConnect Management VPN Profile F
AnyConnect VPN Profile.



Overview Analysis Policies Devices AMP Intelligence

, Deploy System Helpv dperazve v
Object Management Intrusion Rules

AnyConnect File (2 Add AnyConnect File 4 Filter

File objects represent files used in configurations, typically for remote access VPN policies, They can contain AnyCennect Client Profile and AnyConnect Client Image files,
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J DNS Lists and Feeds Anyconnectd.9_For_Windows anyconnect-win-4.9.01095-webd AnyConnect Client Image 278
& Network Lists and Feeds ’
AnyConnect_Management_Tunnel AmyConnect_Management_Tunne AnyConnect Management VPN Profile 20
@ URL Lists and Feeds
@ sinkhole SSL_AnyConnect.xml SSL_AnyConnect.xml AnyConnect VPN Profile 278
7, SLA Monitor
& Time Range
gl Time Zone
¥ Tunmel Zone
@ urL
5 variable Set
% VLAN Tag
« @ ven
B AnyCannect Flle
A - Certificate Map
[ Group Policy
@ 1KEVi IPsec Proposal
B 1kEvi Policy
@ IKEVZ IPsec Proposal ]
B 1kevz Policy

w Displaying 1 - 3 of 3 rows Pagel  |of1 ¢
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Edit Group Policy

Name:* AnyConnect_Management_Tunnel

Description:

RN vcome JERES

Frofile AnyConnect profiles contains settings for the VPN client functionality and
Management Profile optional features. FTD deploys the profiles during AnyConnect client

ection.

Client Modules SHEEE

S5L Settings Client Profile: S5L_AnyConnect.xml Ll
Connection Settings

Standalone profile editor can be used to create a new or modify existing
AnyConnect profile. You can download the profile editor from Clsco

Software Download Center.

A& BfnEIManagement Profile E & , A 7Management Profile THiZEHZIET S
Management VPN Profilef ¥ K,
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Edit Group Policy

MName:* AnyConnect_Management_Tunnel

Description:

RN vcome: JEREY

Prafile A Management VPN Tunnel ensures connectivity to the corporate network whenever
Management Profile the endpoint is powered up, even if end-user does not connect over VPN,

Cliant Modules The Management Profile file contains settings for enabling and establishing

SSL Settings Management VPN Tunnel on endpolnt automatically. Standalone Management VPN
Tunnel profile editor can be used to create a new or modify existing profile file. You can

Connection Settings downlead the profile editor from Cisco Software Download Center

Management Profile: AnyConnect_Management_Tunnel ~

Additional configuration:

1. Configure authentication method as "Chent Certificate Only' in the Connection Profile
used for Management VPN tunnel. On the client, configure a valid/trusted machine
certificate for authentication.

2. Configure Split Tunnal to indlude only spacified network(s) In the assaclated Group
Policy.

3. IEIIBDII? Client Bypass Protocol under Connection Settings in the associated Group
Policy.

REEURSTH R REHEKRE,

rview Analysis Policies Dev S-S AMP  Intelligence . Deploy :m  Help »

dperezve v

Object Management Intrusion Rules

Group Policy | 3 Add Group Policy 4 Filter

A Group Policy B a set of attribute and value pairs, stored in a group policy object, that define the remote access VPN experience. The RADIUS authorization server assigns the group pelicy of it is obtained from the current connection
profile,
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j DNS Lists and Feeds AnyConnect_Management_Tunnel ¢ o
& Network Lists and Feeds 2
DittGapPalicy o

& URL Lists and Feeds

[l sinkhole

i SLA Monitor

Time Range

& Time Zone

&7 Tunnel Zone

@ URL

5 Variable Set

% VLAN Tag

a B> ven

B AnyConnect File
#_" Certificate Map
[ Group Policy
@ 1KEv1 IPsec Proposal
B 1kev policy
@ 1KEv2 IPsec Proposal
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pLAUTS-ER Objects AMP  Intel X System Help v dperezve

Dashboards Reporting Summary ¥

Remote Access VPN Policy Wizard

€) Policy Assignme .2} Connection Profile > 3] AnyConnect > 4) Access & Certificate > 5) Summary

Targeted Devices and Protocols

This wizard will guide you through the required minimal steps to configure the Remote Access VPN palicy with ) Before You Start

a new user-defined connection profile.

Before you start, ensure the following
configuration elements to be In place to
complete Remobe Access VPN Policy.

MNama:* AnyConnect_Management_Tunnal
S Authentication Server
cription:
& Configure Boalm or RADIUS S
or S50 to authenticate VPN clients.
VEN Brotacols: SssL [ IPsec-IKEV2 AnyConnect Client Package
Make sure you have AnyConnect package
Targeted Devices: Avallable Devices Selected Devices for VPN Client downloaded or you have
the relevant Cisco credentials to download
E 2 frev-dperezve i it during the wizard.
Device Interface
= ftdv-fefimens Interfaces should be already configured on

targeted gdevices so that thay can be used
as a security zone or interface group to
enable VPN access.

Naxt Canceal

#£Connection Profile L i#£Client Certificate Only{E & S 358 E H £, ERZXMEZIENE — 545
B,

Overview Analy: i Devices ol AMP Intelligence . Deploy System Help v dperezve v

Device Management NAT VPN » Remote Access Qos Platform Settings FlexConfig Certificates
Remote Access VPN Policy Wizard

1) Policy Assignment © Connection Profile 3) AnyConnect > 4) Access & Certificate > .5) Summary

Connection Profile:

Connection Profiles specify the tunnel group policies for a WPN connection. These polickes pertaln to creating the tunnel Itself, how AMA Is
accomplished and how addresses are assigned. They also inchede user attributes, which are defined in group palicies.

Connection Profile Name:* AnyConnect_Management_Profile

Authentication, Authorization & Accounting (ARA):
Specify the method of authentication (AR, certificates or both), and the A servers that will be used for VPN connections.

Authentication Method: Client Certificate Only »
Username From Certificate: AAR Only = istinguished Nam.e] a5 username
i SAML
Primary Flald:
Y Chient Certificate Only

Secondary Fleld: Client Certificate & AAA -
Autharization Server: ¥ 9+ ®
Accounting Server: ¥ (RaD

Client Address Assignment:

Client 1P address can be assigned from AMA server, DHCP server and [P address pools. When multiple options are selected, IP address
assignment is tried in the order of AMA server, DHCPF server and 1P address pool.

L1

DHCP Servers

Back Next Cancel
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Device Management NAT VPN *» Remote Access QoS Platform Settings FlexCenfig Certificates

Remote Access VPN Policy Wizard

1) Policy Assignment e Connection Profile 3) AnyConnect > 4) Access & Certificate > 5) Summary

Authorization Server: o+ 1 A -

Accounting Server: v @

Client Address Assignment:
Client 1P address can be assigned from A server, DHCP server and 1P address pools. When multiple options are selected, IP address
assignment is tried in the order of AAA server, DHCP server and [P address poal,

[ use DHCP Servers

b Use 1P Address Poals

IPvd Address Pools:  AnyConnect-Pool

IPve Address Pools:

Group Policy:
A group palicy ks a collection of user-orlented sesslon attributes which are assigned to dient when a VPN connection Is established, Select
or create a Group Policy object.

Group Policy: * ¥iw
s AnyConnect_Management_Tunnel =

iy DRtGrpPolicy =

Back Next Cancel

Overview Analysis Policies JoaULEN Objects ~ AMP Intelligence System Help v dperezve v

Device Management NAT VPN » Remote Access Qos Platform Settings FlexConfig Certificates

Remote Access VPN Policy Wizard
1) Policy Assignment > 2) Connection Profile © AnyConnect 4) Access & Certificate > S) Summary

AnyC

Show Re-order buttons *
< AnyConnect File Object Name AnyConnect Client Package Name Operating System
Yl Anyconnectd.S_Fer_Windows anyeonneet-win-4.9.01095-webdeploy-k9.pka  Windows -

Back Next Cancel
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Overview Analy: Jbjects ] dperezve

Device Management MAT VPN * Remote Access QoS Flatform Settings FlexConfig Certificates

Remote Access VPN Policy Wizard

y Policy Assignment > g} Connection Profile > .3) AnyConnect Access & Certificate .5) Summary

Interface groupySecurity Zone:* outside ¥
] Enabie DTLS on member interfaces
Device Certificates
Device certificate (also called Identity certificate) identifies the VPN gateway to the remote access dlients. Select a
certificate which Is used to authenticate the VPN gateway.
Caertificate Enrollment:® SEL_AnyConmect i+ ]
B Ensoll the selected cortificate abject on thi target devices
Access Control for VPN Traffic
Al decrypted traffic in the VPN tunnel is subjected to the Access Control Policy by default. Select this option to
bypass decrypled traffic from the Access Control Policy,
B4 Bypass Access Control policy for decrypted traffic (sysopt per

Back Naxt Cancel

Overview 5 AMP Intelligence System Help v dperezve

Device Management NAT VPN » Remote Access Qos Platform Settings FlexCanfig Certificates

Remote Access VPN Policy Wizard

y Policy Assignment > g} Connection Profile > 3_:} AnyConnect > 4) Access & Certificate

An Agcess Control rule must be defined to ~

. th e - e .
Connection Profile: AnyConnect_Management_Profile allov VPN Eraffic on all targeted devices.
Connection Allas: AnyConnect_Management_Profile @ NAT Exemption
ARA: If NAT is enabled on the targeted devices, you
must define a NAT Policy to exempt VPN
Authentication Mathod: Client Certificate Only traffic.
Username From Certificate: M (Commen Mame) & OU {Organisational Unit) ) DNS Configuration
To resolwe hostname specified in AAA Servers
Authorization Server: or CA Ser . configure DNS using BlexConfio

Paficy on thi: targeted devices.

Accounting Server: - i .
& Port Configuration
iy
Address Assignment: 550 will be enabled on port 443.
Please ensure that these ports are not used in
AT Policy o ather serviees before depleying
the configuration.

Address from AAA: =

DHCP Servers:
Network Interface Configuration

HAddress Pools (IPva): ;{ AnyConnect-Pool Make sure to add interface from targeted
Address Pagls {IPv): devices to SecurltyZone object "outside’
Group Policy: :"-; AnyConnect_Management_Tunnal
AnyConnect Images: | Anyconnectd.9_For_windows
Interface Objects: &8 outside
Device Certificates: ] SSL_AnyConnect
Back Finish Cancel
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MNew URL Objects

Name Management_Tunnel
Description

URL hitps:/fdpererve. [youngta-labdoma
Allow Overrides [

REFERARHRIMEIIHRBE,

SB7.EBURLEIE

EfEAnyConnectBit B BUAURLEIA , 8E 1 ZEDevices > VPN > Remote Access , A%k — T i

EETETRE.

1% , TEConnection Profilei®IE+ Lt | BIEFEFEMNEE , EfFlAliases , FAddIZE LZ—T , A

& URL Alias THIZE HIZEZEURL Object, #{R1ZH EnabledZRET #i.

(It W Device Edit Connection Profile

Device went AT VPN » Rem

. Connection Profile:*  AnyConnect_Management_Tunnel |
AnyConnect_Management_~ . ... | — — ~lo
Enter Description Edit Group Palicy

Add URL Alias

URL Alias:

(@ Management_Tunnel |

b Enabled
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