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l--- The aaa new-model command causes the local username and password on the router to be used in the a

aaa new-model

username cisco password 0 cisco
Tine vty 0 4

transport input telnet

l--- Instead of aaa new-model, you can use the login local command.
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MEMER SSH AIERRE , ELAMBERFWBARN , X 8% Carter LEUH SSH , RZEEILM
UNIX THE3ERIE SSH.

ip domain-name rtp.cisco.com
!--- Generate an SSH key to be used with SSH.
crypto key generate rsa

ip ssh time-out 60
ip ssh authentication-retries 2

Y/

LEEF |, show crypto key mypubkey rsa s S A BRRFIELN W, ¥ SSHERER , IHERR
BEREREA UNIX THEsh 2 ERR 188,
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R IEIE SSH WYEAR , WAERZAT T 5 #18 transport input ssh &% , BR&EIEEHEFRAEF A SSH
EiR, B (FE SSH ) Telnet EZIIELE,

Tine vty 0 4
l-—-— Prevent non-SSH Telnets.

transport input ssh

BIEEIE SSH FHEREBELIEB Telnet EIFE K HES Carters

# 10S AR BT A SSH A Fin
£ Cisco I0S B§H8s LRUA SSH XS EZEENEISER -
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3. B4 SSH 18,
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l--- Step 1: Configure the hostname if you have not previously done so.
hostname carter
l--- The aaa new-model command causes the local username and password on the router to be used in the a

aaa new-model
username cisco password O cisco

!--- Step 2: Configure the DNS domain of the router.
ip domain-name rtp.cisco.com

I--- Step 3: Generate an SSH key to be used with SSH.
crypto key generate rsa

ip ssh time-out 60

ip ssh authentication-retries 2

l-—-- Step 4: By default the vty transport is Telnet. In this case, Telnet 1is disabled and only SSH is s

Tine vty 0 4
transport input ssh

l--- Instead of aaa new-model, you can use the login local command.

# bt a1 Cisco I0S SSH Al Fi (Reed) & H £ Cisco I0S SSH fAliR8F (Carter) 89 SSH , Ll
TR -

ssh -v 2 -c aes256-cbc -m hmac-shal-160 -1 cisco 10.31.1.99

#% 10S BHEBRRERHITER RSA 2 ERAEREFN SSH AR
SERUAT SRENAIRE SSH MR SHITER RSA HERE,
1 EEEHEE.

Router(config)#hostname



2. ERTARMEIAE M,

Router(config)#ip domain-name

3. B% RSA ©iRELH,

Router(config)#crypto key generate rsa

4. BEMAEMMAIRB|[MFTRE SSH-RSA 8.

Router(config)#ip ssh pubkey-chain

5. 5 SSH £ E & W,

Router (conf-ssh-pubkey)#username

6. EERRHFRHA RSA LR,

Router(conf-ssh-pubkey-user)#key-string

7. 38 SSH & MBEHARAE. (LABALR)

Router(conf-ssh-pubkey-data)#key-hash ssh-rsa



8.  BEH B riEXN IR [E4%# EXEC R,

Router(conf-ssh-pubkey-data)#end
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MREEEFEH SSH KRIRIFIRERTE , &R Carter SRERBIFEEH KM Telnet 8 SSH ( Carter
Y% Philly #9 comm fAIBRES ) -

ip ssh port 2001 rotary 1
Tine 1 16

no exec

rotary 1

transport input ssh

exec-timeout 0 0

modem InOut

stopbits 1

MR Philly BE##F Carter EEIE 2 | BEABEBL T @S , # Reed EiB Carter #% SSH X EZE
Philly :

ssh -v 2 -c aes256-cbc -m hmac-shal-160 -p 2002 10.31.1.99
& LEIR Solaris fEAEEGS

ssh -c 3des -p 2002 -x -v 10.13.1.99
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1. ERBATREEZBEFHBZRENFIRE,
2. fEF access-class PREI¥ VTY RN EFEL

AT R4ERESIH], LthE5HIE A FF&EIB SSH 28 10.10.10.0 255.255.255.0 F4#35% , Hb{EZEE
EEMSEIE,



Router(config)#access-1ist 23 permit 10.10.10.0 0.0.0.255
Router(config)#1line vty 5 15
Router(config-line)#transport input ssh
Router(config-line)#access-class 23 in
Router(config-line)#exit

N WiE 8 SSH ERWERRSEARTBRETA,

E%XE SSH 2 2 hix
carter(config)#ip ssh version 2
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Telnet MARRA SSH EfEZ K banner n TEWMEARABEMARE. TXRIIEFE banner i 7i&
HHEREEFENNEESETE.

iR R E Telnet SSH v2

banner log EBRAELETET EBALEE T
banner motd EEALERNET. EEAKERET,
banner exec EEALERET. EEALERET,

N W FEEoE SSH 1.
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HEEMB R T

% H L EEFTERAY debug T BRI , BB ES
show i ( EREMEFS ) , EAFEESE show BB HE DT

« debug ip ssh #7R SSH WEEF L.

+ show ssh B’ SSH {al R 2 E ARV ARRE,

carter#show ssh
Connection Version Encryption State Username
0 2.0 DES Session started cisco

« show ip ssh /R SSH W RAFNHREER,

carter#show ip ssh
SSH Enabled - version 2.0
Authentication timeout: 120 secs; Authentication retries: 3

g Pl SR8
B R (A 8R

00:23:20: SSHO: starting SSH control process

00:23:20: SSHO: sent protocol version id SSH-2.0-Cisco-1.25

00:23:20: SSHO: protocol version id is - SSH-2.0-1.2.26

00:23:20: SSHO: SSH_SMSG_PUBLIC_KEY msg

00:23:21: SSHO: SSH_CMSG_SESSION_KEY msg - length 112, type 0x03

00:23:21: SSH: RSA decrypt started

00:23:21: SSH: RSA decrypt finished

00:23:21: SSH: RSA decrypt started

00:23:21: SSH: RSA decrypt finished

00:23:21: SSHO: sending encryption confirmation

00:23:21: SSHO: keys exchanged and encryption on

00:23:21: SSHO: SSH_CMSG_USER message received

00:23:21: SSHO: authentication request for userid cisco

00:23:21: SSHO: SSH_SMSG_FAILURE message sent

00:23:23: SSHO: SSH_CMSG_AUTH_PASSWORD message received

00:23:23: SSHO: authentication successful for cisco

00:23:23: SSHO: requesting TTY

00:23:23: SSHO: setting TTY - requested: length 24, width 80; set:
Tength 24, width 80

00:23:23: SSHO: invalid request - 0x22

00:23:23: SSHO: SSH_CMSG_EXEC_SHELL message received
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00:23:23: SSHO: starting shell for vty

fa AR 2R 1R 85

N W =R Solaris BB EAZ.

rtp-evergreen.rtp.cisco.com#ssh -c 3des -1 cisco -v 10.31.1.99
rtp-evergreen#/opt/CISssh/bin/ssh -c 3des -1 cisco -v 10.13.1.99
SSH Version 1.2.26 [sparc-sun-solaris2.5.1], protocol version 1.5.
Compiled with RSAREF.

rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:

Reading configuration data /opt/CISssh/etc/ssh_config
ssh_connect: getuid 0 geteuid 0 anon O

Allocated local port 1023.

Connecting to 10.13.1.99 port 22.

Connection established.

Remote protocol version 2.0,

remote software version Cisco-1.25

rtp-evergreen:
rtp-evergreen:

Waiting for server public key.
Received server public key (768 bits)

and host key (512 bits).

rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:

Host '10.13.1.99' is known and matches the host key.
Initializing random; seed file //.ssh/random_seed
Encryption type: 3des

Sent encrypted session key.

Installing crc compensation attack detector.
Received encrypted confirmation.

Doing password authentication.

Cisco0@10.13.1.99's password:

rtp-evergreen:
rtp-evergreen:
rtp-evergreen:

Requesting pty.
Failed to get local xauth data.

Requesting X11 forwarding with authentication spoofing.

Warning: Remote host denied X11 forwarding, perhaps xauth program
could not be run on the server side.

rtp-evergreen:
rtp-evergreen:

Requesting shell.
Entering interactive session.

HERET I
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00:26:51: SSHO: starting SSH control process



00:26:51: SSHO: sent protocol version id SSH-2.0-Cisco-1.25
00:26:52: SSHO: protocol version id is - SSH-2.0-1.2.26
00:26:52: SSHO: SSH_SMSG_PUBLIC_KEY msg

00:26:52: SSHO: SSH_CMSG_SESSION_KEY msg - length 112, type 0x03
00:26:52: SSH: RSA decrypt started

00:26:52: SSH: RSA decrypt finished

00:26:52: SSH: RSA decrypt started

00:26:52: SSH: RSA decrypt finished

00:26:52: SSHO: sending encryption confirmation

00:26:52: SSHO: keys exchanged and encryption on

00:26:52: SSHO: SSH_CMSG_USER message received

00:26:52: SSHO: authentication request for userid cisco
00:26:52: SSHO: SSH_SMSG_FAILURE message sent

00:26:54: SSHO: SSH_CMSG_AUTH_PASSWORD message received
00:26:54: SSHO: password authentication failed for cisco
00:26:54: SSHO: SSH_SMSG_FAILURE message sent

00:26:54: SSHO: authentication failed for cisco (code=7)
00:26:54: SSHO: Session disconnected - error 0x07

SSH A FmEIAT X &R (Blowfish) 215

B% AR R

00:39:26: SSHO: starting SSH control process

00:39:26: SSHO: sent protocol version id SSH-2.0-Cisco-1.25
00:39:26: SSHO: protocol version id is - SSH-2.0-W1.0

00:39:26: SSHO: SSH_SMSG_PUBLIC_KEY msg

00:39:26: SSHO: SSH_CMSG_SESSION_KEY msg - length 112, type 0x03
00:39:26: SSHO: Session disconnected - error 0x20

W ZE| "%SSH-3-PRIVATEKEY : #Z#H RSA A& 88 $538

SERANIHEAB IS RBUERAL. FEAUATRERERE
#% RSA ERBEIEMELER.

crypto key zeroize rsa label key_name
crypto key generate rsa label key_name modulus key_size

- MREBNBREEEN , BEAUTHR
1. #5778 RSA £8RBZE.
2. EFEALE.
3. % SSH EUHNERLR,



- MRRFEMKEN SSH BEMSRAIEZM M FLUER , RTEHMARDELEKHIZH RSA
LMY, BRELCEETHBBANEE ., AREA crypto key generate rsa i B E%E RSA
SWEY , WEA SSH RS,

- FE RSA £REHK , TREaRIELERAS -
(BESIEERTES -2
B AE R hostname £ HRE G SRR ER AR EHER,
2. gy o
B ABE ip domain-name £ IEERE Ay 2R AL E B HHES Y M1,
- RFHNSSHERBRALSBHFEEY NEABE, SESSHERHERA —BEvwER.
- SSH ZEETHAERER K SEAFHLZLMNEBEHR AAARENREHBABE. B

BERE AAA B, RATRRTEALRE AAA THIT. FELSHEBEXTFERARRTIUE
REZEEH AAA,

* No SSH server connections running:

carter#show ssh

4NO v2 server connections running.
%No SSHv?2 t

AR KRR SSH ARFEFAHARERMA. NRECHKE SSH , BEREERE LEHRTE
SSH, ERELLRUERMRELRE LAY SSH AMRES.

1. MER RSA £ E ¥, MR RSA £REHE , SSH ARFERBEFA.

carter(config)#crypto key zeroize rsa

N W BASSHV B BHAELED 768 AN SREY.

AN i EEGSEREREAEEER. B, MK RSA 3% RILEHELRSA S
MUEFRE CAEREM, S CARRE , YENRNEACHER K BREEERAREN
CA , thEESEERHM P ££ (IPSec) BERABE M,

2. ENRERENEIHEABNBEIERE,



carter(config)#hostname hostname

carter(config)#ip domain-name domainname

3. BB HEEEL RSA ©RE Y. EXMMEBEEHA SSH.

carter(config)#crypto key generate rsa

N g nEEmESABEREESSNET
Z2mE2E (123 ),

2R crypto key generate rsa - Cisco 10S

% Bﬁ? EEEA%EE%%?&}HE%H&@JE’JH’E 1’.&7%‘5%”&%'] SSH2 0: Unexpected mesg type received
RS, MEMREERBE , 57 A SSH EL RSA £BEHEMESBRE.,

N

. X SSH fAfR#R.

(&)}

. BER SSH AIR[RANRE DRI MR/ , BHERE SSH B8, WMAKRFE SSH 2
Rl fEAER

ip ssh {[timeout seconds] | [authentication-retries integer]}

carter(config)# ip ssh

MHEAE A
. SSH ERXEEMA
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