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<ttroot>

hostname Switch
1

interface GigabitEthernet0/0
ip address

10. 197. 249. 101

255.255.255.0

no shut
1

ip route 0.0.0.0 0.0.0.0

10.197.249.1

aaa new-model
1

aaa authentication Togin default Tocal

aaa authorization exec default local
!

ip domain name cisco.com
I

l--- key used in this exanple is 1024

crypto key generate rsa
!

username cisco privilege 15 secret 5 <redacted>
!

Tine vty 0 x

transport input ssh

Togin Tocal

ip scp server enable

l--- you can disable the above command after copy is conpleted



end
1--- optional

ip ssh time-out 60
ip ssh authentication-retries 5

ip ssh version 2
|
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scp username@<ip_address_of_the_device>:flash:/filename

Windows 10:

<tfroot>

C:\Users\mmehtabu.CISCO>

cd /

C:\»>

cd ios

C\ios>dir

Volume 1in drive C has no label.

Volume Serial Number is xxxx-yyyy

Directory of C:\ios
05-01-2023 09.32 AM <DIR> .
05-01-2023 09.32 AM <DIR> ..

0 File(s) 0 bytes

2 Dir(s) 163,191,525,376 bytes free

C:\ios>

scp cisco@O0. 197. 249. 101: fl ash: / mycap. pcap

Password:

mycap.pcap

Connection to 10.197.249.101 closed by remote host.

100%

33MB 105.8KB/s

05:19



C:\ios>

dir

Volume 1in drive C has no label.
Volume Serial Number is xxxx-yyyy

Directory of C:\ios
05-01-2023 09.39 AM <DIR> .
05-01-2023 09.39 AM <DIR> ..
05-01-2023 09.40 AM 1,606,582

nmycap. pcap

1 File(s) 1,606,582 bytes
2 Dir(s) 163,182,600,192 bytes free

Linux:

<#root>
[root@root0 ~]#

pwd

/root
[root@root ~]#
ls -1

total 1

drwxr-xr-x. 2 root root 6 Apr 6 2022 Pictures

[root@root ~]#

scp cisco@O0. 197. 249. 101: fl ash: / mycap. pcap

Password:
flash:/mycap.pcap
[root@cpnr000 ~]#
Is -1

total 1580
-rw-r--r--. 1 root root 1606582 Jan 5 09:47

mycap. pcap

drwxr-xr-x. 2 root root 6 Apr 6 2022 Pictures

100%

45MB

2.9MB/s

00:15
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scp username@<ip_address_of_the_device>:flash:/filename
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_ssh/configuration/xe-16/sec-usr-ssh-xe-16-book/sec-usr-ssh-sec-copy.html
https://www.cisco.com/c/zh_tw/support/docs/security-vpn/secure-shell-ssh/215450-copy-cisco-ios-images-from-pc-to-router.html
https://www.cisco.com/c/zh_tw/support/docs/security-vpn/secure-shell-ssh/215450-copy-cisco-ios-images-from-pc-to-router.html
https://www.cisco.com/c/zh_tw/support/docs/security-vpn/secure-shell-ssh/215450-copy-cisco-ios-images-from-pc-to-router.html
https://www.cisco.com/c/zh_tw/support/index.html
https://www.cisco.com/c/zh_tw/support/index.html
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