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aaa new node

aaa authentication login default tacacs+|radius local
aaa authorization exec tacacs+|radius local
usernane backup privilege 7 password 0 backup
tacacs-server host 171.68.118.101
tacacs-server key cisco

radi us-server host 171.68.118. 101

radi us-server key cisco

privilege configure level 7 snnp-server host
privilege configure level 7 snnmp-server enable
privilege configure level 7 snnp-server
privilege exec |evel 7 ping

privilege exec level 7 configure termna
privilege exec level 7 configure

BBEHEE — 11.3.3.TRESEKRA (EF12.0.5.T)

aaa new nodel

aaa authentication login default tacacs+|radius local
aaa authorization exec default tacacs+|radius local
user nane backup privilege 7 password O backup
tacacs-server host 171.68.118.101

tacacs-server key cisco

radi us-server host 171.68.118.101

radi us-server key cisco

privilege configure level 7 snnp-server host
privilege configure |evel 7 snnp-server enable
privilege configure |evel 7 snnp-server

privilege exec level 7 ping

privilege exec level 7 configure term na

privilege exec level 7 configure

BRHEE — 12.0.5.TRESERAE

aaa new node
aaa authentication login default group tacacs+|radius local
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aaa authorization exec default group tacacs+|radius local
user nane backup privilege 7 password O backup
tacacs-server host 171.68.118.101
tacacs-server key cisco

radi us-server host 171.68.118.101

radi us-server key cisco

privilege configure level 7 snnp-server host
privilege configure level 7 snnp-server enable
privilege configure level 7 snnp-server
privilege exec |level 7 ping

privilege exec level 7 configure term na
privilege exec level 7 configure
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1. EEFEAEZBNEG,
2.7 THERTE, P, BREEPshellexecHEFF A EEBIEFEMAT7,

TACACS+ — &% BS Y Stanza

Stanza in TACACS+ freeware
user = seven {

login = cleartext seven
service = exec {

priv-lvl =7

}

}

CiscoZ£UNIX TACACS+

user = seven {

password = cl ear "seven"
service = shell {

set priv-lvl =7

}

}

Cisco®£NT RADIUS

BT S REE R RS
1. MAERAEEBANER.
2. EIETFHIMEERES , Service-type(attribute 6)= Nas-Prompt
3. f£CiscoRADIUS[E1Z /| i AV-Pair , I 1E T H KI5 FZAE B i A shell:priv-Ivi=7

CiscoZ£UNIX RADIUS

user = seven{
radi us=Ci sco {
check_itens= {



2="seven"

}
reply_attributes= {

6=7

9, 1="shel | : priv-1vl =7"
}

}

}

ERFEHAEETE "seven, WEABERER,
AR : [AREF S A ECisco avlit ¥,

- CEZ 5= passwdxyz
- Service-Type = Shell-User
- cisco-avpair =shell:priv-Ivi=7
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- RADIUS X EMH
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. 10S X4 H i TACACS+

- TACACS+XX B HHE

. Cisco Secure UNIXZEH

. Cisco Secure ACS for Windows X S &
. Hfi%1® - Cisco Systems
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