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access-list 101 pernit ip any host 10.1.1.2
access-1ist 101 deny ip any any

BVPNEFREMH RRE —ER SR AUIBIES.

IR 58 — EVPNEE #2337 Bl 2 permit_server_rule , '© %30 B B 25 9 permit ip any host
10.1.1.260 5. EMHE ZRVPNEHREHR A Rdeny_server_rule , ©1 E R HESHdeny ip any
anyan .
RFIHIVPNE 2518 B 25 Efilter_with_2_rules , CHHERRHIN10135MEFE ; ©FEH
permit_server_rulefldeny_server_rule ( #ZLLIEF ) . REXSEFA & im 7 LATE #T181B B 2] 2 6 [E HEE
R EMRVPNESRRR LR ERIPH N,
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ANHNEARBBBEERETREANEKEMEL. XHEAINAMBERELREER (HER
) BERESREAE) . WREHMEEE EHEER , FRACEERBETMES TREKNFE,

1825 I %
FEREEAUTEBRE :
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SERA T HEREN AT IE VPN 30005 H 85,

1. &£ Configuration > Policy Management > Traffic Management > Rules > Add , sR# 5 A
TEREEZFE — @R Bpermit_server_rulefIVPNEH 23R A : Direction — A¥hAction — E g
R ith yt— 255.255.255.255 B #Z b 1it- 10.1.1.28 A F T 15-
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VPN 3000
Concentrator Series Manage:

=] s

Configure and add a new Eler rde

Rule Name |permd_ierver_nds

Direction |m;mu 'l

Action |Foreard

Pratarnl Ih'r:.- "'I
or Other |

ICP I—j =
C onmne ction SusLEU i

Source Address

Netwerk List |Use IF Addres sMidcsrd-mas k below )

|

-] IP Address [0000

Wildcard-mask |25 755 765 765

Destination Address

Network List |lUse IP Address/Wildcard-mask below x|

IP Address [10.1.1.2

Wildeard-mask 1000

=| TCPTDP Source Port
Port IHu.ngu

or Hange IIZI tix |S535

——&irradrrine: Befimsn
Eizce Svsvems

=l

Mame of thes Blter rule, The name
must be wraqus

Select the data deecton to whach
thas nde apples

Specify the acton 1o takee when
thas filter rule apphes

Select the protocol to whach thes
nie apphes For Other protocals,
enber the protocol number

Select whether thes rule should
appdy to an established TCP

€ OREC Bon

Specdy the source nerwork
address hat or the TP address and
wrldcard mask that thiz rule
checks

Note: Enter a wildcord mask,
which ig the reverse of a subnet
mask. A wildcard mask has lsm
bt posstons to gmore, Oz in b
poations to match. For exareple,
10.10.1.v0.000. 255 =4l

10,101 rwedy addresses.

Specify the destinahon network
address bist or the IP address and
wrllde ard mask that thas rule
checks

Note: Enter a wildeand mask,
which is the reverse of a subnet
mashk. A waldeard mask has lem
bat posstions to wnore, Oz in bit
postions to match, For example,
10010, 100,000, 255 =al

10.10. 1.no6 addresses.

For TCPUDE, specty the source
prort ranges that this rule checks
For a single port menber, use the
same number for the start and end

&) I

2. EE— B , & B Adeny_server_rule®y E —EVPNEHR2EHR A , HFZ{EA : Direction — A

¥iAction -DropfEfal it 11 (255.255.255.255) Y 7 i 41k F B #Y 1t 11t

Main | Halp | Support | Logout
Lagged in: admin

L nnﬁ“urqhnn Adminrstration Hnnilnnnl]

|

0 @ iniemet zone

A
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VPN 3000
Concentrator Series Manager Lagged in: admin

Configuration | Adminkstiation | Blanitoring

-
| |
- Moddy a Blver nule
Rule Name F:"‘”"" rp——— MHame of dus Bier rule. The name
vk L . ‘ it be utngue
— Direction [Focd B Select the data drection to whach
thez nule apphes
- Specy the action to take when
o SpocEy
{Orop =l tles fiker rule apphes o
— .

3. i##F Configuration > Policy Management > Traffic Management > Filters , fA#& 718
filter_with_2_rulesi@ B &5,
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e E® Mew Go Favoites Hep [ 2 |
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Back caaie] Stop  Relesh  Home Seach Favories Histosy Channels  Fullscreen  Mail Pr
|| Adchess | hitp /717218124133 access himl ] ks

"B VPN 3000

Concentrator Series Manager Logged in: a:
Configuration | Administration | Monito

Management | Traffic Management | Filters | Add

Conbigare and add a new filter

Filter Mame of the titer vou
Name IflllEl r_with_2_rules are addmg The name
must be unque
Select the defanlt
Defaunlt action to take when no
Action | Forwerd =l rules on thes filter
apply
Check to have this
Source r filter allowr [P source
Routing routed packets to
pass.
Check to have this
Fragments ¥ filter allow fragmented

IP packets to pass.

Deseription Ihller to allow access to 10.1.1.2|

| _Cancel |
___ e

@] @8 \mtemet zone P
4. #EM{E R A FT I8 E

filter_with_2_rules:
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VPN 3000
Concentrator Series Manager

Filter Name: fiker_wnth_2_rales

to Rule as sppropnate.

Current
Rules in Filter

|permn_server_mike Momward/in)
deny_sansmer_mnule (drop/ing

Casco Srsnems

1|

=] ks

Main | Help | Support | Logom

Logged in: admin

Conflguration | Administraton | Moniwring

Add, remoare, priorihze, and configure niles that apply to a Blber

Select an Available Rule and cliclk: Add to apply it to thiz Blter.
Select a Current Rule in Filter and chck Remove, Move Up, Move Down, or Assign SA

Select an Available Rule, then select & Current Rule in Filter, and click Insert Abave to
add the aralable nde above the cumrent male

S ava Neede I.IE ,_‘.'.I

Availahle Rules

<< Add

<< Insert Ahove

Remove =5

Move Up

Miave Down

Agzign SA to Rule

(== I (fomwanin)
SHE Dt (foresrdyow)
IPSECESF In (forward)in)
IEE I (fanaacdfing

IKE Ot (i resturclio uf)
FETF In fforsmndfing
FETP Out [farwardfoul)
L T [ (horvvand fir)
L2TF Qut (lorward,owf)
ICKWF | (forveand fin)

I CheF Ot (Sorweard fout)
FIF |n [forsernd)ing

I:|1|
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5. & ##Configuration > User Management > Groups , A& #5 1B RESERA FIA
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TR VPN 3000

Concentrator Series Manager Logged in: admin

Check the Inherit? box to et a feld that you want to default to the base group value. Uncheck
the Inherit? box and enter a new valus to overnde base growp values

lde ity General IPSec PPrTRL2ZTP
General Parameters
Antrilvate Yalue Inherit? Description
: Selzce the access hours assgmed
Arcess ]-Imr:ll Mo Resticions 3 3 Ty —
il : Enter the number of sumaltaneous

wes Loging h - lq;gns for thas group

Aiamumm Pas sword Iﬂ = Enter the trdrarum password

Length lerigth for wsers m thas group
Allow Alphabetic-Only = - (Enter whether 1o allow alptabetc-
Passwords oaly passwrords. g
Idle Timeout |j'3' I~ rravubes) Enter the idle trneout for
Hus: group
Maxmmom Connect |" & (ranubes) Enfer the masormmam
Time connect mne for this group
Elter| har wih 2 rules r Enter the filter assigned to this
lercug.
. [Enter the IP addreze of the
| 1 Pﬂﬂﬂlﬂ_'
m DNSII ~ prunary DHES server
- - -.-....-.ll — Enter the IP address of the Il

LANZEILAN VPNBRiE /Y18 8BS

EVPNEARSRRIEI.6RESHRAAR , aTLLUBRESELANEILAN IPsec VPNBREWRE, Hlan , R
BB S —Eit5172.16.1. 109 VPNEHEFHLANEILANBRE , ¥ HEEIEBMEHMRER A
FFEH10.1.1.250BE%P2&E , A7 LA1E & E Configuration > System > Tunneling Protocols > IPSec
> LANZILAN > Modify®¥ FE Ffilter_with_2_rules , A& 1EFilter T~ iZ#Zfilter_with_2_rules,




VPN 3000
Concentrator Series Manager

T onfigur ation
—riertaces tem | Tunneling Protocols | IPSec | LAN-to LAN | Mod
—ESystem
G vors Modify an [PSec LAN-to-LAN connection
—EHAdckess Mansgement
—EHvnneing Profocots
—FPTP Name |TE:5t Lan to Lan
_wm Interface |Ethemet 2 (Public) (172.18.124133) =}
—LANAGLAN
——IE Proposais Peer [172.16.1.1
——HAT Transparency
£ Fouting Digital -
Certificate |Nnne (Use Fresharad Eays) J
—EHEverts Certificate © Entre certficate chain
| -Chert Updete Transmission & Identty certficate only
e Preshared Key [czco123
—{EHger Manggement
—Beglicy Management Authentication |ESPMDS/HMAC-128 =]
LHAdministration
IKE Proposal [IKE-3IDESMDS =]
Filter | filter_with_2_rules ﬂ
Cisco Svstims
IPSec NAT-T ™

VPN 3000%: i — RADIUS;# %285 % &

A AFEVPNEFEEF ERIBIEE , REBMRADIUSIIREZEEIBREEMRTE ( FERADIUSHIEE
, BE11AFilter-id ) , MEEFEAEERADIUSH IRET LETH BT , Filter-id B2 58 #4348 BI Bt
o EARGIH | BEREHVPNEFEBFEAENRADIUSEREBEC EEIET , BEHEFilter-id,

FEVPNERR L ERIBIRR , 0 £ —BRGIFIR :



Modify a configured filter.

Filter Name

Default
Action

Source
Routing

Fragments

Description

Apply | Cancel |

Name of t

101 are modify

name mus
Select the

Drop - action tucl
no rules

apply.
Check ‘[DJ
u filter allo
routed pa:
pass.

Check tov’
filter allo

IP packets)

filter to allow access to 10.1.1.2

=

CSNTfIBrESECE — RADIUSIE B 28 2 K

#Cisco Secure NT{EARES LRI B M 11, Filter-idEl & A101:




Cizea Srarens UEE[ SE'[UI]
m [ IEIF RALMIUD ALLNIDULE S i)

B | %5, | [[006] Service—Type
Login
LA Eli[ﬂﬂ?] Framed—Protocol
| Airein | | |

PPP
| crrigeressen | | 4
2§ [ [009] Framed—IP-Netmask

Lantral

55 [ | [0.0.0.0
G | Rrporsen El_[mf:-] Framed—Routing
El-'l-lllg;o:u"rillﬂﬂﬁm E NﬂnE
' M[011] Filter—Id
L ot
| =l
'["[012] Framed-MTU (64..65535)
: 64
= 4
= , =

L l'nlrll'li'l-l nnlnl-nl I'-'-l.n.runlll

W um

95, — RADIUSE B85 5 B

MRVPNEFEEFHAUTHDECODE ( 1-13B%EM ) BRFBERUREE , Al B 558 RCisco Secure
NT{a] B 25 @) X B M1 1(0x0B) R BV EH VB EE101:

207 01/24/2001 11:27:58.100 SEV=13 AUTHDECODE/ 0 RPT=228

0000: 0200002B 768825C5 C29E439F 4CBA727A ... %..CL.rz
0010: EA7606C5 06060000 00020706 00000001 Ve
0020: 0B053130 310806FF FFFFFF ..101. ... ..

B

BRIREERARLERNBRERERF.



REE: AR

EHAMESEBRB MY |, 87 LA1EiZZ Configuration > System > Events > Classesf 3718
FILTERDBG (B E 1 BLog = 13)REABBERR, EHAIF , EDefaulti@tE#Forward ( 5
Drop ) EiAForward and Log ( ZiDrop and Log ) » #EMonitoring > Event Log ¥ ZRE 4 H 5K
, CEETRITHEE :

221 12/21/2000 14:20:17.190 SEV=9 FILTERDBG 1 RPT=62
Deny In: intf 1038, ICWP, Src 10.99.99.1, Dest 10.1.1.3, Type 8

222 12/ 21/ 2000 14:20:18.690 SEV=9 FILTERDBG 1 RPT=63
Deny In: intf 1038, ICWP, Src 10.99.99.1, Dest 10.1.1.3, Type 8

MRS

. IPSec B E/IKE &R E

- VPN 3000 Concentrator# R EE

- RADIUSX; %

. Cisco VPN 3000 Concentrator3z i#

. Cisco VPN 30004# F % i 57 8

. Cisco Secure ACS for Windows 3z ¥

. EREE(RFC
. Bifli T BB 4 - Cisco Systems
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