AR FSFIPSHPBER B L BEBRPKCS#1218 3=
R HPE

KRN B UAEBCisco FirepowerZ B H/0\(FMC)E A IEB F & AR IBZ X (FIPS) AN R TR
N (PBE)EE L , OB NBEEPKCS) 12BN LR ABUETEHYR, HPRE 7 — @5
ZRR R EFAOpenSSLE Y HHBEHMHEENER,

sREA
EZEEE LRABAZEECC)HMA—Thee it EEMBEE(UCAP)ER B | Cisco Firepower& &Bh
B(FTD)ZERFAFIPS 140, LWEERZFMCYARERIMN —ZB2. ERA#E | fips enablefi T2
REFTDHIshow running-configi i 4,
PKCS#H12EEZFANBHABNEESOHIENERERN, U NEESEBERBREENETAREH
BEHE, PBEEE LT REPKCSHI2ERNBENALB LY. HAEERBAR

(MD2/MD5/SHA1) 1 i1% 75 2 (RC2/RC4/DES)WWHEE , ZEZ{EPBERE % , B ——EFE
FIPSHYEE 32 2PBE-SHA1-3DES,

Mt EEMREEERERTFIPSHESZET , FEMZEFIPS 140,

Mgt : EWMB T ANRFTDMFMCHZERREENELEN , FEMEFMCE EERENRSE
RS-,

HE G

BXR

BREBEBRNTEE
 ABISREBEN (PK)


/content/en/us/solutions/industries/government/global-government-certifications/fips-140.html?flt0_general-table0=Firepower
/content/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/security_certifications_compliance.html
/content/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/security_certifications_compliance.html

- OpenSSL
RATH
AERPNEARRBUTERERA

. FMCv - 6.5.0.4 ( REBRA57 )

. FTDv - 6.5.0 ( RERARA115 )
AXHHEARRBREEEREREANEEMEN., XHPFEAINFELEBRREER ( Y
) WABREZRRE), WIREMMEREES , FRACEBITMNIES TEERNEE,

B AMEFERN S ETUABRIFERUBENTATEMT S , Sl , ENEEERS
KEBE(ASA) , EABBEERBEEFHTAFIPS,

BHRE © ANXHERRAPKCSH#12 TR & R E th R A (2Rivest, Shamir,
Adleman(RSA) £ RESANEEFNRENEREEL)MAFENRYE. EEEERT

, REENRABREUNSFIPS,

Lih |

EFTDFRAAFIPSERE  MEARFEEPKCSHI2ERNPBEEE ZFFAFIPS |, BIEER4ET

REE KM,

v @ 1y + i @ & =

Qos Platform Settings FlexConfig Certificates

Device Management MNAT VPN v

3 Add
Name Domain Enrollmant Type Status
4 @l FTDv_B
selfsigned_cert Global Self-Signed S CA AL ? (:1 o
FTD.driverap.com Global Manual cA] (AL T wl:]
4 Wl FTDv_C
FTDv_C_cert Global PKCS12 file PO @

MisE - ERNAERAFMCEFMCEENFTD L B ER R MNBEITHWPKCS128M — &+ H
FMCREZHEPKCSHI2EERNZ LS ER.



MRAREFERBERR XK , PKIFE S DA T 53R

firepower# debug crypto ca 14
firepower# show debug

debug crypto ca enabled at level 14
Conditional debug filters:
Conditional debug features:

firepower# PKI[13]: crypto_parsepkcsl2, pki_ossl_pkcsl2.c:1484

PKI[13]: pki_unpack_pl2, pki_ossl_pkcsl2.c:1414

PKI[4]: Error unpacking pkcs7 encrypted data

PKI[1l]: error:060A60A3:digital envelope routines:FIPS_CIPHERINIT:disabled for fips in fips_enc.c
line 143.

PKI[1l]: error:06074078:digital envelope routines:EVP_PBE_CipherInit:keygen failure in evp_pbe.c
line 203.

PKI[1l]: error:23077073:PKCS12 routines:PKCS12_pbe_crypt:pkcsl2 algor cipherinit error in
pl2_decr.c line 93.

PKI[1l]: error:2306A075:PKCS12 routines:PKCS12_item_ decrypt_d2i:pkcsl2 pbe crypt error in

PKI[4]: pkcs7 encryption algorithm may not be fips compliant
PKI[4]: Error unpacking pkcsl2 struct to extract keys and certs
PKI[13] label: FTDv_C_cert

PKI[13] TP list is NULL

PKI[13] label: FTDv_C_cert

PKI[13]: TP list label: FTDv_C_cert

PKI[14]: pki_ossl_set_cert_store_dirty, pki_ossl_certstore.c:38
PKI[13]: crypto_pki_get_ossl_env, pki_ossl.c:41

PKI[13] label: FTDv_C_cert

PKI[13]: TP list label: FTDv_C_cert

#5308 AT LAfE Bl OpenSSLIESE FEMPKCSH1 2B E T H S WFIPS PBEEE %,

OpenSSL> pkcsl2 -info -in ftdv_C_.pl2 -noout

Enter Import Password:

MAC Iteration 2048

MAC verified OK

PKCS7 Encrypted data: pbeWithSHA1And40BitRC2-CBC, Iteration 2048
Certificate bag

Certificate bag

PKCS7 Data

Shrouded Keybag: pbeWithSHA1And3-KeyTripleDES-CBC, Iteration 2048

£ 9t P A MEPBERSIE |, pheWithSHA1FI40BItRC2-CBCHIpbeWithSHA1ANd3-
KeyTripleDES-CBC , Jﬁ%f’éiiﬂﬂxﬁﬁo E—ETRFEFIPS,

BRRITR

RRARRABENIIBRERBPBE-SHA1-3DESEE %, ELAH&fl+  EEEFRRFEE
E. B, BEEMEAOpenSSLEE EZI“PKCS#121’?-?§E’JPrlvacy-Enhanced Mail(PEM)RR 2R,

OpenSSL> pkcsl2 -in ftdv_C_.pl2 -out ftdv_C_.pem
Enter Import Password:

MAC verified OK

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

B% , K BEEFRAUTHSURTEFIPSHPBERE X (FRAEL—SHERMPEMER ) RERK
2HHPKCS#H12fE R -



OpenSSL> pkcsl2 -certpbe PBE-SHA1-3DES -export -in ftdv_C_.pem -out ftdv C_FIPS_compliant.pl2
Enter pass phrase for ftdv_C_.pem:

Enter Export Password:

Verifying - Enter Export Password:

unable to write 'random state'

BEE  MRRBEABNEELZCZTEETR , BULER — 5 i il-keypbeEBRF , &R
PBE-SHA1-3DES:pkcs12 -certpbe PBE-SHA1-3DES -keypbe PBE-SHA1-3DES -export -in -
out -out <PKCS12 cert file>,

E

EAMEREKOpenSSLEn I BABPKCSHI2IERBEBNEN , UHEZR EEEAFIPSEEE !

OpenSSL> pkecsl2 -info -in ftdv_C_FIPS_ compliant.pl2 -noout

Enter Import Password:

MAC Iteration 2048

MAC verified OK

PKCS7 Encrypted data: pbeWithSHA1lAnd3-KeyTripleDES-CBC, Iteration 2048
Certificate bag

Certificate bag

PKCS7 Data

Shrouded Keybag: pbeWithSHA1And3-KeyTripleDES-CBC, Iteration 2048

BiE K EXREREAYE , PKIFBEETR THREH,

PKI
PKI

label: FTDv_C_FIPS_Compliant
TP list is NULL

PKI[13]: crypto_parsepkcsl2, pki_ossl_pkcsl2.c:1484
PKI[13]: pki_unpack_pl2, pki_ossl_pkcsl2.c:1414
PKI[13]: pki_unpack_bags, pki_ossl_pkcsl2.c:1383
PKI[13]: pki_unpack_bag, pki_ossl_pkcsl2.c:1313
PKI[13] add_cert, pki_ossl_pkcsl2.c:1284
PKI[13] add_cert_node, pki_ossl_pkcsl2.c:1187
PKI[13]: pki_unpack_bag, pki_ossl_pkcsl2.c:1313
PKI[13] add_cert, pki_ossl_pkcsl2.c:1284
PKI[13]: add_cert_node, pki_ossl_pkcsl2.c:1187
PKI[13]: pki_unpack_bags, pki_ossl_pkcsl2.c:1383
PKI[13]: pki_unpack_bag, pki_ossl_pkcsl2.c:1313
PKI[13] add_key, pki_ossl_pkcsl2.c:1252
PKI[13] add_cert_node, pki_ossl_pkcsl2.c:1187
PKI[14]: compare_key_ids, pki_ossl_pkcsl2.c:1150
PKI[12] transfer_pl2_contents_to_asa, pki_ossl_pkcsl2.c:375
[13]
[13]

CRYPTO_PKI: examining router cert:

CRYPTO_PKI: issuerName=/0=Cisco/OU=TAC/CN=RootCA_C1117

CRYPTO_PKI: subjectname=/CN=ftdv/unstructuredName=C1117_DRIVERAP.driverap.com
CRYPTO_PKI: key type is RSAPKI[13]: GetKeyUsage, pki_ossl_pkcsl2.c:278

CRYPTO_PKI: bitValue of ET _KEY_USAGE = a0
CRYPTO_PKI: Certificate Key Usage = GENERAL_PURPOSE
CRYPTO_PKI: adding RSA Keypair

CRYPTO_PKI: adding as a router certificate.
CRYPTO_PKI: InsertCertData: subject name =



30 3b 31 0d
28 06 09 2a
44 52 49 56
6d

CRYPTO_PKI:

30 35 31 0Oe
30 O0a 06 03
03 Oc Oc 52
CRYPTO_PKI:

30 Ob 06 03 55
86 48 86 f7 0d
45 52 41 50 2e

InsertCertData:

30 0c 06 03 55
55 04 0b 13 03
6f 6f 74 43 41

InsertCertData:

04 03 13 04 66
01 09 02 16 1b
64 72 69 76 65

issuer name =

04 Oa 13 05 43
54 41 43 31 15
5f 43 31 31 31
serial number

74
43
72

69
30
37

64
31
61

73
13

76
31
70

63
06

31
31
2e

6f
03

2a
37
63

31
55

30
5f
6f

Oc
04

= 16 |

CRYPTO_PKI:
aa 49 le c2

looking for cert in handle=0x00002abdcb8cac50,
cl d5 30 60 4a 88 57 c8 3d 4e 3c lc |

digest=
I....0°J.W.=N<.

CRYPTO_PKI: Cert record not found, returning E_NOT_FOUND
CRYPTO_PKI: Inserted cert into list.PKI[14]:
pki_ossl_certstore.c:38

pki_ossl_set_cert_store_dirty,

PKI[13]: crypto_pki_get_ossl_env, pki_ossl.c:41

PKI[9]: Cleaned PKI cache successfully

PKI[9]: Starting to build the PKI cache

PKI[4]: No identity cert found for TP: FTDv_C_FIPS_Compliant

PKI[4]: Failed to cache certificate chain for the trustpoint FTDv_C_FIPS_Compliant or none
available

PKI[13]: CERT _GetTrustedIssuerNames, vpn3k_cert_api.c:1760

PKI[14]: map_status, vpn3k_cert_api.c:2229

PKI[4]: Failed to retrieve trusted issuers list or no trustpoint configured
PKI[13]: CERT_FreeTrustedIssuerNames, vpn3k_cert_api.c:1782

PKI[13]: crypto_pkcsl2_add_sync_record, pki_ossl_pkecsl2.c:144

PKI[13]: label: FTDv_C_FIPS_Compliant

PKI[13]: TP list label: FTDv_C_FIPS_Compliant

CRYPTO_PKI (Cert Lookup) issuer="cn=RootCA_C1117,0u=TAC,o=Cisco" serial number=16 |

CRYPTO_PKI:
aa 49 le c2

looking for cert in handle=0x00002abdcb8cac50,
cl d5 30 60 4a 88 57 c8 3d 4e 3c lc |

digest=
LI....0°J.W.=N<.

CRYPTO_PKI: ID cert in trustpoint FTDv_C_FIPS_Compliant successfully validated with CA cert.

CRYPTO_PKI: crypto_pki_authenticate_tp_cert()

CRYPTO_PKI: trustpoint FTDv_C_FIPS_Compliant authentication status = 0

CRYPTO_PKI: InsertCertData: subject name =

30 35 31 0e 30 Oc 06 03 55 04 0a 13 05 43 69 73 63 6f 31 Oc

30 0a 06 03 55 04 0b 13 03 54 41 43 31 15 30 13 06 03 55 04

03 Oc Oc 52 6f 6f 74 43 41 5f 43 31 31 31 37

CRYPTO_PKI: InsertCertData: issuer name =

30 35 31 0e 30 Oc 06 03 55 04 0a 13 05 43 69 73 63 6f 31 Oc

30 0a 06 03 55 04 0b 13 03 54 41 43 31 15 30 13 06 03 55 04

03 Oc Oc 52 6f 6f 74 43 41 5f 43 31 31 31 37

CRYPTO_PKI: InsertCertData: serial number = 01 |

CRYPTO_PKI: looking for cert in handle=0x00002abdcb8cac50, digest=
17 9d Oe b0 15 9d cd a2 5a 01 95 bf c6 8c 4f 2e | ........ Zoo.o.. 0.

CRYPTO_PKI: Cert record not found, returning E_NOT_FOUND
CRYPTO_PKI: Inserted cert into list.PKI[14]:
pki_ossl_certstore.c:38

pki_ossl_set_cert_store_dirty,

PKI[13]: crypto_pki_get_ossl_env, pki_ossl.c:41
PKI[9]: Cleaned PKI cache successfully
PKI[9]: Starting to build the PKI cache



CRYPTO_PKI (Cert Lookup) issuer="cn=RootCA_C1117,0u=TAC,o=Cisco" serial number=16 |

CRYPTO_PKI: looking for cert in handle=0x00002abdcb8cac50, digest=
aa 49 le c2 ¢l 45 30 60 4a 88 57 c8 34 4e 3¢ 1lc | .I....0 J.W.=N<.
PKI[7]: Get Certificate Chain: number of certs returned=2

PKI[13]: CERT_GetDNbyBuffer, vpn3k cert_api.c:993

PKI[14]: map_status, vpn3k_cert_api.c:2229

PKI[7]: Built trustpoint cache for FTDv_C_FIPS_Compliant

PKI[13]: CERT _GetTrustedIssuerNames, vpn3k_cert_api.c:1760
PKI[14]: map_status, vpn3k_cert_api.c:2229

PKI[9]: Added 1 issuer hashes to cache.

PKI[13]: CERT_FreeTrustedIssuerNames, vpn3k_cert_api.c:1782
PKI[13]: crypto_pkcsl2_ free_sync_record, pki_ossl_pkecsl2.c:113
PKI[13]: label: FTDv_C_FIPS_Compliant

PKI[13]: TP list label: FTDv_C_FIPS_Compliant

PKI[13]: label: FTDv_C_FIPS_Compliant

PKI[13]: TP list label: FTDv_C_FIPS_Compliant

PKI[14]: pki_ossl_set_cert_store_dirty, pki_ossl_certstore.c:38
PKI[13]: crypto_pki_get_ossl_env, pki_ossl.c:41

PKI[13]: label: FTDv_C_FIPS_Compliant

PKI[13]: TP list label: FTDv_C_FIPS_Compliant

CRYPTO_PKI: certificate data
<omitted output>
CRYPTO_PKI: status = 0: failed to get extension from cert

CRYPTO_PKI: certificate data

<omitted output>

PKI[13]: label: FTDv_C_FIPS_Compliant
PKI[13]: TP list label: FTDv_C_FIPS_Compliant

&% , FMCERCANMSHRESTA :

. &5 Cisco Firepower Managemen: X S

€« ¢ @ © £ =0 hitps//10.31.124.31:6005/ddd/#PKICerificate w L D & =

view Analysis Policies Dbjects AMP Intelligence
Y 9

Device Management NAT VPNw* QoS Platform Settings FlexConfig Certificates

|@  add |
« [l FTDv_B
selfsigned_cert Global Self-Signed GCA 4D 206
FTD.driverap.com Global Manual AcA| (RD f£O8
4 Wl FTDw_C
FTDv_C_FIPS_Compliant Global PKCS12 file Acal &0 Ll
CA Certificate ? |af x
o
= Status : Available
s Sgnal Number : 131
® Issued By :

Common Name ;. RootCa_C1117
Orgamnizabion Unit © TAC

Organization : Cigeo

= Issued To -
Common Name :  RootCA_C1117
Ovganization Unit : TAC
Ovganization : Cisco

Public Key Type :  RSA (2048 bits)

Signature Algorithm :  SHAZS6 with RSA Encryption

& Asenmiskad Trsetnoinks FThu £ FIDS Crmrdiant

Cloge
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&« c @

tam Cisco Firepower Management = X

0]

Overview Analy Policies

Device Management NAT

4 @l FTov_B
selfsigned_cert
FTD.driverap.com

4 @l FTDv_C
FTDv_C_FIPS_Complant

VPN v

-

£, =0 httpsi//10,31,124,31:6005/ddd/#PKICerificate

Qo5

Objects

AMP Intelligence

Platform Settings FlexConfig

Certificates

Global Self-Signed &Cca
Global Manual 4L CA
Global PKCS512 file ACA
Identity Certificate
= Status :  Available
= Serial Number : 16
& [ssuad By :
Common Name :  RootCA_C1117
Organization Unit : TAC
Organization : Cisco
w Issued To :
Hest Mame @ C1117 DRIVERAP.drverap.com
Common Name @ frdv
= Public Key Type :  RSA (4096 bits)

Signature Algorithm :

Associated Trustpoints :

SHAZ56 with RSA Encryption

FTOw_C_FIPS_Compliant

4 1D

4, 1D
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