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- BUSBEHMNEIFEBFR(CSR)EFEAHOpenSSL,

ANHFHEARBBBEERETREANEEMEL. XPEAZNAMBERERRERER (HER
) BAEREREE) ., MREHEEREFT , FEAREERAEAESTRERNIZE,
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AX JE

BELRE

=k St

HEERER—EHKEESMEMIFTDEENHEZEREUT L, AEASBHEEELTE

i, BEMNAIRREEF=SFXERERLUNNEED. EREAZEECAKENER , LEREH
EME AR ERMEEFTDRENERE

T : Firepower#t B &1 (FDM) & B & ADefaultinternalCertificate I AR B HEZHE , TH
RECAR,



1. BfBER>FBE, BB+RF5E | AR%BIBEA Internal Certificate , 11 BIFFRo
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2. HEBHEODEFEEREARE , WEFT.

hoosa the type of intarnal certificate yvou want to create

a Upload Certihcate and Key

Create a certificate from existing files.
FEM and DER files are supported.

self-Signed Certificate

Create a new certificate that is signed
by the device,

3. RIEEXIEEName , RAREVEFA T YD BN, ELALURMNLABWMAL. EWAEEH
BRNRBHN TEEEEBFQDN)RIPA AT, THE , FE—TSave (MEIFFR ) o



Add Internal Certificate

MName

FTD-3-Self-Signed

Country State or Province
T
Locality or City
Organization Organizational Unit (Department)
Cisco Systems TALC

Commaon Namea

fid3. example.com

4. B—THERALANSEERRE , WEMR.
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EE  ERHBR  EEEFERAESNRS ( WAnyConnect ) 28I , FEECLIRE R F
g, mErrR.

Pending Changes

ﬂ Last Deployment Completed Successhully

b, See Deployrnent HEsiory

Deployed Version (13 Apr 2020 09:56 AM) Pending Version @ LEGEND Removed  Added  Edited

£ Intemal Certificate Added: FTD-3-Seif-Signed ~

= cert.masked: false

- cert.encryptedttring: "o

= privatefey.masked: false

- privateley.encryptedstring: 7"

- izzperCommoniane: ftdl.exanple.com
- isswerCountry:

- dssmerbocality:

= isswerDrganization: Cisco Systems
- izseerOrganizationlinit: TAC

= isswerstate:

= 1-uh'jtn:tt-uumnﬂue: ftd3.example.com
- subjectCountry:

- subjectDistinguiskediame: CH=ftd3.example.com, DU=T&C, O=_
- subjectlocality:

- subjectorganization: Clsco Systems
- subjectOorganizationlndt: TAC

MOEE ALTIONS ™ CANCEL DEPLOY ROAW W

FBhEEM

FHAMATARLEZEFECAERNEE, OpenSSLRE LT ETARERIZRCAEERENRSE
HAEBFCSR, UTHBEEELNELIBNCSRIE AOpenSSLIES , UREREBEENILES
BRTEBINSE,

1. FAOpenSSLEBLUEAER , EXEARSBANBEHEBHER(CSR), LEFHIERES
private.key#y20481 JTTRSA < #8 F1EOpenSSLAH 1 Y & Aftd3.csrfICSR,

openss1 req -new -newkey rsa:2048 -nodes -keyout private.key -out ftd3.csr
Generating a 2048 bit RSA private key

You are about to be asked to enter information that is incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there is be a default value,

If you enter '.', the field is Tleft blank.



Country Name (2 Tetter code) [AU]:.

State or Province Name (full name) [Some-State]:.

Locality Name (eg, city) []:.

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco Systems
Organizational Unit Name (eg, section) []:TAC

Common Name (e.g. server FQDN or YOUR name) []:ftd3.example.com

Email Address []:.

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:
An optional company name []:

2. EREEMCSR , WEHEEEICA, —BE%ECSR , RZRESMHER.
3. BfBER>FE, BB+, REIZIZEAJ Internal Certificate , 21 FEIFFRo
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4. HEHEOPEE LEFENER , WEMR.



Choose the type of internal certificate you want to create

Upload Certificate and Key

Create a certificate from existing files.
FEM and DER files are supported.

{8 Sell-Signed Certificate

Create a new certificate that is signed
by the device,

5. AEEHIEERRE AR LENERYWE 5 4% EMFL (B A Privacy Enhanced Mail
(PEM)#E ), MRCAEEBPKCS1I2HERRMUEEN SR , FRBANEREDB ) PEEAR
PKCS12IERFIRME MR EMFR , UMEEEDF,



AR BEREVBTEREMAZER , AIFDMFEZEM. A RBSBTAME,

FEREE—TOK (MMEFR) .



Add Internal Certificate

Mame
FTD=3=Manual

SERVER CERTIFICATE (USER AGENT)

Paste certificate, or choose file: UPLOAD CERTIFICATE fd3.crt

----- BEGIN CERTIFICATE----- A
MIEErTCCApWgAwIBAGc 1 M Tth wDOY IR oZ IhecMACELB O AwWMEaMBgGA T UE
ChMRO21zY 2BgU 3 zd Gy BUOUM=FDASBgNVBAMTC 1 Z0TBSh280ENBM B4 XD Thy e
CERTIFICATE KEY
Pagte key, or chooge file: LPLOAD KEY private. key
----- BEGIM RSA PRIVATE KEY===== A

MIEpAIB ALK CADEANGpeMjuf « HIRGSZYTBE0VEW1 85y F T XhRsjRIBOwLEhSwBzEgM
mtOkd0JPog+ CFgEXswTpelFibPhita TEVUEzcEpGhmyiz+ Abjg Mok TvaFMIV/RAN e

6. E—TEBALANSTEEIRE , MEFTR.
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Pending Changes

ﬂ- Last Deployment Completed Socoesshully
13 Aypr 2020 09:56 AM. See Deployvrent Hisiory

Deployed Version {13 Apr 2020 09:56 AM) Pending Version @ LE0END Removed  Added  Edited

ﬂ Intermal Certificate Added: FTD-3-Manwal S

= cert.masked: false

- cert.encryptedttring: o

= privatefey.masked: false

- privateley.encryptedstring: 7"

- isswerCommoniame : VPN Root CA

- dsswerCountry:

- dssmerbocality:

= isswerbrganization: Cisco Systems TAC
- izswerDrganizationtindt:

= isswerstate:

- 1-uh'_|e|:tculnunuue: ftd3.example.com
- subjectCountry:

- subjectDistinguishedMame: CN=VFNM Root CA, O=Cisco Systems—
- subjectlocality:

- subjectOorganization: Clsco Systems

- subjectorgani zationUndt: TAC

MORE ACTIONS ~ CANCEL DERPLOY ROW W

ZEENCARRRE

TERETWCABRREN , XEEMUTHRYE , THERDRIFAFTDRAHBBENEAEREE. ¥
BRHIBFEAnyConnectH & BB FEMS2S VPNEE N BT, UTSBRBUNMEICATE

, BB CAKEN BRLEZ FEE,

1. BMIBR-FE. HE+FR  RARBEEMZFEECARE , WEFT.
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Add Trusted CA Certificate

Mame

VPN_Roaol_Ca

Paste cedilicate, ar choose file: UPLOAD CERTIFICATE VEN_Root_C4.cr

-----BEGIN CERTIFICATE-----
MIFQzCCAyugAWIBAGI OGRS fwo DigwDOY.JKeZIhveNAQELBOAWMIEaMBgGA 1 UE
ChMROZIzY28gU3Izd GVicy BUQUMKFDASBgNVBAMTC 1 ZOTIBSH2S0IENBMBAXDThw

MO OwNTIZMTY wMFoXDTMwMDOwWNTIZMTYwMFowMEaMBgGA 1 UEChMRO2IZY 2B L3z
ALt I IRA-EMASRAELVRARMTT T FOTIRS RPN IERIR AR & MR ALARE SO RE & NEE

3. B—THEBALANSEEIRE , MEFT.



afnaln o o . i o == =5 O @ @ . stimin
BOOAMET LAaan D2 Marna g er k. "
cisco, | TEP s Manag Metitoing  Pelicies  Dbicens Device: FTD-3 = - —

¥ Appicaiion Fhers

Certificates

& UALs

118 obpects Q [ P—" +

1 DalsuBlstemabCecificatn ehimal Cortficatan

7 DelsukWebserverCoiicabs et Cortificaln

1 NEFW-Doaliadt- e raal CA B i CA

4 WPH_Roor_Ca Trusied C& Cenificaie

Ty Fvem List Filterx

" SLA Moo

Deployed Version (13 Apr 2020 09:56 AM) Pending Version @ LEGEND Resoved | Added | Edited

ﬂ External CA Certificate Added: VPN_Rool_CA e

- cert.masked: falze

- cert.encryptedString: = "

- izzusrfommonflams: ¥FH Root Ca

- issuerCountry:

- izsusrLocality:

- issuerfrganization: Cisco Systems TAC
- izsusrOrganizationlnit:

- issuerState:

- subjectComnonMame: VPN Root CA

- subjectCountry:
- subjectiistingui sheddame: CH=¥PH Root CA, D=Cisco Systems_
- subjectlocality:
- subjectDrgand zation: Cisco Systems TAC
- subjectirgand zationlindt:
- subjectState: »
- valldityStartDate: Apr @5 23:16:88 7828 GMT
o e

A EER]

HEFODMEEMFTID LEHMBIRSKMALENNER A TRRLBER. WRREEARA
CSRMAZEEMAKEVFMBE , AIFEEZUHMMCSRNLEER.



1. MREBERBHVCSRIMFZE S , AITUZREL R, BH K FEEIHFNFBACSR, £H
OpenSSLE LN ERARARELELRZERINCSR, WEHIFERE Bprivate.keyH2048 TTRSAE
& M7EOpenSSLA 3 M & A ftd3.csrBICSR.

openss1 req -new -newkey rsa:2048 -nodes -keyout private.key -out ftd3.csr
Generating a 2048 bit RSA private key

You are about to be asked to enter information that is incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there is a default value,

If you enter '.', the field is Teft blank.

Country Name (2 Tetter code) [AU]:.

State or Province Name (full name) [Some-State]:.

Locality Name (eg, city) []:.

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco Systems
Organizational Unit Name (eg, section) []:TAC

Common Name (e.g. server FQDN or YOUR name) []:ftd3.example.com

Email Address []:.

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:
An optional company name []:

2. BELENCSRYFMCSREZEBIERBEMN. —BHEEBECSR , MERHEFNEHER.
3. EMEER-BE., HEERREELERINRE L , REE—TViewikih , MEFTR.

vl o sevice Manane s & aE = AN EC RO EE a

L1144 cere e e Moniiring Fulicins Cijects Desice: FTD-3 e 8@ L) AdsE s

T ApphCaton FRes

@ LA Certificates

& LNl

¥ Gecocations 118 obincis 9 5 + =

B KE Pai 1 REFW-Defadlt-IniomalCh niemal A

a (PSec P ¢ DeloumssemalGeriicso ntemal Cenilicale

B AmConeet Cienl... } BetousWobserverGonicabe ninmal Cerilicate

EI i FTO-J-Manuasl Inipmal Carificais @
Identity Sounees

l Lisaers

B Contificates

B Secn ki




4. EBEHBEOF |, —TReplace Certificate , f1EBFFRo

View Internal Certificate

Mame

FTD-3-Manual

REPLACE CERTIFICATE

subject Co O TN arme:

ftd3. example.com

Subject Crganizaticr

Cisco Systems

Subject Organizaticn Linit

TAC

: o .
|sswer Common M

VPN Root G

|sguer Cngamization

Cisco Systems TAC
Valid Time Hange

Apr 13 14:56:00 2020 GMT - Apr 13 14:56:00 2021 GMT

CAMCEL SAVE

5, LEFERLE FPEMBRN S HBANMMR SR, THREE—TOK (WEFRTR) .



Edit Internal Certificate

Mame
FTD=3=Manual

SERVER CERTIFICATE (USER AGENT)

Faste certificate, or choose file: REPLACE CERTIFICATE fre3-renewed.cn

----- BEGIN CERTIFICATE----- M
MIErTCCApWAwIBAgllaSPmhHEIRCUhWDOY Ko 2w NAGELECAwMEaMEg GATUE
ChMRO21zY 28gU 3 zdGMicy BUOUMxFDASBgMNVBAMTC A Z0TIBSb2 3 MHENBMBAXDThy e
CERTIFICATE KEY
Paste key, or choose file: prate. key
----- BEGIN R5& PRIVATE KEY--=-- o

MIEpAIB ALK CADEANGpeMjuf « HIRGSZYTBE0VEW1 85y F T XhRsjRIBOwLEhSwBzEgM
mtCkd0JPog+ CFgEXswTpelFibPhita TEVUEzcEpGhmyiz+ Abjg Mok TvaFMIV/RAN e

6. E—TEBALANSTEEIRE , MEFTR.
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I+ DelsuRWebserverConHicate
Burrglaonnct Clent...

i FID-3-Mamunl

Ieniity Sounoes

_‘. Users

ﬂ_ Cartificaton
8 s

| oEo

Tg Evanm List Fijere

"L LA hhoniees

7. #%— T Deploy Nowiz &l , 2B F R

lrnamal CA

lrbemal Cerificain

Irmma Cerificate

lrtemal Cerificaln



Pending Changes

E Last Deployment L-ompleted Successtully
il 1 M, Sea Deplovment History
Deployed Version (13 Apr 2020 12:41 PM) Pending Version @ LIGEND Removed | Added | Edited

ﬂ Intemal Certificate Edited: FTD-2-Manual

cert.encryptedstring: 5 i
'-'.:i'l.‘ln:liT:p’ET.‘lM‘l'h‘l‘l‘n’.‘-! Apr 13 1455698 JR28 GMT Apr 13 15:44:98 2039 GMT
valldityEndDate: Apr 13 14:56:088 2831 GNT Agr 13 16:44:98 2031 GMT
privateey . encryptedString: =ss P

MORE ACTIONS ™ CAaMCEL BEPLOY NOW W

& FOpenSSLIE#
HPKCS12ERERSR RN Z S8

EEENUBEKEEZEEAZIFTDHPKCS12{2R, FDME BRI A X EBEAPKCS12IER, ATEA
PKCS1I2IERRNTEMHBE MG , HEFHAMOpenSSLZ K T EHPKCS12FIZEIEEER,
BREERARMBZEPKCS12HHTE,

openss1 pkcsl2 -info -in pkcsl2file.pfx
Enter Import Password: [PKCS12-passcode]
MAC Iteration 1
MAC verified OK
PKCS7 Encrypted data: pbeWithSHA1And40BitRC2-CBC, Iteration 2048
Certificate bag
Bag Attributes
TocalKeyID: 28 20 C1 B4 08 1E 65 2E 4D 1D F9 F3 25 07 62 F7 D9 96 A7 F4
friendlyName: ftd3.example.com
subject=/0=Cisco Systems/OU=TAC/CN=ftd3.example.com
issuer=/0=Cisco Systems TAC/CN=VPN Root CA
————— BEGIN CERTIFICATE-----
MIIErTCCApWgAWIBAgITIa5PmhHEIRQUWDQYJKoZIhvcNAQELBQAWM]jEaMBgGALUE] /ptNb/cd
zB8wWMB8GA1UdIwQYMBaAFHekzDnhi40727mjLXuwCRVFgyguMAsGA1UdDWQEAwWIF
oDAdBgNVHSUEFjAUBggrBgEFBQcDAQYIKwYBBQUHAWIWGWYDVRORBBQWEOIQZnRk
My51eGFtcGx1LmNvbTAeBgTghkgBhvhCAQOEERYPeGNhIGNTcnRpZm1jYXRTMAOG



CSqGSIb3DQEBCWUAA4ICAQC] jrMjruGH5fpcFND8qgfuvVUOhkszCwg201oMgMrvXnCertificate bag

Bag Attributes: <No Attributes>
subject=/0=Cisco Systems TAC/CN=VPN Root CA
issuer=/0=Cisco Systems TAC/CN=VPN Root CA
]+8GbOY1WEHtohgNGjP00q8wnKQuOC47Ft1UMpdSwUsMMze0X43dyp/WoZtLW
4v/Pn/NibE3aoPOaMhIo4CdwSBHZOgVag4INgVsuFX1uPKD25Whr109LQ93P/sN3
FhoAh98HKOcuQ64Ua3AaShdzornD+G2]12pd1NflDah1zT1skIMtTURSWdLjsHLKft
JqS0oLIs2stU8HutUZ4h6Lv2+da554zVjpRTQiYh/TyNexDsd1m6PH7mQj+iL8/9
c2gDhuich3cx11jINOLdB+/jQqkfzmx9ziB1PXnIshNRbfT1LLrNfdD0O9agqQsvsC
AwEAAaNdMFswDAYDVROTBAUWAWEB /zAdBgNVHQ4EFgQUd6TMOeGLg7vbuaMte7A]
FUWDKC4wHwYDVR0OjBBgwFoAUd6TMOeGLg7vbuaMte7A]FUWDKC4wCwYDVROPBAQD
AgEGMAOGCSqGSIb3DQEBCWUAA4ICAQC6B+Y30batEZqvORQzIMS600umCgNwG1i 8d
kcRDxkY2F+zw3pBFa54Sin10fRPIvZvLNIV50dXmvH5Tuh6KIDMVrLMWNiSgI7Tn
0ipgKraokS2000STwQ7Q9Wk 1xCrwxMfTuDJFMe80qabFAU55705PDXPtFEutnOxz
Ou8VMLBRy+gDc+0WARsjFj+0gU0c2Wj3gQ81G1yoPYgufWRnztN5rQxWzFLSsCNN
jnIesjQvOvF3nY7SH5QasPN25AydsGEODFgp7rZLN2BH7GI9rhi5hEn3BvIALZCQ6
p702FZ1y51xuzuA/wPnR89HiIkSF130MTpn0OIT13d6d07s3bwyNja8JikYTCf11e5
2CSsz4Cn/BlwfWyAcLN3HxUjG4Ev2818 fWWpkYmuxujpKDFFzFOskpKAK53tNKPf
pn4+w5FyL01800AydtPoKjYkDgbvG/SRPbt92mdTIF7E6]+08160V3YL+IyrZ+ul
MYqPd450i4cgHAMFICAndN3PYScrrGYHawfVxp+R+G4dTIWdMvthh3ftSOmkiKJ8
mINH7WYST1kYcTbcokZi0IcZa+VVv5UOLIt/hDOVG7xqZ01pMQKkYUBzg5LbGINm
8ypfhQlfaI5fQRxpxTIsmDvIrQzxBjuCyKn+23FkkUhFJt0D989UUyp08H9vDoIr
yzm9J0pMrg==
————— END CERTIFICATE-----
PKCS7 Data
Shrouded Keybag: pbeWithSHA1And3-KeyTripleDES-CBC, Iteration 2048
Bag Attributes

TocalKeyID: 28 20 C1 B4 08 1E 65 2E 4D 1D F9 F3 25 07 62 F7 D9 96 A7 F4

friendlyName: ftd3.example.com
Key Attributes: <No Attributes>
Enter PEM pass phrase: [private-key-passcode]
Verifying - Enter PEM pass phrase: [private-key-passcode]
————— BEGIN ENCRYPTED PRIVATE KEY-----
MIIFDjBABgkghkiG9w0BBQOwMzAbBgkghkiGIw0OBBQwwDgQIScA8TOogup4CAggA
MBQGCCqGSIb3DQMHBAgKqoTuZzoXsASCBMgOTEb24ENI14/gh3GpsE2C20CnJeid
ptDDIFdyOV4A+su30IWzInHrCuIhjR8+/p/NOWTA73x47R4T6+udws/ctHkvEbQj
gZ1ZzFWTed9HqidhcKxx0oM/w6/ubDv/opc6/r1IZiaKp6F09h0ibglGI9kjxkWQC
EQR8cM1U2yi0vagL8p0YdeujCrzBtorRp9BMIelCP1IMwItOEbAC4mmuedzs+86rl



xadK7gHBuWUJcO3SLXLCmX5yLSGteWcoaPZnIKO9UhLxpUSITKWLHr2VtE1ACMRC
RTPBXMLb70nMtPTqct158+Q/axtQCWUs8caHs3LvVfOnRG+War49/F8Ii8mgnNnb
M6ZTwT0Z1sn0f4ohVePrW/kkd1QavlbPa+0dzjZvs88CI1EXA]/XIegfSWifIAXqP
3d37VonXX7YRocJ4kzhkuE/SUDsulsMCOhbM81uZcWiBbDAT2jj1KgfoxubtnuFq
un4EJID73K9RWeA+7IVmEceRTBMyfD+ZwZHOBuUF1s+wZEmzYqw+cuc+I8XEFVOM18
P3ah28Nno0jXMk4MpfFJ1YMCmMq66x3j59ZtcVZx0GCOswOCKUOJ 1 FFQTEmmV{9,/C
65a96np7YCI8s6UNUWi5Zp/NrbN31HkPOwWt7+1DFGFit1lpTTGvOFchtLYWeB3Kj0
h/C/R7¢cigq6ZNCzwBrbztGV83jG115NSsTwKbTGiwCYwON8c09TXQb04 rMomFDAV8
aeflaBsjMgEUkz0ZKOU2ZgTxM11ine8pgNs/BhWBCYGSNmnWDJ7UmdkdqCpKIubpO
gtmFX/DtSu9]2yevfV+3/YCwnSRkr020TGs1jIkEM2wzTaAeEQfShQMCHQPHtc40pkcs12file. pfx 2 EEMERH #HPKCS121E %,

ELREFH K ERI=ETENES :

—ERAREHBEE. B subject=/0O=Cisco Systems/OU=TAC/CN=ftd3.example.com

subject=/0=Cisco Systems/OU=TAC/CN=ftd3.example.com
issuer=/0=Cisco Systems TAC/CN=VPN Root CA

MIIErTCCApWgAwIBAgIIa5PmhHEIRQUWDQYJKoZIhvcNAQELBQAwWMjEaMBgGA1UE
ChMRQ212zY28gU31zdGVtcyBUQUMxFDASBgNVBAMTC1ZQTiBSb290IENBMB4XDTIw
MDQxMzE2NDQWMFoXDTIXMDQxMzE2NDQwWMFowQTEWMBQGA1UEChMNQ212zY28gU31z
dGVtczEMMAOGA1UECXMDVEFDMRkwFwYDVQQDEXBmdGQzLmV4YW1wbGUUY29tMIIB
IjANBgkghkiGOwOBAQEFAAOCAQ8AMIIBCgKCAQEANGpzMjuf+HtRG5ZYF80V6V1s
SyF7XhRxjR180wUih5wBz6qNntQkd0JPog+CFqEXswTpel7ibPMtaTEVUEZzcBpGhb
myNz+A63gNgAkTvaFMZV,/RriwgCNktO8ULEbIX+f67TMMBhtfZ2dpapEP2wQ2DVgN
Bqotoz3/8CrZ0IcpzVqL6h0ziJFBgdiWIEYBoFUE1jmmsjI3qd39ib9+t6LhkS50
QpQDTgvIiD1bYpPiWKpS0g1lPZDnX8b740s0pVKVXTsujQqSgH1lva9BB6hK1ICoZa
HrP9Y0x09+MpVMH33R9VR13SOEF6kpZ6VEAGI4s6/IRvaM1zT1BcK10N/N2+mjwID
AQAB04G3MIGOMAKGA1UdEWQCMAAWHQYDVROOBBYEFMcvjLOXiSTzNAD] /ptNb/cd
zB8WMB8GA1UdIwQYMBaAFHekzDnhi40727mjLXuwCRVFgyguMAsGA1UdDwWQEAwWIF
oDAdBgNVHSUEFjAUBggrBgEFBQcDAQYIKwYBBQUHAWIWGWYDVRORBBQWE0IQZnRk
My5TeGFtcGx1LmNvbTAeBg1ghkgBhvhCAQOEERYPeGNhIGNTcnRpZm13jYXRTMAOG
CSqGSIb3DQEBCWUAA4ICAQC] jrMj ruGH5 fpcFND8qfuVUOhkszCwg201oMgMrvXn
gENKcXxxT27z6AHnQXeX3vhDcY3zs+FzFSoP5tRRPmy/413HAN+QEP2L9MQVDIPH
f50rQ/Ke5c16hM0J08daR7wNzvFkchicKCLRHOEVEOIOSPKsLYyGSSxGmh6QXfZcM
GX3jG9KrgTugp2UEqOUug9HPTpgsbuNcHW8xXgFp6IATOLrytwrLeMIh5V+Vh5pT1
yT19wo5VADoYKgN408D21TeJIj6KB7YnYFB5wMgPGR5h5wx1gNg/MFixwfMXM4T1
Rk3EOdSTENqzqg2ZwnqJ4HCoqar7AS1Q5Zub5NY4+QfEpt8UHfYszp/e1BA+TviUC
DXGBUTbad1nEfi5318G+/vZ16ykcmXe9hokKYxY8cg/U7170n/FbAmdYwRYgMAE4
RWfBpOvoNzn97cG+qzogo7j/0kTfYu309DzdU3uy+R8IIkBrerktrZR7w70fP610
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IAs86N5Zb18U14GfcIm0eXHbN+/0B31INhvWeyZfAbtgUlgstzvb2bc2GBoJI1XC
YRQ1ft1FxHpn4zMkjI2Px0yam/bROnOFoMCesHvvtcgcGjFIgZduZyBI9ulEZ2H5
uwNEJFO1VOGV+UBRigpjXEaUfJj4yMwaMYerZcZQVIfZ75+8SS5rfGfpMwTiT471
ng==

—{ERREBECAFEE., MM subject=/O=Cisco Systems TAC/CN=VPN Root CA , & LLi& it & 14
HEHTHR, HEHEZAEINFIHEEPNRZEEER :

subject=/0=Cisco Systems TAC/CN=VPN Root CA
issuer=/0=Cisco Systems TAC/CN=VPN Root CA

MIIFQzCCAyugAwIBAgIIQgRS/woJDigwDQYJIKoZIhvcNAQELBQAwWMjEaMBgGALUE
ChMRQ21zY28gU3T1zdGVtcyBUQUMxFDASBgNVBAMTC1ZQTiBSb290IENBMB4XDTIw
MDQWNTIzMTYwMFoXDTMwMDQWNTIzMTYwMFowMjEaMBgGA1IUEChMRQ21zY28gU31z
dGVtcyBUQUMxFDASBgNVBAMTC1ZQTiBSb290IENBMIICIjANBgkahkiGOwOBAQEF
AAOCAg8AMIICCgKCAgEAXhTBKiB1xzLg2Jr48h/2u84RcWahOTmPYCNGYZgOPvST
JOpKvAU5tz4z625YXx1nBtjSSEgzF+qETpSpTEhjW2NXIcTXxuNirfrmSIQfIwS1yT
PaFv7u+VhgyYbYsSxGAB/m6RWWpiNbg8SDoUACU7R/bvplRb8W6tXk/rsT1jc7L2
c/G5MeDLNmc /i /M1zuMjhjotCphsIPhvNII71cNj6K0pvg2yB/Md7PX0ZnLaz9pf
GgpjpHOzzKhdIMW/KII64IRpo8KVhpE5X2sFohjzot4u8/t20P846z/CXmTHQcgp
g5BgZMGaro015rcq0PjtkK9Tqg7q013VfOkMTsofMp+BulCiFDpawF/j8uSPuswEs
rzv]+8GbOY1WEHtohgNGjP00q8wnKQuOC47Ft1UMpdSwUsMMze0X43dyp/WoZtLW
4v/Pn/NibE3aoP0aMhIo4CdwSBHZ0OgVag4INgVsuFX1uPKD25Whr109LQ93P/sN3
FhoAh98HKOcuQ64Ua3AaShdzornD+G2J2pd1NflDah1z1skIMtTURSWdLjsHLKft
JqSOoLIs2stU8HutUZ4h6Lv2+da554zVijpRTQiYh/TyNexDsd1m6PH7mQj+iL8/9
c2gDhuich3cx11jINOLdB+/jQqkfzmx9ziB1PXnIshNRbfT1LLrNfdD0O9agqQsvsC
AWEAAaNdMFswDAYDVROTBAUwWAWEB /zAdBgNVHQ4EFgQUd6TMOeGLg7vbuaMte7A]
FUWDKC4wHwYDVROjBBgwFoAUd6TMOeGLg7vbuaMte7A] FUWDKC4wCwYDVROPBAQD
AgEGMAOGCSqGSIb3DQEBCWUAA4ICAQC6B+Y30batEZqvORQz1IMS600umCgNWGi8d
kcRDxkY2F+zw3pBFa54Sin10fRPIvZvLNIV50dXmvH5Tuh6KIDMVrLMWNiSgI7Tn
01pgKraokS2000STwQ7Q9Wk1xCrwxMfTuDJFMe80qabFAU55705PDXPtFEutn0xz
Ou8VMLBRy+gDc+0WARsjFj+0gU0c2Wj39gQ81G1yoPYgufWRnztN5rQxWzFLSsCNN
jnIesjQvOvF3nY7SH5QasPN25AydsGEODFgp7rZLN2BH7GI9rhi5hEn3BvIALZCQ6
p702FZ1y51xuzuA/wPnR89HiIkSF130MTpn0OI13d6d07s3bwyNja8JikYTCf11e5
2CSsz4Cn/BTwfWyAcLN3HxUjG4Ev2818fWWpkYmuxujpKDFFzFOskpKAKS53tNKPf
pn4+w5FyLo1800AydtPoKjYkDgbvG/SRPbt92mdTIF7E6]+08]60V3YL+IyrZ+ul
MYqPd450174cgHAMFICANdN3PYScrrGYHawfVxp+R+G4dTIWdMvthh3ftSOmkiKJI8
mINH7WYST1kYcTbcokZi0IcZa+VVv5U0LIt/hDOVG7xqZ01pMQKkYUBzg5LbGINm
8ypfThQ1lfaI5fQRxpxTIsmDvIrQzxBjuCyKn+23FkkUhFIt0OD989UUyp08HIvDoIr
yzm9J0pMrg==

————— END CERTIFICATE-----

—EFRFLER

MIIFDjBABgkghkiG9w0BBQOwMzAbBgkghkiGIwOBBQwwDgQIScA8TOogup4CAggA
MBQGCCqGSIb3DQMHBAgKqoTuZzoXsASCBMgOTEb24EN]14/gh3GpsE2C20CnJedid
ptDDIFdyOV4A+su30IWzTnHrCuIhjR8+/p/NOWTA73x47R4T6+udws /ctHkvEDbQ]
gZ3ZzFWTed9HqidhcKxx0oM/w6/uDv/opc6/r1IZiaKp6F09h0ibglGI9kjxkWQC
EQR8cM1U2yi0vagL8p0YdeujCrzBtorRp9BMIe1CP1IMwItOEbAC4mmuedzs+86rl
xadK7gHBuWUJ cO3SLXLCmX5yLSGteWcoaPZnIKO9UhLxpUSITKkWLHr2VtE1ACMRC
RTPBXMLb70nMtPTqct158+Q/axtQCWUs8caHs3LvVfOnRG+War49/F8I1i8mgnNnb



M6ZTwT0Z1sn0f4ohVePrW/kkd1QavlbPa+0dzjZvs88CI1EXA]/XIegfSWifIAXqP
3d37VonXX7YRocJ4kzhkuE/SUDsulsMCOhbM81uZcWiBbDAT2jj1KgfoxubtnuFq
un4EJID73K9RWeA+7IVmEceRTBMyfD+ZwZHOBuUF1s+wZEmzYqw+cuc+I8XEFVOM18
P3ah28Nno0jXMk4MpfFJ1YMCmMq66x3j59ZtcVZx0GCOswOCKUOJ i FFQTEmmV{9,/C
65a96np7YCI8s6UNUWi5Zp/NrbN31HkPOwWt7+1DFGFit1lpTTGvOFchtLYWeB3Kj0
h/C/R7¢cigq6ZNCzwBrbztGV83jG115NSsTwKbTGiwCYwON8c09TXQb04 rMomFDAV8
aeflaBsjMgEUkz0ZKOU2ZgTxM11ine8pgNs/BhWBCYGSNmnWDJ7UmdkdqCpKIubpO
gtmFX/DtSu9]2yevfV+3/YCwnSRkr020TGs1jIkEM2wzTaAeEQfShQMCHQPHtc40MiEE : RESWREME , MFODMAEZIMBENLETR.

EERLBEMBERNE , FENBNLZSRERIERF , REHTopenssiEET :

openss] rsa -in encrypted.key -out unencrypted.key
Enter pass phrase for encrypted.key: [private-key passphrase]
writing RSA key

- encrypted.key 2 EF MBI BVERNERE,
- unencrypted.key2 BERMBESHBNERNERE,

7R INZE K9 FA S8 AT LAFE /R-----BEGIN RSA PRIVATE KEY-----f] < &-----BEGIN ENCRYPTED
PRIVATE KEY----- , WL RBIFRR -


 fmsWOAyg————— END RSA PRIVATE KEY-----

—BAEE|MAME , ERTUA LEHBRLFERMER  IERIEAFDMAF (EALRRRZ
"FEEEM. —HRHNSR3 ) . ATLUEANHRINZEECARELRESRRLZEMECA,

ERAAFRE  BRAHEEEEEREE.
EFDMA R E R E N BF
1. BFAHK-BE, BEERCEERBNESE L  K%E—Tviewikil , MEF R,
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2. RESER{BENEMFMER , W TEAT.

View Internal Certificate

Mame
FTD=3=Manual
REPLACE CERTIFICATE
subpect Common Name
ftd3 example.com

Subject Organization

Cisco Systems

Subject Drganization Lnit

TAC

- o, [ - - . -
Issuer Camman M =]

VPN Root CA

|=suer Organization

Cisco Systems TAC

Valid Time Kange

Apr 13 164400 2020 GMT - Ape 13 16:448.00 2021 GMT



HECLIF MR ELRNES

B LAEFAFDMA Y CLIFR HIE S EIBSSHE AZIFTD , A& IE{Ta5 S show crypto ca certificates 2A
BEBERSCERIEE  WEAMT.

CISCo ! v Montordng Folicies Ohects

B A

> show crypto ca certificates

Certificate
Status: Available
Certificate Serial Number: 6b93e68471084505
Certificate Usage: General Purpose
PubTlic Key Type: RSA (2048 bits)
Signature Algorithm: SHA256 with RSA Encryption
Issuer Name:
cn=VPN Root CA
o=Cisco Systems TAC
Subject Name:
cn=ftd3.example.com
ou=TAC
o=Cisco Systems
Validity Date:
start date: 16:44:00 UTC Apr 13 2020
end date: 16:44:00 UTC Apr 13 2021
Storage: config
Associated Trustpoints: FTD-3-Manual



EE . BHREEREBECLIFAEANyConnectERE—EEAKTEET. SETHNCARE
rEERBRANSHE,

vad gz

REFRANEF AT AR L EREE 1T SR MR,

AT

BAESSLBERRE KK | JLUBIBSSHEFFTDE |, P ETCLISIT{ESE : debug crypto ca 14
HEFTDRNEMAF , LTHEAZTA , EZARNBEER

A & ca 255

debug crypto ca message 255



debug crypto ca transaction 255

¥ REE
B AASAE HHIPKCS12
ERE SR ®0penSSLHAE HHASA PKCS12FR RN & A EMALRE , LG WML T RavEE

5

openss1 pkcsl2 -info -in asaexportedpkcsl2.pl?2
6870300:error:0D0680A8:asnl encoding routines:ASN1_CHECK_TLEN:wrong tag:tasn_dec.c:1220:
6870300:error:0D07803A:asnl encoding routines:ASN1_ITEM_EX_D2I:nested asnl error:tasn_dec.c:386:Type=PK

RTEREEE , BEETKpkes12iEREBIMBDERKER :

openss1 enc -base64 -d -in asaexportedpkcsl2.pl2 -out converted.pfx

FTERMRER , TRBAERNHEE SN "HPKCS12ERT RS HRENLB ) BoPNIR
BRIE, LEAFHES MR,



BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH
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SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



