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Domain Controller

1.The client requests an authentication Ticket Granting Ticket (TGT).

4.The client stores the TGT and requests a new one upon expiration.
5.To access a resource, the client sends the TGT to the Ticket
Granting Service (TGS) with the resource's Service Principal Name
(SPN).

7.The TGS sends a session key for the service to the client.

8.The client forwards the session key to the service for access.
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Kerberos authentication flow

(1) www.google.com

(2) HTTP 407: Authenticate with Kerberos

|_(3) Grant us a service licket for HTTP/wsa.domain.com

(5) Service ticket to access WSA

YSiork yoROnuN (6) Forward Service ticket to WSA |
SPN found i (7) Decryption
successful and

authentication success

(8) Policy match and
allow transaction

(9) HTTP 200 OK
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https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/218441-configure-firewall-for-secure-web-applia.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/218441-configure-firewall-for-secure-web-applia.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/218441-configure-firewall-for-secure-web-applia.html
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= Adrministrator: Command Prompt -|0

2 wllserssAdninistrator. DEZAAIN>setspn ~g https/proxyvha. localdomain
cking domain DE=adZ@1lZ2main lli. scanbadinte
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Administrator: Command Prompt
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= Administrator: Command Prompt

yiNUsersN\Administrator . DC2ZMAIN>setspn —x

checking domain DC=ad2812main.DC=sambad4integration
Processing entry B

ound 8 group of duplicate SPNs.
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= Administrator: Command Prompt

CivllserssAdninistrator.DCZHAIN>setspn 1 podi2i4-wsaB7?
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http://dding parameter to the accesslgos : https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html

. RGULETRIE S BT MEEEE. Effi2INetwork > Authentication , A #ETest Current
SettingsZB 7 FiZ— T BB A, #&Z— T Start Test,
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—EE BWERERREWebiER K& B , H¥E "Server not found in Kerberos database. ( £
KerberosE B EH KT E|FARES ) :

curl -vx proxyha.local:3128 --proxy-negotiate -u: http://www.cisco.com/
* About to connect() to proxy proxyha.localdomain port 3128 (#0)

* Connected to proxyha.local (10.8.96.30) port 3128 (#0)

< HTTP/1.1 407 Proxy Authentication Required

< Via: 1.1 podl234-wsa02.Tocal:80 (Cisco-SWA/10.1.2-003)

< Content-Type: text/html

gss_init_sec_context() failed: : Server not found in Kerberos database
< Proxy-Authenticate: Negotiate

< Connection: close

* HTTP/1.1 proxy connection set close!
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