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Cisco IOS®#: B R
show crypto isakmp sa
show crypto ipsec sa
show crypto engine connection active
debug crypto isakmp
debug crypto ipsec
$HERH B Rl
EEREXK
QM FSM#aER
ZS 3l 3th 31 SERY
REXXXXHIKEHERBIBESMBEFEXTIER
F R TR K ¥ S5 18 1 2K B
T EREBER
T EEEES
RGHEERBERSEH
B EEE X XXX
|PsecE ¥ EHISPIFEM
IPSEC(initialize_sas): A EEIDEM
EXREHRS LITHRE
T2 {4 B 5 2 05 B B SR R S DAL
HMAC B 3% 2 B
RIGHERIEER
K EIFTE IPSec SA BB AT A EZ
B N2/ fif 2§ ER
B ESP 5k , AT BWEISERAS
EFE 7600 RPIKMEF FE T VPN BB S
PIXEAE
show crypto isakmp sa
show crypto ipsec sa
debug crypto isakmp
debug crypto ipsec
E AN FVPNE FinEE

L EVPNRRE 2 A FH8 - D EIEE
%me IVPNE F i 6 58




BEEVE  ARETSA . EFEPIXEEANMAEAZEPIng
FERRE  FRESELBEHBRARK . HEEE
BERRE FELERSLEE . FRER CAMTURE
iR sysoptin &

Ba 5% 17 Bin 75 B8 (ACL)

HHEEEF

bl
AN REN 4B A Y Cisco 10S®#iB FPIX/ASA L i IPsech B T HEH KRN B ARG S,
ERER

EZ2RRERNL2LAEmAEIPsec VPNBIEHEBRER G R , BBERE RMIPsec VPNREIERRIRS
gEEl’Jﬁaﬂc

CEERERSBRNAE  ATNENARERIBYREIMIM BN ERSLSR.
BERMF

R

FERBHRECREIPsec, ARFMER , 52 H|PSecti®8/IKEH TE .

BRA T

ANHHNEARBRBRBEERETREANEENEL. Iﬂlﬂﬁﬁ INAMAREEREBER (BR
) BAEREREE) ., MREHEEREFT , FEARECEAEAESTRERNIZE,

AN HANEFARRBIATERMBERRRA

. Cisco |IOS®¥ M IPsecIhrEsE, 56i — FR/RE — Data Encryption Standard (DES) FRE(FE Cisco
IOS®EBIRA11.2REGMRA L), k2 — FKR=EDESIIEE(TECisco IOSPEBEMA12.0%E
ERA L), Cisco 2600FR 5| & ESMRAREM=EDES,

- PIX-V5.0 L LA , FE—EHX =% DES REELB T RERA,

"o

MEBXHESNFRER , FSEIBREMETEN.

Cisco IOSREIMFH

AE PR EFENHECisco IOS®E fdebugin©. BRAFFMHENR , 552 BIPSectf F/IKEWH E .

show crypto isakmp sa


https://www.cisco.com/c/zh_tw/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/zh_tw/tech/security-vpn/ipsec-negotiation-ike-protocols/index.html
https://www.cisco.com/c/zh_tw/tech/security-vpn/ipsec-negotiation-ike-protocols/index.html

Jttﬁﬂ"'%gtﬁ/j'_\ Internet Security Association Management Protocol (ISAKMP) Security Associations (SAS) EE@ZFQ

BE,
dst src state conn-id sl ot
10.1.0.2 10.1.0.1 QWIDLE 1 0

show crypto ipsec sa

W PHERHEE o BBENIPsec SA, MEZEMBEEZEIE10.1.0.17010.1.0.22 8 , BAREE

10.1.0.0M110.1.1.02 B RE,

YRA] LA E BIME Encapsulating Security Payload (ESP) SABE AL H L, HAKREAH SA , Btk FEH

B ERFEIREE(AH),

Lt E R show crypto ipsec sa .

interface: FastEthernetO

Crypto map tag: test, local addr.
| ocal ident (addr/mask/prot/port):
renote ident (addr/nmask/prot/port):
current _peer: 10.1.0.2

PERM T, flags={origin_is_acl,}
#pkts encaps: 7767918, #pkts encrypt:
#pkts decaps: 7760382, #pkts decrypt:

10.1.0.1

7767918,
7760382,

(10.1.0.0/255.255.255.0/0/0)
(10.1.1.0/255.255.255.0/0/0)

#ipkts digest 7767918
#ipkts verify 7760382

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. failed: O,

#pkts deconpress failed: 0, #send errors 1, #recv errors O
local crypto endpt.: 10.1.0.1, remote crypto endpt.: 10.1.0.2
path mtu 1500, nedia ntu 1500
current outbound spi: 3D3
i nbound esp sas:

spi: Ox136A010F(325714191)
transform esp-3des esp-md5-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 3442, flow_.id: 1443, crypto nmap: test
sa timng: remaining key lifetime (k/sec): (4608000/52)
IV size: 8 bytes
repl ay detection support: Y
i nbound ah sas:
i nbound pcp sas:
i nbound pcp sas:
out bound esp sas:
spi: 0x3D3(979)

transform esp-3des esp-md5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 3443, flow_.id: 1444, crypto map: test

sa timng: remaining key lifetime (k/sec): (4608000/52)

IV size: 8 bytes

repl ay detection support: Y
out bound ah sas:
out bound pcp sas:

show crypto engine connection active

It 85 = BRI M Y B B R 2 SATIEIERYRE R

A AL 2B ER security Associations (SAs) =B @K , SESARER—
BEAN),

BRENRE (NEBER/EEH  BE



debug crypto isakmp

b E H B8R debug crypto isakmp o

processi ng SA payl oad. nessage ID =0
Checki ng | SAKMP transform against priority 1 policy
encrypti on DES- CBC

hash SHA
default group 2
auth pre-share
life type in seconds
life duration (basic) of 240
atts are acceptable. Next payload is O
processi ng KE payl oad. nessage ID = 0
processi ng NONCE payl oad. message ID = 0
processing | D payl oad. nessage ID =0
SKEYI D st ate generated
processi ng HASH payl oad. nmessage ID =0
SA has been aut henti cated
processi ng SA payl oad. nessage | D = 800032287

debug crypto ipsec

i RIPsechRBim B HRM B Z,  Src_proxy M dest_proxy =& FimT#,
Z sacreated BEAF OB —EER., (MEHITESPHMAH , BIEBERUFEER, )

thﬁftﬂgaﬂ'_\ debug crypto ipsec ?E"%o

Checki ng | PSec proposal 1transform 1, ESP_DES
attributes in transform
encaps is 1
SAlife type in seconds
SA life duration (basic) of 3600
SAlife type in kil obytes
SAlife duration (VPI) of 0xO 0x46 0x50 0xO
HVAC al gorithmis SHA
atts are acceptable.
Invalid attribute combinations between peers will show up as "atts
not acceptable".
| PSEC(val i dat e_proposal _request): proposal part #2,
(key eng. msg.) dest= 10.1.0.2, src=10.1.0.1,
dest _proxy= 10.1.1.0/0.0.0.0/0/0,
src_proxy= 10.1.0.0/0.0.0.16/0/0,
protocol = ESP, transfornm esp-des esp-sha-hmac
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= Ox4
| PSEC(key_engi ne): got a queue event...
| PSEC(spi _response): getting spi 203563166 for SA
from10.1.0.2 to 10.1.0.1 for prot 2
| PSEC(spi _response): getting spi 194838793 for SA
from10.1.0.2 to 10.1.0.1 for prot 3
| PSEC(key_engi ne): got a queue event...
I PSEC(initialize_sas): ,

(key eng. msg.) dest= 10.1.0.2, Src=10.1.0.1,
dest_proxy= 10.1.1.0/255.255.255.0/0/0,
src_proxy= 10.1.0.0/255.255.255.0/0/0,
protocol = ESP, transforme esp-des esp-sha-hmac
|'i fedur= 3600s and 4608000kb,



spi = 0xC22209E(203563166), conn_id= 3,
keysi ze=0, flags= 0x4
IPSEC(initialize_sas): ,

(key eng. msg.) src=10.1.0.2, dest= 10.1.0.1,
src_proxy= 10.1.1.0/255.255.255.0/0/0,
dest_proxy= 10.1.0.0/255.255.255.0/0/0,
protocol = ESP, transforme esp-des esp-sha-hmac
|'i fedur= 3600s and 4608000kb,
spi = OxDEDOAB4(233638580), conn_id= 6,

keysi ze= 0, flags= 0x4

| PSEC(create_sa): sa created,

(sa) sa_dest= 10.1.0.2, sa_prot= 50,

sa_spi = 0xB9D0109(194838793),

sa_trans= esp-des esp-sha-hmac , sa_conn_id= 5
| PSEC(create_sa): sa created,

(sa) sa_dest= 10.1.0.2, sa_prot= 50,

sa_spi = OxDEDOAB4(233638580),

sa_trans= esp-des esp-sha-hmac , sa_conn_id= 6

iEEOH B R

LU $EERA 6 R EB T 5l debugis T EEM

« debug crypto ipsec
- debug crypto isakmp
- debug crypt engine

BEERERY
L& B R Replay Check Failed $HER :

YCRYPTO 4- PKT_REPLAY_ERR: decrypt: replay check failed connection id=#.

IERERATEERRERTENEF ( AHRFELITIRER ) , SR ECisco IOS®REEMN AH
Hef@ N EHEUREHT 2HIBETEERH.

Eﬂﬁg?ﬁ‘é J'/Uiﬁyii Eﬁn’io E reply check FT:I_:J'/{T %;RT;JFEE\/'J_‘ transform-set esp-md5-hmac E,Eﬁﬁﬁo %'-
EREUFERAE |, 5BEH esp-mds-hmac ¥ B{EZH TN,

2B Ciscoft 32IDCSCdp19680 (EREIMEF),

QM FSMEERR
PIXBS K fERASA L KBk B IPsec LoL VPNRSIE , 3 FERQM FSMEEEEH S,

—ﬂEIEIﬁ'éE’\JJE%ﬁiE%ﬁ ) 1’§|JZZEIE".%“>U’E§\ Access Control List (ACL), Eﬁbu%‘%ACLﬂ% , ﬁiﬁﬁ%ﬂZ:EEE

o

REMERELNERE , WRARIMBACLIEE,
S—ETUENRRRERESI BT, MERMIKHNVPNREBREAEET2EE I HHE —EinE

o

s it 3 it S


https://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdp19680
https://tools.cisco.com/RPF/register/register.do

T & H B RERRE R R

| PSEC(val i date_proposal ): invalid |local address 10.2.0.2
| SAKMP (0:3): atts not acceptable. Next payload is O
I SAKMP (0:3): SA not acceptable!

LERRASBERUTMER REE— -

- H crypto map map-name local-address interface-id u*h%%%ﬁ%ﬂﬂﬁmﬁﬁﬁ}% EER bt ) %Iﬁgﬁ%m
BSF SR ER M o E BAZRE
- Crypto map FERABISERNNESIBRETER, BREREARFREMEHREANERNTE

EEXXXXHIKEEERERBREMEREIKIFER

MRHERENFAHLASRATE , SRR Itdebugiiii,. EFRIEE A FREMRNELA
g

1dOOH: %CRPTO 4- | KMP_BAD_MESSAGE: | KE nessage from 198.51.100.1 failed its
sanity check or is nalforned

FRNEERBEE KK
BATR R Main Mode $5ER7H B0 183X AU 5k BU3R B W Ui Y PR B 1 SR BE S TEL

1d00h: | SAKMP (0:1): atts are not acceptable. Next payload is O

1d00h: |1 SAKMP (0:1); no offers accepted!

1d00h: | SAKMP (0:1): SA not acceptabl e!

1d00h: Y%CRYPTO- 6- | KMP_MODE_FAI LURE: Processing of Main Mdde failed with
peer at 198.51.100.1

show crypto isakmp sa@n & B /RISAKMP SAZ A mm_No_STATEJEtH R REEN B KK,
dst src state conn-id sl ot

10.1.1.2 10.1.1.1 MM_NO_STATE 1

REMBRIKBESEHEEL jﬂEﬁ’cFﬁ“ﬁ‘Eﬁ%‘BEﬁEo

Encryption DES or 3DES

Hash MD5 or SHA

Diffie-Hellman Group 1 or 2

Aut hentication {rsa-sig | rsa-encr | pre-share

FXENEFR

MR IPsecHREMNBABEFTE , AIEARPEERLHER.

1d00h: | PSec(validate_transform proposal): proxy identities not supported
1d00h: | SAKMP: | PSec policy invalidated proposal
1d00h: | SAKMP (0:2): SA not acceptabl e!

BEBSFELNSBABTETENERR (MBRERFETY ) . RHIRHATE—H,

Peer A



access-list 150 pernit ip 172.21.113.0 0.0.0.255 172.21.114.0 0.0.0. 255
access-list 150 permit ip host 10.2.0.8 host 172.21.114.123

Peer B

access-list 150 pernmit ip 172.21.114.0 0.0.0.255 172.21.113.0 0.0.0. 255
access-list 150 permit ip host 172.21.114.123 host 10.2.0.8

FXERRES

WMRMEE2(IPsec) EMin# A TE , AR RIES . MREREFTHEFTHER , KFERLEE
/RO

(aif
]
it

1d00h: 1 PSec (validate_proposal): transform proposal

(port 3, trans 2, hmac_alg 2) not supported
1d00h: | SAKMP (0:2) : atts not acceptable. Next payload is 0
1d00h: | SAKMP (0:2) SA not acceptable

REBRER A HEWIRITE

crypto i psec transformset transformset-name transforml
[transfornmR [transfornB]]

? ah- md5- hnac

ah-sha- hrmac

esp-des

esp-des and esp- nd5- hmac

esp-des and esp-sha- hmac

esp- 3des and esp- nd5- hnmac

esp- 3des and esp-sha- hnmac

conp-1| zs

RS ERRERLN

ASRKRRIEHR LRENHSUUFERNCEE, REWSFR MU ERERUREE T LAREX
b3k,

N N) ) ) ) ) Y

1d00h: | SAKMP: No cert, and no keys (public or pre-shared) with
renote peer 198.51.100. 2

RABHEHHEX XXX

Jttﬁﬂs,u\;\ /p\ﬁﬁgﬁ VPN 3000 Concentrator ﬁ%i‘i)ﬁE\ Message: No proposal chosen(l4).E%ki§%§%I%
S
x )

BRHERECE TN IPseciRBIEF AR AR ENRBEFEBFELE , BFEHESFRITHE,

SHEBENMREN  HPESEREXRNWER, EEFELEE , FELERRIHHRER
R R BB ESE — 17,

ERAREM RS E EHMER.

20: 44: 44: |1 PSEC(val i date_proposal _request): proposal part #1,
(key eng. nsg.) dest= 192.0.2.15, src=198.51. 100. 6,
dest _proxy= 10. 0. 0. 76/ 255. 255. 255. 255/ 0/ 0 (type=1),
src_proxy= 198.51. 100. 23/ 255. 255. 255. 255/ 0/ 0 (type=1),
protocol = ESP, transfornr esp-3des esp-nd5-hmac ,
i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4



20: 44: 44: | PSEC(val i date_transform proposal):
peer address 198.51.100.6 not found

IPsecE BRSPS
LU 8 R 42285 B 851

%P1 X| ASA- 4- 402101: decaps: recd | PSEC packet has
invalid spi for destaddr=dest_address, prot=protocol, spi=nunber

H&E‘JE’JIPsecﬁﬂ@hE Security Parameters Index (SPI) ‘T:I_: Security Associations Database (SADB). JEEJ%\E%E%

HT'%/R E.TE .

. FESRIMITHZER security Sssociations (SAs) TEIPsec¥i & a5 2
- R SAEHWIE R
- IPsecHHERBEENER TR ER

iEATRER W E,

EMARE - HERTBERERASATHRER. MRRABIKHBREUINVER  MEHSER
A AR ERTE

HR, MRABELHRNESEER T RENEE BN ERIBHEZHERNEES,

"

g'lll,

=E
B

IPSEC(initialize_sas): S B IDEM

%i—""& 21:57:57: IPSEC(initialize_sas): invalid proxy IDs ééa_ﬂl&il]E’Mﬂﬂ%%ﬁ%ﬁﬁ*ﬂ%%ﬁ%ﬁmﬁﬂ’gﬁiﬂf“j—e%ﬁ%
TS

ERBAMEMEY , FFREdebugiE THIEIH

EREEERMdebug@ S8 | access-list 103 permit ip 10.1.1.0 0.0.0.255 10.1.0.0 0.0.255F
T

PHREBFE-—mEEBRBEN , Z-REEMBEN.

}

21:57:57: | PSEC(val i date_proposal _request): proposal part #1,
(key eng. msg.) dest= 192.0.2.1, src=192.0.2. 2,
dest _proxy= 10.1.1.1/255.255.255.0/0/0 (type=4),
src_proxy= 10. 2. 0. 1/ 255. 255. 255. 0/ 0/ 0 (type=4)

BHEWMS LEERE
JERTISAKMP SR T ILE, B K%/ E R R SRR

RAHRRANER R TR

W0 REC B A ISAKMP R i LR i ¥ S RE 1R SRRV SRS T IR |, BR A 288 B S AR B8 65535,
MRBMERTEE , AISAKMPHH 7 & Mo

EFH %H&EIJ Hash algorithm offered does not match policy! = Encryption algorithm offered does not match

policy! Eﬁﬂﬂ%‘%tﬂ’ﬂﬁ‘éiﬁi‘é%\o



=Rout er A=

3d01lh: | SAKMP (0:1): processing SA payl oad. nmessage ID =0

3d01lh: | SAKMP (0:1): found peer pre-shared key matched 203.0.113. 22
| SAKMP (0:1): Checking ISAKMP transform 1 against priority 1 policy

| SAKMP: encrypti on 3DES- CBC

| SAKMP: hash MD5

| SAKMP: default group 1

| SAKMP: auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0Ox0 Ox1 0x51 0x80

| SAKMP (0:1): Hash algorithm offered does not match policy!
| SAKMP (0:1): atts are not acceptable. Next payload is 0

=Rout er B=

| SAKMP (0:1): Checking ISAKMP transform 1 against priority 65535 policy
| SAKMP: encrypti on 3DES- CBC

| SAKMP: hash MD5

| SAKMP: default group 1

| SAKMP: auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0Ox0 Ox1 0x51 0x80

| SAKMP (0:1): Encryption algorithm offered does not match policy!
| SAKMP (0:1): atts are not acceptable. Next payload is 0

| SAKMP (0:1): no offers accepted!

| SAKMP (0:1): phase 1 SA not acceptable!

HMACER BB &< X

S B0 SR Ak BLF , #& ¥R L8R RRE B Hash Message Authentication Code EIPsecERlE L, EBERLETE
HaUEMs B,

Sep 22 11:02:39 203.0.113.16 2435:

Sep 22 11:02: 39: %MOTCR-1-ERROR:motcr_crypto_callback() motcr return failure

Sep 22 11:02:39 203.0.113.16 2436:

Sep 22 11:02: 39: %MOTCR-1-PKTENGRET ERROR: MOTCR PktEng Return Value = 0x20000,
PktEngReturn_MACMiscompare

ZZEI%EEEEEIJJH:%“;%}‘ B, ALUEEZE, BER K MREERLURUEE A RFEREERITE
EH SR, 15 WALE F A MR IR,

EinH S e H R
EEMETIER  BILERNE. RREMEHSE IRECRNERE,
REIBYFTA IPSec SA MR TS

MBAMELE BRI E 2 BB IPSec BUTE , REETEUHEBEAL,
RATHREEME , FEHRESETARNSE , AMEBFLRHET VPN,
BaMBZ/MBER

U8R EBEARMNE -



HW VPN 1- HPRXERR: Virtual Private Network (VPN) Mdul e0/2: Packet Encryption/Decryption
error, status=4615

LERRRE R ATRERARUATRRE 2 — -

DR — oBRNMEENERERXRY  EFRHEERIRENSZIBRERRER TEIX
EIVPN+F,
MREERNERN T ZIRE T EANREIRERNT , MERERIRENTHESPHAHT 53R
R, BEEMIIEVPNFE , HFFERSURERRE S

EEEMAHSESPFIIFREER ( 7 EIR4615H4612 ) , EREURREERAN R E,

- BRFAVREURE — 5 —ERREBREERIFEANERLR , EREIEHMIRIKE BRE , 5 —1@
TREVER K Y B B 2 S HER TR,
B e e

1. BAPASDESE A& F NEME BN & HERE | ﬁséﬁmESP DES/3DES., EER LR/
BB ERRE XML HRERER (BE ) IPsecREMBN ESTEHER %HW_VPN-1-
HPRXERR: Hardware VPNO/2: Packet Encryption/Decryption error, status=4615.

2. BARLEMRRERRHN —ERFRG LR EKE Maximum Transmission Unit (MTU) NA14001Z TTAERY
AERK N WAL TR ARBEARNZAEREML(MTU)KNRERDR1400 T

ip tcp adjust-mss 1300
3. ZEAAIMT,
4. %ﬁﬂrﬁ%m%ﬁﬂﬁtE’JTkl_/CEFscmo EEBRRERM  FENEHABEX TERUTGS

no i p route-cache

B ESP FSIRE , AT IRBITERAR
MU HATR R H 01 -

%C1700_EM 1- ERROR packet-rx error: ESP sequence fail

ERIERASBERTFELE TR — :

- A QoS MHIFRERER , BN 2R RIZIEFEE IPsec NEH .
- HRPBARELNERSENIF , BERARZERDIPsecER BIEFERL
- WERY IPsec HEBE SR , FEEREREZETER.

B FEE HE

1. ENERRHIBF NP AR LFH IPSec MER QoS.
2. ENEZEEHER LA IPsec LD B

Rout er (confi g-if) #crypto ipsec fragmentation before-encryption

3. & MTU EXATEER 7 BRI K,

Router(config)#lnterface type [slot_#/]lport_#

Router (config-if)#ip mtu MTU size_ in bytes

4. #Cisco IOS®MR & Tk A% R 5 & 1 7] VR ER B



MBI TSRS EHMTUANREER , BIEZNE LK AT ERE A S BIRE,
SHEEEE AR RN TR RS .
7 7600 R HET LT VPN EERREHER

WMREERTE 7600 RIFEMRLEY VPN BE , BEgWRIEAIFR

||||
|| I
ﬂm

crypto_engi ne_sel ect _crypto_engine: can't handl e any nore

HRA 7600 RYEHB[FAZEREMNDS , Rt HIRERIEEALR, 7600 RYEBHBEIFAZIERS
IPsec SPA TEEEHY IPsec BERLEEF. RE 7600 BAHAZFHH IPSEC-SPA +x# VPN,

PIXFH

show crypto isakmp sa

W PERNEERE CEBENISAKMP SA,

dst src state conn-id sl ot
10.1.0.2 10.1.0.1 QM I DLE 1

TEshow crypto isakmp i i/ |, iR7EE %’E&ﬁ%ﬁ%om Lo WIRARFEBmm kev Excr , IR TEENTE
HASHBTERE, o E S PR,

Pl X(confi g) #show crypto isakmp sa

Tot al D2
Enbryonic : 1
dst src state pendi ng created
192. 168. 254. 250 10.177. 243. 187 MM_KEY_EXCH 0 0

ELREERNIPHRALAESWMET | ALY IELLREE,

show crypto ipsec sa

L S ETREEE BB ENIPsec SA. £10.1.0.17110.1.0.2 2B A4#8%10.1.0.0110.1.1.02E 8
REBENZPRE,

BAINEREANE L AENTEESP SA. HREZEAH SA |, FitLREAAH.

/T_\ﬁu show crypto ipsec sa ﬁ%%ﬁéa'_\ﬁlttiﬁﬂﬂ EF o

interface: outside
Crypto map tag: vpn, local addr. 10.1.0.1
| ocal ident (addr/mask/prot/port): (10.1.0.0/255.255.255.0/0/0)
renote ident (addr/nmask/prot/port): (10.1.0.2/255.255.255.255/0/0)
current _peer: 10.2.1.1
dynamic allocated peer ip: 10.1.0.2
PERM T, flags={}
#ipkts encaps: 345, #pkts encrypt: 345, #pkts digest O
#ipkt s decaps: 366, #pkts decrypt: 366, #pkts verify O



#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. failed: O,

#pkts deconpress failed: 0, #send errors 0, #recv errors O
| ocal crypto endpt.: 10.1.0.1, renote crypto endpt.: 10.1.0.2
path mu 1500, ipsec overhead 56, nmedia nmtu 1500
current outbound spi: 9a4d6ecae
i nbound esp sas:
spi: 0x50b98b5(84646069)

transform esp-3des esp-nd5-hnmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 1, crypto map: vpn
sa timng: remaining key lifetime (k/sec): (460800/21)
1V size: 8 bytes
repl ay detection support: Y
i nbound ah sas:

i nbound pcp sas:

out bound esp sas:
spi: 0Ox9a46ecae(2588339374)

transform esp-3des esp-nd5-hnmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2, crypto map: vpn
sa timng: remaining key lifetime (k/sec): (460800/21)
1V size: 8 bytes
repl ay detection support: Y

out bound ah sas:

debug crypto isakmp

TR RERIPsecERNARAEN , YR RARWIRHN FHEEMRIEBHE —HEBM.

EZRERITE (EXFHAIDESTMIEDES ) , Secure Hash Algorithm (SHA) = AJ1EZ M , WHEREE
ISAKMP SA,

WtE St R B AP L (10.32.8.1) W EE Fin, BEISAKMP SA% , €™ IPsec/B
MW RHRBTES,

REPIXEREIPsec SA , I NEIFTR. MtEHER debug crypto isakmp 3B,

crypto_i saknp_process_bl ock: src 10.1.0.1, dest 10.1.0.2

OAK_AG exchange

| SAKMP (0): processing SA payload. nessage ID = 0

| SAKMP (0): Checking | SAKMP transform 1 against priority 1 policy

| SAKMP: encrypti on DES- CBC
| SAKMP: hash MD5

| SAKMP: default group 1

| SAKMP: auth pre-share

| SAKMP (0): atts are not acceptable. Next payload is 3
| SAKMP (0): Checking | SAKMP transform 3 against priority 1 policy

| SAKMP: encrypti on 3DES- CBC
| SAKMP: hash SHA

| SAKMP: default group 1

| SAKMP: auth pre-share

| SAKMP (0): atts are acceptable. Next payload is 3

| SAKMP (0): processing KE payl oad. nessage ID = 0

| SAKMP: Created a peer node for 10.1.0.2

OQAK_QM exchange

| SAKMP (0:0): Need config/address

| SAKMP (0:0): initiating peer config to 10.1.0.2. ID = 2607270170 (0x9b67c91la)



return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 10.1.0.2, dest 10.1.0.1

| SAKMP_TRANSACTI ON exchange

| SAKMP (0:0): processing transaction payl oad from 10. 1. 0. 2.
nmessage | D = 2156506360

| SAKMP:  Config payl oad CFG_ACK

| SAKMP (0:0): peer accepted the address!

| SAKMP (0:0): processing saved QM

oakl ey_process_qui ck_node:

OAK_QM I DLE

| SAKMP (0): processing SA payl oad. nessage | D = 818324052

| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_DES

| SAKMP: attributes in transform

| SAKMP: aut henticator is HVAC MD5

| SAKMP: encaps is 1

| PSEC(val i dat e_proposal ): transform proposal
(prot 3, trans 2, hrmac_alg 1) not supported

| SAKMP (0): atts not acceptable. Next payload is O

| SAKMP : Checking | PSec proposal 2

| SAKMP: transform 1, ESP_3DES

| SAKMP: attributes in transform

| SAKMP: aut henticator i s HVAC MD5

| SAKMP: encaps is 1

| SAKMP (0): atts are acceptable.

I SAKMP (0): processi ng NONCE payl oad. nmessage | D = 818324052

| SAKMP (0): processing |ID payl oad. nessage ID = 81

| SAKMP (0): ID_IPV4A_ADDR src 10.32.8.1 prot 0 port O

| SAKMP (0): processing |ID payl oad. nessage ID = 81

| SAKMP (0): ID_| PV4_ADDR dst 10.1.0.1 prot O port O

I NI TI AL_CONTACTI PSEC( key_engi ne): got a queue event...

debug crypto ipsec

a5 B RABIPseciE iR debugE .

| PSEC(key_engi ne): got a queue event...
| PSEC(spi _response): getting spi 0xd532ef bd(3576885181) for SA
from 10.1.0.2 to 10.1.0.1 for prot 3
return status is | KMP_NO ERROR
crypto_i saknmp_process_bl ock: src 10.1.0.2, dest 10.1.0.1
OAK_QM exchange
oakl ey_process_qui ck_node:
OAK_QM AUTH_AWAI T
| SAKMP (0): Creating IPSec SAs
inbound SA from 10.1.0.2 to 10.1.0.1
(proxy 10.32.8.1 to 10.1.0.1.)
has spi 3576885181 and conn_id 2 and flags 4
outbound SA from 10.1.0.1 to 10.1.0.2
(proxy 10.1.0.1 to 10.32.8.1)
has spi 2749108168 and conn_id 1 and flags 4IPSEC (key engine):
got a queue event...
IPSEC(initialize_sas):@ |,
(key eng. msg.) dest= 10.1.0.1, src=10.1.0. 2,
dest _proxy= 10.1.0.1/0.0.0.0/0/0 (type=1),
src_proxy= 10.32.8.1/0.0.0.0/0/0 (type=1),
protocol = ESP, transfornm= esp-3des esp-nd5-hmac ,
|'i fedur= 0s and Okb,
spi = 0xd532ef bd(3576885181), conn_id= 2, keysize= 0, flags= 0x4
| PSEC( initialize_sas):@ ,
(key eng. msg.) src=10.1.0.1, dest= 10.1.0. 2,
src_proxy= 10.1.0.1/0.0.0.0/0/0 (type=1),



dest _proxy= 10.32.8.1/0.0.0.0/0/0 (type=1),

protocol = ESP, transfornm= esp-3des esp-nd5-hmac ,

|'i fedur= 0s and Okb,

spi = 0xa3dcOf c8(2749108168), conn_id= 1, keysize= 0, flags= 0x4
return status is | KMP_NO ERROR

¥ R HBBVPNE FirEE

FEDRAVPNRIE 2 718 - o EIEE
L3k R A E W R BIR A M AR VPNERRA 7 5

ﬁ split tunnel ﬁ%gﬁi crypto isakmp client configuration group hw-client-groupname 1:5'%0

LJL:ntF Cisco VPN Client EFHE%EE%EJJ'F'?TEVPN@ EFE’JEﬂﬂ-T—%ﬁo
ERMTEXEIPsecERNREM, PRIETE192.0.2.1818% LK.

AIMNBHREFREARTE access list 150 5 , Minternet,

1
crypto isakmp client configuration group hw-client-groupname
key hw-client-password
dns 192.0.2.20 198.51.100.21
wins 192.0.2.22 192.0.2.23
domai n ci sco.com
pool dynpool
acl 150
!
!
access-list 150 permit ip 192.0.2.18 0.0.0.127 any
1

FRPIXEVPNEFigEE

RPN EBENBEVPNE FiR3 xH BB TAPIXELE BIPseckr BRI E REE, PIXWEERHG
EEAB.XH&O

BEEVE , REATERD : MEEPIXEBEAEREAZEPIng
ERHEEMAMEANE REE, RPIXESNRARTERERERDE —FHRNBEENERH,
A ANEREZEERREPIXWEE , LEATFiniti Pt

1t R — @Rl

l--- Address of PIX inside interface.

ip address inside 10.1.1.1 255.255. 255. 240

l--- Route to the networks that are on the inside segnent. !--- The next hop is the router on

t he inside.

route inside 172.16.0.0 255.255.0.0 10.1.1.2 1



I--- Pool of addresses defined on PIX fromwhich it assigns !--- addresses to the VPN dient
for the | Psec session.

ip local pool mypool 10.1.2.1-10.1.2.254

l--- On the internal router, if the default gateway is not !--- the PIX inside interface, then
the router needs to have route !--- for 10.1.2.0/24 network with next hop as the PI X inside
interface !.

ip route 10.1.2.0 255.255.255.0 10.1.1.1

WERRE , EAERLANBRMEN | HEEE

HEESERNERERR , £ARVPNEFinZEIPIXHIPsech3& , FiE it 2 E0 1818 P35 & E1X 2IPIXEy
Kifgo

PIXTHEER RFFBREFEEEZERRENN T, Hit , B AInternetlRETFEIER,

EMRILERE | FBEA spittunnel IS, WEEEIANEER  RE—EBABBRBREEEEERE
, HeA R EEE D EInternet , MARBIBRZE,

vpngroup vpn3000 split-tunnel 90
access-list 90 permt ip 10.1.1.0 255.255.255.0 10.1.2.0 255.255.255.0
access-list 90 permt ip 172.16.0.0 255.255.0.0 10.1.2.0 255.255.255.0

ﬁ vpngroup vpn3000 split-tunnel 90 ﬁ'%ﬁn&}zﬁ *ﬁﬁﬁ%

it

access-list number 90.

E access-list number 90 ﬁ%i%%‘i@ﬁ%)ﬁ@ﬁ

, HREEFIVEERERIEE.

EipE | SHEEE A AMIE Network Address Translation (NAT) TEPIX £,

BEEMRME FLEAKLESE : FAERLHMTURE

BiURRER , #AET Sping BPIXB A B EEVMER ENEM  EREAELIERARERAREN , W

Microsoft outlook.

=

—EF REERHENBEREREMMTU)KD, IPseciRERZR S AILARS50FI60EM T/ , TS
BIFmERIH,

WMEFHIK/PKR1500 ( InternetfIFEFRE ) , IEEFTESH DB, #iEIPsecHKEAR , KNI HE
A1496 , E2IPsec &R KIE,

H show interface ST ERRAMBNERMAFIER CHRIRHERI LZBENEHIMTU,
ATHRERRE BN EEREHIMTU , SEEEESEBA/NHERE Do Not Fragment (DF) 7R E L
U K MREENERIKRAMTU , RIS t#ERESEEER

frag. needed and DF set

LT HEERNAS2RIPAIHE510.1.1.2F1172.16.1.56 89 T 14 2~ B EHIMTUR 4,

Rout er #debug ip icmp
| CMP packet debugging is on



1--- Perform an extended ping.

Rout er #ping

Protocol [ip]:

Target |P address: 172.16.1.56
Repeat count [5]:

Dat agram si ze [100]: 1550

Ti meout in seconds [2]:

1--- Make sure you enter y for extended commands.

Ext ended conmands [n]: ¥
Source address or interface: 10.1.1.2
Type of service [0]:

l--- Set the DF bit as shown.

Set DF bit in |IP header? [no]: ¥

Validate reply data? [no]:

Data pattern [ OXABCD]:

Loose, Strict, Record, Tinestanp, Verbose[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sendi ng 5, 1550-byte | CWMP Echos to 172.16.1.56, tinmeout is 2 seconds:

2whsd: 1 CMP: dst (172.16.1.56): frag. needed and DF set.
2whsd: 1 CMP: dst (172.16.1.56): frag. needed and DF set.
2whsd: 1 CMP: dst (172.16.1.56): frag. needed and DF set.
2whsd: 1 CMP: dst (172.16.1.56): frag. needed and DF set.
2whsd: 1 CMP: dst (172.16.1.56): frag. needed and DF set.

Success rate is 0 percent (0/5)

I--- Reduce the datagram size further and perform extended ping again.

Rout er #ping

Protocol [ip]:

Target |P address: 172.16.1.56

Repeat count [5]:

Dat agram si ze [100]: 1500

Ti meout in seconds [2]:

Ext ended conmands [n]: ¥

Source address or interface: 10.1.1.2

Type of service [0]:

Set DF bit in |IP header? [no]: ¥

Validate reply data? [no]:

Data pattern [ OXABCD]:

Loose, Strict, Record, Tinestanp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sendi ng 5, 1500-byte | CWMP Echos to 172.16.1.56, timeout is 2 seconds:

2wsd: 1 CWP: echo reply rcvd, src 172.16.1.56, dst 10.1.1.2
2wsd: 1 CWP: echo reply rcvd, src 172.16.1.56, dst 10.1.1.2
2wsd: 1 CWP: echo reply rcvd, src 172.16.1.56, dst 10.1.1.2
2wsd: 1 CWP: echo reply rcvd, src 172.16.1.56, dst 10.1.1.2
2wsd: 1 CWP: echo reply rcvd, src 172.16.1.56, dst 10.1.1.2

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 380/ 383/384 ns



VPNEFin & —EAMTUREZEARES , AFEHAERHECisco VPNEFIHHIMTU,
EFERAZABPPPoE)EFImERAENERT , AEPPPoEMHEFHIMTU,
STRUTSRLUABRVPNEFHEHNMTUE AR,

1. 2 start > Programs > Cisco System VPN Client > Set MTU.
2. 1212 Local Area Connection . A1 — T 14008181741,
£ Cisco Systems SetMTU i X

CAUTION: MTU changes: can affect your PL's perdfarmance on the mnebw ok,

— Mehwork Adapters [|PSec only)

Dial-up Hetworking

Local Area Connsction

— T Options

" Defaul {" 576 (v 14["] {" Custorn I

ak Carcel | Help |

3. —TF ok

4. ERISER1 , RZBIZEIE Dial-up Networking.
5. —T57T6EERM A REKR—T

LAUTION: MTU changes: can aftect your PLs perlormance on the nebwonk.

— Mehwork Adapters [|PSec only)

—MTU Options

(" Defaulkt {« 57F (" 1400 {" Custom I

ak. Cancel | Help |

OK.




R4 sysoptii v

558 sysopt connection permit-ipsec T , A FFIPsec R EEIBPIXBIAME  MAMELL TRAZA conduit
5} access-list SR RaH,

RERT , B AANSEEE A AR conduit B access-list iR ra ™. EAIPseciREMNRER , B
%Fﬁ%i*ﬁﬁﬂﬂ%ﬁﬁ%ﬁ’ﬂo

BRI ATHFIPsecE PERFE/INZAEEE |, 55 A sysopt connection permit-ipsec I8 Ho

B RE 7 HUE E R (ACL)

A |Psec VPNELEHFER T M{EBIEE,
— B REER AN B it BVPNERE R R ERNATHRE B &R,

ZS—EFNEEERENZNRE. ESFELANSILANGRE Y INZEACLEIE s FHGERE F 8 2 &
JEEACL,

<

EEEACLEBHRIERE , METREER —ERERBVPNERE , RERFREEBRBESE

R EEEETXIPsec VPNEEFMENABHAEE Y HELHBBEERT ERNAE.
ERIREACLREN IPsec VPNHERBENRRE , K EEISERENESR,

- FRRNATH M INBACLIEE ERHIRE,

- MREBEZEVPNEEMZEMBEACL , FRERELACLITEEE,

. FBOERAACLRIR . ENENATRERACLFIMNZFACLIEE THEKNRE , Ll ERAMETREES
Fﬁ/%ﬁo

- BRENEBEREAEANATRIRACL, tERER , £ route-map WH ; £ nat 0 WHo
LANZILANFE i 55 B B B 39 % ENAT R ERACL.

EMEMANAREACLESR , #2B8E AN L2LAE R RIPsec VPN EHER R F ZHh W ER
FEACLE B IEES D

HERER

- |Psecif & /IKE &R i & 37 ¥ B
- PIXZ#EH

- B ifr e

- Hifi ZWHE 4 - Cisco Systems



https://www.cisco.com/c/zh_tw/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html#Solution9
https://www.cisco.com/c/zh_tw/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html#Solution9
https://www.cisco.com/c/zh_tw/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html#Solution9
https://www.cisco.com/c/zh_tw/tech/security-vpn/ipsec-negotiation-ike-protocols/index.html?referring_site=bodynav
/content/en/us/obsolete/security/cisco-pix-500-series-security-appliances.html
https://www.cisco.com/c/zh_tw/support/index.html?referring_site=bodynav
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