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crypto i saknmp policy 10

encrypti on aes

hash sha256

aut hentication pre-share

group 14

!

crypto i saknp key ciscol23 address 192.0.2.2

!

crypto i psec transformset TSET esp-aes 256 esp-sha256-hnmac
|

crypto map CVAP 10 i psec-i saknp

set peer 192.0.2.2

set transformset TSET

mat ch address CACL

!

ip access-list extended CACL

permit ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0. 255
permit ip 172.16.1.0 0.0.0.255 172.16.2.0 0.0.0.255
!

interface G gabitEthernet0/0/0

ip address 192.0.2.1 255.255.255.0

crypto map CVAP

HHIEEB

crypto i saknp policy 10

encryption aes

hash sha256

aut henti cation pre-share

group 14

!

crypto i saknp key ciscol23 address 192.0.2.1

!

crypto i psec transformset TSET esp-aes 256 esp-sha256-hnac
!

crypto map CVAP 10 i psec-i saknp

set peer 192.0.2.1

set transformset TSET

mat ch address CACL

!

ip access-list extended CACL

permt ip 192.168.2.0 0.0.0.255 192.168.1.0 0.0.0. 255
permt ip 172.16.2.0 0.0.0.255 172.16.1.0 0.0.0. 255
!

interface G gabitEthernet0/0/0

ip address 192.0.2.2 255.255.255.0

crypto map CVAP

EEREHASBABRIZSAVIIEE K BFERU TSR, BRAHSBALREZENEE |, th ol LUE LI
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interface G gabitEthernet0/0/0
no crypto map

2. B IPsecBlEE R, tbr/#Reverse-routefit B A RIHFERNBERBAEBHIHIGEEARS

crypto i psec profile PROF
set transformset TSET
reverse-route

3. BEBRRENTH. MBEACLIEAIPsec KM INEIRSEEE, BB HEH LREMIPALILT1EE



, (BRAERRE —E{E, Pt T AEWEB A EME A ip unnumbered 38R
interface Tunnel O

ip unnumbered GigabitEthernet0/0/0

tunnel source G gabitEthernet0/0/0

tunnel node ipsec ipvé

tunnel destination 192.0.2.2

tunnel protection ipsec policy ipvd CACL

tunnel protection ipsec profile PROF

4. BT BRERREHEESR

no crypto map CVAP 10
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crypto i saknmp policy 10

encrypti on aes

hash sha256

aut henti cation pre-share

group 14

|

crypto i saknp key ciscol23 address 192.0.2.2

|

crypto i psec transformset TSET esp-aes 256 esp-sha256-hnac
!

crypto i psec profile PROF

set transformset TSET

reverse-route

!

ip access-list extended CACL

permit ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0. 255
permit ip 172.16.1.0 0.0.0.255 172.16.2.0 0.0.0. 255
!

interface G gabitEthernet0/0/0

ip address 192.0.2.1 255.255.255.0

!

interface Tunnel O

i p unnunbered G gabit Et hernet0/0/0

tunnel source G gabitEthernet0/0/0

tunnel node ipsec ipv4

tunnel destination 192.0.2.2

tunnel protection ipsec policy ipvd CACL

tunnel protection ipsec profile PROF
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crypto i psec transformset TSET esp-aes 256 esp-sha256-hnac
!

crypto i kev2 profile PROF

nmatch identity renpte address 192.0.2.2 255. 255. 255. 255
authentication renote pre-share key ciscol23
authentication | ocal pre-share key ciscol23

!

crypto map CVAP 10 i psec-i saknp

set peer 192.0.2.2

set transformset TSET

set ikev2-profile PROF

mat ch address CACL
!



ip access-list extended CACL

permit ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0. 255
permit ip 172.16.1.0 0.0.0.255 172.16.2.0 0.0.0. 255

1

interface G gabitEthernet0/0/0

ip address 192.0.2.1 255.255.255.0

crypto map CVAP

HHIEEB

crypto i psec transformset TSET esp-aes 256 esp-sha256-hnac
!

crypto i kev2 profile PROF

nmatch identity renpte address 192.0.2.1 255. 255. 255. 255
authentication renote pre-share key ciscol23
authentication | ocal pre-share key ciscol23

!

crypto map CVAP 10 i psec-i saknp

set peer 192.0.2.1

set transformset TSET

set ikev2-profile PROF

mat ch address CACL

!

ip access-list extended CACL

permt ip 192.168.2.0 0.0.0.255 192.168.1.0 0.0.0. 255
permt ip 172.16.2.0 0.0.0.255 172.16.1.0 0.0.0. 255

!

interface G gabitEthernet0/0/0

ip address 192.0.2.2 255.255.255.0

crypto map CVAP

BERBHBABBIZSAVITIRE , FUU TSR, RARBALREENEE , bl IR LU
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interface G gabitEthernet0/0/0
no crypto map

2. B IPsecBlBEREZE, H reverseroute i S Al LAELIE BASIZ IR TRAE
B

crypto i psec profile PROF
set transformset TSET
set ikev2-profile PROF
reverse-route

B& B BT RIBR A &

3. B ERRENTH. MBEACLIEAIPsec KM INEIRZEEE, BB HEH LREMIPALILT1EE

) 1ﬂ%f§§§}ﬂf—¢=bﬁo |Pf|i7,i.ltﬁ_|-1*j\‘/fﬁ}5%fifl\ﬁ{%ﬁﬁ ip unnumbered }E"%:
interface Tunnel O
i p unnunbered G gabit Et hernet0/0/0
tunnel source G gabitEthernet0/0/0
tunnel node ipsec ipv4
tunnel destination 192.0.2.2
tunnel protection ipsec policy ipvd CACL
tunnel protection ipsec profile PROF

4. CREEBHRERRELE

no crypto map CVAP 10

HBHEBANBRER

crypto i psec transformset TSET esp-aes 256 esp-sha256-hnac
!

crypto i kev2 profile PROF

match identity renpte address 192.0.2.2 255. 255. 255. 255

aut hentication renpte pre-share key ciscol23

aut hentication | ocal pre-share key ciscol23



1
crypto i psec profile PROF

set transformset TSET

set ikev2-profile PROF

reverse-route

1

ip access-list extended CACL

permt ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0. 255
permt ip 172.16.1.0 0.0.0.255 172.16.2.0 0.0.0. 255

1

interface G gabitEthernet0/0/0

ip address 192.0.2.1 255.255.255.0

1

interface Tunnel O

i p unnunbered G gabit Et hernet0/0/0

tunnel source G gabitEthernet0/0/0

tunnel node ipsec ipv4

tunnel destination 192.0.2.2

tunnel protection ipsec policy ipvd CACL

tunnel protection ipsec profile PROF

BVRFEHANZ GRS SA VTI

IR BIER BA A B B VRF R A N2 B R B E .

i
~¢ -_W—\. Gio/o/1 Gi0/0/0 y —
19216811 192.0.2.1 i0/0/0 I {
/1 LAN Networks AvRF:IVRF/ Gy Ry VRF: FVRF 192.0.2.2 iy P LAN Networks /\
192.168.1.0/24

172.16.1.0/24

W Router A Router B

hnEZEHMRE R

192.168.2.0/24
172.16.2.0/24 V

ipvrf fvrf

ipvrf ivrf

!

crypto keyring KEY vrf fvrf

pre-shared- key address 192.0.2.2 key ciscol23
!

crypto i saknmp policy 10

encrypti on aes

hash sha256

aut hentication pre-share

group 14

!

crypto i saknmp profile PROF

vrf ivrf

keyring KEY

match identity address 192.0. 2.2 255.255. 255. 255 fvrf
!

crypto i psec transformset TSET esp-aes 256 esp-sha256-hmac
!

crypto map CVAP 10 i psec-isaknp

set peer 192.0.2.2



set transformset TSET

set isaknp-profile PROF

mat ch address CACL

!

interface G gabitEthernet0/0/0

ip vrf forwarding fvrf

ip address 192.0.2.1 255.255.255.0

crypto map CVAP

!

interface G gabitEthernet0/0/1

ip vrf forwarding ivrf

ip address 192.168.1.1 255.255.255.0

|

ip route vrf ivrf 172.16.2.0 255.255.255.0 G gabitEthernet0/0/0 192.0.2.2
ip route vrf ivrf 192.168.2.0 255.255.255.0 G gabitEthernet0/0/0 192.0.2.2
!

ip access-list extended CACL

permit ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0. 255
permit ip 172.16.1.0 0.0.0.255 172.16.2.0 0.0.0. 255

UTREBBESSAVTIFENSR

! vrf configuration under isaknp profile is only for crypto nmap based configuration
!

crypto i saknp profile PROF

no vrf ivrf

!

interface G gabitEthernet0/0/0

no crypto map

!

no crypto map CVAP 10

!

no ip route vrf ivrf 172.16.2.0 255.255.255.0 G gabitEthernet0/0/0 192.0.2.2
no ip route vrf ivrf 192.168.2.0 255.255.255.0 G gabitEthernet0/0/0 192.0.2.2
!

crypto i psec profile PROF

set transformset TSET

set isaknp-profile PROF

reverse-route

!

interface tunnel O

ip vrf forwarding ivrf

i p unnunbered G gabit Ethernet0/0/0

tunnel source G gabitEthernet0/0/0

tunnel node ipsec ipv4

tunnel destination 192.0.2.2

tunnel vrf fvrf

tunnel protection ipsec policy ipvd CACL

tunnel protection ipsec profile PROF

BRHNVRFEBARE

ipvrf fvrf

ipvrf ivrf

!

crypto keyring KEY vrf fvrf

pre-shar ed- key address 192.0.2.2 key ciscol23
!

crypto i sakmp policy 10

encryption aes

hash sha256

aut hentication pre-share



group 14

!

crypto i saknmp profile PROF
keyring KEY

match identity address 192.0.2.2 255. 255. 255. 255 fvrf

!

crypto i psec transformset TSET esp-aes 256 esp-sha256-hnac
!

interface G gabitEthernet0/0/0

ip vrf forwarding fvrf

ip address 192.0.2.1 255.255.255.0

|

interface G gabitEthernet0/0/1

ip vrf forwarding ivrf

ip address 192.168.1.1 255.255.255.0

!

ip access-list extended CACL

permit ip 192.168.1.0 0.0.0.255 192. 168.

2
permit ip 172.16.1.0 0.0.0.255 172.16.2.0
!

.0 0.0.
0.0.0.

crypto i psec profile PROF

set transformset TSET

set isakmp-profile PROF
reverse-route

1

interface tunnel O

ip vrf forwarding ivrf

i p unnunbered G gabit Et hernet0/0/0
tunnel source G gabitEthernet0/0/0
tunnel node ipsec ipv4

tunnel destination 192.0.2.2

tunnel vrf fvrf

tunnel protection ipsec policy ipvd CACL
tunnel protection ipsec profile PROF
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Cisco CLI Analyzer(E#EEMEF )X E show F§5. EACisco CLI Analyzeri#R show @3 FH
B,

Egﬁﬁwuﬁl_m SERIIRY , AIUREBENERE, ZREBMII| — status F Protocol — B RARRE
up EIEEEER

Rout er A#show ip interface brief | include Interface|TunnelO
Interface | P-Address OK? Method Status Protocol
Tunnel 0 192.0.2.1 YES TFTP up up

ﬁﬁﬁﬁﬁﬁﬂuﬁéﬁﬁﬂﬁ%ﬁ’ﬂﬁgﬁﬁlﬂﬁ' ) nﬁ /E, show crypto session ﬁﬁlil'flo =% Session status EI’J UP-
ACTIVE RNCIEEHEIKESRRS :

E,_‘—”'

Rout er A#show crypto session interface tunnel0
Crypto session current status

Interface: Tunnel 0
Profile: PROF

Session status: UP-ACTIVE
Peer: 192.0.2.2 port 500


https://cway.cisco.com/cli/
http://tools.cisco.com/RPF/register/register.do

Session ID 2

| KEv2 SA: local 192.0.2.1/500 renote 192.0.2.2/500 Active

| PSEC FLOW permit ip 172.16.1.0/255. 255.255. 0 172. 16. 2. 0/ 255. 255. 255. 0
Active SAs: 2, origin: crypto map

| PSEC FLOW permit ip 192.168. 1.0/ 255. 255. 255. 0 192. 168. 2. 0/ 255. 255. 255. 0
Active SAs: 2, origin: crypto map

REBELERAKAEEEDBIBIERABRE N EERD

Rout er A#show ip route 192.168.2.0

Routing entry for 192.168.2.0/24

Known via "static", distance 1, netric O (connected)
Routi ng Descriptor Bl ocks:

* directly connected, wvia Tunnel0

Route netric is 0, traffic share count is 1

Rout er A#show i p cef 192.168.2.100
192.168. 2.0/ 24
attached to TunnelO

SRR
ARG T T A EHE B 1T SRR
EHRKEBEHEEE , BEALTHR

BIRE : ER 2Bl , BEZSEABBDebugin THEEE A debug FEH -

I For | KEvl-based scenari os:
debug crypto isaknp
debug crypto ipsec

I For | KEv2-based scenari os:
debug crypto ikev2
debug crypto ipsec

EREE

BERABDMEREREREMEEE ?

ENEHIRAE ﬁaﬁﬁﬁibﬂﬁACLEﬁEE’Jﬁﬂumi BREHHER , ZSAVTIBEHE BB,
BER B RBARE , BEHRE - BERIFET.

gimlﬁi@wmﬁm , BER B FR B EE N EEERE S IPsec A INBACLTITE , iS4
n?

AEZENERER. REENZNRETERAZIEENE. RIEKRAPBR)RESIEERERA
B|VTl, PBRAILAMEAIPsecRBEACLRCE B A EIVTINRE.,

RIBEEN IPsecRiEREREEN ST , WHLREMBACLIEE, MRFHEFF , AT S5 LA
MR AREBRER T EEE H %o

mRFEABEBNAZVRF(IVRF) MBI FVRF(FVRF)(IVRF = fVRF) , RIEHKAHAEE , BEEEH
@Eﬁ}fi. EI’J Ipv4RoutingErr. ﬁtﬁ%ﬁﬂ’]% Ln+§EﬂT{EFH show platform hardware qfp active statistics drop j:a

=


/content/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

Rout er A#show platform hardware qfp active statistics drop
Last clearing of QFP drops statistics : never

| pv4Rout i ngErr 5 500

WRIVRFEVRFARE , AIEIVRFHAEARREN BRI ZELIPsec RE A ILE |, LA R HVRF RIS
BENEH. EfTERER , BAVRFZERBEHERE,

ZSAVTIREXMVRF. NAT, QoSEIhaE ?
=, TAEEYRBUEERVTIBEMRN A XZZE,
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