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VPN 3000

Cisco 1700 Public Interface=172.16.172.41 LAN
LANT Fa0=172.16.172.46 Private Interlace=192.168.2.254 Central
192.168.254.0/24 Lo0=152.168.254.1 Subnet=192.168.2.0/24

Lo1=192.168.253.1

.

LAMZ
162.168.253.0/24

BT RN

1. i##ZConfiguration > User Management > Groups > Addit ERE B BMNZE , UMEAEHRE
Bt & |Psectf. IR A #H & turaro M 25 55/ 8k Ftululo,

Configuration | User Management | Groups | Ad

Thiz zection lets son add a group, Check the Inherit? nes to set a field thet you want to

5 - - default o the base group watue. Uncheck the Inherit? box and enter a neswr vabue to
p— overmide base group valuss.
2
Eridminigtration Idintity ~ General | IPSec | Client Config | Client FW | HW Client | PPTPA2TP
EHenioring Ldentity Parameters
Atribuote Value Deseription
Giroup g s
Name Ilurarl:l Enter a umgue name Bor the group.
Pas mrﬂ|@ Enter the password for the groug.
Verify I“"‘_""' Werify the group's passerord
External groups are confimured on an externzl
I—_|_ = authenfication server (e g, EADTTE). fisrnad proups
Typeyiniemel are confipured on the VPR 3000 Concentrator's
Internal Databasze,
[ add | Cencel |

Cigeo Snavems

2. i#1E Configuration > User Management > Groups > turaro > General AR i IPSec3t 2 F J ¥
MEREE(PPTP) NS 2MBRE R E(L2TP). HITIBIE , A% — T Apply.



Cisco Svsrems

General Par

Atinbute Value Inherit?
Access Hours W Mo |Sels
Simultaneous Logins|[3 P [Ent
Minimum Password Length|[3 M [Ent
Allow Alphabetic-Only = = Ente
Passwords |be 2
Tdle Timeout|[30 P |G
Maximum Connect Time|[0 P |
Fﬂter‘lm P [Ent
Primary DNS|| ®  [Ent
Secondary DNS| M  [Ents
Primary WINS|| P [Enot
Secondary WINS|| P [Ents
SEP Card Assignment ggi; gﬁi P |Selg

[ PPTP

Tunneling Protocols ; ;2?‘{3: I [Seld

3. #&Authentication5% € Blnternal for Extended Authentication(Xauth) 3 # R B%:& ! 5 2 Remote
Access,|PSec SAZESP-3DES-MD5,



Honfiguration Config on | User Management | Groups | Modify ADMINI
——{nterfaces
—ENavsien Checl the Inherit? box to set a field that you want to default to the base groug
—EHiser Mansoemert
Base Grou value to overnde base group values
——Groups
—lgers ldentity | General  |PSec " Client PW | PPTP/LZTP
—EHEolcY ManSaimert
IPSec Parameters
-Erfidministration
SMonitoring Attribute [_ Value Inherit?
IPSec SA|ESP-3DES-MDS = I
IEE Peer Identity "
v aﬁd‘ﬁmlhwppuﬂerﬂ by certiicate | W "
IEFE Keepalives| # [~ "
Reauthentication
on Rekey ! - {
B
Tunnel Type||Remote Access = = ;
Remote Access Parameters
Group Lock| ™ M |l
9
Authentication I Internal 'l W~ ;

4. iE1E Configuration > System > Tunneling Protocols > IPSec > IKE Proposals , SA#{RCisco
VPNZ F i (CiscoVPNClient-3DES-MD5) & R Active Proposals for IKE(Phase 1)#, X
: REVPNEFEE4.1.xH |, fE{RCisco VPNEFIRURIKEEBRZEE ( B1EE ) PHBRER
iR E,. iEEConfiguration > Tunneling and Security > IPSec > IKE Proposals.

Config B Tu Protocols | IPSec | IKE

Add, delete, priortize, and configure JEE Froposals

Select an Inactive Proposal and chel Activate to make t Active, or chek Modify, Copy or I
Select an Active Proposal and chick Deactivate to make it Inactive, or chek Mowe Up or Mol
Chck Add or Copy to add a new Inactive Proposal IEE Proposals are used by Secunity Asso

parameters

Active Inactive
Proposals Actions Proposaly

CigcovPNClien-3DES-MDS IKE-3DESHD5REA

KE-IDES-MD5 44 Adivals IKE-JDES-SHA-DSA
EE-IDES-WMD5-DH1 IKE-IDESMDAREA
KE-DES-MDS IKE-DES-MDS-DH7

CizcovFHChant-3DES
kove Down

Add

|
> |
KE-IDES-MDE-DH? Mevellg | |CiscovPNClent-IDES
|
|

5. Br & |IPsecZ =B (SA). EE3LSH |, EBHIPsec SARESP-3DES-MD5, MIREFEE |, ATl
B3 —EFHHIPsec SA , BEFRRELNE LEAERNIPsec SA, BEZAEERANIPsec
SAZH méﬁﬁﬁg(PFS)o JEi8:E#Configuration > Policy Management > Traffic
Management > SAi##£Cisco VPN Client{fE BIKEEZE. EXAEFRASAGBALETEEN
BE | WTFR



Modiy a conbgured Secunty Associahon

SA Name [ESP-3DES-MDS

Inheritance | From Rule 'l

IPSec Parameters
Authentication Algorithm | ESPMDSHMAC-128 =|

Encryption Algorithm |3DE5—1 G 'I
Encapsulation Mode ITunnEll '-I

Perfect Forward Secrecy | Disabled |
Lifetime Measurement m
Data Lifetime |10000
Time Lifetime [28800

IEE Parameters
IKE Peer |0.0.00

Negotiation Mode I.&.qg IBSsive 'l

specty the name of this Secunty Association (
Select the granulanty of this 54

Select the packet authenticahion algonthm to use
Select the ESP encryphon algonthm to use
Select the Encapsulation Mode for this 54
Select the use of Perfect Forward Secrecy.
Select the kfetme measurement of the IPSec ke
Specify the data bfetime i kilobytes (KE)

Specify the twne ifetime i seconds

Specify the IEE Peer for a LA -to-LAN P54
=elect the IEE Hegothation mode to use.

T Entwe certficate cham

Certificate Transmission & Identity certiicate only

Digital Certificate |Ncme (Use Preshared Keys) ﬂ Select the Digital Cernficate to use

Choose how to send the digital certficate to the

IEE Proposal | CiscoVPRClient-30DES-MOS

:J select the IKE Proposal to use as IKE wbator.

iIi MBREBFEEREEERSA, AISBNT—LETEN, MREHNEFIKEGEHE
PEHIPH | BEIKER SR XAESRFAH0.0.0.0, BRAGIKERZERE ACiscoVPNClient-

3DES-MD5 , #A T R"ABIFT R,

g3 — T Allow the networks in the listAEBiEE, EREXEIFDB3E , BEZVPNEF i

WRET X EE B RE,

HEHConfigur ation Banner =
—ierfaces
| - |
—EHlser Management
—Hase Group Allow Password - =
=—Crowa Storage on Client
—{lsars
—HEPolicy Mansgement
MR rmind st ation
Split Tunneling M Allow the networlks m list to bypass =
Policy the tunnel
© Only tunnel networks m hst
split Tunnelng -
N etwork List —] -

7. iZ#ZConfiguration > User Management > Users AfTi8 A&, EXFEAERBNERE , $H

SERE  AEE—TAd,



Thiz secton lets you add a user. Uncheck the Inherit? box and enter a new valus to

owerride proup wehies

PPTP/LZTP
Identity Parameters

Identity | General | IPSec

Attribute | Value Description
U:mame"p-:dmn Eater a unique username.
Passu .:1|| — Enter the user's password. The paseword must sansfy

the group password requirements,

Verify I’“’"““‘w Wenfy the user's password,
Group |1ur‘aﬂ:| v] Eater the group to wihich thiz user belongs.

[F.ﬁ.d.dre:s" Eater the [P address assigned to this user.
Subnet . . .
M“kl Enter the subnet mask assigned to this user

| Add | Cancel

Cisce Svsriug

8. iZfFAdministration > Admin Sessions , AR EFAE RSB EER. ENEMF | VPNEH T

THEBF P, EE : MREFEHEEFFERNSA , AT RE RN,

LAN to-LAN Sessions . A |
Connection [ ame IF Address Fratorol Emeryption Logim Time Tiur staem Bytes Tx Hytes Hx Artiom

:r :_,:.J‘T-'.. :,'-J-.' Srid 1t ]

Remoie Aocess Seusions [ L& LA Sesmons | Mamagemest 5

Uemame | A e | Grem | e | oo | Nemen® | Baaems | A
i- " e . EF._'r. Blar "._f:-: P I:I.j.l'. u | Lag ag]
17246 17246 IDES- 168 1250 HiA 32
Manageiment Sesshons [ LAK AN Seemeng | Bes
Addmenisizator IF Adddress Protocsd [Emer iy e 1 sgam Tums Irur winsm Asritsuny
adere 171 68 8% 5 HTTF Mo Mar 3] 183501 i 12 [ Lt | Fiesi )

9. #—T "Save Needed., = "Save. BRI RFHEE,
PR H BRI
- N

show version

Cisco Internetwork Operating System Software

10S (tm) C1l700 Software (Cl700- BKONOBR2SY7-M, Version 12.2(8)YVYJ,
EARLY DEPLOYMENT RELEASE SOFTWARE (fcl)

1721-1(ADSL) uptine is 4 days, 5 hours, 33 ninutes

Systemreturned to ROM by rel oad

Systemimge file is "flash: ¢c1700-bk9no3r2sy7-mz.122-8.YJ.bin"

cisco 1721 (MPC860P) processor (revision 0x100) with 88474K/ 9830K bytes




16384K bytes of processor board System flash (Read/ Wite)

1721-1

1721- 1( ADSL) #show run
version 12.2
service tinmestanps debug uptinme
service tinmestanps | og uptine
no service password-encryption
1

host nane 1721- 1( ADSL)

!
!--- Specify the configuration name !--- to be assigned
to the interface. crypto ipsec client ezvpn SJVPN

!--- Tunnel control; automatic is the default. connect
auto

! -—-- The group name and password should be the same as
given in the VPN Concentrator. group turaro key tululo
!--- The mode that is chosen as the network extension.
mode network-extension

!--- The tunnel peer end (VPN Concentrator public
interface IP address). peer 172.16.172.41

1
i nterface LoopbackO

i p address 192. 168. 254. 1 255. 255. 255.0

!--- Configure the Loopback interface !--- as the inside
interface. ip nat inside

!--- Specifies the Cisco EzVPN Remote configuration name
!-—- to be assigned to the inside interface.

crypto ipsec client ezvpn SJVPN inside

1

i nterface Loopbackl

i p address 192. 168. 253. 1 255. 255. 255.0

ip nat inside

crypto ipsec client ezvpn SJVPN inside

1

interface FastEthernetO

i p address 172.16.172. 46 255. 255. 255. 240

!--- Configure the FastEthernet interface !--- as the
outside interface. ip nat outside

!--- Specifies the Cisco EzVPN Remote configuration name
!--- to be assigned to the first outside interface,
because !--- outside is not specified for the interface.
I--- The default is outside.

crypto ipsec client ezvpn SJVPN
|
!--- Specify the overload option with the ip nat command
I--- in global configuration node in order to enable !--
- Network Address Transl ation (NAT) of the inside source
address !--- so that multiple PCs can use the single IP
addr ess.

ip nat inside source route-map EZVPN interface
FastEthernet0 overload

ip classless

iproute 0.0.0.0 0.0.0.0 172.16.172.41

]
access-list 177 deny ip 192.168.254.0 0.0.0.255
192.168.2.0 0.0.0. 255

access-list 177 deny ip 192.168.253.0 0.0.0.255
192.168.2.0 0.0.0. 255

access-list 177 permt ip 192.168.253.0 0.0.0.255 any




access-list 177 permt ip 192.168.254.0 0.0.0.255 any
|
route-map EZVPN pernmit 10
match i p address 177
|
!
line con O
line aux O
line vty 0 4
password ci sco
| ogin
!
no schedul er allocate
end

B

ERAAHRE , BELZNWHEEBRE EEERF,
BWHERFITES(EHEERETFER)OIT)XERE Eshowin . EAOITHEshowds T & H#Y 25 #

EMAEER , Cisco 3640HEERFAYEIPH I B EVPNE R REZEVPNEEE, KR
MISAKMPE| 8% |, BRI SERUTAR

Pendi ng XAut h Request, Pl ease enter the
foll owi ng conmand: crypto ipsec client ezvpn xauth

& 2788 A crypto ipsec client ezvpn xauth@i ©© , R T ERTEBAFEAEEBNZE. EEX
BEVPNEFSEFRENFEAESBMNRBLTE (FR7), EMEHEREEEAEZBNERR
, IR EHERS| B B IPsec VPNFEE

EZVPN (SJVPN) : Pending XAuth Request, Please enter the following command:
EZVPN: crypto ipsec client ezvpn xauth

!--- Enter the crypto ipsec client ezvpn xauth conmand.

crypto ipsec client ezvpn xauth

Enter Usernane and Password.: padma
Password: : password

SRR AR

RER B EFA TR R YRR E TSR,

BHRET
BHEZFRT S(ERHEMEFEA)XEX Eshowin T , It T EA[EER R showds H & H Y 247,
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af : #iHdebugiE T2 8l , FEE B BB EDebugiE THIEEEA,

- debug crypto ipsec client ezvpn — B REEREZVPNE Fim B EEMN B E M EIRNWE A,

- debug crypto ipsec — # R E BIPsecERNFAAEA.

. debug crypto isakmp — TR EBIPsecERMNAAEN , YERHRMIKN THBAEMIER
W EE—HEE 1,

- show debug — FE R EEFRF B ENAREE,

Debug#s ¥ &Y i

&1 A crypto ipsec client ezvpn SJVPN @51 , EZVPN Client@ EHER T FREE. NMREHEE
T E Xconnect manualés © , 558 Acrypto ipsec client ezvpn connect SJVPNs % LA B Bh 2 {7 fR 25

HY BRI,
4d05h: | SAKMP ( 0:
4d05h: | SAKMP ( 0:
4d05h: | SAKMP ( 0:
4d05h: | SAKMP ( 0:
4d05h: | SAKMP ( 0:
4d05h: | SAKMP ( 0:
4d05h: | SAKMP ( 0:
4d05h: | SAKMP ( 0:
4d05h: | SAKMP ( 0:
4d05h: | SAKMP ( 0:
4d05h: | SAKMP ( 0:
4d05h: | SAKMP ( 0:
4d05h: | SAKMP ( 0:
4d05h: | SAKMP ( 0:
4d05h: | SAKMP ( 0:
4d05h: | SAKMP
4d05h: | SAKMP
4d05h: | SAKMP
4d05h: | SAKMP
4d05h: | SAKMP
4d05h: | SAKMP
4d05h: | SAKMP ( 0:
4d05h: | SAKMP ( 0:
4d05h: | SAKMP ( 0:
4d05h: | SAKMP
4d05h: | SAKMP
4d05h: | SAKMP
4d05h: | SAKMP
4d05h: | SAKMP
4d05h: | SAKMP
4d05h: | SAKMP ( 0:
4d05h: | SAKMP ( 0:
4d05h: | SAKMP ( 0:
4d05h: | SAKMP
4d05h: | SAKMP
4d05h: | SAKMP
4d05h: | SAKMP
4d05h: | SAKMP
4d05h: | SAKMP
4d05h: | SAKMP ( 0:
4d05h: | SAKMP ( 0:
4d05h: | SAKMP ( 0:
4d05h: | SAKMP

4d05h:

| SAKIVP.

3):
3):
3):
3):
3):
3):
3):
3):
3):
3):
3):
3):

3)
3)

3):

3):
3):
3):

3):
3):
3):

3):
3):
3):

begi nni ng Aggressi ve Mbde exchange
sendi ng packet to 172.16.172.41 (1) AG_| N T_EXCH
recei ved packet from 172.16.172.41 (1) AG IN T_EXCH
processi ng SA payl oad. nmessage ID =0
processing | D payl oad. nmessage ID =0
processi ng vendor id payl oad
vendor IDis Unity
processi ng vendor id payl oad
vendor | D seens Unity/DPD but bad maj or
vendor IDis XAUTH
processi ng vendor id payl oad
vendor IDis DPD
| ocal preshared key found
Aut henti cation by xauth preshared
Checking | SAKMP transform 6 against priority 65527 policy
encrypti on 3DES- CBC
hash MD5
default group 2
aut h XAUTHI ni t Pr eShar ed
life type in seconds
life duration (VPI) of 0x0 0x20 OxC4 0x9B
Encryption al gorithm offered does not match policy!
atts are not acceptable. Next payload is O
Checking | SAKMP transform 6 against priority 65528 policy
encrypti on 3DES- CBC
hash MD5
default group 2
aut h XAUTHI ni t Pr eShar ed
life type in seconds
life duration (VPI) of 0x0 0x20 0xC4 0x9B
Encryption al gorithm offered does not match policy!
atts are not acceptable. Next payload is O
Checking | SAKMP transform 6 against priority 65529 policy
encrypti on 3DES- CBC
hash MD5
default group 2
aut h XAUTHI ni t Pr eShar ed
life type in seconds
life duration (VPI) of 0x0 0x20 OxC4 0x9B
Encryption al gorithm offered does not match policy!
atts are not acceptable. Next payload is O
Checking | SAKMP transform 6 against priority 65530 policy
encrypti on 3DES- CBC
hash MD5
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4d05h: | SAKMP: default group 2

4d05h: | SAKMVP: aut h XAUTHI ni t PreShar ed
4d05h: | SAKMP: life type in seconds
4d05h: | SAKMP: life duration (VPI) of 0x0 0x20 0OxC4 0x9B

4d05h: | SAKMP (0:3): Encryption algorithmoffered does not match policy!
4d05h: | SAKMP (0:3): atts are not acceptable. Next payload is O
4d05h: | SAKMP (0:3): Checking | SAKMP transform 6 against priority 65531 policy

4d05h: | SAKMP: encrypti on 3DES- CBC

4d05h: | SAKMVP: hash MD5

4d05h: | SAKMP: default group 2

4d05h: | SAKMVP: aut h XAUTHI ni t PreShar ed

4d05h: | SAKMP: life type in seconds

4d05h: | SAKMP: life duration (VPI) of 0x0 0x20 0OxC4 0x9B

4d05h: | SAKMP (0:3): Hash al gorithm of fered does not match policy!
4d05h: | SAKMP (0:3): atts are not acceptable. Next payload is O
4d05h: | SAKMP (0:3): Checking | SAKMP transform 6 against priority 65532 policy

4d05h: | SAKMP: encrypti on 3DES- CBC

4d05h: | SAKMVP: hash MD5

4d05h: | SAKMP: default group 2

4d05h: | SAKMVP: aut h XAUTHI ni t PreShar ed

4d05h: | SAKMP: life type in seconds

4d05h: | SAKMP: life duration (VPI) of 0x0 0x20 0OxC4 0x9B

4d05h: | SAKMP (0:3): atts are acceptable. Next payload is O

4d05h: | SAKMP (0:3): processing KE payl oad. nessage ID =0

4d05h: | SAKMP (0:3): processi ng NONCE payl oad. nessage ID = 0

4d05h: | SAKMP (0:3): SKEYID state generated

4d05h: | SAKMP (0:3): processing HASH payl oad. message ID = 0

4d05h: | SAKMP (0:3): SA has been authenticated with 172.16.172.41
4d05h: | SAKMP (0:3): sending packet to 172.16.172.41 (1) AG_ I N T_EXCH
4d05h: | SAKMP (0:3): Input = | KE_ MESG FROM PEER, | KE_AM EXCH

Od State = IKE_I_AML New State = | KE_P1_COVWLETE

4d05h: | PSEC(key_engi ne): got a queue event...

4d05h: | PSec: Key engi ne got KEYENG | KMP_MORE_SAS nessage

4d05h: | SAKMP (0:3): Need XAUTH

4d05h: | SAKMP (0:3): Input = | KE_MESG | NTERNAL, | KE_PHASEl_ COVPLETE
Od State = | KE_P1_COVWPLETE New State = | KE_P1_COWPLETE

!--- Phase 1 (ISAKMP) is complete. 4d05h: | SAKMP: received ke message (6/1) 4d05h: | SAKWVP:
recei ved KEYENG | KMP_MORE_SAS nessage 4d05h: | SAKMP: set new node -857862190 to CONF_XAUTH !---
Initiate extended authentication. 4d05h: | SAKMP (0:3): sending packet to 172.16.172.41 (1)
CONF_XAUTH 4d05h: | SAKMP (0: 3): purging node -857862190 4d05h: | SAKMP (0:3): Sending initial
contact. 4d05h: | SAKMP (0:3): received packet from 172.16.172.41 (1) CONF_XAUTH 4d05h: | SAKMP:
set new node -1898481791 to CONF_XAUTH 4d05h: | SAKMP (0:3): processing transaction payl oad from
172.16.172.41. nessage | D = -1898481791 4d05h: | SAKMP: Config payl oad REQUEST 4d05h: | SAKMP
(0:3): checking request: 4d05h: | SAKMP: XAUTH_TYPE_V2 4d05h: | SAKMP: XAUTH_USER NAME_ V2 4d05h:
| SAKMP:  XAUTH_USER PASSWORD V2 4d05h: | SAKMP: XAUTH_MESSAGE_V2 4d05h: | SAKMP (0:3): Xauth
process request 4d05h: | SAKMP (0:3): Input = | KE_ MESG FROM PEER, | KE_CFG REQUEST A d State =
| KE_P1_COWPLETE New State = | KE_XAUTH REPLY_AWAI T 4d05h: EZVPN(SJVPN): Current State: READY
4d05h: EZVPN(SJVPN): Event: XAUTH REQUEST 4d05h: EZVPN(SJVPN): ezvpn_xauth_request 4d05h:
EZVPN( SJVPN) : ezvpn_parse_xaut h_nsg 4d05h: EZVPN: Attributes sent in xauth request nessage:
4d05h: XAUTH TYPE V2(SJVPN): 0 4d05h: XAUTH USER _NAME V2( SJVPN): 4d05h:
XAUTH_USER_PASSWORD V2( SJVPN): 4d05h: XAUTH MESSAGE V2(SJVPN) <Enter Usernane and Password. >
4d05h: EZVPN(SJVPN): New State: XAUTH REQ 4d05h: | SAKMP (0:3): Input = | KE_MESG | NTERNAL,
| KE_PHASE1_COWPLETE O d State = | KE_XAUTH REPLY_AWAI T New State = | KE_XAUTH REPLY_AWAI T 4d05h:
EZVPN( SJVPN) : Pendi ng XAuth Request, Please enter the follow ng conmand: 4d05h: EZVPN. crypto
ipsec client ezvpn xauth

!--- Enter the crypto ipsec client ezvpn xauth conmand.



crypto ipsec client ezvpn xauth
Enter Usernane and Password.: padma
Password: : password

!--- The router requests your username and password that is !--- configured on the server.
4d05h: EZVPN(SJVPN): Current State: XAUTH REQ 4d05h: EZVPN(SJVPN): Event: XAUTH PROVPTI NG 4d05h:
EZVPN(SJVPN): New State: XAUTH PROWT 1721- 1( ADSL)# 4d05h: EZVPN(SJVPN): Current State:
XAUTH_PROVPT 4d05h: EZVPN(SJVPN): Event: XAUTH_REQ | NFO _READY 4d05h: EZVPN(SJVPN):

ezvpn_xaut h_reply 4d05h: XAUTH TYPE_V2(SJVPN): 0 4d05h: XAUTH _USER_NAME V2(SJVPN): Ci sco_MAE
4d05h: XAUTH_USER _PASSWORD V2(SJVPN): <onitted> 4d05h: EZVPN(SJVPN): New State: XAUTH REPLIED
4d05h: xauth-type: 0 4d05h: usernane: C sco_MAE 4d05h: password: <om tted> 4d05h: nessage <Enter
Usernane and Password.> 4d05h: | SAKMP (0:3): responding to peer config from172.16.172.41. ID =
-1898481791 4d05h: | SAKMP (0:3): sending packet to 172.16.172.41 (1) CONF_XAUTH 4d05h: | SAKMP
(0:3): deleting node -1898481791 error FALSE reason "done with xauth request/reply exchange"
4d05h: | SAKMP (0:3): Input = | KE_MESG | NTERNAL, | KE XAUTH REPLY_ATTR O d State =

| KE_XAUTH REPLY_AWAI T New State = | KE_XAUTH REPLY_SENT 4d05h: | SAKMP (0:3): received packet from
172.16.172. 41 (1) CONF_XAUTH 4d05h: | SAKMP: set new node -1602220489 to CONF_XAUTH 4d05h: | SAKMP
(0:3): processing transaction payload from 172.16.172.41. message | D = -1602220489 4d05h:

| SAKMP:  Config payl oad SET 4d05h: | SAKMP (0:3): Xauth process set, status = 1 4d05h: | SAKVP
(0:3): checking SET: 4d05h: | SAKMP: XAUTH_STATUS V2 XAUTH OK 4d05h: | SAKMP (0:3): attributes
sent in nessage: 4d05h: Status: 1 4d05h: | SAKMP (0:3): sending packet to 172.16.172.41 (1)
CONF_XAUTH 4d05h: | SAKMP (0: 3): del eting node -1602220489 error FALSE reason "" 4d05h: | SAKMP
(0:3): Input = | KE_MESG FROM PEER, | KE_CFG SET O d State = | KE_XAUTH REPLY_SENT New State =

| KE_P1_COWVPLETE 4d05h: EZVPN(SJVPN): Current State: XAUTH_REPLI ED 4d05h: EZVPN(SJVPN): Event:
XAUTH_STATUS 4d05h: EZVPN(SJVPN): New State: READY 4d05h: | SAKMP (0:3): Need confi g/ address
4d05h: | SAKMP (0:3): Need config/address 4d05h: | SAKMP: set new node 486952690 to CONF_ADDR
4d05h: | SAKMP (0:3): initiating peer config to 172.16.172.41. |1 D = 486952690 4d05h: | SAKMP
(0:3): sending packet to 172.16.172.41 (1) CONF_ADDR 4d05h: |SAKMP (0:3): Input =

| KE_MESG | NTERNAL, | KE_PHASE1_COWPLETE O d State = | KE_P1_COVPLETE New State =

| KE_CONFI G_MODE_REQ SENT 4d05h: | SAKWMP (0:3): received packet from 172.16.172.41 (1) CONF_ADDR
4d05h: | SAKMP (0:3): processing transaction payload from 172.16.172. 41. message | D = 486952690
4d05h: | SAKMP: Confi g payl oad REPLY 4d05h: | SAKMP(0: 3) process config reply 4d05h: | SAKWP (0: 3):
del eti ng node 486952690 error FALSE reason "done with transaction" 4d05h: | SAKWMP (0:3): Input =
| KE_MESG FROM PEER, | KE_CFG REPLY O d State = | KE_CONFI G MODE_REQ SENT New State =

| KE_P1_COWPLETE 4d05h: EZVPN(SJVPN): Current State: READY 4d05h: EZVPN(SJVPN): Event:

MODE_CONFI G_REPLY 4d05h: EZVPN(SJVPN): ezvpn_node_confi g 4d05h: EZVPN( SJVPN):

ezvpn_par se_node_confi g_nsg 4d05h: EZVPN: Attributes sent in message 4d05h: ip_ifnat_nodified:
old_if 0, new.if 2 4d05h: ip_ifnat_nodified: old_if O, new.if 2 4d05h: ip_ifnat_nodified: old_if
1, new_if 2 4d05h: EZVPN(SJVPN): New State: SS_OPEN 4d05h: | SAKMP (0:3): I|nput =

| KE_MESG | NTERNAL, | KE_PHASE1_COWPLETE O d State = | KE_P1_COWPLETE New State = | KE_P1_COWPLETE
4d05h: | PSEC(sa_request): , (key eng. msg.) OUTBOUND | ocal = 172.16.172. 46, renote=

172.16. 172. 41, |ocal _proxy= 192.168. 254. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), renote_proxy=
0.0.0.0/0.0.0.0/0/0 (type=4), protocol= ESP, transform esp-3des esp-sha-hmac , |ifedur=
2147483s and 4608000kb, spi= OxE6DB9372(3873149810), conn_id= 0, keysize= 0, flags= 0x400C
4d05h: | PSEC(sa_request): , (key eng. msg.) OUTBOUND | ocal = 172.16.172. 46, renote=

172.16. 172. 41, |ocal _proxy= 192.168. 254. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), renote_proxy=
0.0.0.0/0.0.0.0/0/0 (type=4), protocol= ESP, transform esp-3des esp-nd5-hmac , |ifedur=
2147483s and 4608000kb, spi= 0x3Cr77C53D(1014482237), conn_id= 0, keysize= 0, flags= 0x400C
4d05h: | PSEC(sa_request): , (key eng. msg.) OUTBOUND | ocal = 172.16.172. 46, renote=

172.16. 172. 41, |ocal _proxy= 192.168. 254. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), renote_proxy=
0.0.0.0/0.0.0.0/0/0 (type=4), protocol= ESP, transform esp-des esp-sha-hmac , |ifedur= 2147483s
and 4608000kb, spi= 0x79BB8DF4(2042334708), conn_id= 0, keysize= 0, flags= 0x400C 4d05h:

| PSEC(sa_request): , (key eng. msg.) OUTBOUND | ocal = 172.16.172.46, renote= 172.16.172. 41,

| ocal _proxy= 192. 168. 254. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), rempte_proxy= 0.0.0.0/0.0.0.0/0/0
(type=4), protocol = ESP, transform= esp-des esp-nd5-hmac , |ifedur= 2147483s and 4608000kb, spi=
0x19C3A5B2(432252338), conn_id= 0, keysize= 0, flags= 0x400C 4d05h: | SAKMP: recei ved ke nessage
(1/4) 4d05h: | SAKMP: set new node O to QM I DLE 4d05h: EZVPN(SJVPN): Current State: SS_OPEN
4d05h: EZVPN(SJVPN): Event: SOCKET_READY 4d05h: EZVPN(SJVPN): No state change 4d05h: | SAKMP
(0:3): sitting IDLE. Starting QM imediately (QV.IDLE ) 4d05h: | SAKMP (0:3): beginning Quick
Mode exchange, M ID of -1494477527 4d05h: |PSEC(sa_request): , (key eng. nmsg.) OUTBOUND | ocal =
172.16. 172. 46, renote= 172.16.172. 41, |ocal _proxy= 192. 168. 253. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renote_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4), protocol= ESP, transfornm= esp-3des esp-sha-hnmac ,



I'ifedur= 2147483s and 4608000kb, spi= OxB18CF11E(2978803998), conn_id= 0, keysize= 0, flags=
0x400C 4d05h: | PSEC(sa_request): , (key eng. nsg.) OUTBOUND | ocal = 172.16. 172. 46, renote=
172.16. 172. 41, |ocal _proxy= 192.168. 253. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), renote_proxy=
0.0.0.0/0.0.0.0/0/0 (type=4), protocol= ESP, transform esp-3des esp-nd5-hmac , |ifedur=
2147483s and 4608000kb, spi= OxA8CA69EC(2831444460), conn_id= 0, keysize= 0, flags= 0x400C
4d05h: | PSEC(sa_request): , (key eng. msg.) OUTBOUND | ocal = 172.16.172. 46, renote=

172.16. 172. 41, |ocal _proxy= 192.168. 253. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), renote_proxy=
0.0.0.0/0.0.0.0/0/0 (type=4), protocol= ESP, transform esp-des esp-sha-hmac , |ifedur= 2147483s
and 4608000kb, spi = OxBC5AD5EE(3160069614), conn_id= 0, keysize= 0, flags= 0x400C 4d05h:

| PSEC(sa_request): , (key eng. msg.) OUTBOUND | ocal = 172.16.172.46, renote= 172.16.172. 41,

| ocal _proxy= 192. 168. 253. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), rempte_proxy= 0.0.0.0/0.0.0.0/0/0
(type=4), protocol = ESP, transform= esp-des esp-nd5-hmac , |ifedur= 2147483s and 4608000kb, spi=
0x8C34C692(2352268946), conn_id= 0, keysize= 0, flags= 0x400C 4d05h: | SAKMP (0: 3): sending
packet to 172.16.172.41 (1) QW.IDLE 4d05h: |SAKMP (0:3): Node -1494477527, |Input =

| KE_MESG | NTERNAL, IKE_INNT_ QM Od State = | KE_QVI READY New State = | KE_QVL.| _QVL 4d05h: | SAKMP:
recei ved ke nmessage (1/4) 4d05h: | SAKMP: set new node 0 to QM IDLE 4d05h: | SAKMP (0:3): sitting
IDLE. Starting QMimredi ately (QVL.IDLE ) 4d05h: | SAKMP (0:3): begi nning Quick Mbde exchange, M
I D of -1102788797 4d05h: EZVPN(SJVPN): Current State: SS_OPEN 4d05h: EZVPN(SJVPN): Event:
SOCKET_READY 4d05h: EZVPN(SJVPN): No state change 4d05h: | SAKMP (0:3): sending packet to
172.16.172.41 (1) QW.IDLE 4d05h: | SAKMP (0:3): Node -1102788797, Input = | KE_MESG | NTERNAL,
IKE_INT QM AOd State = | KE_ QM READY New State = IKE_QM | _QVL 4d05h: | SAKMP (0:3): received
packet from 172.16.172.41 (1) QMV.IDLE 4d05h: | SAKMP: set new node 733055375 to QW | DLE 4d05h:

I SAKMP (0:3): processing HASH payl oad. nessage | D = 733055375 4d05h: | SAKMP (0: 3): processing
NOTI FY RESPONDER LI FETI ME protocol 1 spi O, nessage | D = 733055375, sa = 820ABFAO 4d05h: | SAKMP
(0:3): processing responder lifetine 4d05h: | SAKMP (0:3): start processing isaknp responder
lifetinme 4d05h: | SAKMP (0:3): restart ike sa timer to 86400 secs 4d05h: | SAKMP (0:3): deleting
node 733055375 error FALSE reason "informational (in) state 1" 4d05h: | SAKMP (0:3): Input =

| KE_MESG FROM PEER, I KE_INFO NOTIFY O d State = | KE_P1_COWLETE New State = | KE_P1_COWPLETE
4d05h: | SAKMP (0:3): received packet from 172.16.172.41 (1) QW.IDLE 4d05h: | SAKMP (0:3):
processi ng HASH payl oad. message | D = -1494477527 4d05h: | SAKMP (0: 3): processing SA payl oad.
nessage | D = -1494477527 4d05h: | SAKMP (0: 3): Checking | PSec proposal 1 4d05h: | SAKMP: transform
1, ESP_3DES 4d05h: | SAKMP: attributes in transform 4d05h: |SAKMP: SA life type in seconds
4d05h: | SAKMP: SA life duration (VPI) of 0x0O 0x20 OxC4 0x9B 4d05h: | SAKMP: SA life type in

ki | obyt es 4d05h: | SAKMP: SA life duration (VPI) of Ox0O Ox46 0x50 0x0 4d05h: | SAKMP: encaps is 1
4d05h: | SAKMP: aut henticator is HVAC- MD5 4d05h: | SAKWP (0:3): atts are acceptable. 4d05h:

| PSEC(val i dat e_proposal _request): proposal part #1, (key eng. nmsg.) | NBOUND | ocal =

172.16.172. 46, renpte= 172.16.172.41, |ocal _proxy= 192. 168. 254. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renote_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4), protocol= ESP, transfornm= esp-3des esp-md5-hnac ,
lifedur= 0s and Okb, spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4 4d05h: | SAKMP (0: 3):
processi ng NONCE payl oad. message | D = -1494477527 4d05h: | SAKMP (0:3): processing | D payl oad.
nmessage | D = -1494477527 4d05h: | SAKWMP (0: 3): processing | D payl oad. message | D = -1494477527
4d05h: | SAKMP (0:3): processing NOTI FY RESPONDER LI FETI ME protocol 3 spi 1344958901, nessage |D
= -1494477527, sa = 820ABFAO 4d05h: | SAKMP (0:3): processing responder lifetinme 4d05h: | SAKMP
(3): responder lifetime of 28800s 4d05h: | SAKMP (3): responder lifetime of Okb 4d05h: | SAKMP
(0:3): Creating | PSec SAs 4d05h: inbound SA from 172.16.172.41 to 172.16.172.46 (proxy 0.0.0.0
to 192. 168. 254. 0) 4d05h: has spi 0x3C77C53D and conn_id 2000 and flags 4 4d05h: lifetinme of
28800 seconds 4d05h: outbound SA from 172.16.172.46 to 172.16.172.41 (proxy 192.168.254.0 to
0.0.0.0 ) 4d05h: has spi 1344958901 and conn_id 2001 and flags C 4d05h: lifetime of 28800
seconds 4d05h: | SAKMP (0: 3): sending packet to 172.16.172.41 (1) QW.IDLE 4d05h: | SAKMP (0: 3):
del eti ng node -1494477527 error FALSE reason "" 4d05h: | SAKMP (0:3): Node -1494477527, |nput =
| KE_MESG FROM PEER, IKE_QVM EXCH O d State = IKE.QV I _QVML New State = | KE_QV PHASE2_COWPLETE
4d05h: | SAKMP (0:3): received packet from 172.16.172.41 (1) QW.IDLE 4d05h: | SAKMP (0:3):
processi ng HASH payl oad. message | D = -1102788797 4d05h: | SAKMP (0: 3): processing SA payl oad.
nmessage | D = -1102788797 4d05h: | SAKMP (0: 3): Checking | PSec proposal 1 4d05h: | SAKMP: transform
1, ESP_3DES 4d05h: | SAKMP: attributes in transform 4d05h: |SAKMP: SA life type in seconds
4d05h: | SAKMP: SA life duration (VPI) of 0x0O 0x20 OxC4 0x9B 4d05h: | SAKMP: SA life type in

ki | obyt es 4d05h: | SAKMP: SA life duration (VPI) of 0OxO Ox46 0x50 0x0 4d05h: | SAKMP: encaps is 1
4d05h: | SAKMP: aut henticator is HVAC- MD5 4d05h: | SAKWP (0:3): atts are acceptable. 4d05h:

| PSEC(val i dat e_proposal _request): proposal part #1, (key eng. nmsg.) | NBOUND | ocal =

172.16. 172. 46, renpote= 172.16.172.41, |ocal _proxy= 192. 168. 253. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renote_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4), protocol= ESP, transfornm= esp-3des esp-md5-hnac ,
lifedur= 0s and Okb, spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4 4d05h: | SAKMP (0:3):
processi ng NONCE payl oad. message | D = -1102788797 4d05h: | SAKMP (0:3): processing | D payl oad.
nmessage | D = -1102788797 4d05h: | SAKWP (0:3): processing | D payl oad. message | D = -1102788797



4d05h: | SAKMP (0:3): processing NOTI FY RESPONDER LI FETI ME protocol 3 spi 653862918, nessage ID =
-1102788797, sa = 820ABFA0 4d05h: | SAKMP (0:3): processing responder lifetime 4d05h: | SAKMP (3):
responder lifetine of 28800s 4d05h: | SAKMP (3): responder lifetine of Okb 4d05h:
| PSEC(key_engi ne): got a queue event... 4d05h: IPSEC(initialize_sas): , (key eng. nsg.) | NBOUND
| ocal = 172.16.172. 46, renpte= 172.16.172. 41, |ocal _proxy= 192. 168. 254. 0/ 255. 255. 255. 0/ 0/ 0
(type=4), renmote_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4), protocol = ESP, transforn= esp-3des esp-
nmd5- hmac , |ifedur= 28800s and Okb, spi= 0x3C77C53D(1014482237), conn_id= 2000, keysize= 0,
flags= Ox4 4d05h: IPSEC(initialize_sas): , (key eng. msg.) OUTBOUND | ocal = 172. 16.172. 46,
renote= 172.16.172.41, |ocal _proxy= 192.168.254.0/255. 255.255.0/0/0 (type=4),
renote_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
protocol = ESP, transfornm= esp-3des esp-nd5-hmac ,
|'i fedur= 28800s and Okb,
spi = 0x502A71B5(1344958901), conn_id= 2001, keysize= 0, flags= 0xC
4d05h: | PSEC(create_sa): sa created,
(sa) sa_dest= 172.16.172.46, sa_prot= 50,
sa_spi = 0x3C77C53D(1014482237),
!--- SPI that is used on inbound SA. Sa_trans= esp-3des esp-nd5-hmac , sa_conn_i d= 2000 4d05h:
| PSEC(create_sa): sa created, (sa) sa_dest= 172.16.172.41, sa_prot= 50, sa_spi=
0x502A71B5(1344958901),
!--- SPI that is used on outbound SA. Sa_trans= esp-3des esp-nmd5-hmac , sa_conn_id= 2001 4d05h:
| SAKMP (0:3): Creating | PSec SAs 4d05h: inbound SA from 172.16.172.41 to 172.16.172. 46 ( proxy
0.0.0.0 to 192.168. 253.0) 4d05h: has spi OxA8CA69EC and conn_id 2002 and flags 4 4d05h: lifetine
of 28800 seconds 4d05h: outbound SA from 172.16.172.46 to 172.16.172.41 (proxy 192.168.253.0 to
0.0.0.0 ) 4d05h: has spi 653862918 and conn_id 2003 and flags C 4d05h: lifetinme of 28800 seconds
4d05h: | SAKMP (0:3): sending packet to 172.16.172.41 (1) QW.IDLE 4d05h: | SAKMP (0:3): deleting
node -1102788797 error FALSE reason "" 4d05h: | SAKMP (0:3): Node -1102788797, I|nput =
| KE_MESG FROM PEER, IKE_QVM EXCH O d State = IKE.QV I _QVL New State = | KE_QV PHASE2_COWPLETE
4d05h: | SAKMP: received ke nmessage (4/1) 4d05h: | SAKMP: Locking CONFI G struct 0x81F433A4 for
crypto_i knp_confi g_handl e_kei _mess, count 3 4d05h: EZVPN(SJVPN): Current State: SS_OPEN 4d05h:
EZVPN( SJVPN) : Event: MIU_CHANGED 4d05h: EZVPN(SJVPN): No state change 4d05h: | PSEC(key_engi ne):
got a queue event... 4d05h: IPSEC(initialize_sas): , (key eng. nsg.) | NBOUND | ocal =
172.16. 172. 46, renpote= 172.16.172.41, |ocal _proxy= 192. 168. 253. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renote_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4), protocol= ESP, transfornm= esp-3des esp-md5-hnac ,
I'i fedur= 28800s and Okb, spi= OXA8C4A69EC(2831444460), conn_id= 2002, keysize= 0, flags= Ox4
4d05h: I PSEC(initialize_sas): , (key eng. nmsg.) OUTBOUND | ocal = 172.16.172. 46, renote=
172.16. 172. 41, |ocal _proxy= 192.168.253.0/255. 255.255.0/0/0 (type=4),
renote_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
protocol = ESP, transfornm= esp-3des esp-nd5-hmac ,
|'i fedur= 28800s and Okb,
spi = 0x26F92806(653862918), conn_i d= 2003, keysize= 0, flags= OxC
4d05h: | PSEC(create_sa): sa created,
(sa) sa_dest= 172.16.172.46, sa_prot= 50,
Sa_Spi = 0xABC469EC(2831444460),
sa_trans= esp-3des esp-nd5-hmac , sa_conn_i d= 2002
4d05h: | PSEC(create_sa): sa created,
(sa) sa_dest= 172.16.172.41, sa_prot= 50,
sa_spi = 0x26F92806(653862918),
sa_trans= esp-3des esp-nd5-hmac , sa_conn_i d= 2003
4d05h: | SAKMP: recei ved ke nessage (4/1)
4d05h: | SAKMP: Locki ng CONFI G struct Ox81F433A4 for
crypto_i knp_confi g_handl e_kei _ness, count 4
4d05h: EZVPN(SJVPN): Current State: SS _OPEN
4d05h: EZVPN(SJVPN): Event: SOCKET_UP
4d05h: ezvpn_socket _up
4d05h: EZVPN(SJVPN): New State: |PSEC ACTI VE
4d05h: EZVPN(SJVPN): Current State: |PSEC ACTI VE
4d05h: EZVPN(SJVPN) : Event: MIU_CHANGED
4d05h: EZVPN(SJVPN): No state change
4d05h: EZVPN(SJVPN): Current State: IPSEC_ACTIVE
4d05h: EZVPN(SJVPN): Event: SOCKET_UP
4d05h: ezvpn_socket_up
4d05h: EZVPN(SJVPN): No state change
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1721- 1( ADSL) #show crypto ipsec client ezvpn
Tunnel nane : SJVPN

Inside interface list: LoopbackO, Loopbackl,
Qutside interface: FastEthernetO

Current State: IPSEC_ACTIVE

Last Event: SOCKET_UP

1721- 1( ADSL) #show crypto isakmp sa

dst src state conn-id sl ot
172.16.172. 41 172.16.172. 46 QM | DLE 3 0
1721- 1( ADSL) #show crypto ipsec sa

interface: FastEthernetO

Crypto map tag: FastEthernetO-head-0, |ocal addr. 172.16.172.46

| ocal ident (addr/mask/prot/port): (192.168.253.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

current_peer: 172.16.172.41
PERM T, flags={origin_is_acl,}
#pkts encaps: 100, #pkts encrypt: 100, #pkts digest 100
#pkts decaps: 100, #pkts decrypt: 100, #pkts verify 100
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr. failed: 0, #pkts deconpress failed
#send errors 0, #recv errors O

| ocal crypto endpt.: 172.16.172.46, renote crypto endpt.: 172.16.172.41
path mu 1500, nedia ntu 1500
current outbound spi: 26F92806

i nbound esp sas:
Spi: OxA8C469EC(2831444460)
transform esp-3des esp-nd5-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 2002, flow.id: 3, crypto map: FastEthernetO-head-0
sa timng: remaining key lifetime (k/sec): (4607848/28656)
1V size: 8 bytes
repl ay detection support: Y
i nbound ah sas:
i nbound pcp sas:
out bound esp sas:
Spi . 0x26F92806(653862918)
transform esp-3des esp-nmd5- hnmac
in use settings ={Tunnel, }
slot: 0, conn id: 2003, flow.id: 4, crypto map: FastEthernetO-head-0
sa timng: remaining key lifetime (k/sec): (4607848/28647)
1V size: 8 bytes
repl ay detection support: Y

out bound ah sas:

out bound pcp sas:

| ocal ident (addr/mask/prot/port): (192.168.254.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer: 172.16.172.41



PERM T, flags={origin_is_acl,}
#pkts encaps: 105, #pkts encrypt: 105, #pkts digest 105
#pkts decaps: 105, #pkts decrypt: 105, #pkts verify 105
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr. failed: 0, #pkts deconpress failed: 0O
#send errors 0, #recv errors O
local crypto endpt.: 172.16.172.46, renpte crypto endpt.: 172.16.172.41
path mu 1500, nedia ntu 1500
current outbound spi: 502A71B5

i nbound esp sas:
Spi: 0x3C77C53D(1014482237)
transform esp-3des esp-nd5-hnmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2000, flow.id: 1, crypto map: FastEthernetO-head-0
sa timng: remaining key lifetime (k/sec): (4607847/28644)
1V size: 8 bytes
replay detection support: Y

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:
Spi: 0x502A71B5(1344958901)
transform esp-3des esp-nd5-hnmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2001, flow.id: 2, crypto map: FastEthernetO-head-0
sa timng: remaining key lifetime (k/sec): (4607847/28644)
1V size: 8 bytes
replay detection support: Y

out bound ah sas:

out bound pcp sas:

HERMER PIEE
LU ERATESEREE

- clear crypto isakmp

- clear crypto sa

- clear crypto ipsec client ezvpn
XX : 7£1#ZAdministration > Admin Sessionsks , FJLAfE VPN ConcentratorsT $8 €5 , 7£
Remote Access SessioniBBEAE , AEEElogout,

VPN 3000£E 85851

i#ZConfiguration > System > Events > Classes , ATE R EHERAMERALFAR. WRETR
WETREEBERAIRE , SRR IUNEBESE,



This sechon lets you configure special handbng of specific event classes.

Clck the Add button to add an event class, or select an event class and chck My

Clhick here to configure general event parameters

Configured
Event Classes Actions

KE

IKEDBG

IPSEC

IPSECDBG Add

Modity

Delete I

ERGEERINENESHAR (TRE4E, REM. IPHuF#ETIBE ) , FiEEMonitoring >
Filterable Event log.

Monitoring | Filterable Event Loy

Select Filter Options

Event Class |nsse5
:' ITHOEG
ALTHDECODE

Client IP Address [0.0.0.0 Events/Page [100 =]
Group |- =l  Direction [Oidestio Newest =
Hﬂl Hl PFl hHl Gt Log J EwaLng| Eiaaangl

EMRIPsecti EMFRETER , 55 EEMonitoring > Statistics > IPSec, IR EE~E LRSI EHE
BLARVPNER R LK IPsecEEINMETEF , BTEETIIPsechfiE, BELRITEARTFSIPsecREE
EMIBWIETFEZR, Monitoring > Sessions > Detail{? & th # R IPsecE ¥,



Reset g# Refreshifl

IKE {(Phase 1) Statistics IPSec (Phase 2) Statistics
Active Tunnels 1 Active Tunnels 2
Total Tunnels 122 Total Tunnels 362
Received Bytes 2057442 Received Bytes 0
Sent Bytes 332256 Sent Bytes 1400
Received Packets 3041 Received Packets 0
Sent Packets 2128 Sent Packets 5
Received Packets Dropped 1334 | Received Packets Dropped 0
Sent Packets Dropped 0 Received Packets Dropped 0

Received Notifies 15 (Anti-Replay)
Sent Notifles 7254 Sent Packets Dropped 0
Received Phase 2 Exchanges 362 Inbound Authentications 0
AJRE SRR b 75

. Cisco IOSEEHEFEHEAG_INIT_EXCHARRE, #E/THEHERRAET | SBERUT S B EIPsecH

ISAKMP?HEEK‘, debug crypto ipsecdebug crypto isakmpdebug crypto ezvpniECisco IOSEE 25
#REr

y /N J .
5d16h: | SAKMP (0:9): begi nning Aggressive Mbde exchange
5d16h: | SAKMP (0:9): sending packet to 10.48.66.115 (1) AG_ I N T_EXCH
5d16h: |1 SAKMP (0:9): retransmtting phase 1 AG IN T_EXCH. ..
5d16h: | SAKMP (0:9): increnenting error counter on sa: retransmt phase 1
5d16h: | SAKMP (0:9): retransmtting phase 1 AG IN T_EXCH
5d16h: | SAKMP (0:9): sending packet to 10.48.66.115 (1) AG_ I N T_EXCH
5d16h: |1 SAKMP (0:9): retransmtting phase 1 AG IN T_EXCH. ..
5d16h: | SAKMP (0:9): increnenting error counter on sa: retransmt phase 1
5d16h: |1 SAKMP (0:9): retransmtting phase 1 AG IN T_EXCH
5d16h: | SAKMP (0:9): sending packet to 10.48.66.115 (1) AG_ I N T_EXCH
5d16h: |1 SAKMP (0:9): retransmtting phase 1 AG IN T_EXCH. ..
5d16h: | SAKMP (0:9): increnenting error counter on sa: retransmt phase 1
5d16h: | SAKMP (0:9): retransmtting phase 1 AG IN T_EXCH
5d16h: | SAKMP (0:9): sending packet to 10.48.66.115 (1) AG_ I N T_EXCH

FEVPN 3000 Concentrator E FEEXauth, B2 , FZEZE T X EXauth, BEREEET
XauthtY AEPERTE . AR S HRE  IRRKEERZNEORIFEARELARILAEN
(Xauth), NI HWEREE T, &— TModify AUiREER.

. BRI IERE, 7ECisco IOSHEE H 85 L K& FlInvalid Password;H B, EVPNEAHEE | EojsEs
% FIReceived unexpected event EV_ACTIVATE_NEW_SA in state AM_TM_INIT_XAUTH., #
RIGH RTGERE,

. FHEEBTER, MREEHERNEE , £Cisco IOSIEHEL , £2EIHBLULITHHAR.
EVPNERER £ | 225 ElAuthentication rejected: R E=R KX BIEH &,

RS

. Cisco VPN 3000R I EPEETWEM
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. Cisco Easy VPN Remotef&ER I

- Cisco VPN 3000% % { i % 3% 2 B E [
- IPseciffi /IKEB AR E X EEHME

- B iff X WEH - Cisco Systems
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