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172.18.124.35/28 172.18.124.158/28

Cisco Device 172.18.124.36/28 172.18.124 157 /28
_ Microsoft
l l l Windows 2000
Server
\ Internet —
Router
192.168.1.1 /'

10.32.50.50

| Network
192.168.1.X | |

| Network |
10.32.50.X

fit i Microsoft Windows 2000 Server A BRI B
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1. #EMicrosoft Windows 2000 Server 3 — T Start > Run > secpol.msc , M 1E LA N & & F 5%
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E= Local Security Settings

Mi=] E3
aton Yew || & = | Bm| X FB| @] @3] %43
Tree | Name - | Description | Policy assigned |
;} Security Settings & Client (Respond Only)  Communicate normally (uns... Mo
=& Account Policies &1 secure Server (Requir... For all IP traffic, abways req... Mo
) Lj Local Pobicies E‘j Server (Reguest Secu..

. For all IP traffic, abvavs req...  No

%[0 Public Key Policies
@ IF Security Policies on

N N

| |
2. L RBIFR BlEEMEEIZSS : Microsoft-Ciscof Cisco-Microsoft.




to_cisco Properties

Rules | General I

mpm|  Secunty rules for communicating with other computers

|P Security Rules:

IF Filter Lizt Filker &chion Authentication... | Tu
Microzoft-Cizco Permit Preshared Key 17
Cizco-Microsoft Ferrnit FPreshared Key 17
O <Diynarmic:: Default Rezponze Preshared Key M

1 | ]

Add... Edi... Remove | v Usze Add Wizard

Cloze Cance | Aoy

3. i#Z#ZECisco-Microsoft IPZ £ A | AREB IR — TEditLAR43/318/fmiEIPIBRE 5 E,



Edit Rule Properties E |

Authentication Methods | Tunnel Setting I Connection Type I

IP Filter List | Filter Actian
=,
N The zelected [P filker list zpecifies which netwark: traffic will be
secured with thiz rule.
[P Filker Lizts:

M arme Drezcriphion
{2 AIICMP Traffic tatches all ICMP packets betw...
{2 AP Traffic Matches all IP packets from this ..
E} Cizco-Microsoft

) Microzoft-Cisco

Add.. Edi.. | Remove |

Q. I Cancel | Apply

4. # Al General > Advanced B & E B IKE lifetime(480% #= 288007



to_cisco Properties ﬂ

Fule: General |

key Exchange settngs ]|

[T Maszter key Perfect Forward Secrecy
Authenticate and generate a new key after eveny:
|4au

rinutes

Authenticate and generate a new key after eveny:

ID session(z)]
Frotect identities with theze secunty methods:
tethods. ..

Internet K.ey Exchange [IKE] for Windows 2000
Jointly developed by Microzoft and Cieco Spstems, [nc.

ak. I Cancel

Advanced. ..

ak. Cancel Apply

).
5. # Al General > Advanced > Methods E & E B IKEMM#E 5 & (DES). IKERE®E(SHA1)FDiffie-
Helman#l




to_cisco Properties E |

- L
Key Exchange Security Methods EHE3 l
Lt Fratect identities during authentication with these security
methods.
Security Method preference arder:
F icrypion | kegrity Diffie-Hellman ... add...
ES SHA1 Lo [1]
ES SHA1 Lo [1] Edit...
BDES tD5 tedium [2]
ES tD5 Low [1] Remove
fowe up
ll | v Move down
] Cancel
k. Cancel Ay
(Low(1)):

6. SEBRBESFEEER : BBHZ (Internet&BRIBKEIWFEL A £



Edit Rule Properties E |

IP Filker List | Filter Action
Authentication Methods I Tunnel Setting |

Connection Type

The authentication methiod zpecifies how truzt iz establizhed

bebween the computers. Offer and accept these

authentication methods when negatiating zecunty with

anather computer.

Authentication Method preference order:

tethod Dretails Add...
Preshared ey ciscol 23
Edit. ..
Hemowve
fowe up
fmve dowrn
Q. I Cancel Apply

jud ki




Edit Rule Properties K |

IP Filter List | Filter &ction |
Athentication Methods I Tunnel Setting Connection Type
Ligl ] Thiz rule only applies to netwark: traffic over connections of
the selected type.

i~ Al netwark, connections

% |ocal area network, [LAMN)

i Remote access

aF. Cancel Apply
(LAN): oy e




Authentication Methods I
[P Filter List

Tunnel Setting

| Connection Type

Filter Action

The zelected filker action gpecifies whether thiz rule negotiates
far secure network, traffic, and how it will zecure the tratfic.

{2 Request Security [Optional]
{2 Fequire Security

Add... Edi...

Filter Actions:
M arme Dezcription
&) IPSec turnel
) Parmit Permit unzecured IP packets to ..

Aocept: unsecured communicat, ..
Aoocepts unsecured communicat. ..

Remaove | ™ Usze Add‘wizard

Edit Rule Properties K |

Ok,

Cancel |

Apply

33

YE(IPSec):

Filter Action > IPSec tunnel > Edit > Edit , A&&—T



Modify Security Method E |
Security Method |

™ High [ESF)

Drata will be encrypted, authentic and unmodified
O Medium [&H]

Crata will be authentic and unmodified, but will not be encrypted
¥ Custom [for expert uzers)

Settings. ..
Q. I Cancel Spply
Custom: B—T

Settings - IPSec transforms#1IPSec



Custom Security Method Settings K |

Specify the zettings for thiz custom zecurity method.

[T Data and address integrity without encryption [4H] ;
[rtegrity algarithn:

[MD5 -~

¥ Dataintegrity and enciyption [ESP);
[ntegrity algornthnm:

M5 |

E ncryption algornthm:
DES |

— Sezzion Key Settings:

[T Generate a new key eveny: W Generate a new key every

|1nnnnn |35nn

K.bytes seconds

ak I Cancel

lifetime: P& 825 &
B — ENZNRMAE B ZM5% : ¥R Cisco-
Microsoft:
! IP Filter List HE
- A IP filber list iz composed of mubkiple flters, In this way multiple subnets, 1P
i: addreszes and protocols can be combined mbo one (P Fikes.
MName:
Cizoo-Miciozaft
Dezciphion: Add... ]
= =
;I LA
Fillers: W Uze Add'Wizard
Mmared  Descnpbon Pratoceol | Source Part Destinabon Part Source DNS Mame | Source fAddress Source Ma
e ANY AN AR <& specitic [P Sub.. 19218210 285 265 2¢
1| i
ok | coael |
#H M Microsoft-

Cisco:



Hame:

{1IP Filter List

Microzoft-Cisco

-+ A IF fiber st is composed of multiple filers. In this wey muliiple subnets, IP
E: afdresses and protocoks can be combned into one I fiter,

K E

Descoption: Add..
-] Edil..
=l Riemove

Fikesz I Use didd wizard

Murored | Description Frokocol Source Post Drestination Poit Source DNS Mame | Sounce Addiess
e AMY AMY AN <4 gpeciic IP Sub... 1032500

BERE — InBEER - ¥R Cisco-

Microsoft:

Edit Rule Properties Ty

2 IF Filter List ] Filter Action ]
Authentication Methods Tunnel Setting l Connection Type ]
=+ The tunnel endpoint iz the tunneling computer clozest o the
—

(" Thiz rule does not specify an IPSec tunnel.

¢ The tunnel endpaint is specified by this |P Address:

172 .18 .124 . 157

IF traffic destination, az specified by the azzociated [P Filker
Lizt. [t takes bwo rules to dezcnbe an IPSec Tunnel,

Ok,

Cancel

R




Edit Rule Properties K E3 |

IP Filker List | Filter &sction |
Authentication Methods Tunnel Setting | Connection Type

el

The tunnel endpaint iz the tunneling computer clozest bo the
IP traffic destination, az zpecified by the azzociated |P Filker
Lizt. It takes bwo rules to descrbe an IPSec Tunnel.

™ Thig rule does not specify an IPSec tunnel.
@ The tunnel endpoint is specified by this IP Address:
172.18 .124 . 356

O Cancel Apply

Microsoft-Cisco:
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- PIX

- VPN 3000 Concentrator
- VPN 5000 Concentrator

Bt B Cisco 36408 B8
EP36408H 28

Current configuration : 1840 bytes
!
version 12.1

no service single-slot-rel oad-enabl e
service timestanps debug uptinme




service tinmestanps | og uptine
no service password-encryption
|
host nane noss
|
logging rate-linmt console 10 except errors
|
i p subnet-zero
|
no ip finger
!
ip audit notify |og

ip audit po nmax-events 100
|
crypto isakmp policy 1

!--- The following are IOS defaults so they do not
appear: !--- IKE encryption method encryption des /---
IKE hashing hash sha !--- Diffie-Hellman group group 1
!-—-- Authentication method authentication pre-share
!-—- IKE lifetime lifetime 28800

!--- encryption peer crypto isakmp key ciscol23 address
172.18.124.157

!
!--- The following is the IOS default so it does not
appear: !--- IPSec lifetime Ccrypto ipsec security-
association lifetine seconds 3600 ! !/--- IPSec
transforms crypto ipsec transform-set rtpset esp-des
esp-md5-hmac

|
crypto map rtp 1 ipsec-isakmp

! --- Encryption peer set peer 172.18.124.157

set transform-set rtpset

!--- Source/Destination networks defined match address
115

|

call rsvp-sync

|
interface Ethernet0/0

i p address 192.168.1.1 255.255.255.0
i p nat inside

hal f - dupl ex

!
interface Ethernet0/1

ip address 172.18.124.35 255.255.255.240
i p nat outside

hal f - dupl ex

crypto map rtp

|
ip nat pool |NTERNET 172.18.124.35 172.18.124. 35 net nask
255. 255. 255. 240

ip nat inside source route-map nonat pool | NTERNET

ip classless

ip route 0.0.0.0 0.0.0.0 172.18.124. 36

no ip http server

|
access-list 101 deny ip 192.168.1.0 0.0.0.255 10.32.50.0
0. 0. 0. 255

access-list 101 pernit ip 192.168.1.0 0.0.0.255 any

!--- Source/Destination networks defined access-1list 115
permit ip 192.168.1.0 0.0.0.255 10.32.50.0 0.0.0.255
access-list 115 deny ip 192.168.1.0 0.0.0.255 any
route-map nonat permit 10

match i p address 101
!




line con O

transport input none
line 65 94

line aux O

line vty 0 4

|

end

BEBPIX

PIX

Pl X Version 5.2(1)

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

enabl e password 8Ry2Yj |yt 7RRXU24 encrypted

passwd 2KFQnbNI dI . 2KYQU encrypt ed

host nane pi xfirewal |

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sntp 25

fixup protocol sqglnet 1521

fixup protocol sip 5060

names

!--- Source/Destination networks defined access-list 115
permit ip 192.168.1.0 255.255.255.0 10.32.50.0
255.255.255.0

access-list 115 deny ip 192.168.1.0 255.255.255.0 any
pager lines 24

| oggi ng on

no | ogging tinestanp

no | oggi ng standby

no | oggi ng consol e

no | oggi ng nonitor

no | oggi ng buffered

no logging trap

no | ogging history

logging facility 20

| oggi ng queue 512

interface ethernet0 auto

interface ethernetl 10baset

ntu outside 1500

ntu inside 1500

ip address outside 172.18.124.35 255.255.255.240
ip address inside 192.168.1.1 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

no failover

failover timeout 0:00:00

failover poll 15

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

arp timeout 14400

!--- Except Source/Destination from Network Address
Translation (NAT): nat (inside) 0 access-list 115
route outside 0.0.0.0 0.0.0.0 172.18.124.36 1
timeout xlate 3:00:00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0: 10: 00 h323 0:05: 00




sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absol ute
aaa- server TACACS+ protocol tacacs+
aaa-server RADI US protocol radius
no snnp-server | ocation
no snnp-server contact
snnp-server community public
no snnp-server enable traps
fl oodguard enabl e
sysopt connection permit-ipsec
no sysopt route dnat
!--- IPSec transforms crypto ipsec transform-set myset
esp-des esp-md5-hmac
!--- IPSec lifetime crypto ipsec security-association
lifetime seconds 3600
crypto map rtpmap 10 ipsec-isakmp
!--- Source/Destination networks crypto map rtpmap 10
match address 115
!--- Encryption peer crypto map rtpmap 10 set peer
172.18.124.157
crypto map rtpmap 10 set transform-set myset
crypto map rtpmap interface outside
isakmp enable outside
!--- Encryption peer isakmp key ******** address
172.18.124.157 netmask 255.255.255.240
isakmp identity address
!--- Authentication method isakmp policy 10
authentication pre-share
!-—-- IKE encryption method isakmp policy 10 encryption
des
!-—-- IKE hashing isakmp policy 10 hash sha
!--- Diffie-Hellman group isakmp policy 10 group 1
!-—- IKE lifetime isakmp policy 10 lifetime 28800
telnet tineout 5
ssh timeout 5
terminal wdth 80
Crypt ochecksum ¢237ed11307abea7b530bbd0c2b2ec08
end

B EVPN 3000# 28

BRIFFE , A THREZERN S| HEEVPNEF R,

- EFTEIKERR , 55 &#EFConfiguration > System > Tunneling Protocols > IPSec > IKE

Proposals > Add a proposals.
Proposal Nanme = DES- SHA

!--- Authentication method Authentication Mode = Preshared Keys !--- IKE hashing

Aut henti cation Al gorithm = SHA HVAC- 160 !--- IKE encryption method Encryption Al gorithm =
DES-56 !--- Diffie-Hellman group Diffie Hellman Group = Group 1 (768-bits) Lifetine
Measurenent = Tine Date Lifetine = 10000 !--- IKE lifetime Time Lifetime = 28800

. EEZLANZILANBRE , 558 Configuration > System > Tunneling Protocols > IPSec LAN-

to-LAN.
Nanme = to_2000
Interface = Ethernet 2 (Public) 172.18.124.35/28

!--- Encryption peer Peer = 172.18.124.157 !--- Authentication method Digital Certs =
(Use Pre-shared Keys) Pre-shared key = cisco0l23 !--- IPSec transforms Authentication =
ESP/ MD5/ HVAC- 128 Encryption = DES-56 !--- Use the IKE proposal | KE Proposal = DES- SHA
Aut odi scovery = off !--- Source network defined Local Network Network List = Use IP

Addr ess/ W dcard-nmask bel ow | P Address 192.168.1.0 Wldcard Mask = 0.0.0.255 /---
Destination network defined Renpte Network Network List = Use | P Address/ W I dcard- mask
I P Address 10.32.50.0 WIldcard Mask 0.0.0. 255

none

bel ow



- BIEREZ LB | 5522 Configuration > Policy Management > Traffic Management > Security

Associations > Modify.

SA Nane = L2L-to_2000

I nheritance = From Rul e

| PSec Paraneters

!--- IPSec transforms Authentication Al gorithm = ESP/ MD5/ HVAC- 128 Encryption Al gorithm =

DES- 56 Encapsul ati on Mbde = Tunnel PFS = Disabled Lifetinme Measurenment = Tine Data Lifetine

= 10000 /--- IPSec lifetime Tine Lifetinme = 3600 |ke Paraneters /--- Encryption peer |KE
Peer = 172.18.124. 157 Negotiati on Mode = Main !--- Authentication method Digital Certificate
= None (Use Preshared Keys) !--- Use the IKE proposal | KE Proposal DES-SHA

B VPN 50005 28

VPN 5000 Concentrator

[ P Ethernet 1:0 ]

Mode = Routed

Subnet Mask = 255. 255. 255. 240
| PAddress = 172.18.124.35

[ General ]
| PSecGat eway = 172.18.124. 36
Devi ceName = "ci sco"

Et her net Address = 00: 00: a5: f0: ¢8: 00

Devi ceType = VPN 5002/ 8 Concentrat or

Confi guredOn = Ti neserver not configured
Confi gur edFrom = Command Li ne, from Consol e

[ P Ethernet 0:0 ]

Mode = Routed

Subnet Mask = 255. 255. 255. 0
| PAddress = 192.168.1.1

[ Tunnel Partner VPN 1 ]

!--- Encryption peer Partner = 172.18.124.157 !---
IPSec lifetime KeylLifeSecs = 3600 Bi ndTo = "ethernet
1: 0" !--- Authentication method SharedKey = "ciscol23"
KeyManage = Auto !--- IPSec transforms Transform =
esp(md5, des) Mbde = Main !--- Destination network
defined Peer = "10.32.50.0/24" !--- Source network
defined Local Access = "192.168.1.0/24" [ IP Static ]
10.32.50.0 255.255.255.0 VPN 1 1 [ IP VPN 1] Mde =
Rout ed Nunmbered = Of [ IKE Policy ] !--- IKE hashing,
encryption, Diffie-Hellman group Protection = SHA DES Gl
Configuration size is 1088 out of 65500 bytes.
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BHEZRRT S(EHEMEFEA)XER Eshowin T , b T EA[ZEE @R showds T8 H#Y 247,

AR : ZHidebugfiE Tt 2 El , EESBMERDebuglE TN EEEA,

B RI3640B8 Hi 8%

- debug crypto engine — R EBFTINZEMMBEZ N N 5| BHFFES.
. debug crypto isakmp — R EBIKESHHER,

. debug crypto ipsec — R IPSecE 1,

- show crypto isakmp sa — B~ ¥ E R F A BRI IKERZ £ B (SA).

- show crypto ipsec sa — B~ E Bl £ B E AR E.

- clear crypto isakmp — ( R*ELEEN ) JERFIBEEBHIKEELR,

- clear crypto sa — ( #tELEEX ) MERFTEIPSeck £ EE,

- debug crypto ipsec — R 5 2F& EXHYIPSect# &,

- debug crypto isakmp — F 756 1 P& ER Y R PR AR 2 £ B E M £ 8 B I 1 E (ISAKMP) 1 76
. debug crypto engine — B R IMZEH R E.

. show crypto ipsec sa — B R 2R R L LB,

. show crypto isakmp sa — B R 51/ R L £ B H

- clear crypto isakmp — ( RRELEEIR ) FERMEBFE 8RR (KE)Z £ B,

. clear crypto ipsec sa — ( RELEE ) BEBRIPSecR £ BA .

VPN 3000 Concentrator

. — JBiB##F Configuration > System > Events > Classes > Modify(Severity to Log=1-13,
Severity to Console=1-3)EEVPN 3000 Concentratordi& : IKE, IKEDBG, IKEDECODE,
IPSEC. IPSECDBG. IPSECDECODE

. — A LLEIB & EMonitoring > Event Log K& BRE R REH H 5o

. — A 7EMonitoring > SessionsF EsZLANZEILANBE R E

- — AEEE>EERE> LANBILANS > RE — SESHERPRE.

VPN 5000 Concentrator

. vpn trace dump all — B REBEFIECEMNVPNERNWEF , SRBEEHEH. VPNER, HF
BNERIP, BETHLERESHBNEN , UREREHEBNBER TERREELRNRER
S E X R ITHR,

. show vpn statistics — BREAE. SEBHNUTERAURMENALT. (HREMBEEE

, ERREOEEEEARENSY. ) BIEE — EEEHNIER, ENegoth — ER/IIETE
HERNER, SRR — B LREFREBUARMZTHERNZARAEE, Running Total — B
EREFRE %R ELRE B, Tunnel Starts — B3 E R ENXE ., Tunnel OK — R EEEEEM
BEER, Tunnel Error — B4 EENEEH,

. show vpn statistics verbose — B RISAKMP @i st EA AR E L BB ERFRETE Ao

HBEH
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. Cisco VPN 5000 % 5 rhEssa Mk kN6
- B EIPSeciiif £

. BBEinternet &M TNEZLIHTE

- i {iiz ¥ - Cisco Systems
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