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version 12.3

service timestanps debug dateti ne nsec
service timestanps | og datetime nsec

no service password-encryption

!

host nane dude

!

menory-size i onem 15

i p subnet-zero

!

ip audit notify |og

ip audit po max-events 100

| I-—- IKE policies. crypto isakmp policy 1
encr 3des

hash md5

authentication pre-share

group 2

crypto isakmp key ciscol23 address 200.1.1.2
| I-—- IPsec policies. crypto ipsec transform-set to_vpn
esp-3des esp-md5-hmac

crypto map to_vpn 10 ipsec-isakmp

set peer 200.1.1.2

set transform-set to_vpn

!--- Traffic to encrypt. match address 101

1

interface Ethernet0/0

ip address 203.20.20.2 255.255.255.0

ip nat outside

hal f - dupl ex

crypto map to_vpn

1

interface Ethernet0/1

ip address 172.16.1.1 255.255.255.0

ip nat inside

hal f - dupl ex

!

ip nat pool mypool 203.20.20.3 203.20.20.3 netmask
255.255.255.0

ip nat inside source route-map nonat pool mypool
overload

ip http server

no ip http secure-server

ip classless

ip route 0.0.0.0 0.0.0.0 203.20.20.1

ip route 172.16.20.0 255.255.255.0 172.16.1.2
ip route 172.16.30.0 255.255.255.0 172.16.1.2

| I-—- Traffic to encrypt. access-list 101 permit ip
172.16.1.0 0.0.0.255 192.168.10.0 0.0.0.255
access-list 101 permit ip 172.16.1.0 0.0.0.255
192.168.40.0 0.0.0.255
access-list 101 permit ip 172.16.1.0 0.0.0.255
192.168.50.0 0.0.0.255
access-list 101 permit ip 172.16.20.0 0.0.0.255
192.168.10.0 0.0.0.255
access-list 101 permit ip 172.16.20.0 0.0.0.255
192.168.40.0 0.0.0.255
access-list 101 permit ip 172.16.20.0 0.0.0.255
192.168.50.0 0.0.0.255
access-list 101 permit ip 172.16.30.0 0.0.0.255
192.168.10.0 0.0.0.255
access-list 101 permit ip 172.16.30.0 0.0.0.255




192.168.40.0 0.0.0.255

access-list 101 permit ip 172.16.30.0 0.0.0.255
192.168.50.0 0.0.0.255

!--- Traffic to except from the NAT process. access-list
110 deny ip 172.16.1.0 0.0.0.255 192.168.10.0
0.0.0.255

access-list 110 deny ip 172.16.1.0 0.0.0.255
192.168.40.0 0.0.0.255

access-list 110 deny ip 172.16.1.0 0.0.0.255
192.168.50.0 0.0.0.255

access-list 110 deny ip 172.16.20.0 0.0.0.255
192.168.10.0 0.0.0.255

access-list 110 deny ip 172.16.20.0 0.0.0.255
192.168.40.0 0.0.0.255

access-list 110 deny ip 172.16.20.0 0.0.0.255
192.168.50.0 0.0.0.255

access-list 110 deny ip 172.16.30.0 0.0.0.255
192.168.10.0 0.0.0.255

access-list 110 deny ip 172.16.30.0 0.0.0.255
192.168.40.0 0.0.0.255

access-list 110 deny ip 172.16.30.0 0.0.0.255
192.168.50.0 0.0.0.255

access-list 110 permit ip 172.16.1.0 0.0.0.255 any

!

route-map nonat permit 10

match ip address 110

1
line con O
line aux O
line vty 0 4
!
end
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Conflguration | Interfaces

Thiz section lets vou configure the WFI 3000 C

[r the table below, or mthe puchire, select and ©

Thursday, 03 July 2003 14:04:38
Save Heededly] Refresh®™

roncentrator's netwaorls interfaces and powet supplies

bl the mierbace wou want to conbigurs

| Interface | Status | IF Address |EuhnEt Maslk | MAC Address Default Gateway
[Ethemet 1 (Prrvats) | UP [192.168.10.1[255.255.255.0 |00.03 A0 82 00.7D

[Ethemet 2 (Public) | TP [2001.1.2  [255255.255.0([00.03.40.88.00.7E 2001 1.1
Ethemet 3 (Extemal] Mot Configured [0.0.0.0 loooo

|UHS Server(s)
_|DN‘S Damain Name

v Power Supplies

I.IJNS Server Mot Confipured

2. iE#E#Configuration > System > IP Routing > Default Gateways , Et & Default
(Internet)Gateway# Tunnel Default (inside)Gateway , LA fFIPsecE|:E = A K F I H it 74

o

Confipure the defimlt gareways for your system

Default Gateway 200111

hetrie | |

Tunmel Default

[192.166.10.2]

Gatoway

Overmide Default
Gateway
Apphy Cancel I

Enter the IF address of the defaudt gateswray or router. Enter 00000 for ne

detanlt rauter
Eriter the taetric, Brom 1 to 16

Enter the TF address of the default gatewsay or router for fnnels, Enter 0.0 0.0)
ft 1o defilt router

Check to allow learned default gatesrays to avernde the configured default

Eateway.

3. iZ#ZConfiguration > Policy Management > Network Lists A2 EZEMZN RENBREE

o TR R

Frivate mterface.

Mledly a conbgured Metwork List. Clok en enerate Local List te generate a neteeotk bist based on routmg entries on the

List Name [vpn_local_subnet

Marne of the Metwarle Last vou are adding. The name must be
U gue.

Enter the Mebworks and Wildeard masks uzing the

182 .168.10.0/0.0,.0,.255
182 .168.40.0/0.0.0,.255
182.168.50.0/0.0.0,.255

MNetwork List

4]

Apphy | Cancel |

Generara Local List

follzwnng format i i (e 2

1010000000255 2550,

MNote: Enter a wildeard mask, which is the reverse of
a subnet mask. A wildcard mask has 1z bt posihons
toagnore, (s in bit postions to match, For example,
10.10.1.0¢0.0.0 all 10,101 mmn addresses

Each Wetworl and "Wildeard mask par mst be entered
on a smgle ne.

The Wildcard mask may be omitted if the nahiral
Wildeard mask iz to be used

=
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bioddy a confipured Metwrork List Cheke on Generate Local List to generate a netweork list based onreutng entries on the
Frovate mtetface

List IV |n:|u1gr_9uhnal IMame of the Metworl: List you are addmg, The name must be

unigue,

» Enter the Metmworks and Wildcard masks namg the
172.16.1.0/0.0.0.255 =] followmg Format. nannnnnn (&g
172.16.20.0/0.0.0.255 10.10.0.0/0.0.255.253).
192.15.30.0/0.0.0.255 « [Note: Enter a wildcard masl, which is the reverse off

a snhnet mask, A wildeard mask has 13 in bit postions
to pnore, Oz i kit posihons b match For example,

el e s 10.10.1.0/0.0.0.255 = all 10.10. 1.ann addresses.
o Each Metworl and Wildcard mask pair must be entered
on a single line,
_’j o The Wildcard mask may be omitted o the natral
—fl E Wilde ard mask 5 to be used.
Apphy | Cancel | Generate Local List ]

>|

4 mME, AT EWEESEE T8 : NRIPsecRENARD , BREWKNEAMARLS
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Thiz section lets you add, modify, copy, and delete MNetwork Lists.

Chck Add to create a Metwork List, or select a Network List and click Modify, Copy, or Delete.

Network List Actions
WM Client Local LAMN (Defaulf)
hifmigarmaaia Add
todify
et A
Delete

5. &£ Configuration > System> Tunneling Protocols > IPSec LAN-to-LAN 3 E £ L AN-to-LANBZ
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System | Tunneling Protocols [IPSec | LA a LAN | Adi

Ldd a new IPSec LAN-to-LAI connechon.

Enahle ¥

MName ilu_ruutur

Interface |Ethemat 2 (Public) (200.11.2) =|

Connection Type i Brdirectional *i

203.20.20.2 =]
Peers
.«
Digital - -
CortiBrate |Nane (Use Preshared Keys) |

Certificate © Entire certificate chain
Transmission & Tdentty certficate only

Preshared Key |ciscol23
Authentication | ESFAMDE/HMAC-12E =]

Encryption i IDES-168 'i

TKE Proposal | IKE-3DES-4405

#

Check to enable this LA -to-LAN connechon
Enter the name for thos LAY -ro-LA comechon.
Select the interface for this LA -to-LAM connection

Choose the type of LA -to-LAN comnection An Cviginade-
Cliedy commection may have multple peers specified below.

Enter the remete peer IP addreszes for this TAN-to-LAD
connection. Crigimate-Omdy connection may specify up to ten
peer [P addresses. Enter one [P address per bne.

Select the digital certificats to use.

Choose how to send the digital certificate to the TKE peer

Enter the preshared key for this LAN-to-LAN comechion
opecby the packet authenhc abon mechausm to use.

Specif the enctyphon mechandsm to use.
Select the [EE Proposal to use for this LA -to-LATT

connschon.

Filter |-Mane—

TPSec MAT-T T

Bandwidth Policy !—Nu ne— 'I

Houting ! MHong

3

Choose the Blter to apply to the traffc that 15 tunnel=d through
thiz LAIT-te-LAM connection

Checle to let MAT-T compatible IPSec peers estabhsh thus
LAN-to-LAI connection through a AT device, Yeou mnst
alze enable TPEec over FAT-T under AT Transparency.
Choose the bandwedth policy to apply to this LA -bo-TAT
CoOnneChet

Choose the routng mechamsm to use. Parameters helow are

imnored if Metwork Autodiscovery is chosen.

Local Metworle If a2 LAT -to-LAT DIAT rul= 15 used, this 1= the Translated Dletworke address.

B

Metworl: List ]*-fpn_lcu:a _subnet

TP Address |

Wildcard NMask !

Specti the local netwatl address list or the TP address and
wildcard mask for this LAN-te-LADN connechon

Note: Enter a widdegnd masl:, which is the reverse of a
subnet mask. A waldcard mask has 1z in bit posiions to
iomore, 2 i bt postions to match. For example,

10010, 1040 000,255 =all 10,10, 1 nun addresses.

Remote Networle If g LA -to-LAN MAT rule 15 used, thes 15 the Femote Metworks address.

Hetworls Lise |{{={ER=T=)

" Adﬂres:j

Wildcard Mask |

[ Add | cancal |

Spectdy the remotes network address hst or the IF address and
wildcard mask for this LA -to-LADR cotmection

Maote: Enter a wildeand mask, which is the reverse of a
subnet mask. & wildcard mask has 15 i bat posihons to
ignere, Oz in bit postions to match. For example,
10101000000 255 = all 10,10, 1.ndm addresses.

6. B—TApply#® , WIRESRREMER , EALANIILANBEEENEREDEY.




Smr eml
An TPSec LAN-t0-LAN connechon has been successfully configured. The following have been added to your configuration

Authentication Server Iternal
Grroup 203 20 202
Security Association 2L o router

LaL: bo_touter Out

A LZL: b router In

Modifising any of these sterne will affect the LATT-to-LAT confipration The Growp iz the zare as vour LA -to-LATT peer
The Security Association ard Filter Fules all start wath "L21:" to medicate that they form a LAT -te-LAT confipuraton.

oK |
A LL7E Configuration > System > Tunneling Protocols > IPSec LAN-to-LAN A #: 45 5 1& 2 5t &1
E.LE’JLAN?E'JLAN IPsec%Iiﬁlo

Save Neededfp)

This section lets vou cenfignre TP Sec LAM-to-LAM connectons. LA -to-LAI commections are established with other VI
F000 Concentraters, PL Grewalls, 7100000 series routers and other [P Sec-complant security gateway:. To configure a
WELT 2002 or other remote access connschon, go to User Management and configure a Group and Ueer. To configure AT
ower LA -to-LAM, go to LAM -to-LALT FTAT Rules

£ you want to deline a set of networks on the local or remote ade of the LAN-to-LAN connection, confpure the necessary
Fletwerk: Tists prior to creatng the connection

Cheke the Add butten o add 2 LAY -po-LAT connection, or select a comection and chel Modify or Delote.
(T melicates a disabled LAM-to-LAIT connection
LAN-to-LAN

Connection Actions
bo_rouker (203 20.20.2) on Ethern=t 2 [(Publi=]

Modify

tE

Delata

7. iZ#Configuration > System > Tunneling Protocols > IPSec > IKE Proposals AR ERE B 1Y
IKEZ S



onfiguration | System | Tunneling Protocols | IPSec | IHE Proposals:

. duruu
A dd, delete, priortize, and configure IEE Froposals,

Select an Inactive Proposal and chok Activate to make & Active, or chick Modify, Copy or Delete as appropnate
Select an Active Proposal and click Deactivate to make i Tnactive, or click Move Up or Mowe Down to change its
OTLOTIET.

(Chek Add or Copy te add a new Inactive Proposal [FE Proposals are used by Secunty Associahons to specty [EE
parameters.

Active Inartive
Froposals Actions Proposals
CizcovPHClient-30E 554006 : IKE-3DES-SHA-DSA
IKE-30ES-MD5 % Achvets J IKE-30ES-MO5-RSA-DHI
IKE-30ES-MO5-DH1 i IKE-DE S-MOS-DH7
IKE-DES-MDS ik i I CiscavPHClierd-30E S4405-R5A
IKE-30ES-MD5-DHT Mavela | |CiscovPNCientIDES-SHADSA
IKE-30ES-hD5-F5A CiscoFRCIent-30E S0 D5-R5ADHS
CiscovPHClTent-30E S D5-0HS fdove Diawn I CiscovFRCIent-3DES-SHA-DSA-DHS
CisenWPHCIentAE ST 28-5HA CiscoFRCIentAE 52 5h-5HA
IKE-AES128-5HA Add | IKE-AES256-SHA
Madiy |
Copmy |
Deletz |

. i Configuration > Policy Management> Traffic Management > Security Associations A2
RREMBEE,

) S m.ru M I:II:I d Hd E

Thiz section lets you add, confipure, medify, and delete TFSec Secunty Assoriatons (SA2) Securty Associations use TEE
Eroposals to nepohate IEE parameters.

Click Add to add an SA, or zelect an 54 and click Modify or Delete,

IPSec SAs Artions
ESF-JDES-MD5
ESE-IDES-HD5-DHS
ESE-IDES-MDS-DH?
ESP-IDES-OMNE Add
ESE-AES]2B-SHA .
ESE-DES-MOR _ Madiy |
ESE-L2TE-TRANSFORT Rl
ESEAKE-IDESMDOG _ Delete |
L2 ta_router

9. B—TR2EHER , ARE-TEUURBRZ LB,




SA Name |L2L: 10_router

Inheritance |Fr:|m Fiule v]

IPSec Parameters
Anthentication
Algorithm

Encryption
, |3DES-1 63 "I
Algorithm
Encapsulation =
Mode | unnzl |

Perfect Forward
Secre

T.ifEnmE Iﬁ
ime |-

Ieasurement

| ESPAMDS/HMAC-128 =]

| Disablad j

Data Lifetime |10000

Time Lifetime |28500

Specify the name of this Securiy Association (54,
Felect the pramlarity of this S

Select the packet authenticahon algonthm to use
Felect the ESE enciyphen alzorithm to use.
Select the Encapsulahon Mode for thes 5A
celect the use of Perfect Forward Secrecy.

Select the ifetme measurement of the TP Sec keys

Specity the data Ifetme in kilobytes (EEB)

specty the tme betomes n seconds.

IEFE Parameters
Connection Type Bidrectional
IEE Peoers 20720202

Negotiation Mode |h-iEin 'I

Digital Certificate |N|:|ne Jeo Presharad Keye) __'J

The Comecton Type and [EE Peers cannot be modified on

TFSec SA thatts part of a LA -to-LAT Connection
Felect the IEE Megotation mode to use
Select the Digital Certificate to use.

Cerfificate © Enbre certificate chamn
Transmission & Identity certficate only
IKE Proposal |¥E-3DES-MD5

Choose how to send the digital certificate to the [EE peer

j Select the IEE Froposal to use as TKE mbator.

o

ARG 5 H 1t 5% E H A A showin &6

EigmERE
REBREHETTARER NIRRT ERER.
B ERE T S(REDEMESEM)OMXER Eshows S, EAOITREshowsr s

o

B 2 AT

- show crypto ipsec sa — R E B T2 BB EANERE.

. show crypto isakmp sa — B~ EZ 8 W FTE Eflinternet &8 x?ﬁﬁé@ﬁﬂﬁﬁ
. show crypto engine connection active — B8RP INZ 5| B EFDE B MBS ER

!&R\—ILXEFHIOSﬁ%E%@IE(Eﬁ%E%‘IH&%F‘EH)ﬁ*ﬁﬁ%ﬁﬁiﬁ%ﬂﬁ%%ﬁaﬂo
FEVPNSEREE L

i##E Configuration > System > Events > Classes > Modify SABARX A 5552 8%k, AT BEAA :

- IKE
- IKEDBG
- IKEDECODE
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- IPSEC
- IPSECDBG
- IPSECDECODE

ROERBREM=1-13
EHEEREM=1-3

i#1ZMonitoring > Event Log A R E4 B &

RERE AR
EiEmiERLE

EFEdebugis iz vl , LS R BRI DebuglE THEZEEH.

. debug crypto engine — B R INZEH R E.
- debug crypto ipsec — F 2P BRI IPsectih i
- debug crypto isakmp — R 5 1F& BRI ISAKMP 137

BE — S ERRE
HRHE

20932 10/ 26/ 2007 14:37:45.430 SEV=3 AUTH 5 RPT=1863 10.19.187. 229

Aut hentication rejected: Reason = Sinultaneous |ogins exceeded for user
handl e = 623, server = (none), user = 10.19.187.229, domain = <not
speci fi ed>

BRT=
TRMEBRETREFRENREREAR , SUELHSANEDS EABRERS:

# £ Configuration > User Management > Groups > Modify 10.19.187.229 > General >
Simultaneouts Logins , & A E X A5,.

PFS

EIPsectii@m® , T EBRZR(PFS)AEARESEHFNMNZSBE N EMSRER. RASEH
MEBEEHEMN EHPFS, &8I, BRASSPFREILLANE|LAN(L2L)IPseciBE,

EEETEEALMNBZEMEE B RFN L L BB IPseclEERPFS |, S5 EIPsecE N EIFZ £ 3
BEERIFEEPFS , BENBYHMEEER T FHset pfsti ¥ EIEEIPsecTIEFERPFS |, FEFEH
LS HnoZ .

set pfs [groupl | group2]
no set pfs

Hdset pfsii & :

. group1 — IEE T # M Diffie-Hellman X # k5 IPseclE £ A 76811 Diffie-Hellman = #£ & 31,


//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

. group2 — & EE#ITH A Diffie-Hellman X #ikFIPseclE £ A 102441 Diffie-Hellman =& FE 5,
FERERT , FRERPFS, MRFEAGSRIEEMR , Algroup 1 BETERRE.

5l

Rout er (confi g) #crypto map map 10 ipsec-isakmp
Rout er (confi g- crypt o- map) #set pfs group2

HEdset pfstn THFME , F2ECisco IOSEEMTLE,

HBES

- BERNL2L MRS MIPSec VPN EEHERR R E
. Cisco VPN 3000% 5l $£-h 88

. Cisco VPN 30027 ## (&5 F & ¥

. IPSec 1#%#/IKE BRI E

- B iff X MBS - Cisco Systems
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