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May 23 11:41:38.139 GMT: %CRYPTO-4-RECVD_PKT_MAC_ERR:
decrypt: mac verify failed for connection

1d=2989 local=172.16.200.18 remote=172.16.204.18 spi=999CD43B
seqno=00071328
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interface: GigabitEthernet0/1
Crypto map tag: MPLSWanGREVPN, local addr 172.16.204.18

protected vrf: (none)

local ident (addr/mask/prot/port): (172.16.204.18/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.16.205.18/255.255.255.255/47/0)
current_peer 172.16.205.18 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 51810, #pkts encrypt: 51810, #pkts digest: 51810

#pkts decaps: 44468, #pkts decrypt: 44468, #pkts verify: 44468

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0



#pkts not decompressed: 0, #pkts decompress failed: 0

#pkts no sa (send) 0, #pkts invalid sa (rcv) 0

#pkts encaps failed (send) 0, #pkts decaps failed (rcv) 0
#pkts invalid prot (recv) 0, #pkts verify failed: 8

#pkts invalid identity (recv) 0, #pkts invalid len (rcv) 0
#pkts replay rollover (send): 0, #pkts replay rollover (rcv) 0
#pkts replay failed (rcv): 0

#pkts internal err (send): 0, #pkts internal err (recv) 0

local crypto endpt.: 172.16.204.18, remote crypto endpt.: 172.16.205.18
path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernet0/1
current outbound spi: 0xD660992C(3596654892)

inbound esp sas:

spi: 0x999CD43B(2577191995)

transform: esp-3des esp-sha-hmac ,

in use settings ={Transport, }

conn id: 2989, flow_id: AIM-VPN/SSL-3:2989, sibling flags 80000006,
crypto map: MPLSWanGREVPN

sa timing: remaining key lifetime (k/sec): (4257518/24564)

IV size: 8 bytes

replay detection support: N

Status: ACTIVE

outbound esp sas:

spi: 0xD660992C(3596654892)

transform: esp-3des esp-sha-hmac ,

in use settings ={Transport, }

conn id: 2990, flow_id: AIM-VPN/SSL-3:2990, sibling flags 80000006,
crypto map: MPLSWanGREVPN

sa timing: remaining key lifetime (k/sec): (4199729/24564)

IV size: 8 bytes

replay detection support: N

Status: ACTIVE
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Router (config)# crypto ipsec transform transform-1 esp-aes 256 esp-md5-hmac

ELFEBIE | Tesp-aes 256 #MEEEE L EHERB256VAES , T "esp-md5. #%

MD5 ( HMACE8 ) EXAFANREBNMEEEE L, HEEEL (WMD5 ) BEARREHERA
ANBFEN. HFENEEARBRERABAREIHREER. REHRLERALBERK
=

- FREZNERNZIBEENS. HERFIEER , TEHERHRBHEBRMER
o
CEHBRETENSRER. HERTERARERTRARNEZEHIH,

W EBERR YT &

ARUERASEERHHTERSIEN , HItETRARER T — 5 EREHAEPC , #W1E

BERMBAOWANGES BN E SRE , WiHETHER., EERIUEEZH , RFEEHEZELAFEN
REHR, EELEERLT , CUURESERINRE  EHMBERT , TEESREMEEN , BRES

BB (HlINE100RpingRES-7TREE ), HEERERLT  BHESEERS —HEEE, SRIE%
BNSRESEZRFEADSCPEBRERANREN HEER T, DSCPEMSERZIIESPIERE , RETA
LAfE FAWiresharki£1TiB R, SLAHRERRERMFEA 100 pingiE1TRIER , ATARESRICMPH A :

ip access-1list extended VPN_TRAFFIC
permit icmp <source> <destination>
class-map match-all MARK
match access-group name VPN_TRAFFIC
policy-map MARKING
class MARK
set dscp af2l
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interface GigabitEthernet0/0
service-policy MARKING in
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ip access-1list extended VPN_TRAFFIC
permit icmp <source> <destination>
route-map markicmp permit 10

match ip address vpn

set ip precedence critical

ip local policy route-map markicmp
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Router (config)# ip access-list ext vpn_capo
Router (config)# permit ip host



Router (config)# permit ip host

Router (config)# exit //the capture is only configured in enable mode.
Router# monitor capture buffer vpncap size 256 max-size 100 circular
Router# monitor capture buffer vpncap filter access-list vpn_capo
Router# monitor capture point ip cef capo fastEthernet 0/1 both
Router# monitor capture point associate capo vpncap

Router# monitor capture point start capo //starts the capture.

To stop replace the "start" keyword with "stop"
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Receiver

event manager applet detect_bad_packet

event syslog pattern "RECVD_PKT_MAC_ERR"

action 1.0 cli command "enable"

action 2.0 cli command "monitor capture point stop test"

action 3.0 syslog msg "Packet corruption detected and capture stopped!"
4.0

action snmp-trap intdatal 123456 strdata ""

Sender

event manager applet detect_bad_packet

event snmp-notification oid 1.3.6.1.4.1.9.10.91.1.2.3.1.9.

oid-val "123456" op eq src-ip-address 20.1.1.1

action 1.0 cli command "enable"

action 2.0 cli command "monitor capture point stop test"

action 3.0 syslog msg "Packet corruption detected and capture stopped!"
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05F03350: CB94AEF5 20A65B1F
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