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etlials, Firepower Device Manager Monitoring Policies Objects Device: fi @ @ @ @ H admin
cisco = s Adrministrator

& Internet

@-N‘I‘P&nﬂr

Interfaces Routing Updates System Settings

Connected 2 static routes Geolocation, Rule, VDB, System Upgrade, Management Access
Enabled 3 of 4 Security Intelligence Feeds

View All Interfaces View Gonfiguration View Configuration

Smart License Backup and Restore Troubleshoot
Jut of C iance
Tier: Not selected (FTDv = Variable)

View Configuration View Configuration REQUEST FILE TO BE CREATED See more

Site-to=-Site VPN Remote Access VPN Advanced Configuration Device Administration

2 connections Includes: FlexConfig, Smart CLI Audit Events, Deployment History,

cense Out of Compliance
1 connection | 2 Group Policies Downdoad Configuration

View Configuration View Configuration View Configuration View Configuration

FDMERIR

HER2 12— T+ EIRAS T 0k BERT 18 B v B AR

admin
Administrator

Monitoring Policies Objects Device: firepower

Device Summary

Site-to-Site VPN

2 connection profiles ¥

Prosot fiters: Roaite Baserl INTIE Polire Baaed Ad Site-15-Site Cemnectid

HIES2SER
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2 — T Local VPN Access Interface , #A% 3 — T Create new Virtual Tunnel InterfaceRIEIREFE
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alialn Firepower Device Manags Monitoring Policies Objects Device: firepower @ @ v admin
CISCO ¥ Administrator

L
[ T Remote Network

Define Endpoints

Connection Profile Name

vii-ipsec Palicy Baaed

Sites Configuration

LOCAL SITE REMOTE SITE

Laocal VPN Access Interface Remaote IP Addross

NEXT

MERENE

SERAERFERBENENSIB. T "OK, (H#E),



Create Virtual Tunnel Interface

Name
tunnel10

Most features work with named interfaces only, although some require unnamed interfaces.

Description

Tunnel ID Tunnel Source

outside (GigabitEthernet0/0)

IP Address and Subnet Mask

192.168.1.1 / ’ 255,255.255.252

e.g. 192.168.5.15/17 or 192.168.5.15/255.255.128.0

CANCEL

VTIE &
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New Site-to-site VPN

Define Endpoints

Connection Profile Name Type

Sites Configuration

LOCAL SITE REMOTE SITE

Local VPN Access Interface Remote IP Address

tunnel 10 (Tuneel1 0 101066323

FHHZIP
HER6IBEFIKEMRZE , AR BIZFEJHRA LR EIKEMIPsecs| & , M TEIFTR.

IKE Policy

O ke policies are global, you cannot configure different policies per VPN. Any enabled IKE Policies are
available to all VPN connections.

ke version 2 (D IKE VERSION 1 (@ )

IKE Policy

Globally applied

IPSec Proposal

Custom set selected

Bt B IKEhR A

HER7a. 1B IKE PolicyiZift ( WIEFTR ) , REIE— Tokik#t = Create New IKE Policy ( 1R EE
MR ) o



Edit Globally: IKE v2 Policy

Y Filter

AES-GCM-NULL-SHA

AES-SHA-SHA

DES-SHA-SHA

aes-256-sha-256-dh-14

ike2_policy

Create New IKE Policy

BIBIKERB



View IKE v2 Policy

g

Name State

30 aes-256-sha-256-dh-14 Enabled
Encryption

Diffie-Hellman Group

Integrity Hash

Pseudo Random Function (PRF) Hash

Lifetime (seconds)

86400

IKER B EY B B

FT7bsL . EIEFIPSec Policyizilt ( MEIFTR ) , AREIE— Tokiki = Create New IPsec
Proposal ( iR BRI HIEE ) -



Select IPSec Proposals

Y Filter SET DEFAULT

AES-GCM in Default Set

AES-SHA

DES-SHA-1

aes-256-sha-256

CANCEL

EiZIPsecHE



IKE v2 IPSec Proposal

4

Name
aes-256-sha-256

Encryption

=3

Integrity Hash

£

IPseci &L &
& ER8a.i#F Authentication Type, MRFEAFELAF BB  FiRUABNRRELA SR,

SERSh. (iR ) BETLEBIRBRE. BiEIPsec Lifetime Duration and Lifetime Size , R#& &
— Tnext,



IKE VERSION 2 () IKEVERSION1 (@ )

IKE Policy

Globally applied

IPSec Proposal

Custom set selected

Authentication Type
@ Pre-shared Manual Key |$| Certificate

Local Pre-shared Key

Remote Peer Pre-shared Key

essessees

IPSEC SETTINGS

Lifetime Duration Lifetime Size

28800 seconds 4608000

Additional Options
Diffie-Hellman Group for Perfect Forward Secrecy

No Perfect Forward Secrecy (tured off) -

PSKM4EZHEE

HRIMEE E IR — TFinish,



Summary

Vti-lpsec Connection Profile

0 Peer endpoint needs to be configured according to specified below configuration.

VPN Access 0B tunnel10 ©,  Peer|P Address 10.106.63.23
Interface IP

IKE Policy aes-256-5ha256-shal56-14
IPSec Proposal aes-256-5ha-256

Authentication Pre-shared Manual Key
Type

IKE V1: DISABLED

IPSEC SETTINGS
Lifetime

4608000 kilobytes

ADDITIONAL OPTIONS

Diffie-Hellman Null (not selected)
Group

BEERE

$EB10a. EfiEIObjects > Security Zones , A% E—T+ER~.
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altaln Firepower Device Manager Mesnitoring Policies Objects Device: firepower : admin
Cisco o Administrator

Object Types Security Zones

T MNetworks 2 chjects

G, Pons
B NAME MODE INTERFAGES ACTIONS

1 Inside_zone Routed il

¥ Application Filters 7 outside_zone Routed outside

& URLs

9 Geolocations

MR EE

HER10b, BV —EESE , RRBEVTINE , W TR,

Add Security Zone

Name

vti-zone

Description

Interfaces

-

0P tunnel10 (Tunnel10)

CANCEL

ZeEEEE



$ B 11a. 81 Z|0bjects > Networks , #&— T +ElRo

.l||.|||. - . — = . - + . admin
Firepower Davice Manager Monitoring Policies Objects Device: firepower @ @ . @ . -
CISco F g L @ o Adminiztrator

Object Types  « Network Objects and Groups

|

t:’ Ports Proset fiers: System chefined. Liser defined

 ANE TVPE VALUE
g Securi
1 IPva-Private-All-RFC1918 Group IPv4-Private-10.0.0.0-8, IPv4-Private-172.16.0.0-12, IPv4 -Private-192.168.0.0-
16

FMIEERER

HEB11b, FiBhostHR , W EAHFIHAIBREIpE MR,

Edit Network Object

Name

vpn-gateway

Description

Type

() Network (O FabN () Range

Host

192.168.1.2

e.qg. 192.168.2.1 or 2001:DB8::0DB8:800:200C:417A

CANCEL

i EVPN#EES

FBRc IR R TR MM 7,



Edit Network Object

Name

‘ remote-vpn-network

Description

Network

‘ 172.16.10.0/24

4°or 2001:DB8:0:CD30::/60

EinIPEE



Edit Network Object

Name

‘ inside-network]

Description

10.10.10.0/24

.g. 192.168.2.0/24 or001:DB8:0:CD30::/60

7 1| PEE B

$ER12.8fnF|Device > Policies , A # Bl EAccess Control Policy.



Add Access Rule

Action

Allow

L

Source/Destination Applications URLs &

Intrusion Policyﬂ File polii;',-o Logging

Users

DESTINATION
+  Networks + 36T Groups Zores Networks +  SGT Groups

& inside-network ANY B inside_zone & inside-network

T remote-vpn-.. 8 vii-zons T rmote-vpn-..,

Show Diagram

#1835 B4R I SR RE

HER13a. ZBBVTIBEMEEH, BEZEDevice > Routing,

Firepower Device Manager Monitoring Policies Objects Device: firepower @ @ @ @ admin

Administrator

Model Software VDB Intrusion Rule Update High Awailabili
Cisco Firepower Threat Defense for VMwa... 7.05-72 3180  20210503-2107 Mot Configured

)|
En & Internet

Interfaces Routing Updates System Settings

Managemant Accass

Con d 1 static route Geolocation, Rule, VDB, System Upgrade,
Enabled 3 of 4 Security Inteligence Feeds Logging Settings

DHCP Server
DNS Server

View All Interfaces View Configuration View Configuration

BETERIR

FER13b, BEZFERouting £5|1EH T #Static Route, E— TF+E R,



Device Summary

Routing

Add Multiple Virtual Routers ). Commands v £} BGP Global Settings

| Static Routing ECMP Traffic Zones

1 route

®  MAME INTERFACE 1P TVYPE NETWORKS GATEWY B SLA MONITOR

1 default outside 1Pvé 0.0.0.0/0 10.106.52.1

ES1ge- iz

S ER13c. R #tInterface , ##ENetwork , I2fitGateway, #Z—T "OK, (HZE ),



Add Static Route

Mame

vti-route

Description

Interface

tunnel10 (Tunnel10)

Protocol

@ iPva () IPv6

Networks

-

51 remote-vpn-network

Gateway Metric

vpn-gateway

Please select an SLA Monitor

CANCEL

S BR14. BB EDeploy, BIFER , A& L — T Deploy Now,



Pending Changes

° Last Deployment Completed Successfully
26 Jun 2025 05:27 PM. See Deployment History

Deployed Version (26 Jun 2025 05:27 PM) Pending Version @ Lecenp

€) static Route Added: vti-route

metricValue: 1
ipType: IPv4
name: vti-route
iface:
- tunnelld
gateway:
= vpn—-gateway
networks:
- remote-vpn-network

€) Access Rule Added: vti-acl

logFiles: false
eventLogAction: LOG_NONE
rulelId: 268435458
name: vti-acl
sourceZones:
- vti-zone
- inside_zone
destinationZones:
- vti-zone
- inside_zone
sourceNetworks:
- remote-vpn—network
= inside-network
destinationNetworks:

MORE ACTIONS ¥ CANCEL DEPLOY NOW =

HERE

B RE

HEBTRE , AIERAUL TR SECLI LBRFEBERE

1. show crypto ikev2 sa
2. show crypto ipsec sa <peer-ip>
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https://www.cisco.com/c/zh_tw/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/zh_tw/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/zh_tw/support/security/defense-center/products-installation-and-configuration-guides-list.html
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