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BEREEVRIEINEE(CAPF)
¥ ST E]
RO R BA
[.well-known/est/simpleenroll
[certsrv
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[certsrv/certnew.cer
FARA KBS HE BR Y AH BB BR Bt/ A 5
CAPFH&
CiscoRAH
NGINX error.log
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CAPFHZ :
Cisco RA:
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MS IISHE :

AR IRAN )
BR 7 I E B &
CESEiE) . ZINGINX HEEH TR
CESEXED , ZINGINX error.logF /R
CESEAE , anIISHEEHRFIT
CAPFRIE) ( inCAPF HEEFIR )

EFELSCHERE
CAPFH:

IS HEE

= R ERE

ISEEFEMEEERPRDCARE
ERAERFENWebA RS




ERURLEH A M F A T ICf

DNS## 47 5 78
ERFEEMHE
& = E R AL S FEER
CES 5 17 B T8 i i
CESEH {8 i
CaEs

L b

AERNEEEREEMNKREINSE(CAPF) BB GEMAERT Shae SR # B, LLINEEth B ACAPF
Online CA.

DR
BR

BRIERERBUUTERE

. BRIEABIEES(CUCM)ZREH

BRA T
RXEFHWERAENRCUCM 1258 , BACUCM 12.55 5| A T CAPF#R LCAZhEE,

ANHPHEARBBBEERETRREANEEMEL. XPEAZNAMBERELREHER ( HER
) AEREREE ., RGP EEER , FRACCHEBIMNES IREKRNEE,

ThRETTAFBLIR

B M#(RA)

RARMRE TR —EHEEMEE K TRECAEHBNESNFREBANZTSERXBBCARERS,
RAR LB EIRERRE(PKNW —& 2,

BiRR2MREMEST)

ESTRERFHHBEEIMARIBRFC)7T00FESMIHE  ELEFHEAERERERS
(TLS)MIB XA EE#HEHTTP) N B EEE(CMC)EE, ESTHEAEFiH/ARSER  HAESTE
FiE%ImaER  ESTARSER QS RNERE,

libEST

ibESTR BRI EHESTHVE, IbESTAMERREAEREMMBIRER R ERE LRHBEX09FE.



Lt & FH CiscoEST M CiscoRAE i,

SIEX(NGINX)
NGINXZ LA Apache I Web A FREEFI R B, NGINXARCAPFRICESZ FIHTTPEA UK

CESHICA Webzt R # < BRIV EA . ElIbESTHEMMRBFER TETH , FEWebMAMRRAR
iIbDESTERETCPFE R,

B AR HE(CES)

CESECUCMLEHW R , ZECAPFRRIEMCAZEHIRA, CESthiEACiscoRA |, SEEARA,
CESTERANGINX#EAWebfAfR2F , K ACESHEMRS[ER TERIbESTA R ERA,

BERER{VCEIIRE(CAPF)

CAPFREFHEMITHEEZMBERKFE ZEEHNCUCMERT ., CAPFRKREFZECESEE), EILINEE
BEAB  CAPFEEFmER TERIDEST , BiBCESHMERFERE.

Bz, UATREETHNERA :

. BEEMBCAPFEREREFER

. CAPFEHECiscoEST ( BEFImiER ) EHCESEA

. CESE#ECiscoRA ( AIRFER ) ARE W ERESTE FiniFE]
. CES/CiscoRAEIBHTTPSEECAR WebZH AR 75 E A

A WON -
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Microsoft CA

ILS L _‘

HTTPS

CA Web
Enroliment Service

TLS

v

HTTPS
EST

v
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CAPF

lest/simpleenroll

CES

F 3
v

TR A

/.well-known/est/simpleenroll

F

.
-

.
401 Unauthorized
P
&
»
i
307 Moved Permanently
<
ertsrv/certrgxt.asp
»
200 OK
o
=
lcertsrv/certfnsh.asp
.
200 OK
=
[certsrv/certnew.cer’Re
qlD=H&ENC=b64
s

200 OK

F 3

Authentication

Microsoft

|[

CA

=
L

ESTE Fimff AL URLEIEFEREESTA R FEME S HAPIFEL, —BEST{EARES U EIAPIFELY
 EHEREBERETMERE , EhAFECANWeb MRS ETHTTPSEA . MRIMBRERLTH
W BESTAIREWEIFHEE |, BICAPFBER AXBEN KHBEIPESEE,

[certsrv

ESTE F i A/certsrv URLET B 058 | WRAEBIEECAN S5,

LLTEARBWebZIE2S/certsrv URLEYEIfI, ERFERBEAE,



) F'_ https:fAab-dc-ns.michamen.com/fcertsry,

Microsoft Active Directory Certificate Semices — LAB-DC-RTP

Welcome

Use this Web site to request a certificate for your Web browser,
depending upon the type of certificate you request, perform oth

You can also use this Web site to download a certificate authon

For more information about Active Directory Certificate Services
Select a task:

Request a cerlificate

View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

[certsrv/certrgxt.asp

[certsrv/certrqxt.asp URLAR BB FTE B FER. ESTE F i H/certsrv/certrgxt.aspiz X CSR,
REERBBURTAAENBME,

T Bl AR BWeb2IE 251 /certsrv/certrqxt.asp i il .



rirgxi.asm

+

o E hitps:Mab-de-iiz.michamen.com/oertsnfop

Microsoft Actve Directory Certificate Seraces — LAB-DC-RITF

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-684-encoded CMI
Web server) in the Saved Request box.

Saved Request:

Basa-6d-encodad
celficate request
(CME or

FECS #10 or
PKCS #7)

Certificate Template:
CiscoRA -

Additional Attributes:

Annbutes:

Submit > |

[certsrv/certfnsh.asp

Icertsrv/certfnsh.asp URLAR BB EFBRRERXER ; BIECSR, BEERBEBREMMENEML,
ERBER , FEBBcertrgxt.aspEIRRER Z 81 , £ 2IEEZH Developer Tools 5 Rk 2 25 1 12
ek

TEARERZEFEPERHER RO,

|P;|1.'r1'.;-.: Tab-de-Eii. Blchasen, cos/certirv cort TRk, ase T

Headers Caokies Paraes Redponse Timings  Security

+ Fora deta

FOOED NEwreq

2t |- -ERAIR-CERTIFICATE »REQUIET - - -~ - FIIETTOCAOUE A il LA IV Bhd e C ZAT B PRSAgT AR
B SF do] MM g AN EAD T B s DA et YOO EwAlGUnbe TOAL AP WEAMTF SN Dolorhd ] kel L bl 1 955 1 T
ENCAGEAL KRAL G P EME LT 1509 Iy e d s wewUnn NI IPEGRBETE 2a=5 30 DIRr J&SyM=ThIDddb,/ Bun

RPE g 10 ek PRI TR Y REE RIS GET LS 1 AT ESS R AV EErS e S 1A 1e SERTEBAESANDR A1)
Piedaiol Py not Ivs RASKOMTEwL zAd  Bginv=Suld Jsuggrigh IBGoiady IwrBlguean Tubgvinmdiags
CEQESI bICGERD WU A DEASRoHr SomFOInIr 1D E AP0 SPge Y pBR Y E U nmi+L ] iy R L
U 1R BT 7 WS R PEgME L n O B L TVDweh o v D 35 8 beegeh 3P ] fos
FrF TSP TNy R BB 00e 30eF B I0L FYFEUBCWY L MOMER TIS IO TR 5200 T 1 SE=TTR
Cert -i'.".l.'-i::r'.'.r".-:r:-e'-.'s.'.':-r:'.'H".’r'-]l:-er-ge':"-'.:'.:.'.- @+ Aot +NT+ 10 o B =l bl ; #3008 ;o v 65 B

FrierdlyType: Seved-Request+Dertificete«(3/14/2009, <008 030 02=4M

ENUEeFT IR

rarpEtstereE bags: @

[certsrv/certfnsh.asp BVIR REE TIECAEBNBENFERID. BEEENRHBTEE , 2EWeb3
BEPEIERID,



0] E., https:/lab-de-iis.michamen.com/certsrv/certinsh.asp

Microsoft Active Directory Certificate Senaces -~ LAB-DC-RTP

Certificate Issued

The certificate you requested was issued to you.

O DER encoded or ® Base 64 encoded

=== Download certificate
e==x1 Download certificate chain

/R FEEESES "ReqlDy

(1) &, view-sourcechitps:/lab-de-iis.michamen.com/certsrv/certinsh.asp

l||'l.|'---.--- EEEEEE EEEEEm

Af LINY HAWDLERS

flmmmmmmmmmeemesesasesseesseeseesesesese—s——s———eeeee——————

ff Get the requested cert
function handleGacsarse() {
location="cercnew.cer {GlepE=7T4"+gecEncoding () ;
}
= ============cm==m=emmsomme—os=os=c=ss=s=some—se—sss=os=sc=—==omn
ff Ger che regquesced cercificace chain
funetion handleGecChain() |
location="certnew. pTh i EEME=T7Te"+getEncoding ()
}

T

S/ recurn the scoding parameter basesd gpon che radioc buctcon
functicn getEncodingl() |
if (eruessdscument.UIForm. rbEncoding[0] . checked) |
recturn "Ence=bin®;
I slac i
recurn "Enc=ka4Y;
}

[certsrv/certnew.cer

L , ESTE FinBHBEESNEFHERID, ESTE FinfE A/certsrv/certnew.cerEERE KIDFE RiF
BEASIE , THEIESRA.certVE B/,

1EEZ£E % — TDownload Certificatei®E &5 b5 2B 35 h 2 £ BTN



B @ £, https://lab-dc-iis.michamen.com/certsrv/certfnsh.asp

= -

Microsoft Active Directory Certificate Services - LAB-DC-RTP

Certificate Issued

The certificate you requested was issued to you.

® DER encoded or O Base 64 encoded

Download cert@f@c;tg\j _
==4 Download certificd._’ chain

Opening certnew.cer

You have chosen to open:

@ certnew.cer

which is: CER file (1.4 KB)
from: https://lab-dc-iis.michamen.com

What should Firefox do with this file?
() Open with Browse...

@Egaue File

[Joe this autcmatically for files like this from now on,

Cancel

ERFFRURLINGIH , FFEMABERNZHE,

B © 2REE TDERMRIS | BIESRISARIB I BISEDInER , Baseb4im iS5 MR Ab64,

w* GET https://lab-dec-iis.michameén.comfcertsry/certnew. cerReqiD=77&Enc=bin
Headers Cookies Response  Timings  Security
Filger request parametars;

= Query string

ReqIb: 77

Enc: bin

RS FEEERRE B R B B 5
B A RA R BEAS B,
CAPF B B

CAPFHF OB EFFEN BB MK /NI CiscoESTSEEIFE #%o



Mg EX AR TEBGSHNECL)RANESEZET ERTMT)WE, AR
CSCv028048,CAPF ] BE & A FERTMTHY BR 3% 78 BE R JE 7R o

CiscoRAB &%
CiscoRABHFBEMACESH., CiscoRABFIZECESHAIBBEIEE , WHERETECAN S #H

RSN AE IR AEERR, MERINETEHCANYKEMET  REENERIMNERE TSR
#%. ALk , CiscoRABFRIFEREN RIiFi2 B,

e BAXEEVE , AREBCLIKEEL R,

NGINX error.log

NGINX error.log2ttTHEE B AN AR , RA TR T BB HENFIEEB A RNGINXFCALRZ
BWEMAHTTPES ; HPSFEHRCAREBMIERNAE , UREEFREHCiscoRAL KK EERAHE

o

BEE - RV M ER  EEEERCLINEEL R, R ERERF (root) FTHIEL
SE

CA WebfallR 28 HY B 5&

CAWebfafizzR HESFERER , RATCMBEREMHTTPES , @FEFRURL, EEAR. EEE
B MEE A, BRLERELBFREBCiscoRAMICAZ B EE,

BEE : A& ETSCHHICA Web ServerBiE=2MS IISH . MR RZEFEHMWeb CA |, Bl
AR EE TN BHFERIEACA WebfREBBH A

AfERME
CAPFE :

- f&1R : /var/log/active/cm/trace/capf/sdi/capf<number>.txt
. £ CLI L : file get activelog cm/trace/capf/sdi/capf*

B EE - ASCAPFIRMMEBIERER "FML W HEITRE 2T EFHMEB CAPFRH

Cisco RA:

. #&48 : /var/log/active/cm/trace/capf/sdi/nginx<number>.txt
. £ CLI L : file get activelog cm/trace/capf/sdi/nginx*

Nginx#&ER B 5 :

- #&4R : /usr/local/thirdparty/nginx/install/logs/error.log


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo28048

- ECLIRAATA
MS lISHFS :

- FRMMC
- i##£Internet Information Services(lIS)EEE T
- BT AR=RER

. ¥&— T Default Web Site

- ¥ TLogging A k1R B FERC 8RB 18

- EREEETIZERB ARNER

| Console Root m |i b LAB-DC & Sted b Dalaull'Web 52 »

b g Actve Depctory Deésnaing bed Truit
! 2 K ey e o
e Diefault Web Site Home

b L Cemification Autherity (Leal) Q-2 R

| i T . il
| e I - W v = [k
et edormaten Seroces 15 ﬁgﬁ{"mﬂ [ v oo -G
Apphcabon Poolks & MET Globalization

a [ NET Profile
i Defoui Web See s HET Roles

b sipned_chent (B HET Trust Levels

b Certfnrel G, NET Users
¥ Certiry (2 Applcation Seftings
b ALP
b, Authentication
) Compresseon

[7] Configuration Edibes
= Connection SEnngs
.ﬂl:l-t'rluh Draszuresenik
5 D eetary Bigwding
[ Efrer Pages
E Failed Risgaest Tracing Ruléd
2| Handler Mapging:
i HTTR Redinect
#.. HTTP Rezponse Headers
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& Logging :

Use this feature to configure bow 115 logs requests on the Web serer,

ng File
Faerrad:

Wil W Select Fields...

[higgtan

HSysternDrree S metpubilogsilogFles | Browse..

Enceding

Lag Bvend Destsnaticn

Sedect the destinaticn wherne IS wall wrile bog events.
Liag file anby

ETW mvent only

& Eoth log e and ETW enenk

Ehiv gy
B35 IE % RED
CESE(E , MINGINX B BH TR

REZEFUENEARL, LEUUEIBAIECGEREENTEIENE , —ERARWebE
, B —{EAREST:

ngi nx: [warn] CA Chain requested but this value has not yet been set

ngi nx: [warn] CA Cert response requested but this value has not yet been set

nginx: [warn] ossl _init_cert_store: Adding cert to store (/O=C sco/ CN=ACT2 SUDI CA)

ngi nx: [warn] ossl_init_cert_store: Adding cert to store (/C=US/ O=ci sco/ OU=t ac/ CN=CAPF-
eb606ac0/ ST=nc/ L=rt p)

ngi nx: [warn] ossl_init_cert_store: Adding cert to store (/C=US/ O=ci sco/ OU=t ac/ CN=CAPF-
eb606ac0/ ST=nc/ L=rt p)

ngi nx: [warn] ossl_init_cert_store: Adding cert to store (/O=Ci sco Systens/ CN=Ci sco

Manuf act uri ng CA)

ngi nx: [warn] ossl_init_cert_store: Adding cert to store (/O=C sco/ CN=Ci sco Manufacturing CA
SHA2)

ngi nx: [warn] ossl_init_cert_store: Adding cert to store (/O=Ci sco Systens/ CN=Ci sco Root CA
2048)

ngi nx: [warn] ossl_init_cert_store: Adding cert to store (/O=C sco/ CN=Ci sco Root CA M)

ngi nx: [warn] ossl_init_cert_store: Adding cert to store (/DC=com DC=ni chamen/ CN=I ab-

ca. m chanen. con)

***EST [INFQ [ est _| og_version: 216]--> |ibest 2.2.0 (APl level 4)

***EST [ I NFQ [ est _| og_version: 220] --> Conpi | ed agai nst G scoSSL 1.0.2n.6.2.194-fips

***EST [INFQ [ est _| og_version:221]--> Linking to C scoSSL 1.0.2n.6.2.194-fips

***EST [INFOQ [ossl _init_cert_store_fromraw 182]--> Adding cert to store (/0O=C sco/ CN=ACT2 SUDI
CA)

***EST [INFOQ [ossl _init_cert_store_fromraw 182]--> Adding cert to store

(/ C=US/ O=ci sco/ OU=t ac/ CN=CAPF- eb606ac0/ ST=nc/ L=rt p)



***EST [INFO [ossl _init_cert_store_fromraw 182]--> Adding cert to store

(/ C=US/ O=ci sco/ OU=t ac/ CN=CAPF- eb606ac0/ ST=nc/ L=rt p)

***EST [INFOQ [ossl _init_cert_store_fromraw 182]--> Adding cert to store (/O=Ci sco

Syst ems/ CN=Ci sco Manuf acturing CA)

***EST [INFO [ossl _init_cert_store_fromraw 182]--> Adding cert to store (/O=C sco/ CN=Ci sco
Manuf act uri ng CA SHA2)

***EST [INFOQ [ossl _init_cert_store_fromraw 182]--> Adding cert to store (/O=Ci sco

Syst ems/ CN=Ci sco Root CA 2048)

***EST [INFOQ [ossl _init_cert_store_fromraw 182]--> Adding cert to store (/O=C sco/ CN=Ci sco Root
CA M)

***EST [INFO [ossl _init_cert_store_fromraw 182]--> Adding cert to store

(/ DC=com DC=mi chanmen/ CN=Il ab- ca. m chanen. con)

ngi nx: [warn] pop_enabl ed off in nginx.conf. Disabling EST Proof of Possession

***EST [INFQ| [ set _ssl _option: 1378]--> Usi ng non-default ECDHE curve (nid=415)

***EST [INFQ| [ set _ssl _option: 1432]--> TLS SRP not enabl ed

Enrol | ment Servi ce.sh : nginx server PID value = 31070

CESH(E , MINGINX error.logH Fif 7=
FEABREEREENBENBATRBRPEED

2019/ 03/05 12:31:21 [info] 31067#0: login_to_certsrv_ca: Secure connection to MS CertServ
conpl eted successfully using the follow ng URL
https://1ab-dc. m chamen. com 443/ certsrv

HEUTRBH RPBEICARSHNRE

2019/ 03/05 12:31:21 [info] 31067#0: retrieve_cacerts: Secure connection to MS CertServ conpl et ed
successfully using the foll ow ng URL
https://1ab-dc. m chamen. com 443/ certsrv/certnew. p7b?Reql D=CACer t &Renewal =0&Enc=bi n

[-]
2019/ 03/05 12:31:21 [info] 31067#0: ra_certsrv_ca_plugin_postconf: CA Cert chain retrieved from
CA wll be passed to EST

AR , B certnew.p7biE R, EFERRIRMNMEREURLA ARKEWeb 2B R EE
certnew.p7big %,

CESH{E #nIIS HE& AT R

FENGINXEER logH EFMAHREICESRBI =M. HEISBFPLEES ; BR , ISHFESES /2@
HTTP GET#R , A% —EFEREAWeb AR EBI01EEREN ; ABBRER , RiNEE
301 BB EREHREM

2019-03-05 17:31: 15 14.48.31.152 CET /certsrv - 443 - 14.48.31.128 CiscoRA+1.0 - 401 1
2148074254 0

2019-03-05 17:31:15 14.48.31.152 CET /certsrv - 443 M CHAMEN\ ci scora 14.48.31.128 C scoRA+1.0 -
301 0 0 16

2019-03-05 17:31: 15 14.48.31.152 CET /certsrv/certnew. p7b Reql D=CACert &Renewal =0&Enc=bi n 443

M CHAMEM ci scora 14.48.31.128 Ci scoRA+1.0 - 200 0 0 2

CAPFRXEN(MNCAPF B &P 7R)

CESRUBIFCAPFHEE R RENASHANREAMBARTNARTELERMEE ; ERESHRCAPFR



BEERAR ECAN T ENEE -

12:
12:

31:
31:

03.
03.

354
358

12:
12:
12:
12:
12:
is

12:
12:
12:
12:

31:
31:
31:

03.
03.
03.

358
388
389
31:03. 390
31: 03. 546
created

31: 03. 546
31: 03. 546
31: 03. 547
32:09.172

| CSer vi
| CSer vi
| -->CServ
| CSer vi
|
|
|

ceParaneters
ceParaneters

c:lnit() Certificate Generation Method=OnlineCA: 4
c:lnit() TAM password al ready exists, no need to create

ceParaneters::OnlineCAlnit()

ceParaneters: :OnlineCAlnit() Online CA hostnane is |ab-dc. m chanen.com
i ceParanmeters:: OnlineCAlnit() Online CA Port 443

i ceParanmeters: :OnlineCAlnit() Online CA Tenplate is Ci scoRA

i ceParanmeters:: OnlineCAlnit() nginx.conf Updated and Credential.txt file
i ceParaneters:: OnlineCAlnit() Reading CAPF Service Paraneters done

i ceParanmeters:: OnlineCAlnit()

iceParaneters::Init() OnlineCA Initialized

ceParaneters::lnit() Cisco RA Service Start Initiated. Please check NG NX

logs for further details

RBEFFEHNT —EEERRRCAPFRIEMARFLH{ICEESTE Fif.

12: 32:
12: 32:
12: 32:
12: 32:
[-]
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:

09.
09.
09.
09.

231
231
231
231

32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:

09.
09.
09.
09.
09.
09.
09.
09.
09.
09.
09.
09.
09.
09.

231
231
231
232
232
232
661
661
661
661
661
661
661
661

| debug
| <--debug
| - - >debug
| debug

| - - >debug
| debug
| <--debug
| - - >debug
| debug
| <--debug
| - - >debug
| debug
| <--debug
| - - >debug
| debug
| <--debug
| - - >debug
| debug

CA Type is Online CA, setting up EST Connection
I nsi de set UpESTC i ent

cacert read success. cacert length : 1367
EST context ectx initialized

CA Credentials retrieved

est_client_set_auth() Successful!!

EST set server details success!!

BEFELSCRERE

CAPFH&

EBREMBLENRR  ARBBRCAPFERRB D, E& , RAIMEANEREEFENEE

2%,

BR T CAPFIRF HBETHESTE FiniS E HFE S MREREF ( EEFERMUCSRZE ) ERACESHTT
o, ETHHRERD B REEMCAPFI EMEE,

14: 05: 04. 628
14: 05: 04. 628
Enrollment

14: 05: 04. 628
14: 05: 04. 628
14: 05: 04. 628

| - - >debug
| debug

| <--debug
| - - >debug
| debug

2. SEP74A02FCOA675: CA Mode is OnlineCA, Initiating Automatic Certificate

2. SEP74A02FCOA675: Calling enrollCertUsingEST()

csr _file=/tmp/capf/csr/SEP74A02FCO0A675.csr



14.
14.
14.
14
14
14
14

05:
05:
05:
05:
05:
05:
05:

04.
04.
04.
04.
04.
04.
04.

628
628
628
628
628
628
628

| <--debug
| - - >debug
| debug
| <--debug
| - - >debug
| debug
| <--debug

2: SEP74A02FCOA675: | nsi de X509_REQ *read_csr ()

2: SEP74A02FCOA675: Conpl eted action in X509 _REQ *read_csr ()

—HCESRRIEFNELES , RESERHEGEF B ADERE N,

14:
14:

05:
05:

1963

14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14

05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:

05.
05.

05.
05.
05.
05.
05.
05.
05.
05.
05.
05.
05.
05.
05.
05.
05.
05.
05.
05.
05.
05.
05.

236
236

236
236
236
236
236
236
236
236
236
236
236
236
236
289
289
289
289
289
289
289
289

| - - >debug
| debug

| <--debug
| - - >debug
| debug
| <--debug
| - - >debug
| debug
| <--debug
| - - >debug
| debug
| <--debug
| - - >debug
| debug
| <--debug
| - - >debug
| debug
| <--debug
| - - >debug
| debug
| <--debug

2: SEP74A02FCOA675: Enrol I ment rv = 0 (EST_ERR_NONE) with pkcs7 length =

2: SEP74A02FCOA675: Signed Cert witten to /tnp/capf/cert/ location...

2: SEP74A02FCOA675: I nside wite_binary file()

2: SEP74A02FCOA675: Conpl eted action in wite_binary file()

2. SEP74A02FCOA675: Converting PKCS7 file to PEM format and PEM to DER

2: SEP74A02FCO0A675: Return value fromenrol | Cert Usi ngeST() : O

2: SEP74A02FCOA675: Online Cert Signing successful

| - ->fi ndAndPost
| fi ndAndPost Device found in the cache map SEP74A02FCOA675

CAPFIRASHEXIEE , WRHES A EEMNARIBE (/tmp/capficert/) P EBMACSR, A%
, CAPFRRIZ 6 2BILSCIRIHGEFE, FRFMIBREFEHMICSR,

| <--findAndPost

addded 6 to readset

Recd event

2: SEP74A02FCOA675: CA CERT RES certificate ready .

2: SEP74A02FC0A675: CAPF CORE: Rcvd Event: CAPF_EV_CA CERT_REP in State

2. SEP74A02FCOA675: CAPF got device certificate

loadFile('/tmp/capf/cert/SEP74A02FCO0A675.der")

14: 05: 05. 289

14: 05: 05. 289 | - - >debug
14: 05: 05. 289 | debug
14: 05: 05. 289 | <--debug
14: 05: 05. 289 | - - >debug
14: 05: 05. 289 | debug
14: 05: 05. 289 | <--debug
14: 05: 05. 289 | - - >debug
14: 05: 05. 289 | debug
14: 05: 05. 289 | <--debug
14: 05: 05. 289 | - - >debug
14: 05: 05. 289 | debug
CAPF_STATE_AWAI T_CA CERT_RESP
14: 05: 05. 289 | <--debug
14: 05: 05. 289 | - - >debug
14: 05: 05. 289 | debug
14: 05: 05. 289 | <--debug
14: 05: 05. 289 | - - >debug
14: 05: 05. 289 | debug
14: 05: 05. 289 | <--debug
14: 05: 05. 289 | - - >debug



14: 05: 05. 289 | debug | oadFil e() successfully loaded file: '/tnp/capf/cert/SEP74A02FCOA675. der'
14: 05: 05. 289 | <--debug

14: 05: 05. 289 | - - >debug

14: 05: 05. 289 | debug 2: SEP74A02FCOA675: Read certificate for device

14: 05: 05. 289 | <--debug

14: 05: 05. 289 | - - >debug

14: 05: 05. 289 | debug LsCc is verified. removing CSR at /tmp/capf/csr/SEP74A02FCOA675.csr

14: 05: 05. 289 | <--debug

14: 05: 05. 290 | - - >debug

14: 05: 05. 290 | debug 2: SEP74A02FCO0A675: Sendi ng STORE_CERT_REQ nsg

14: 05: 05. 419 | <-- Sel ect ( SEP74A02FCOA675)
14: 05: 05. 419 | -->Set Operati onSt at us( Success: CAPF_OP_SUCCESS) : 0
14: 05: 05. 419 | Set Oper ati onSt at us( Success: CAPF_OP_SUCCESS): 0 Operation status Value is '0'

14: 05: 05. 419 | - - >CAPFDevi ce: : MapCapf _OpSt at usToDBLTypeCerti fi cat eSt at us( OPERATI ON_UPGRADE, Suc
14: 05: 05. 419 | CAPFDevi ce: : MapCapf _OpSt at usToDBLTypeCerti fi cat eSt at us( OPERATI ON_UPGRADE, Suc
=>DbSt at us=CERT_STATUS_UPGRADE_SUCCESS

14: 05: 05. 419 | <- - CAPFDevi ce: : MapCapf _OpSt at usToDBLTypeCerti fi cat eSt at us( OPERATI ON_UPGRADE, Suc

14: 05: 05. 419 | Set Oper ati onSt at us( Success: CAPF_OP_SUCCESS): 0 Operation status is set to 1
14: 05: 05. 419 | Set Oper ati onSt at us( Success: CAPF_OP_SUCCESS) : 0 Operation status is set to
Success:CAPF_OP_SUCCESS

14: 05: 05. 419 | Set Qper ati onSt at us( Success: CAPF_OP_SUCCESS): 0 sql query - (UPDATE Devi ce SET

tkCertificateOperation=1, tkcertificatestatus="3" WHERE

ny_| ower (nane) =y _I| ower (' SEP74A02FCOA675' ) )

14: 05: 05. 503 | <-- Set Oper ati onSt at us( Success: CAPF_OP_SUCCESS) : 0
14: 05: 05. 503 | - - >debug

14: 05: 05. 503 | debug 2: SEP74A02FCOA675: I n capf _ui _set _ph_public_key()
14: 05: 05. 503 | <--debug

14: 05: 05. 503 | - - >debug

14: 05: 05. 503 | debug 2: SEP74A02FCOA675: pubKey: O,

[.]

14: 05: 05. 503 | <--debug

14: 05: 05. 503 | - - >debug

14: 05: 05. 503 | debug 2: SEP74A02FCO0A675: pubKey | ength: 270

14: 05: 05. 503 | <--debug

14: 05: 05. 503 | - - >Sel ect ( SEP74A02FCOA675)

14: 05: 05. 511 Sel ect (SEP74A02FC0A675) devi ce exists

14: 05: 05. 511 Sel ect (SEP74A02FC0A675) BEFORE DB query Aut hentication Mbde=AUTH BY _STR 1
14:05: 05. 511 Sel ect ( SEP74A02FC0A675) KeySi ze=KEY_SI ZE 2048: 3

14:05: 05. 511 Sel ect ( SEP74A02FC0A675) ECKeySi ze=I NVALI D: 0

I
I
I
I
I
14:05:05.511 |  Sel ect ( SEP74A02FCOA675) KeyOr der =KEYORDER_RSA_ONLY: 1
I
I
I
I

14:05: 05. 511 Sel ect ( SEP74A02FC0A675) Oper ati on=0OPERATI ON_NONE: 1

14: 05: 05. 511 Sel ect (SEP74A02FC0A675) Operation Status =CERT_STATUS_UPGRADE_SUCCESS:3
14:05: 05. 511 Sel ect (SEP74A02FC0A675) Aut henti cati on Mbde=AUTH BY_NULL_STR: 2

14: 05: 05. 511 Sel ect (SEP74A02FC0A675) Operati on Shoul d Fini sh By=2019: 01: 20: 12: 00

[.]
14: 05: 05. 971 | - - >debug
14: 05: 05. 971 | debug MsgType ! CAPF_MSG_END_SESSION

IISHEE

THHNRBHEER T EFNLSCRELSRNISBEFHNES , LR,

2019-01-16 14:05:02 14.48.31.152 CET /certsrv - 443 - 14.48.31.125 CiscoRA+1.0 - 401 1
2148074254 0

2019-01-16 14:05:02 14.48.31.152 CET /certsrv - 443 M CHAMEN\ ci scora 14.48.31. 125 C scoRA+1.0 -
301000

2019-01-16 14:05:02 14.48.31.152 CET /certsrv/certrgxt.asp - 443 M CHAMEN ci scora 14.48.31.125
CiscoRA+1.0 - 200 0 0 220

2019-01-16 14:05:02 14.48.31.152 CET /certsrv - 443 - 14.48.31.125 CiscoRA+1.0 - 401 1



2148074254 0

2019-01-16 14:05:02 14.48.31.152 GET /certsrv - 443 M CHAMEN ci scora 14.48.31.125 Ci scoRA+1.0 -
301 000

2019-01-16 14:05:02 14.48.31.152 PCST /certsrv/certfnsh.asp - 443 M CHAMEM ci scora 14.48.31. 125
Ci scoRA+1.0 https://Iab-dc. m chamen. com 443/ certsrv/certrgxt.asp 200 0 0 15

2019-01-16 14:05:02 14.48.31.152 CGET /certsrv/certnew.cer Reql D=10&ENC=b64 443 M CHAMEM ci scora
14.48.31. 125 CiscoRA+1.0 - 200 0 0 O

FRER

ECESIHRIFRE , THEHECAPFERHEIRUATRBHEHEUNGE L, FHELREHMA
LA ER R,

12:37:54. 741 | -->debug

12:37:54. 741 | debug 2: SEPO01F6C81118B: CA Mode is OnlineCA, Initiating Automatic Certificate
Enr ol | nent

12:37:54. 741 | <--debug

12:37:54. 741 | -->debug

12:37:54. 741 | debug 2: SEPO01F6C81118B: Cal I'i ng enrol | Cert Usi ngEST()
csr_file=/tnp/capf/csr/ SEPOO1F6C81118B. csr

12:37:54. 741 | <--debug

12:37:54. 741 | -->debug

12:37:54. 742 | debug 2: SEPO01F6C81118B: | nside X509_REQ *read_csr ()

12:37:54. 742 | <--debug

12:37:54. 742 | -->debug

12: 37:54.742 | debug 2: SEPO01F6C81118B: Conpl eted action in X509_REQ *read_csr()
12:37:54. 742 | <--debug

12:38: 04. 779 | -->debug

12:38: 04. 779 | debug 2: SEPOO1F6C81118B: Enrol I nent rv = 35 (EST_ERR_SSL_READ) with pkcs7 length
=0

12:38: 04. 779 | <--debug

12:38: 04. 779 | -->debug

12:38: 04. 779 | debug 2: SEPOO1F6C81118B: est _client_enroll _csr() Failed! Could not obtain new
certificate. Aborting

12:38: 04. 779 | <--debug

12:38: 04. 779 | -->debug

12:38: 04. 779 | debug 2: SEPOO1F6C81118B: Return val ue fromenroll CertUsi ngeST() : 35
12:38: 04. 779 | <--debug

12:38: 04. 779 | -->debug

12:38:04.779 | debug 2: SEPO01F6C81118B: Online Cert Signing Failed

12:38: 04. 779 | <--debug

12:38: 04. 779 | -->debug

12:38: 04. 779 | debug addded 10 to readset

12:38: 04. 779 | <--debug

ISERAE R ® N EREATRDCARE
ECESTEARBMTHWRBERTMBER , ngnxARTEETR TEEMCARRCAR SN, #

=

o]

nginx: [warn] login_to_certsrv_ca: Curl call for M5 CAlogin failed with return code 60 (SSL
certificate problem unable to get local issuer certificate)

nginx: [warn] login_to_certsrv_ca: URL used: https://|ab-dc. m chanen.com 443/ certsrv

nginx: [error] retrieve_cacerts: Unable to execute login to certsrv with curl
ngi nx: [warn] ra_certsrv_ca_pl ugi n_postconf: Unable to retrieve CA Cert chain from CA



2R ER VBN WebARHR

FXEEISLEFEABHEEEE , AIFECUCMLEUCAPF-trustie X L& , BBEMEEER. TH
HARBERREnginxBEE , ERREISEAEEERERERINAR,

nginx: [warn] login_to_certsrv_ca: Curl call for M5 CAlogin failed with return code 60 (SSL
certificate problem unable to get local issuer certificate)

nginx: [warn] login_to_certsrv_ca: URL used: https://l|ab-dc. m chamen.com 443/ certsrv

nginx: [error] retrieve_cacerts: Unable to execute login to certsrv with curl
ngi nx: [warn] ra_certsrv_ca_pl ugi n_postconf: Unable to retrieve CA Cert chain from CA

SRURLE#E ML AR TR

IISTEE 2 F & H(lab-dc) EECAR WebiE AR B HIURLHP HIFQDNAF LEl, EER ERFT AT
URLAHIFQDN , A EECAGERANEE LN A AA T,

ngi nx: [warn] login_to_certsrv_ca: Curl call for M5 CAlogin failed with return code 51 (SSL:
certificate subject nanme 'l ab-dc' does not match target host nane 'l ab-dc.ni chanmen. com)

ngi nx: [warn] login_to_certsrv_ca: URL used: https://|ab-dc.m chanmen.com 443/ certsrv

ngi nx: [error] retrieve_cacerts: Unable to execute login to certsrv with curl

DNS## 47 [ =2
CiscoRASR A AT 12 AR 1 5| B BB AR ECANEMA,

ngi nx: [warn] CA Chain requested but this value has not yet been set

ngi nx: [warn] CA Cert response requested but this value has not yet been set

ngi nx: [warn] login_to_certsrv_ca: Curl call for MS CAlogin failed with return code 6 (Could
not resolve: |ab-dcc.m chanmen.com (Donai n nane not found))

ngi nx: [warn] login_to_certsrv_ca: URL used: https://|ab-dcc. m chanen. com 443/ certsrv

ngi nx: [error] retrieve_cacerts: Unable to execute login to certsrv with curl
ngi nx: [warn] ra_certsrv_ca_plugi n_postconf: Unable to retrieve CA Cert chain from CA

HREEENAM

WEEEBENTP)EEIEEIFR  SLRTEFREHBE. LREHCESEMBEIAT , It
ENGINXBEEHBEREE,

ngi nx: [warn] login_to_certsrv_ca: Curl call for M5 CAlogin failed with return code 60 (SSL
certificate problem certificate is not yet valid)

ngi nx: [warn] login_to_certsrv_ca: URL used: https://lab-dc-iis.n chamen.com 443/ certsrv

ngi nx: [error] retrieve_cacerts: Unable to execute login to certsrv with curl



ngi nx: [warn] ra_certsrv_ca_plugi n_postconf: Unable to retrieve CA Cert chain from CA

HERNERER

RESIBFNEBPEHBNHZHEBSERKE,. CAPFAINGINXAFF T2 &I MER , At
ZERENGINX error.log.

***EST [INFQ [ est _enrol | _aut h: 356]--> TLS: no peer certificate

2019/ 02/ 27 16:53:28 [warn] 3187#0: *2 ossl _init_cert_store: Adding cert to store

(/ DC=coni DC=mi chanen/ CN=LAB- DC- RTP) whil e SSL EST handshaking, client: 14.48.31.128, server
0.0.0.0: 8084

2019/ 02/ 27 16:53:28 [info] 3187#0: *2 ra_certsrv_auth_curl _data_cbh: Rcvd data |l en: 163
whil e SSL EST handshaking, client: 14.48.31.128, server: 0.0.0.0:8084

2019/ 02/ 27 16:53:28 [info] 3187#0: *2 login_to_certsrv_ca: Secure connection to M5 CertServ
conpl eted successfully using the follow ng URL

https://1ab-dc-iis.mchanmen. com 443/ certsrv

whil e SSL EST handshaking, client: 14.48.31.128, server: 0.0.0.0:8084

2019/ 02/ 27 16:53:28 [info] 3187#0: *2 ra_certsrv_auth_curl _data_ch: Rcvd data len: 11771
whil e SSL EST handshaking, client: 14.48.31.128, server: 0.0.0.0:8084

2019/ 02/ 27 16:53:28 [info] 3187#0: *2 navigate_to_certsrv_page: Secure connection to M5 CertServ
conpl eted successfully using the follow ng URL
https://1ab-dc-iis.mchanen.com 443/ certsrv/certrqxt.asp

whil e SSL EST handshaking, client: 14.48.31.128, server: 0.0.0.0:8084

***EST [WARNING] [est_enroll_auth:394]--> HTTP authentication failed. Auth type=1

***EST [WARNING] [est_http request:1435]--> Enrollment failed with rc=22 (EST_ERR_AUTH_ FAIL)

***EST [INFO] [mg send_http error:389]--> [Error 401l: Unauthorized
The server was unable to authorize the request.

]

***EST [ERROR] [est_mg handler:1234]--> EST error response code: 22 (EST_ERR AUTH_FAIL)
***EST [ WARNI NG [ handl e_r equest: 1267]--> Inconing request failed rv=22 (EST_ERR _AUTH FAI L)
***EST [INFQ [l og_access: 1298]--> 14.48. 31. 128 [ 27/ Feb/ 2019: 16: 53: 28 -0500] "PCST /. wel | -
known/ est/si nmpl eenrol | HTTP/1.1" 401 0O

***EST [INFQ [l og_header: 1276]--> -

***EST [INFQ [l og_header: 1278]--> "Cisco EST client 1.0"
***EST [ WARNI NG| [ est _server _handl e_request: 1716]--> SSL_shut down fail ed

CESEfRMEHE

LT aBER R hcertsrv B R IBEFCES ESTE FinE ARG 10WRER,

ngi nx: [warn] login_to_certsrv_ca: Curl call for M5 CAlogin failed with return code 28
(Operation tined out after 10000 milliseconds with 0O bytes received)

ngi nx: [warn] login_to_certsrv_ca: URL used: https://|ab-dc.m chanmen.com 443/ certsrv

ngi nx: [error] retrieve_cacerts: Unable to execute login to certsrv with curl
ngi nx: [warn] ra_certsrv_ca_plugin_postconf: Unable to retrieve CA Cert chain from CA

MiEE : CSCvo58656HCSCVi8362919EECES B 10 B BB AR,

CESEH R


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo58656
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf83629

CES ESTEFIRmEHREKIIRER , B EESFHHEMBRNERE,

ngi nx: [warn] retrieve_cacerts: Curl request failed with return code 28 (Qperation tined out
after 10001 milliseconds with O bytes received)

ngi nx: [warn] retrieve_cacerts: URL used: https://I|ab-
dc. m chanmen. com 443/ certsrv/ certnew. p7b?Reql D=CACer t &Renewal =0&Enc=bi n

ngi nx: [warn] ra_certsrv_ca_plugin_postconf: Unable to retrieve CA Cert chain from CA
EHARS
=

CSCv028048 CAPFIRHFBIIERTMTIEERIZE F

CSCv058656 CAPF#R LCAFE E:EHAERANCAZ B & KIERE K

CSCvf83629 ESTRARESE XM HAMEENEST _ERR_HTTP_WRITE
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo58656
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