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- VOSfalfkzes : RRIESEHAEEE(CUCM)MRA9.1.2
. CA:Windows 2012{a R85
. BEF U238 : Mozilla Firefoxhi2547.0.1
AXHHEARRBREEREREANEEMEY., XHPFEAZNFERZERREER (B R
) WARREREAE), WMRENBBEREIER , FRAZEBRBITMIESTRENNTE,

HRER

FE P B Cisco Unified Communications VOSEmYF , ELEMERE RS : AR (ccmadmin,
ccmservice, cuadmin, cfadmin, cuic)fVOS¥ & (cmplatform, drf, cli).

ERESTERT  BBRECTEEARERUREBS S TREAHBNIDFESE, TE
EA UK EABNAEEBCLIE AT = g RENER, EHEHT , TomcatBED L&, HWR
CallManagersi{E A H AR , ©FERMERE,

£ RCAZERER
BERE

NEHFRAWTHEE,

show cert list own
show cert own tomcat

set csr gen CallManager
show csr list own
show csr own CallManager

show cert list trust
set cert import trust CallManager
set cert import own CallManager CallManager-trust/allevich-DC1l2-CA.pem

BRECRHTRENR
5l HFTE R EAEE.

admin:show cert list own

tomcat/tomcat.pem: Self-signed certificate generated by system
ipsec/ipsec.pem: Self-signed certificate generated by system
CallManager/CallManager.pem: Certificate Signed by allevich-DC12-CA
CAPF/CAPF.pem: Self-signed certificate generated by system
TVS/TVS.pem: Self-signed certificate generated by system

WMEHER T Tomcat RIENHE,

admin:show cert own tomcat

[

Version: V3
Serial Number: 85997832470554521102366324519859436690



SignatureAlgorithm: SHAlwithRSA (1.2.840.113549.1.1.5)
Issuer Name: L=Krakow, ST=Malopolskie, CN=ucml-l.allevich.local, OU=TAC, 0O=Cisco, C=PL
Validity From: Sun Jul 31 11:37:17 CEST 2016
To: Fri Jul 30 11:37:16 CEST 2021
Subject Name: L=Krakow, ST=Malopolskie, CN=ucml-l.allevich.local, OU=TAC, O=Cisco, C=PL
Key: RSA (1.2.840.113549.1.1.1)
Key value: 3082010a0282010100a2
<output omited>

EREEERE RARRECREIE.
ERERESRR(CSR)

EXCSR,

admin:set csr gen tomcat
Successfully Generated CSR for tomcat

BRECKNEMEEERFR.

admin:show csr list own
tomcat/tomcat.csr

HRECEEABRERINAER, BHE7FAtac_tomeat.csrX i,

admin:show csr own tomcat

MIIDS]jCCAJICAQAwgbOxCzATBgNVBAYTALBMMRQWEGYDVQQIEWtNYWxvcGIsc2tp
ZTEPMAOGA1UEBxMGS3Jha293MQ4wDAYDVQQKEWVDaXNjbzEMMAOGA1UECXMDVEFD
MR4AWHAYDVQQDExV1Y20xXLTEUYWxSZXZpY2gubG9 jYWwxSTBHBgNVBAUTQD1 hMWJIk
NDA5M2V3jOGYxN]1ljODhmNGUyZTYwZTYzM2RIN]j LhZmFkNDY 1YTgzMDhkNjRhNGU1
MzEx0GQ0YJzkZjcwggEiMAOGCSgGSIb3DOEBAQUAALIBDWAWGgEKAOIBAQCVO53h
1MgTUNYbHQUNYPt00PTf1Wb]j7hi6PSYI7pVCbGUZBpIZ5PKwTD560Z8Sgp]jYX5PE
19D09H2gtQITMVv1GmleGd1lIsbuABRKN61WkO6b706MiGSggel+41vnItjn3Y3kU
7h51nrudye3HpPQzvXXpOKJ /Jedc8InEvQcC/UQmFMKn0ulO0veFBHNG7 TLDwDaQ
W1lAllrwrezN9Lwn2a/XZQR1P65sjmnkFFF2/FON4BmooeiiNJDOG+F4bKiglymlR
84faF27plwHjcw8WAN2HWIT607TaE6EOJA0sgLU+HFATI3 txKycSONVLUMZYQHS81s
/C74CIRWibEWT2gLAGMBAAGGRZBFBgkahkiGIw0BCQ4xODA2MCcGAL1UATQQgMBAG
CCsGAQUFBwWMBBggrBgEFBQcDAGY IKwYBBQUHAWUwCWYDVROPBAQDAGOAMAOGCSQG
SIb3DQEBBQUAA4IBAQBUUlFhKuyQ1lX58A6+7KPkYsWtioS0PoycltuQsVolaavs?2
PiJkCvzWTeE0o6vIgGOnnal53el5+RPpWxpEgAIPPhtt6asDuW30SgSx4eCl fgmKH
ak/tTuWmzbfyk2igNFy0YgYTeBkG3AgPWWUCNoduPZ0/fo4d1QoJPwjE184U64WXB
gCzhIHfsV5DzYp3IR5C13hEa5fDgpD2ubQWja2L.Id85NGHEIqyiWgwmt 0 7pTkBc+
7ZKa6fKnpACehrtVgEn02j0i+sanfQKGQQHSVYMFsW2uYFj9pf /Wn4aDGuJogdOH
StV2EhOafxPEqQ/1rQP3/rzgdNMY1J7glyNFGPUVP

4 K Tomcat{al fR 25 B &
ACALEMTomcat RIEEKREHE,
ERBERTHBRSHEXBENEE. EEORIBETRPEAERENEE,

http://dc12.allevich.local/certsrv/



http://dc12.allevich.local/certsrv/

Microsoft Active Directory Cerlificate Services — allevich-DC12-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using
a certificate, you can verify your identity to people you communicate with over the Web, sign and
encrypt messages, and, depending upon the type of certificate you request, perform other security
tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or
certificate revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate
Services Documentation.

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

TEHCAEFEZ, EEDownload a CA certificate , certificate chain , or CRLIZE, £ T —{EiZEH
, RBEERIRZBEEMNCA, #miEH EEABase 64, 8 FEHCAREW S HFEFEE Bca.cerfVEX
%\l Lo

#Request a Certificate , A& #%ZAdvanced Certificate Request., #%Certificate Templatei% & 5
WebfalBRES , 3 # X F#& Rtac_tomcat.csrf B ECSRAZR , M FFFRo



Microsoft Active Directory Certificate Services - allevich-DC12-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or
PKCS #10 certificate request or PKCS #7 renewal request generated by
an external source (such as a Web server) in the Saved Request box.

Saved Request:

P1JkCvzWTeEob6vIigGinnal53el5+RPpWXPEQAIFPP
Base-64-encoded ak/tTuWmzbfyk2igNFy0YgYTeBkG3AgPWWUCNodu
certificate request gCzhIHfsV5DzYp3IR5C13hEaSfDgpD2ubQWjaZLll

(CMC or 7ZRa6fRnpACehrtVgEn02j0i+5anfORGOQHBVYME

PKCS #10 or StV2EhOafxPEq/1rQP3/rzqg4NMY1J7glyNFGPUVE |=|

PKCS #7):  |———- END CERTIFICATE REQUEST-———-— =
il I | r

Certificate Template:
Web Server v

Additional Attributes:

Attributes:

BR IRBREEBEREPTA ( HCisco VOSIMREE ECANRE —E=EHF ) , AlEHE Rk
AREREFEERI A ECSRIKRE,

BB, iZ{EBase 64 encodediZIE N T Tomcat RIEHIEE,
FsE : MEXREHTERELE  FRAKEERCBEEAEEZNERE,
& Tomcat@ & E A Cisco VOSrI R ER

EACAER

FRNE & Mca.cerfFHICAR S, YEAKXEA,



" del2 cacer - Notepad f— |

File: Edit Format View Help

- BEGIN CERTIFICATE-----
MIIDczCCAlugAwIBAgQIQEZglrT9TAL9B6HYKkXM1kITANBgkghk1GI9WOBAQUFADEM
MRUWEWYKCZIm1ZPyLGQBGRYFbG9]jYwWwxGDAWBgolkialk/IsZAEZFghhbGx1dm1j
aDEZMBCGALUEAXMQYWXSZXZpY2gtREMxMi 1DQTAe FWOXNJAIMDEXNZUXNT1aFwOy
MTA1MDEXODAXNT laMEwxFTATBgoJkialk/IsZAEZFgvsb2NhbDEYMBYGCgmSJomT
81xkARkWCGFsbGv2awNoMRkwFwYDVQQDExBhbGx1dm1jaClEQzEyYLUNBMIIBIJAN
Bgkghk1G9w0BAQEFAAOCAQ8AMIIBCOKCAQEAOL2ublJOogyTX2X4zhmzs+f0zz7SF
03GReUavF916uz/CcsP49egHcuYw58846uxZwbbcjgwsaE+OMQD2EYHKZmMQAALWXV
ERVFycS5kS6EM70oRECWONKSpiZ0OUORZq/Y7teinF91lwtosIOR6ap8aEC3Bfr23sInN
bDIXMB5KYw68MtoebhiDYXExVY+XYRE0OQSFC4KeRrpTmuy7VvFGPjvOc iwmfmO/Ir
MzYtkAILcfvEVduz+KgZzdehuwyWAIQBhvDszQGW5aUEX]j+07GKR1IT9vaPOt6TBZ
g78IKQoXebaB8uge/1+FIVIFvQiG3AeqkIvD/UHrZACfAySp8t+csGnr3vQIDAQAB
01lEwTZALBgNVHQB8EBAMCAYYWDWYDVROTAQH/BAUWAWEB/zAdBgNVHQ4EFgQUrlsv
rSHPbDhDGOSN5EeU7upVv9iQWEAY JKWYBBAGCNXUBBAMCAQAWDQYJK0oZIhvCcNAQEF
BQAD?_gEBAB'Fguqa6swmmXpStxdgl]mPqugmanTin:(glSSl(yyY3+'icHaU1xgw,f9
wppSftMajzKouewelzDOwsBk17CYEA1T6SGnak8/+Yz5NCy4foowl70vRz9jP1100
Zd9eowHb6TgYw6+M5zsLVBB3SFGatKgurpBIreExawotsZHCF5mrd13v1+BmpBXxDCz
FuzsFfyxuMmzoxkIPmHOLBYBUW90h4s6wIgIHp9BO0f615d9ES7PkzHUKVTIXVioHa
uflg9jqogoeluxqQh+09uzKo0i62gfkBczZziwkHaP0OmjoQCbSQCcSLLMTIORVLXZKNX
jzqAoy 1 rPEYgvQFrkHlyvo8fotXywSA=

————— END CERTIFICATE-----

BEARERIETE , RRECUCM CLIREALLT@®T

admin:set cert import trust tomcat

Paste the Certificate and Hit Enter

REE R ECARENRER. ITEMR.

MIIDczCCAlugAwIBAgIQEZglrT9fALIB6HYKXMikITANBgkghkiGO9w0OBAQUFADBM
MRUwEwYKCZImiZPyLGOBGRYFbGOjYWwxGDAWBgoJkiadk/IsZAEZFghhbGx1dml j
aDEZMBcGALlUEAXMQYWxSZXZpY2gtREMxM1 1DQTAeFwOxNjA1IMDEXNZUXNT1aFw0y
MTA1MDEXODAXNT1aMEwxFTATBgoJdkiadk/IsZAEZFgVsb2NhbDEYMBYGCgmSJomT
81xKkARKWCGFsbGV2aWNoMRKkwFwYDVQQDExBhbGx1dml jaClEQzEyYLUNBMIIBIjAN
BgkghkiG9w0BAQEFAAOCAQ8AMITIBCgKCAQEAOL2ubJJOgyTX2X4zhmZs+£0Zz7SF
03GReUavF916UzZ/CSP49EgHcuUYw58846uxZwbbcjgwsaE+oMQD2EYHKZMQAALWXYV
ERVEyc5kS6EM70R6cwONK5piZ0UORzg/Y7teinF91wtOSJOR6ap8aEC3Bfr23SIN
bDJIXMB5KYw68MtoebhiDYXEXVY+XYREOQSFC4KeRrpTmuy7VEGPjvOclwmfm0/Ir
MzYtkAILcfvEVdAuz+KgZdehuwYWAIQBhvDszQGW5aUEXj+07GKRiIT9vaPOt6TBZ
g78IKQoXeba8Uge/1+FI9V1FvQiG3AeqgkIvD/UHrZACfAYSp8t+csGnr3vQIDAQAB
O01lEwTzALBgNVHQ8EBAMCAYYWDWYDVROTAQH/BAUWAWEB/ zAdBgNVHQ4EFgQUrlsv
r5HPbDhDGOSN5EeU7upV9 iQwEAYJKwYBBAGCNXUBBAMCAQAWDQYJK0oZIhvcNAQEF
BQADggEBABfguga b swmmXpStXdgO0mPugEImnWQTPnWx91SSKyyY3+icHaUlXgW/9
WppSfMajzKOueWelzDOwsBk17CYEAIT6SGnak8/+Yz5NCY4£f0owl70vRz9jP1i00
Zd9eowH6 fgYw6+M5zsLvBB3 SFGatKgUrpB9rExaWOtsZHCF5mrdl3v1+BmpBxDCz
FuzSF{fyxuMz0OXkJPmHOLByBUwI0h4s6wIJgJHp9B0£6J5d9ES7PkzHUKVt IxvioHa
Uf1g9jg0goelUXQh+09uzK0i62gfkBcZiWkHaP0OmjOQChbSQcSLLMTJIORVLXZKNX
jzgAOylrPEYgVQFrkH1Yvo8fotXYw5A=

MREERELEKD , BERLEE,

Import of trust certificate is successful

BECARE RS K INEA ATomcat-trust’ZFE



admin:show cert list trust

tomcat-trust/ucml-1.pem: Trust Certificate
tomcat-trust/allevich-win-CA.pem: w2008r2 139
<output omited for brevity>

BEATomcatie &

T—%2EATomcat CARBHEE, ZiR/EEtomcat-trust certVIREFERIERE , REDSF

o

&l

set cert import own tomcat tomcat-trust/allevich-DC1l2-CA.pem

B BB AR A

REEFHRE Tomcat iR #.

utils service restart Cisco Tomcat

AR FBRC(E , ©ETEWebARF[ARBRYE (Mo MBE, REFU, NFBEHF ) WEE

o

B

RELERNREE.

admin:show cert own tomcat

[
Version: V3
Serial Number: 2765292404730765620225406600715421425487314965
SignatureAlgorithm: SHAlwithRSA (1.2.840.113549.1.1.5)
Issuer Name: CN=allevich-DC1l2-CA, DC=allevich, DC=local
Validity From: Sun Jul 31 12:17:46 CEST 2016
To: Tue Jul 31 12:17:46 CEST 2018
Subject Name: CN=ucml-l.allevich.local, OU=TAC, O=Cisco, L=Krakow, ST=Malopolskie, C=PL
Key: RSA (1.2.840.113549.1.1.1)
Key value: 3082010a028201010095a

BRBAZERBBRBEZFESZNCA,
BBERERTREAMKBNVFODNREARE , TERRBEES,

RER: AR

AXHWENRAH—FAZETPRENER , RENMEBCLILERE  MTAERHABERR
(PKNHIBEE, TR EESANEE, ®BCA, 4096HELBREEURFZHMAE,

EREEHPDYBERT , BiBCLI LEWebARFEER , RIEXR , BRIEREE "HEFNCAE
Bl . BREEARERARERERE.

FRETERRMBEETRERRELEHEE, ERAEAELARRARRS —ECAEENZRE



o

EHFTE

MREBLFBEERRE , LA LECLIRTRK.
ZATHNGS , TomcatBERETERABERRZRRE,

admin:set cert regen tomcat
WARNING: This operation will overwrite any CA signed certificate previously imported for tomcat

Proceed with regeneration (yes|no)? yes
Successfully Regenerated Certificate for tomcat.

You must restart services related to tomcat for the regenerated certificates to become active.

ERAHEE  VETHRE Tomcat R,

admin:utils service restart Cisco Tomcat

Don't press Ctrl-c while the service is getting RESTARTED.If Service has not Restarted
Properly, execute the same Command Again

Service Manager is running
Cisco Tomcat [STOPPING]
Cisco Tomcat [STOPPING]
Commanded Out of Service
Cisco Tomcat [NOTRUNNING]
Service Manager is running
Cisco Tomcat [STARTING]
Cisco Tomcat [STARTING]
Cisco Tomcat [STARTED]

MBI E

BBEE FEFEE

FEHUA E EWindows Server BB Z S EMBHEB(CANIBE......



https://supportforums.cisco.com/document/30501/cucm-uploading-ccmadmin-web-gui-certificates
/content/en/us/support/docs/customer-collaboration/unified-contact-center-enterprise-1101/200288-UCCE-PCCE-Procedure-to-obtain-and-uplo.html
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