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biz-internet

biz-internet
| i I'/i ’ .I'. .(/i ’ .I'.
'{_K/" biz-internet {F/" '{_K/'
520_Edge1 520_Edge2 530_Edge1
10.0.0.1 10.0.0.2 10.0.0.30

B E

$B1. MEBFDEE

#£S30_Edge1 EHIshow sdwan bfd sessions#i i # , AT LAF FEIS20_Edge2(10.0.0.2)IBFD&E
2k,

S30_Edgel#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC
SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP
10.0.0.2 20 down biz-internet biz-internet 192.168.30.2
10.0.0.1 20 up biz-internet biz-internet 192.168.30.2
SR MENATE A

EHHMWIKEE , 7£S30_Edge1 LEEINATEBIA, EXRTEBNAT, BFEEELHAIP 172.16.1.34H]
18231048,



S30_Edgel# show sdwan control local-properties

site-id 30
domain-id 1
protocol dtls
tls-port 0
system-ip 10.0.0.30

NAT TYPE: E -- indicates End-point independent mapping
A -- dindicates Address-port dependent mapping
N -- indicates Not learned
Note: Requires minimum two vbonds to learn the NAT type

PUBLIC PUBLIC PRIVATE PRIVATE
INTERFACE IPv4 PORT  IPv4 IPv6
GigabitEthernetl 172.16.1.34 31048 192.168.30.2

SERIMENATEE

RERBEPATLEH , S20_Edge2{UVATLOCIRE MR E, bk , HA AT AMES20_Edge1 £HY
PATELE.

S20_Edge1 L ERFENATIBERE E

S20_Edgel#sh run int gil

interface GigabitEthernetl

description biz-internet

ip dhcp client default-router distance 1
ip address 192.168.20.2 255.255.255.0
no ip redirects

ip nat outside

Toad-interval 30

negotiation auto

arp timeout 1200

end

S20_Edgel#sh run | i nat



ip nat inside source list nat-dia-vpn-hop-access-1ist interface GigabitEthernetl overload

SERAMENHIPHIE

¥#ES20_Edge2 L HKIshow sdwan control local properties#ii i |, ##8/3 HIPHI3E172.16.1.18 A% B
5063

S20_Edge2#show sdwan control Tlocal-properties

site-id 20
domain-id 1
protocol dtls
tls-port 0
system-ip 10.0.0.2

NAT TYPE: E -- indicates End-point independent mapping
A -- indicates Address-port dependent mapping
N -- indicates Not learned
Note: Requires minimum two vbonds to learn the NAT type

PUBLIC PUBLIC PRIVATE PRIVATE
INTERFACE IPv4 PORT  IPv4 IPv6
GigabitEthernet2.100 172.16.1.18 5063 192.168.100.2

SRS M ENATE R

BIERES20_Edge 18 B LHINATE R, ¥RS30_Edgel. IP 172.16.1.34F13£31048 , REZIE
EMIPHEHNATER, ZEIEMAEHEBNATHESR  BREEML, HEELE—EE
31048 R EHER(T 21234615 Bk IZESD-WANE) , MRF 2T EMIPFRMES



S20_Edgel#sh ip nat translations

Pro Inside global Inside Tlocal Outside local Outside global

udp 192.168.20.2:5063 192.168.100.2:12346  172.16.1.69:12346 172.16.1.69:12346
udp 192.168.20.2:5063 192.168.100.2:12346  172.16.0.102:12446 172.16.0.102:12446
udp 192.168.20.2:5063 192.168.100.2:12346  172.16.1.50:12346 172.16.1.50:12346
udp 192.168.20.2:5063 192.168.100.2:12346  172.16.0.202:12346 172.16.0.202:12346
udp 192.168.20.2:5063 192.168.100.2:12346  172.16.1.82:12346 172.16.1.82:12346
udp 192.168.20.2:5063 192.168.100.2:12346  172.16.1.34:31048 172.16.1.34:31048
udp 192.168.20.2:5063 192.168.100.2:12346  172.16.0.201:12346 172.16.0.201:12346
udp 192.168.20.2:5063 192.168.100.2:12346  172.16.0.101:12446 172.16.0.101:12446
udp 192.168.20.2:5063 192.168.100.2:12346  172.16.1.98:12346 172.16.1.98:12346
HERG. MEFIARME

EBITFIARK K RERATHREEREREABES20_Edgel EHEFE, BRE , IPAREEBSHIPTE
CBATEERZR , IPAETRE.

S20_Edgel#debug platform condition ipv4 172.16.1.34/32 both
S20_Edgel#debug platform condition start

S20_Edgel#debug platform packet packet 1024 fia
S20_Edgel#debug platform packet packet 1024 fia-trace
S20_Edgel#show platform packet summary

Pkt Input Output State Reason

0 Gi2.100 Gil FwD

1 internal0/0/recycle:0 Gil FWD

2 Gi2.100 Gil FwD

3 internal0/0/recycle:0 Gil FWD

4 Gi2.100 Gil FwD

5 internal0/0/recycle:0 Gil FWD

6 Gi2.100 Gil FwD

7 internal0/0/recycle:0 Gil FWD

8 Gil Gil DROP 479 (SdwanImplicitAc1Drop)

BEERES, RALERERBATRENS,

S20_Edgel#show platform packet packet 8

Packet: 8 CBUG ID: 482
Summary
Input : GigabitEthernetl
Output : GigabitEthernetl
State : DROP 479 (SdwanImplicitAc1Drop)
Timestamp
Start : 6120860350139 ns (04/18/2025 02:35:03.873687 UTO)
Stop : 6120860374021 ns (04/18/2025 02:35:03.873710 UTO)
Path Trace
Feature: IPV4(Input)
Input : GigabitEthernetl

OQutput



Source 1 172.16.1.34
Destination : 192.168.20.2

Protocol : 17 (ubpP)
SrcPort : 3618
DstPort 1 12346

E LT HRE R 3R B S30_Edge 14,
ESBPEIRENATE , RETUEIRELEREGNETE, ERE2RTTHRNER,
S EB7 MEBFDETEIES

R ES20_Edge2IBFDERI'BFE1ES30_Edge1 LEE , RAEBLEHNIBHERIRECN (£
NATZE L ) . AJLUEiBshow sdwan tunnel statisticsin S &EBFD Tx/Rxit &5

S30_Edgel#show sdwan tunnel statistics
tunnel stats ipsec 192.168.30.2 172.16.1.18 12346 12347

system-ip 10.0.0.2
Tocal-color biz-internet
remote-color biz-internet
tunnel-mtu 1438

tx_pkts 10

tx_octets 1060

rx_pkts 0 <<<<<<<<<<<<<
rx_octets 0

tcp-mss-adjust 1358

ipve_tx_pkts 0

ipvb_tx_octets
ipve_rx_pkts
ipvb_rx_octets
tx_ipv4_mcast_pkts
tx_ipv4_mcast_octets
rx_ipv4_mcast_pkts
rx_ipv4_mcast_octets
tx-ipv6-mcast-pkts
tx-ipv6-mcast-octets
rx-ipv6-mcast-pkts
rx-ipvé-mcast-octets

[eNeNeolNolNolNoNeNeNo ool

BRA R

EMRILRE |, ATLIFES20_Edge1 LEINATIBE(PAT) 2 LB BB RENAT , ASFTE B & FMBFDE X
BEEDEFPAREAS,

1.85% , X AENEG EEREHE | s#£S20_Edge2 L2 A R R EH IR



ERBEEERS20_Edge2V HIEMIEHTE , BitkS20_Edge1FS10_Edge2 T & #5 48 [E AV R E A R
P HEFERBFDREE,

MEE - bl B AT SAUBIB 23 CLIS @iBvManage CLIZMEMERH 1T,

S20_Edge2#config-t

S20_Edge2(config)# system
S20_Edge2(config-system)# no port-hop
S20_Edge2(config-system)# port-offset 1
S20_Edge2(config-system)# commit



izt : BiBH# & show sdwan control local-properties , #4RS20_Edge12347E ILEL B % fiF
RAEREBVLAN, MRRFEHERE | FBFE A Sclear sdwan control port-indexA$ R E & [E]
HAE, MEFERECESHNERELHT, B2ASENHK , ETUMILERESE
o Clearin S E B R HIERMbfdRZE,

2.1£S20_Edge1 LB EFFRENAT,

S20_Edgel#config-t
S20_Edgel(config)# ip nat inside source static udp 192.168.100.2 12347 192.168.20.2 12347 egress-interf

S20_Edgel(config)# commit

3.78F*S20_Edge1 L FINATE 2,

S20_Edgel#clear ip nat translation *



i

1REEH—EHER ENBFDER.

S30_Edgel#show sdwan bfd sessions
SOURCE TLOC

SYSTEM IP SITE ID STATE COLOR

biz-internet

2 H&S20 Edge1 L HINATEEE,

S20_Edgel#sh ip nat translations

Pro Inside global Inside local

udp 192.168.20.2:12347 192.168.100.2:12347 ---
udp 192.168.20.2:12347 192.168.100.2:12347 172
udp 192.168.20.2:12347 192.168.100.2:12347 172.
udp 192.168.20.2:12347 192.168.100.2:12347 172.
udp 192.168.20.2:12347 192.168.100.2:12347 172
udp 192.168.20.2:12347 192.168.100.2:12347 172.
udp 192.168.20.2:12347 192.168.100.2:12347 172.
udp 192.168.20.2:12347 192.168.100.2:12347 172
udp 192.168.20.2:12347 192.168.100.2:12347 172.
udp 192.168.20.2:12347 192.168.100.2:12347 172.
udp 192.168.20.2:12347 192.168.100.2:12347 172
Total number of translations: 11

Outside Tocal

.16.
16.
16.
.16.
16.
16.
.16.
16.
16.
.16.

REMOTE TLOC

COLOR SOURCE IP

biz-internet 192.168.30.2

Outside global

0.202:12346 172.16.0.202:12346
1.50:12346 172.16.1.50:12346
0.102:12446 172.16.0.102:12446
1.34:50890 172.16.1.34:50890
1.69:12346 172.16.1.69:12346
1.98:12346 172.16.1.98:12346
0.101:12446 172.16.0.101:12446
0.201:12346 172.16.0.201:12346
1.82:12346 172.16.1.82:12346
0.1:13046 172.16.0.1:13046

BEAUEER , FrEEHEFENBFDRRERBEIBNATEREE EMNIPHIE192.168.20.2:12347, LbHh
, 172.16.1.34 /9B £ B8S30_Edge1ElvSmartB & BB T LT E. HSHE50890,

3.55'EX , £S30_Edge1#Ishow sdwan control local properties#ii i |, BEHIPHIES

172.16.1.34 , H32 460506,

S30_Edgel#show sdwan control Tlocal-properties

site-id 30
domain-id 1
protocol dtls
tls-port 0
system-ip 10.0.0.30



NAT TYPE: E -- indicates End-point independent mapping
A -- dindicates Address-port dependent mapping
N -- indicates Not learned
Note: Requires minimum two vbonds to learn the NAT type

PUBLIC PUBLIC PRIVATE PRIVATE
INTERFACE IPv4 PORT  IPv4 IPv6
GigabitEthernetl 172.16.1.34 60506 192.168.30.2

Cisco Catalyst SD-WANEE st F
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