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= Clgco vManage () Select Resource Gioupe Conhguration - Templates Oy & O

over D

piate > Add Tempiste > VPN
Device Type S8 1100 40 MViposls CS)ER 1800 4G0TE* (Vipnsts OS)LER 1500 60 (ipsels OS1ISH 110000 &0 (Vipaeds OELER 1 100K 60 Miposla OF)
Tampisie hama Se¥E_VEHO
Descripton i aiind
Basie Configuration NS Adtwoitive OMP 1Pk Rosute e Route Sarvice Sarvice Route GRE Routs IPSEC Route NAT Cisial Rsute Loak
e ——
PN @ ¢
. =3
Erhance ECVP Kaying (o On o
Eratie TCP Cpumarano (5] On o
P Adirin Ditance IPvd ®

Prisaary NG Addebeiris (B 3 a1
Sacondary DG Addross (1Ba] (2]
Hew apping
Dpmgnsl Hensname Lt of 1P Adchpsaes (Mamimam: 8] Astign

Mo data available
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Oiptional Frafix ateway Seleted Qaseway Configaration Acon

VPN OZhEEREARIPVARE HH T~ — Bk

2. VPNITEZ A# ( EWANELR ) : BENEEMAno shutdowniREE, BN HEEE. RAMIPH L
BERENEESR

= Cisco vManage : 1 Rias & Groupe Configuration - Templates

...

Ensie Coaliguration Tuneel WAT VRREP ACLIOS ARP BOZAX Advaneod

Dynamic O Static
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& > VPN iRt = Eth o1 2 Sited5_VPN_imerface_Ethernet

Basic Configuration Tunnel MAT VRRP ACL/QoS ARP BO2.1X Advanced

Tunnel interface @&~ O on ot

Per-tunnel Qos (0 on Off

Restrict (% on (o]

Groups @

Border =~ on oft

Maximum Control Connections @~

vBand As Stun Server ®- On Off

Exglhy controller Group List (3) i

vidanage Connection Preference o s
Port Hop @~ on Off
Low-Bandwidth Link @~ on Off

VPN 0ZhgEtEHRPEE /T

R HEWANT EHINATEREAON

B WEN Intestace Ethemer

Basie Configuration Tunail NAT WRREP ACLIOOS ARP 802X Advanssd

8| 0o
et
L T o
+ Tim
I ! o
Res ]
Riar
T Pex ]
PORT FORWARD STATIC NAT
Optional Pon Stae Amge Part End Rargs Prowcol VPR Privane 1P Action

No data available

VPN 0T E#EARNAT

3. VPN E Z A8 ( TLOC-EXT/NOBRE N ) : BARTLOC-ExtMEEMRno shutdownikE, Ei2
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e ¥ VPN Inter eret » Sie35_TLOC_Ext_MeTunnel

Basie Configuration Tunnel NAT VRRP ACL/QoS ARP 802.1% Advanced

w  ADVANCED

Duplex @
MAG Adress (S
1P MTU @
PMTU Discovery @~ on Off
Flow Control @~
TCP M35 @
peed [ R
Clear-Dont-Fragment @ On Off
Static Ingress Oo5 @~
ARP Timeout @~
Autonegotiaton [0 Qn o
TLOG Extension @ e
Tracker [0
ICMPAICMPVE Redirect Disable @ On Off
GRE wnnel source IP [k
Heonnect @~
IP Directed-Broadcast @~ On Off

TLOC-Ext/"E

4. VPN EZ A ( BRENE/ETloc-ext ) : FENHEERno shutdowniREE, BENE. RAM
IPib it EREE



¢ ¥ pdd Template > VPN Interfage Ethernet

Davice Type ISR 1100 4 O5)ISR 1100 AGLTE® (Viptela OS)ISR 1100 66 (Viptela OS)ISR 1100X 4G (Viptela OS)LISR 1100X 6G (viptela 0F)
: Nare Si1e35_Tunnel_MoTlaxExt

Description Site 35 TLOG Tunnel Gonfiguration Mo TLOG-Ext

Basic Cenfiguration Tunmel MNAT VRRP ACL/QoS ARP 802.1% Advanced

Shutdown i~ Yes O Mo
Interface Name (121 Jof
Dascription s fad aerlace. de |

() Dynamic ) Static

ne -

Secondary IP Address (Maximum: 4) (+) Add

DHCP Helper (&

B2E N HE/E Tloc-extE AR B

RGRREN ERERON, EMTloc-ExtERBNIEREME !



Feature Template » Add Template > VPN Interface Ethernet
Tunnel MNAT VRRP ACL{QoS ARP 802X Advanced
Tunnel Interface [ O on Off
Per-tunnel Qos @~ On Off

Color =t
Restrict @~ On Off
Groups @ -
Border @~ On Off
Maximum Contral Connections @ -
vBond As Stun Server @ = On Off
Exclude Controller Group List @ -
vManage Connection Preferance @~
Port Hop On OFff
Low=Bandwidth Link On Off
BENE
KEHAX
BYREBHANISER
1R BERIRE M R BER :
= Sele & Groupe Configuration - Templates O = IA]
D -
=l Search
From FeawreTa;wlaw gy
ropm—e Total Rows: 0 3 4or
Mame Doscription Type Device Model  Dewice Role Rescurce Group Faature Tempdstes Dralt Mode Devices Attached Updated By Last Updated Temgtste Status

No data available
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Baslc IMormation Transpart & Managemant VPN Sarvice VPN Callular Additional Templates

Systom * Site35_Symiem - Additional System Templates

Logging® Site35_Logging -

NTR Siind5_NTP -

Any Sited5_AAA - BFD Site35_BRD - oMP Site35_OMS -
Security * Site15_Sesurity -

KERRFMETARDERREFEE

= Cisco vManage Configuration - Templates

@ Fettue

Basic Information Transpoet & Management VPN Service VPN Collular Additional Templates

VPND* Sieeds_VEND = Additional VPN 0 Templates
VPN Interface Site35_VPMN_imeriace_Ethernet -

VPN Intertace $ite35_TLOC_Ext_NaTunnel -

VEN Interface Site35_Tunnel_NoTioxEn -

VRN B2 Gite35_VPNE1 2 - Additional VPN 512 Templates
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TowiRows: 1 L E
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Attach Devices

Attach device from the list below
Available Devices

Al = (O Search AT

Name Device IP

Selected Devices

Al

Mama

vEdge
vEdge

Q1 Search

Davice IP
10100007

10.10.10.09

2 ltems Selected
Select All

v

il

BRBRTALESDIBELE
5. W AME KRBT LERE

14 2535_vEdge1



Update Device Template

Variable List (Hover over each field for more information)

Status

Chassis Number

System P

Hostname

Name(vpn0_name)

Address(primary_WAN_next hop)
Address(tlocext_nexthop)

Interface Name(interface_tunm_notlocext)
Description(interface_description_tunn_notlocext)
IPv4 Address(interface_ip_tunn_notlocext)
Color{tlocext_color_value)

Interface Name(TLOC_NoTunnel_Interface)
Description(TLOC_MNoTunnel_lnterface_Description)
Py4 Address(TLOC_NoTunnel_Interface_IP)
Interface Name(primary_wan_interface)
Deseription({primary_wan_interface_description)
IPv4 Address(primary_wan_interface_IP)
Color(primary_WAN_color_value)
Hostname(system_host_name)

System IP(system_system_ip)

Site ID(system_site_id)

Generate Password

EHE1

4 #35_vEdge2

complete
ISR1100-4GLTEGB-FGL2347LHTG
10.10.10.17
vEdge
Transport
10.201.237.1
192.168.30.5
gedi1
Tunnelinterface_NoTLOCExt
192.168.30.4/24
private2 v
geli2
TLOC_NaTunnelinterface
192.168.40.4/24
ae0f0
Primary WAN connection
10.201.237.120/24
privatel w
Sited5_vEdgel
10.10.10.17

35




Update Device Template

Variable List (Hover over each field for more information)

Status

Chassis Number

System IP

Hostname

Name(vpn0_name)

Address(primary_\WAN_next hop)
Address(tiocext_nexthop)

Interface Mame(interface_tunn_notlocext)
Description{interface_description_tunn_notlocext)
IPvd Address(interface_ip_tunn_notlocext)
Coloritlocext_color_valug)

Interface Mame(TLOC_MoTunnel_interface)
Description(TLOC_NoTunnel_Interface_Description)
IPv4 Address{TLOC_NoTunnel_interface_IP)
Interface Mame(primary_wan_interface)
Description(primary_wan_interface_description)
IPva Addressiprimary_wan_interface_IP)
Color(primary_\WAN_color_value)
Hostname(system_host_name)

System IP(system_system_ip)

Site ID{system_site_id)

Generate Password

EHHE?
6. REFMBERTHEHARUTERE :

4 235_vEdge 1

complete
ISR1100-4GLTENA-FGL2347LJ1G
10.10.10.19
vEdge
Transport
10.201.237.9
192.168.40.4
gedf2
Tunnelinterface_NoTLOCExt
192.168.40.5/24
private] w
gelf1
TLOC_NoTunnellnterface
192,168.30.5/24
ge0fo
Prirmary WAN connection
10.201.237.66/24
private2 v
Site35_vEdge2
10.10.10.19

35

Update Cancel




= CiscovManage () Select Resource Groupw

[ — =
Fhed5_FeatureTomplate £
™
Durvica Bst (Total: 2 dvicas) =
Fiter Baareh ™
=
-2
|
1 2
551106 OLTEMA-FiU EIATLIN
ognliE0.10.19
s
5
v
L]
=
0
£
Conbgure Device Rolback Timer

EERE1

4 2635_vEdge2

= Cisco vManage () Select Ressurce Group

Device Tamplate:
$ite35_FeaturaTemplate

Dwica list [Totnl: 2 dusicos)
FinarfSasrch

ESR1100-4GLTEGE-FOLIMTLITS
13,1, 10.17

Eorkgure Divice Bolhack Timer

Configuration - Templates

allowsservice sshd

no allou-pervice metcont

no allow-service ntp

o allov-service aspt

no allow-secvice stus

aliow-service hLLPs

no aButdown

ip rowts 0.0.8.040 10.201.737.1 1

vpn 813

Configuration - Templates
sllowsssrvice sshd

o allow-sarvice natoont

5o allov-sssvice nip

o allev-sesvice capd

80 allov-sssvics awun

allowsservice Mips

]

25 mhutsoum

ip route 9.0.0.0/8 10,201.237.1 1

vp 312

£|%(8|8|8|8 2(B|8|5 82 z|ex|ne|aln]e2|nn|s|nn|e(n]n|=||s|a

HEHEHEHEEEEER B BB BB R EE R EE]

HEEEEE

g

allowssarvice sshd
no allow-pervice netsoaf

no allow-servics nkp
no allow-service ospé
ne allow-ssrvice suun
sllov-garvice hutps

no sbetdown

ip rosts 0.0.0.0/0 10.381.237-1 8

wpn 513

alloveasrvice sahd
o allow-service netoont
no allce-service nip
no allow-service aspé
fe allew-ssrvice stun
allovessrvice hULDs
'
no shutdoun

ip route 0.0.0.4/0 10.281.237.1 1

WA 813

g



Configure Devices

Committing these changes affect the configuration on 2 devices. Are you sure you want to proceed?

Confirm configuration changes on 2 devices.

RERE
T E A T T I HEERZvpn OWESTEE

4 #35_vEdge1

Site35_vEdgel# show run vpn 0
vpn 0

interface ge0/0

ip address 10.201.237.120/24
ipv6e dhcp-client

nat

!

tunnel-interface
encapsulation ipsec

color privatel
max-control-connections 1
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
allow-service sshd

no allow-service netconf
no allow-service ntp

no allow-service ospf

no allow-service stun
allow-service https

1

no shutdown

1

interface ge0/1
description TunnelInterface_NoTLOCExt
ip address 192.168.30.4/24
tunnel-interface
encapsulation ipsec

color private2
max-control-connections 1
no allow-service bgp
allow-service dhcp
allow-service dns



allow-service icmp

no allow-service sshd

no allow-service netconf
no allow-service ntp

no allow-service ospf

no allow-service stun
allow-service https

|

no shutdown

|

interface ge0/2
description TLOC_NoTunnelInterface
ip address 192.168.40.4/24
tloc-extension ge0/0

no shutdown
|

ip route 0.0.0.0/0 10.201.237.1
ip route 0.0.0.0/0 192.168.30.5
|

Site35_vEdgel#

14 2535_vEdge2

Site35_vEdge2#
Site35_vEdge2#
Site35_vEdge2#
Site35_vEdge2# sh run vpn 0
vpn 0

interface ge0/0

ip address 10.201.237.66/24
ipv6 dhcp-client

nat

!

tunnel-interface
encapsulation ipsec

color private2
max-control-connections 1
no allow-service bgp
allow-service dhcp
allow-service dns
alTlow-service icmp
allow-service sshd

no allow-service netconf
no allow-service ntp

no allow-service ospf

no allow-service stun
allow-service https

|

no shutdown

|

interface ge0/1
description TLOC_NoTunnelInterface
ip address 192.168.30.5/24
tloc-extension ge0/0

no shutdown

|

interface ge0/2



description TunnelInterface_NoTLOCExt

ip address 192.168.40.5/24
tunnel-interface
encapsulation 1ipsec

color privatel
max-control-connections 1
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp

no allow-service sshd

no allow-service netconf
no allow-service ntp

no allow-service ospf

no allow-service stun
allow-service https

|

no shutdown
|

ip route 0.0.0.0/0 10.201.237.1

ip route 0.0.0.0/0 192.168
|

Site35_vEdge2#

i

.40.4

1. BRI MEMERE :

Push Foature Template Confeguration | §

REARHEIE AR 2h

Ghassis Nwmber Device Modes

2. BEIBEWANFITLOC-ExtsT EZHIELR

R

nitiatod By: admin  From: 10.34.337.28
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https://www.cisco.com/c/en/us/td/docs/solutions/CVD/SDWAN/cisco-sdwan-design-guide.html
https://www.cisco.com/c/en/us/td/docs/solutions/CVD/SDWAN/cisco-sdwan-design-guide.html
https://www.cisco.com/c/en/us/td/docs/solutions/CVD/SDWAN/cisco-sdwan-design-guide.html
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