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cEdge#show

users

Li ne User Host ('s) Idle

Locati on

*866 vty 0 admin idle 00: 00: 00
192.168.1.5

Interface User Mode Idle Peer Address
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cEdge#fshow run | section access
ip access-list extended VTY_FILTER SHH
5 pernmit ip any any | og <<<< with this sequence you can verify the IP of the

device that tried to access.
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cEdge#’show sdwan running-config | section vty
line vty 0 4

access-class VIY_FILTER SSH in vrf-also
transport input ssh

FEFACL#E , & LA tvManage B )X BARISSHZICEdge , X #1R A ERK T —1HHEE,

It3E 2 01818 75 % show logging & %o

*Jul 13 15:05:47.781: ¥SEC LOG N-5-LOG N_SUCCESS: Logi n Success [user: Tadmi n] [ Source
192.168.1.5] [local port: 22] at 15:05:47 UTC Tue Jul 13 2022
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CEdge#show access-list VTY FILTER SSH
Ext ended | P access list VTY_FILTER SSH
10 permt tcp 10.10.10.10 0.0.0.15 any eq 22 100 deny ip any any |og
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cEdge#config-transaction

cEdgeconfig)# i p access-1li st

cEdge(config)# ip access-list extended VTY_FILTER SSH
cEdge(config-ext-nacl)# 5 pernmit ip host 192.168.1.5 any |og
cEdgeconfi g- ext-nacl )# commi t

Conmit conpl ete.

5

cEdge#show access-list VTY FILTER_SSH

Extended | P access list VTY_FILTER SSH

5 permit ip host 192.168.1.5 any |og <<<< New sequence to all ow vManage to SSH 10 permit
tcp 10.10.10.10 0.0.0.15 any eq 22 100 deny ip any any |og <<<< Thi s sequence deny al
ot her SSH connecti ons
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cEdge#show sdwan running-config | section vty

line vty 0 4 access-class VIY_FILTER SSH in vrf-also transport input ssh
!

line vty 5 80
access-class VIY_FILTER SSH in vrf-also transport
i nput ssh
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E fin FConfiguration > Custom Options > Access Control List > Add Device Access Policy > Add
ipv4 Device Access Policy

FIBACLH B RBMEREA , A% L —TAdd ACL Sequence , A% iZ#ESequence Rule

Localized FPolicy » Access Control Lists FPolicy »  Add Device IPV4 ACL Policy
Mame SOWAN_CEDGE_ACCESS
Cescription sDWaAN_CEDGE_ACCESS

Device Access Control List

‘ (+) Add ACL Sequence
(+) Sequence Rule  Drag and drop to re-arrange rules

Tl Drag & drop to reorder

“s
I *¢ Device Access Control List :
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1#1£Device Access Protocol >SSH
ARBEEFREBRTEHER,

- Device Access Control List

(%) Sequence Rule  Drag and drop to re-arrange rules
Source Data Prafix Source Port Destination Data Prefix Device Access Protocol VPN

Match Conditions Actions
Device Access Protocol (required) SSH ~ Accept Enabled
Source Data Prefi List X
ALLOWED x N
. N, W - .
gi — T Actions , ﬁEAccept , 9&1&& — | save Match And Actions.
| =% ~) 3 . . .
&% ) SR O LUIB$F save Device Access Control List Policy.
[} oevice Access Control List Device Access Contre
+) Sequence Rule Drag and drop i re-amange nies
Q Accept ) Drop Countar
Match Conditions Actions
Device Access Protocol {requined| 55H v Accept Enabled
S *
ALLOWED =
P Pre
Varlables: Disabied
Save Device Access Control List Policy Cancel
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Efin F|Configuration > Localized Policy > Add Policy > Configure Access Control List > Add
Device Access Policy > Import Existing.



Localized Policy » Add Policy

@ Create Groups of Interest @ Configure Forwarding Classes/QoS

. Configure Access Control Lists
Q. Search

Add Access Control List Policy ~  Add Device Access Policy ~  (Add an Access List and configure Match and Actions)
Add IPvd Device Access Policy

Aol im s A

Name Typi Juiso i

T

tiption

Made Reference Count

No data available

#iE L —{EACL , A& — TImport,

Import Existing Device Access Control List Policy

Palicy

SDWAN_CEDGE_ACCESS

%ﬁfg%mﬁ% ﬁ*ﬂ%mﬁ}ﬁ@ , %?ﬁE—T Save Policy Changes.



ARSI Forwarding Class/QoS | Access Control Lists | Route Pollcy

Enter name and description for your localized master policy

Policy Name SOWWAN_CEDGE

Policy Description SDWAN_CEDGE

Policy Setlings

[ netfow [ Netlow IPve [ Application  [] Application v [ Cloud QoS [ Cloud QoS Service side [ Implicit ACL Logging

) ) T
Log Frequency : ket flow Kl 4 'al:'
FNF IPvd Max Cache Entries er ¢ rang : E:‘
FNF IPvE Max Cache Entries Lef ¢ rang ¥ ::"

Preview Save Policy Changes Cancel
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i85 % Configuration > Template > Device > Select the Device , #A#% 3> ... > Edit > Additional
Templates > Policy > SDWAN_CEDGE > Update.

= Cisco vManage () Select Resource Groupw Configuration - Temp
Feature

Basic Information Transport & Management VPN Service VPN Cellular Additional Templates

TrustSec Choose... o

CLI Add-On Template Choose... -

Palicy SDWAN_CEDGE v
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no ip source-route 151 no ip source-route
152 ip access-list extended SDWAN_CEDGE_ACCESS-acl-22
153 10 permit tcp 192.168.1.5 0.0.0.0 any eg 22
20 permit tep 192.169.20.0 0.0.0.15 any eq 22
155 30 deny tep any any eq 22
I
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B7E , B LAER LK E : Menu > Tools > SSH Terminal , B)XE A 2 5i#vManageiB & 25 815
cEdge#YSSHEARE .

R E R BIBSSHERE192.168.10.114m

Router#ssh 192.168.10.114

% Connection refused by remote host

Router#

MRBEACLETEES , AL AEFESeq 305 11EEHEIR , I B SSHIEMRFHIER .

c8000v-1# sh access-lists

Extended IP access list SDWAN CEDGE ACCESS-acl-22

10 permit tcp host 192.168.1.5 any eq 22
20 permit tcp 192.169.20.0 0.0.0.15 any eq 22

30 deny tcp any any eq 22| (1 matech)
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